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The benefits of network automation are becoming more apparent and the concept is 
gaining popularity

Network monitoring, troubleshooting and configuration are all components of 
Automation

Historically, SNMP has been utilized for network monitoring and troubleshooting, but 
it falls short for configuration of devices.

No standardization of how data should be represented, stored or retrieved other than 
SNMP MIBs (which lack support for many configuration tasks)

Automation requires vendor-neutral protocols that define data models, and how to 
retrieve and push data from network devices
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Unpredictable error warnings:

○ Sometimes a misconfigured command 
will produce a warning. Other times, it 
will not

○ Some commands, if conflicting with 
other commands will not be accepted 
and generate error output

○ Other times the command can be input 
either with no effect, or disaster
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● This image is courtesy of https://en.wikipedia.org/wiki/YANG
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One of the earliest data modeling languages was known as Abstract Syntax Notation 
One (ASN.1).  It was from this that the “Structure of Management Information” (SMI) 
was derived as another data modeling language which was used with SNMP. The 
structure of the SNMP MIB (Management Information Base) is based on SMI data 
modeling.

SMI was then upgraded to SMIv2 in 1999

Just prior to SMIv2 becoming standardized another effort was underway to upgrade 
it…YET AGAIN…and that effort was called SMIng (SMI Next Generation).

SMIng did not succeed in the IETF.  However, later on the NETCONF (NETwork
CONFiguration) Protocol was developed as a means of securely connecting with 
network devices for the purposes of managing and configuring them.  “Yet Another 
Generation” of a Data Modeling Language was needed to go with NETCONF, so the 
principles behind SMIng were borrowed to create YANG.
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Although data models, built from YANG principles, can describe literally anything, 
most existing models are related to computer networking.

You can explore hundreds of YANG models available at 
https://github.com/YangModels/yang
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After first bullet: Open and display the file, “XML-Configuration-Example” within 
“Instructor Resources folder.
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Models submitted from private companies are also sometimes called, “Vendor 
Models”.
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Demonstration-1: Go to Github and view a text file of a YANG module to demonstrate 
verboseness.

Demonstration-2: Use pyang tool to demonstrate tree structure of the same YANG 
model that was previously demonstrated.
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BER = Basic Encoding Rules

Basic Encoding Rules (BER) is the set of rules for encoding ASN.1 defined data 
into a particular representation for transmitting to another system
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Administrative actions would involve things like collecting statistics and data, shutting 
down interfaces, reloading a router, etc.

A device that is able to accomplish “streaming telemetry” could utilize NETCONF to 
package its event notifications.

Testing of configurations doesn’t necessarily mean testing if a feature will work as 
expected, but rather is the data you pushed to the device supported? Are you asking 
the device to do something it doesn’t understand? Do any of your commands conflict 
with existing commands?
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NETCONF commands (to read data or modify it) are targeted towards certain 
datastore
----“Running” is an example of a NETCONF datastore and the ONLY one that is 
mandatory

Some datastores are writeable while others are not

NETCONF datastore are manipulated using the following commands:
<get> Requests the running configuration and state information of the device
<get-config> Requests some or all of the configuration from a datastore
<edit-config> Edits a configuration datastore by using CRUD operations
<copy-config> Copies the configuration to another datastore
<delete-config> Deletes the configuration

NETCONF commands sent using RPC (Remote Procedure Call) messages in XML 
format
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Because NETCONF sends and receives using XML it is not human-friendly

Session-Locks: Owner of a NETCONF session can lock the configuration parser
---Ensures consistency and prevents conflict from other NETCONF users as well as 
non-NETCONF clients (such as SNMP, CLI scripts and human users)
---Global lock is revoked once an active session is killed

Software applications abstract the details so we don’t have to be overwhelmed with 
XML output
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NETCONF transport is SSH, therefore device requires a trustpoint (i.e PKI Certificate 
Authority)

Because NETCONF does NOT utilize HTTPS you don’t HAVE to issue the “ip http 
secure-server” command, but this command is a quick-and-easy way to create a self-
signed Digital Certificate in the device.  Many versions of Cisco IOS already have a 
Certificate pre-configured.
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The default TCP port for NETCONF is 830

NOTE: IOS-XE configuration guides indicate you must also configure AAA 
Authentication and Authorization, but in my lab tests, as long as I had a “usename
xxxx privilege 15 password yyyy” command, I was able to login via SSH and issue 
NETCONF-YANG XML commands WITHOUT AAA.
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Notice that in this output, not only do we have confirmation of a NETCONF-YANG 
session, but we can see that whoever is controlling the session has locked the 
Running-Config datastore with a Global Lock.
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RESTCONF represents a way of doing the same things that NETCONF can do, but
using RESTful APIs.  So it makes sense to start with an overview of REST.

Each “thing” that a REST API can retrieve, modify, or delete is called a “resource” 
whether it be an item in a database, a document, or an image. A “resource” is a 
way of abstracting data so you don’t have to be specific about what KIND of data it 
is.
-
There are a lot of very good (and highly detailed) explanations about the 
differences between “PUT” and “POST”.  For the purposes of this introduction to 
REST APIs let’s just say that both can be used to Create or Update a resource. If 
you actually plan on creating (i.e software development) a REST API from scratch, 
then you’ll definitely want to dig into the specifics and understand the minutia 
between them.

https://t.me/learningnets



If you’re already familiar with the concept of HTTP verbs you might notice that one 
is missing from the chart above…”Patch”. PUT and PATCH are very similar;
● PUT: Commonly used to completely replace/override all contents of a 

resource record (if certain fields are not included they are removed).
● PATCH: used to update a record based on the information provided (or patch 

it with what you provide), leaving any fields not passed along, intact.

Cisco’s “Intent” REST API does not make any use of any “PATCH” commands.
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“The goal of RESTCONF is to provide a RESTful API experience while still leveraging 
the device abstraction capabilities provided by NETCONF.” - Cisco ENCOR OCG
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RESTCONF transport is SSL/TLS, therefore device requires a trustpoint (i.e PKI 
Certificate Authority)

Because RESTCONF utilizes HTTPS you have to issue the “ip http secure-server” 
command.  This command is also a quick-and-easy way to create a self-signed 
Digital Certificate in the device.  Many versions of Cisco IOS already have a 
Certificate pre-configured.
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The default TCP port for NETCONF is 830

NOTE: IOS-XE configuration guides indicate you must also configure AAA 
Authentication and Authorization, but in my lab tests, as long as I had a “usename
xxxx privilege 15 password yyyy” command, I was able to login via SSH and issue 
NETCONF-YANG XML commands WITHOUT AAA.
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