Lab Setup Instructions

These setup instructions contain everything you'll need to get ready for your upcoming SANS class. These can take some time to
complete, and may involve downloading large files. So please allow ample time to complete them before you arrive at class -
especially if you have limited Internet bandwidth.

If you require assistance with the instructions contained within this document, please contact support@sans.org. Be sure to
include the name of your course, and if possible, your order number.

We're looking forward to having you in class!
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Lab 0: Getting Started (Complete Prior to Class)

Objectives

+ Locate and download FOR508 course materials from the SANS portal

+ Install and prepare your course VMs for digital forensic analysis

Before Class Begins

Several steps must be accomplished before you start class. For those students attending a live class event, this means
completing the setup process before you leave. In particular, downloading the course data should be accomplished before
traveling, and well before class begins for those taking it online. FOR508 requires significant data downloading and hotel/venue
Internet bandwidth will not be suitable for these downloads.

Preparation Steps

These steps are covered in the following sections of this document:

1. Downloading Course Materials

+ISO "A" should be your first priority for downloading. It contains the two virtual machines critical for completion of the
course labs.

+1SO "B" and ISO "C" will be used later in the course. However, they are large files so it is highly recommended you start
downloading them as soon as possible.

2. Mounting Course ISOs
3. Decompressing and Booting Virtual Machines

* There are two virtual machines used in FOR508. The 508 Windows VM will be used initially and most extensively
throughout the class. Setting up this VM is the priority. The 508 SIFT Linux VM will be used after the first day of class.

* Ensure you can load and login to virtual machines prior to the beginning of class. The upcoming sub-sections Specific
Notes About the FOR508 Windows VM and Specific Notes About the 508 SIFT Linux VM should be reviewed once you are
able to log into each VM.

4. Return here and continue through this Lab0 document.
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Important information about this setup guide

The first 3 sections listed above are purposely template content designed to be consistent across all SANS courses. As such,
you will see screenshots that differ slightly from the FOR508 files. However, the file naming conventions and setup processes
are the same by design.

The parts of this overall setup guide that are unique and specific to FOR508 are this initial section, titled Lab 0: Getting Started
(Complete Prior to Class), and a short section titled Virtual Machine Credentials following the Decompressing and Booting
Virtual Machines section. Please pay particular attention to these sections for guidance specific to FOR508.

Following the Virtual Machine Credentials section are a collection of resources to help troubleshoot the setup. They are
primarily focused on VMware issues.

Time Zones and Operating System Upgrades

« It is critical that you do not upgrade software within the virtual machine unless specifically directed to do so in the lab
instructions. Your virtual machine has been extensively tested in the configuration which it was distributed. SANS cannot
ensure your labs will function properly if the software is updated.

+ Do not change your regional or time settings inside your VMs. Your VMs' system time zones are set to UTC. The labs are
written specifically for UTC time to avoid any confusion from region to region where we are teaching the course.

« If you need a different keyboard language layout, we will show you how to change it in the FOR508 VM subsections
below.

Specific Notes About the FOR508 Windows VM

Once you've completed the steps to install and login to the Windows VM (username sansdfir , password forensics ), please
come back to review these specific notes about the FOR508 Windows VM.

1. Upon first starting up the Windows VM, you may see a pop-up dialog box from VMware that says "Setup needs to reboot the
system in order to complete the install. Do you want to reboot now?" Click "Yes" to reboot the VM (not the host) so that
VMware Tools can finalize setup. This may be necessary to update the display drivers inside the VM.

2. Windows might pop up a Network dialog asking whether you want your VM to be discoverable by other devices on the
network. Your choice does not matter for this class, although the suggested answer is Yes.

3. You should see the following on your desktop. If the "fences" do not look like this, you might need to adjust them. Your screen
resolution determines how the fences initially arrange. Drag and expand the fences to best accommodate your VM's
resolution.
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* You will typically have the best experience in full-screen mode in VMware. For VMware Workstation, the icon to Enter Full
Screen Mode looks like the following:

& 508 Windows VM - VMware Workstation

File Edit View VM Tabs Hep |l ~ & O @ © [ B O v

[[,! 508 Windows VM

Enter full screen mode

To exit full-screen mode, hover at the top of the screen to bring the VMware drop-down toolbar into view. You can then
click the same icon to Exit Full Screen Mode:

) File Edit View VM Tabs Help - & M @O 5D z[lj

Exit full'screen mode

* If you are still experiencing scaling/display issues, try the following:

* Shut down the VM (inside the VM, click the Windows Start menu > Power button > Shut down). Then go to Settings in
VMware, click on Display and uncheck "Automatically adjust user interface size in the virtual machine". Please
change the "Monitors" setting from "Use host setting for monitors” to "Specify monitor settings:" then manually set
the "Maximum resolution of any one monitor" to 1920 x 1080, or test other values to find what works best.
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Virtual Machine Settings X

Hardware Options

Device Summary 30 graphics
988 Memory 4GB Accelerate 3D graphics
[ Processors 2 )
{2 Hard Disk (SCSI) 100 GB Ploxes
(ZAHard Disk 2 (SCST) 250 GB (Persistent) O Use host setting for monitors
*) CD/DVD (SATA) Auto detect (®) Specify monitor settings:
T=Network Adapter NAT Number of monitors:
USB Controller Present 1 >
'O ) Sound Card Auto detect ) : i
Di o s Maximum resolution of any one monitor:

> | 1920 x 1080 v

A\ Manually specifying the number and size of monitors
may prevent Unity and Full Screen modes from working
correctly.

Graphics memory

Maximum amount of guest memory that can be used for
graphics memory:

1 GB (recommended) v

Display scaling

# [ Automatically adjust user interface size in the virtual
machine

4. Do not change regional or time settings. The system is setup to output in ISO 8601 format ( YYYY-MM-DD HH:MM:SS ). Changing
the regional and time settings will affect this and likely break some tools we rely upon in class.

However, if you need to change your keyboard layout to a non-US keyboard, please adjust it as follows:

« Select the Start menu > Settings. From the Settings dialog box, choose Time & Language. Then choose Language. Under
"Preferred languages’, click Options:
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Language

= B

Windows display Apps & websites
English (United States) English (United States)

g

Keyboard Speech
English (United States) English (United States)

Windows display language

@

Regional format
English (United States)

&nglish (United States)

A

language.

Preferred languages

they support.

m Add a language

A$ English (United States)

Windows features like Settings and File Explorer will appear in this

Apps and websites will appear in the first language in the list that

Do click on the English

(United States) language

and then click Options
FEiAaY

« From the "Language options: English (United States)" dialog box that appears, choose Add a keyboard:
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< Settings
@ Language options: English (United States)

Language pack

Language pack installed

Canadian Multilingual Standard
QWERTY

B

English (India)

&

QWERTY
O Irish
QWERTY

Scottish Gaelic
QWERTY

B

United Kingdom
QWERTY

&

United States-Dvorak

NVUAD ALY

Add a keyboard
\ Next, click "Add a keyboard"
U and choose your preferred

QWERTY keyboard layout

+ B

&,

Specific Notes About the FOR508 SIFT Linux VM

Once you've completed the steps to install and login to the Linux SIFT VM (username sansforensics, password forensics),
please come back to review these specific notes about the FOR508 SIFT Linux VM.
1. Your VM may need display adjustments. Here are a couple of options:

* One of the first things to try is fitting the VM display to the VMware window. In VMware Workstation, go to View > Fit
Guest Now.
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* Another issue is high-resolution screens may need scaling adjustments. If so, click the bottom left grid button on the
Activities bar (or press the Windows key / Mac Command key). Then type "settings" into the search field and choose the
Settings app:

Q  settingsl

iK

KDE ConnectsS... Settings Onboard Settings Backups

Settings :::  Applications Contre
@ Power \

() Removable Media Configure Remoy

@ Appearance A ce Settings

* Select Displays. Adjust size for best fit. The Fractional Scaling may also help with higher resolution displays.
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2. If your host system has a non-US keyboard layout, you will probably want to adjust the SIFT VM's keys to match your system.
Use the setxkbmap command to adjust it with the proper code. For example, to switch to a German layout, run the following
in a Terminal window:

setxkbmap de

* To get a very comprehensive list of language codes, run man xkeyboard-config .

Opening and Updating the Electronic Workbook

The FOR508 workbook content is stored locally in the FOR508 VMs so it's always available. Open a browser in the virtual
machines and the homepage will default to the workbook.

Course authors occasionally update the source content with minor fixes, such as correcting typos or clarifying explanations. You
should update the workbook in each VM at the start of class. You can pull down any available updates by running the following
command in a Bash shell in the VMs:
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Command lines

workbook-update

Expected results (when updates are available)

- Updating workbook files

Complete!

Expected results (when no updates are available)

- No workbook updates available

Complete!
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Downloading Course Materials

Use these directions to download all of the digital file(s) that you will need for your SANS course. These downloads can be very
large and must be completed before you start class. If you are attending a live course event, the site venue's Internet connection
will likely be insufficient for you to download all of the necessary course materials.

Important notes

+ All downloads should be completed before the first day of class or beginning travel. File sizes may be 1GB to 100GB or
more. Downloading all course materials may require as much as an hour of keyboard time, plus a varying amount of
download time based on your connection speed.

« Course books are protected with a password that must be entered each time a protected PDF file is opened. We suggest
you keep this password in a password manager.

* By downloading these files and saving the SANS-provided course book password, you will have ongoing access to your
course materials. The expiration date shown on the SANS site refers to the date when you can no longer download
materials from your SANS account.

+ Due to copyright protections, notations have been disabled from the course book PDFs. In lieu of highlighting we
encourage taking notes on a separate document and including page numbers so you can reference at a later date.

Notice

Content and screenshots in this section are examples and do not reflect your specific course ID and name.

Preparation Before Class

Before proceeding to the downloads themselves, please take a moment to review a few short videos that include important
information and will help you to get the most out of the lab portions of your SANS course.

» What to complete prior to class

» Laptop system requirements

Download Instructions

We've also provided a video that demonstrates the process of downloading your class materials.

1. Visit sans.org and click "Log In" at the top of the page.

SANS Sites Vv Search Q Log In Join

SMS Train and Certify Manage Your Team Resources Focus Areas Get Involve About
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2 Enter the email address that you used to register for your course and your password, then click "Login".

Login

yourname@example.com 1

| forgot my password

New to SANS?

{ Create a SANS account

3. Click "Course Material Downloads"

MANS

Home > Account Dashboard

Account Dashboard

Account Details My Training

e SANS OnDemand

Account Profile SANS Live Online

o e SANS In-Person
Communication Preferences

e SANS MP3s
SANS Training Workspace e My Labs
e Course Material Download
My Orders o Summit Access \
My Webcasts My GIAC Certification
My NetWars e Practice Tests

o Certification History

You may have a list of multiple courses. If so, select the course that you are downloading the materials for.
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Your Course Materials

Once you sign the license agreement, you are no longer eligible to receive a refund.

Note: These are large files that require a good internet connection and sufficient time to download. If you experience difficulty, please email
support@sans.org for assistance. Downloads appear 7 days before your event start date.

SANS DFIR Summit and Training 2022 - Live Online

FOR808: Mowto Razir Forensic Analysis Access Expires

2022-12-27

-
o
p o)

Order: 30000000yYYYYYyy
Version: FOR808_HO01_03

[00]
o
[e0]

SANS Time Travel Summit 2038
SEC456: Secure Configuration of Flux Capacitors

m

Access Expires

2022-12-29
Order: X00000KKYYYYYYYY

Version: SEC456_H02_01

P
(6]
(2] O

SANS Live Online Interplanetary Edition 2022 Volume 1
FOR901: Investigating Venusian Threat Actors

[(es] T
o =]
=] X

Access Expires

2022-12-31
Order: Xo000000yyyyyyyy

Version: FOR01_G02_04

SANS Mariana Trench Private Event 2022

S E C SEC123: Underwater Pentesting Access Expires
{128

2023-01-06
Order: XX000000CYYYYYYYY

Version: SEC123_H02_03

4. To access the course materials, you must sign the License Agreement. To do so, please click on the link.

FOR808 Course Materials

<< Your Course Materials
Once you sign the license agreement, you are no longer eligible to receive a refund.

Note: These are large files that require a good internet connection and sufficient time to download. If you experience difficulty, please email support@sans.org for
assistance. Downloads appear 7 days before your event start date.

SANS DFIR Summit and Training 2022 - Live Online Order D

XXXXHXXXX

To download course materials, you must first sign the License Agreement.

Expires:
FOR808_H01_03 2022-12-27

5. Read the agreement, then scroll to the bottom and check the box to agree and re-enter your SANS Account password. Click on
Submit when complete.

Signature

| agree to the above terms and conditions.

Account Password eecccccscsscssssscce é
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6 The following screen will differ, depending on the course you are taking. There may be several sections, potentially including
the following. Not all courses have all sections.

a. Media / Lab Files
i. This section may have subsections labeled "Priority - Required for Day 1" and "Additional Required Files"
b. Course Handouts

c. Course Books

FOR808 Course Materials

<< Your Course Materials

Once you sign the license agreement, you are no longer eligible to receive a refund.

You must download all media/lab files below, before class begins.

Note: These are large files that require a good internet connection and sufficient time to download. If you experience difficulty, please email support@sans.org for
assistance. Downloads appear 7 days before your event start date.

SANS DFIR Summit and Training 2022 - Live Online order 10

XXXXXXXX

Media / Lab Files

o 808.22.2.is0 - 132168
o Lab_Setup_Instructions_FOR808_v03.pdf - 6.58M8

Course Handouts

o mowto_json_lookup_v1.0.pdf - 755.48K8
o razir_tech_specs_v1.5.pdf - 739.65K8

Course Books

License Agreement signed on 2022-09-14

Combined:
o FOR808: Mowto Razir Forensic Analysis ~ 256.3MB
Individual Books:
e FOR808 - Book 1 ~ 45.82MB
e FOR808 - Book 2 ~ 68.48MB
e FOR808 - Book 3 ~ 37.94MB
e FOR808 - Book 4 ~ 26.97MB
FOR808 - Book 5 ~ 39.30MB
FOR808 - Workbook ~ 36.59MB

Book downloads may take up to 2 minutes.

You must enter the book password each time the book is opened. We suggest you keep your book password in a password manager.

By downloading these files and saving the SANS provided book password, you will have ongoing access to your course materials. The expiration

date at the top right of this page refers to the date you must download materials and save password by to maintain access.

Due to copyright protections, notations have been disabled from the course PDFs. In lieu of highlighting we encourage taking a separate set of
notes and indicating page numbers so you are able to reference at a later date.

Expires:

FOR808_H01_03 2022-12-27

7. Download all files provided for your class! These may be between 1GB to over 100GB, so plan your time accordingly. We
recommend placing these into a single subdirectory on your system, where all files related to your course can be held
together. This also makes it easier for you to find them. Be sure these are backed up, so the files are safe from accidental
deletion or corruption.

If your course downloads include a "Priority - Required for Day 1" section, the files listed here should be downloaded first.
Some or all of these files may be "ISO" files. ISO files are archives containing numerous files, similar to a zip or 7zip file.
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However, ISO files can be mounted to your host computer in the same way that a USB or network device can be mounted. See
the following "Mounting Course ISOs" section for details on how to mount the ISO file(s) for your course.

Course books can be downloaded individually or as a combined PDF file.

8. Note that each course book is password protected. You will need the SANS-provided password to open each book. Click the
"Show" button to see your personally-assigned password.

Course Books

Book Password: b

License Agreement signed on 2022-09-14

Combined:
e FOR808: Mowto Razir Forensic Analysis ~ 256.3MB

Individual Books:
e FORS808 - Book 1 ~ 45.82MB

e FOR808 - Book 2 ~ 68.48MB

a FORRNR -RBnanlk Z ~ Z704MR

This is the password needed to open your course books. Click the "Copy" button to copy the password to your system's
clipboard. We also recommend saving this in a password manager so you can continue to access your course books past the
access expiration date shown in your account.

Course Books

Book Password: 3mi B HE Jeli_O_w-lu-p[ m

License Agreement signed on 2022-09-14

Combined:
e FOR808: Mowto Razir Forensic Analysis ~ 256.3MB

Individual Books:
e FORS808 - Book 1 ~ 45.82MB

e FOR808 - Book 2 ~ 68.48MB

a FORRNR -Bnanlk T ~ Z704MR

When opening the protected PDF files, you will need to provide the password provided in the dialog shown above. The
process to enter the password will differ depending on your PDF reading software. Consult the documentation for your
software if you need assistance with this step.

9. The "Course Material Downloads" link will show your course materials for four months after your class ends. After this time,
your materials can no longer be downloaded. However, the password for the PDF copies of your courseware will remain in
your SANS account after the download expires. Password for older courseware can be downloaded by selecting the "My
Orders" link and then finding the order and copying the PDF password for use on files you've already downloaded.
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Home > Account Dashboard

Account Dashboard

Account Details My Tr

e SANS

Account Profile o SANS

L e SANS|
Communication Preferences

e SANS

SANS Training Workspace ° MylL3

e Cours

My Orders \ e Sumn
My Webcasts My G
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SANS DFIR Summit & Training
2022 - Live Online

Aug. 15 -Aug. 22 2022
Austin, TX US

Order ID: DIGITAL-FORENSICS-SUMMIT-2022
XOOOXXXXX

Course(s):

Mowto Razir Forensic Analysis
Book Password:

Copy

Certificate Of Completion \

10. If you are having difficulty downloading or accessing your course materials, contact support@sans.org for assistance.

© SANS Institute
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Mounting Course ISOs

Some course content are contained within "ISO" files. ISO files are archives containing numerous files, similar to a zip or 7zip file.
However, ISO files can be mounted to your host computer in the same way that a USB or network device can be mounted.

Note

Your course ISO files do not contain bootable operating systems. Do not attach the ISO directly to VMware unless specifically
directed by the lab instructions.

These directions will cover how to mount and unmount ISO files on your host operating system. After your ISO file(s) are mounted,
you may need to extract Virtual Machines for your course. Instructions for this are in the Decompressing Virtual Machines section.

Notice

Content and screenshots in this section are examples and do not reflect your specific course ID and name.

Microsoft Windows Host (Graphical)

We've also provided a video demonstration that details the process of mounting an ISO in Microsoft Windows.

To mount ISO volumes:

1. Locate the downloaded ISO file(s) on your host system.

2. Double-click each 1SO file to mount it.

[ | . = || CG:\Users\Phil Hagen\Downloads\SEC123 Downloads

Home Share View
€ > v e l This PC Downloads > SEC123 Downloads

Name Date modified Type

# Quick access
B 123223 12/2 11:44 AM Disc Image File
P Desktop

Downloads
B Documents
B3 Pictures
. Program Files (x86)
[l SEC123 Downloads

B This PC
9 3D Objects
P Desktop
B Documents
Downloads
Music
B Pictures
& Videos

1item |

3. In an Explorer window, the ISO content can be accessed from a drive letter assigned as a DVD drive.
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O ER- &

Home Share View
> v 4o © > ThisPC > DVD Drive (E) 123.22.3

Downloads * Name Date modified Type

B Documents * B cheat_sheets M File folder
B Pictures * B misc M File folder
l Program Files (x86) . utilities File folder
l SEC123 Downloads l virtual_machines 2 File folder
. license e Text Document

L4
B This PC B readme Text Document

W 3D Objects B sans-integrity.yml 211:40..  YMLFile
P Desktop

B Documents
Downloads
Music

B Pictures

& Videos

#= Local Disk (C:)

© DVD Drive () 123.22.3

-

Titems |

4.1n a command prompt, the ISO contents will be available from a drive letter assigned as a DVD drive.

Notional Results

Microsoft Windows [Version 10.0.19044.2251]

(c) Microsoft Corporation. All rights reserved.
C:\Users\sansstudent>E:

E:\>dir

Volume 1in drive E is 123.22.3

Volume Serial Number 1is 1F00-A077

Directory of E:\

06/28/2022 08:56 AM <DIR> cheat_sheets
12/08/2022 01:10 PM 3,403 license.txt
06/28/2022 08:56 AM <DIR> misc
01/22/2021 09:15 AM 291 readme.txt
12/27/2022 11:40 AM 1,609 sans-integrity.yml
12/05/2022 01:33 PM <DIR> utilities
12/27/2022 11:38 AM <DIR> virtual_machines

3 File(s) 5,303 bytes

4 Dir(s) 0 bytes free

Note

In some extremely rare cases, this method may not work as described. If the above steps are not successful, the Microsoft
Windows Host (PowerShell Command Line) section of this section provides an alternate method to mount ISO images.
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To unmount ISO volumes:

1.In an Explorer window, locate the mounted ISO volume under the "This PC" section.

2. Right-click the mounted volume and select "Eject".

(-] s | EA

Home Share View

& > v o @ > ThisPC > DVD Drive (E) 123223

Downloads Name Date modified Type
B Documents B cheat_sheets File folder
B Pictures l s M File folder
Tl Files (x86) B utilities M File folder

- N hownloads B virtual_machines
€ Scan wiith Microsoft Defender... B fcense

Open in new window B readme
Pin to Quick access s B sans-integrity.ym! 2 . YMLFile
Give access to
7-Zip
CRCSHA
Pin to Start
Eect
Copy
k (C)
7w voonve (B) 123223

Properties

Apple macOS Host

We've also provided a video demonstration that details the process of mounting an ISO in Apple macOS.

To mount ISO volumes:

1. Locate the downloaded ISO file(s) on your host system.

2. Double-click each ISO file to mount it.

SEC123 Downloads

Name

B 123.22.3.is0
~ iCloud Drive

© Shared

OneDrive

Google Drive

Macintosh HD

Network

® Green

& VYollow

3. In a Finder window, the ISO contents can be accessed from the volume name under the "Locations" section of the sidebar.
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123.22.3

Name

@ cheat_sheets

B license.txt

B misc

R readme.txt

B sans-integrity.ym!

iCloud Drive
Shared

X > [ utilities
OneDrive
B virtual_machines
Google Drive
Macintosh HD
123.22.3

Network

4. In a terminal window, the ISO contents will be available under the /volumes/ directory, with subdirectory names for each
volume. For example, /Volumes/123.22.1A/ .

Notional results

Last login: Tue Dec 27 11:51:18 on ttys008
sansstudent@SANS-MacBook-Pro ~ % cd /Volumes/123.22.3
sansstudent@SANS-MacBook-Pro 123.22.3 % 1s -1

total 32

drwxr-xr-x 1 sansstudent staff 2048 Jun 28 2022 cheat_sheets
-rwxr-xr-x 1 sansstudent staff 3403 Dec 8 13:10 license.txt
druxr-xr-x 1 sansstudent staff 2048 Jun 28 2022 misc

-rwxr-xr-x 1 sansstudent staff 291 Jan 22 2021 readme.txt
-rwxr-xr-x 1 sansstudent staff 1609 Dec 27 11:40 sans-integrity.yml
drwxr-xr-x 1 sansstudent staff 2048 Dec 5 13:33 utilities
drwxr-xr-x 1 sansstudent staff 2048 Dec 27 11:38 virtual_machines

To unmount ISO volumes:

1. In a Finder window, locate the mounted ISO volume under the "Locations" section.

2. Click the "Eject" icon to the right of each volume you wish to unmount.
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123.22.3

Name

> @ cheat_sheets
iCloud Drive B license.txt
> [ misc
R readme.txt
[ sans-integrity.yml

? Shared

> BB utilities

OneDrive . .
> @ virtual_machines

Google Drive
Macintosh HD
123.22.3

Network

Microsoft Windows Host (PowerShell Command Line)

In some rare cases, the graphical methods explained above may not work. In this case, the following PowerShell commands can
be used to mount the downloaded ISO(s).

To mount ISO volumes:

1. Run PowerShell as Administrator.
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w

‘ Weather

- Windows Accessories
» BG e

This PC PowerPoint

- Windows Administrative Tools

- Windows Ease of Access

- Windows PowerShell ‘

Windows PowerShell
Firefox

Wit -2 Pin to Start

More

N an

Window: 4 SANtricity
Run as Administrator i unehc Storage...

Window:

== Windows !
Run ISE as Administrator

- plipcows: = Windows PowerShell ISE
- WinPcap

Wireshark

Wireshark Legacy

W™ Word

2. In the PowerShell window, run the following command, replacing the path and filename for the ISO file(s) you downloaded.
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Co

mmand lines

Note

Mount-DiskImage —-ImagePath "C:\Users\sansstudent\Downloads\SEC123 Downloads\123.22.3.is0o"

This command requires the full path to the ISO image you wish to mount and does not support relative pathing!

Expected results

PS C:\Users\sansstudent> Mount-DiskImage —ImagePath "C:
\Users\sansstudent\Downloads\SEC123 Downloads\123.22.3.is0o"

Attached
BlockSize
DevicePath
FileSize

¢ True

t 0

¢ \\.\CDROM1
¢ 19844464640

LogicalSectorSize : 2048

Number
Size

PSComputerName

t 1
¢ 19844464640

3. In an Explorer window, the ISO content can be accessed from a drive letter assigned as a DVD drive.

O ER- &

Home Share View

v 4 © > ThisPC

Downloads
Documents
Pictures

Program Files (x86)

SEC123 Downloads

B This PC

L

3D Objects
Desktop
Documents
Downloads
Music

Pictures

& Videos

=

- ..

7 items

Local Disk (C:)
DVD Drive (E:) 123.22.3

DVD Drive (E:) 123.22.3

*

b 4

b 4

Name Date modified Type

B cheat sheets 6/ 9:56 AM  File folder
. misc 6 AM File folder
B utilities File folder
l virtual_machines 2 File folder
. license - Text Document
. readme 15 Text Document

B sans-integrity.yml #40..  YMLFile

4. In a PowerShell prompt, the ISO contents will be available from a drive letter assigned as a DVD drive.
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Notional Results

PS E:\> dir

PS C:\Users\sansstudent> E:

Directory: E:\

LastWriteTime
6/28/2022 9:56 AM
6/28/2022 9:56 AM
12/5/2022 1:33 PM

12/27/2022 11:38 AM
12/8/2022 1:10 PM
1/22/2021 9:15 AM

12/27/2022 11:40 AM

3403
291
1609

cheat_sheets

misc

utilities
virtual_machines
license.txt
readme.txt
sans—integrity.yml

To unmount ISO volumes:

1. Follow the same unmounting instructions as detailed in the Microsoft Windows Host (Graphical) section of this section.
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Decompressing and Booting Virtual Machines
Preparaton

Preparation
File Extraction Utilities

If you do not already have one of the following archive utilities installed on your host computer, install the appropriate software
from the /utilities/ directory of your ISO media file.

Microsoft Windows host: 7zip

+ There is an installation binary for the 64-bit version of 7zip in your ISO media file. This installer must be run as an
Administrator.

Apple macOS host: Keka

+ There is a DMG file with the Keka archival utility in your ISO media file. This application should be installed to your host by
double-clicking the DMG file and dragging the Keka icon to your "Applications" directory.

Virtualization Software

VMware Workstation Pro and VMware Fusion offer a 30-day evaluation license if necessary. VMware Workstation Player and

VMware Fusion Player offer free licenses but a reduced set of features compared to Workstation or Fusion. Your course labs may

not fully function with the Player versions. We strongly suggest the Workstation or Fusion products for this reason.

VMware Image File Extraction

After verifying that you have the proper archive utility installed, decompress the virtual machines from their respective archive
files. If your course provided a virtual machine in the "Priority - Required for Day 1" section of the Course Downloads page, as
described in the previous "Downloading Course Materials" section, the archive will be separate from the mounted ISO image. If the
ISO media file for your course contains virtual machine archives, extract the /virtual_machines/x.7z files from the mounted ISO
volume to a preferred location on your host system. Depending on your system and the size of the virtual machine, this may take
several minutes to complete.

Warnings!

1. Due to the significant size and the dynamic nature of virtual machine files, do not extract your virtual machine(s) to a
directory that synchronizes with a cloud storage service such as OneDrive or Dropbox.

2. Extract virtual machines contained within the mounted ISO volume. Do not copy 7zip archives from the mounted ISO
volume to your host, then extract the virtual machines. Doing so will use significantly more disk space than needed and
will take extra unnecessary time.
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Notice

Content and screenshots in this section are examples and do not reflect your specific course ID and name.

Using 7zip on Microsoft Windows

Right-click the filename of the archive you want to extract. Select "7-Zip" and then "Extract files...". Choose the desired destination

directory.

B ER-

Home

E:\virtual_machines

Share View

& > v o B> TisPC > DVD Drive (E) 123.223

B Documents b 4 Name
BH Pictures 4
l Program File:

I SEC123 Dow

I SEC123-G04.72
Open with
Share with Skype
7-Zip
CRCSHA
Scan with Microsc gy
|2 Share

M This PC
3D Objects
M Desktop
B Documents

Downloads Sk
Music Copy

B Pictures Create shortcut

Properties

© DVD Drive (E) 123.22.3

" Network

litem | 1item selected 3.99GB |

Using Keka on Apple macOS

Right-click the filename of the archive you want to extract.

directory.

< > 123223

Name

cheat_sheets
B license.txt
> [ misc
B readme.txt
@ sans-integrity.ym|
utilities
[ virtual_machines

iCloud Drive

? Shared

OneDrive
Google Drive
Macintosh HD
123223

Network

Green
Yellow

Purple

Open

Open With >

Get Info

Compress "SEC123-G{ 2
["ELEPNIER
Quick Look

Copy
Share...

virtual_machines

Date modified

12/2/2022 2:05 PM

1

Open archive

Open archive

Extract files...

Extract Here

Extract to "SEC123-G04\"

Test archive

Add to archive...

Compress and email...

Add to "SEC123-G04_2.72"

Compress to "SEC123-G04_2.7z" and email
Add to "SEC123-G04_2.zip"

Compress to "SEC123-G04_2.zip" and email

n SEC123-G04.7z December 2, 2022 at 14:05

# Archive Utility.app (defa!

¥ Hex Fiend.app
& Keka.app

¥ The Archive K[ Syger.anp

3

App Store...
Other...
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Booting Virtual Machines

Note

Screenshots in this section depict VMware Workstation Pro 17.0.0 on a Microsoft Windows 10 host and VMware Fusion
13.0.0 on an Apple macOS Ventura 13.1 host. Your view may differ slightly with a different host operating system, VMware

product, or VMware product version. All core concepts should be reasonably equivalent. If in doubt, ask your instructor, TA, or
SME for assistance in getting the VMs set up.

Your course may have more than one virtual machine. If so, they may need to be used individually or together. The lab instructions
for your course will indicate the virtual machine(s) to use at the appropriate time.

VMware Workstation Pro on Microsoft Windows

1. Run the VMware Workstation Pro application and open the x.vmx file for the virtual machine you wish to load. You must
"Open" the existing virtual machine(s) that you have extracted - do not use VMware's "Create" or "Import" functions. Note that

the .vmx extension may be hidden, so the Windows File Explorer may reflect a filename without an extension and a type of
"VMware virtual machine configuration”.

* Alternatively, locate the *.vmx file in the Windows Explorer interface and double-click that file to open the virtual machine
in VMware Workstation Pro. Note that this may automatically boot the virtual machine.

2. Recommended: Take a snapshot of the virtual machine prior to making any changes or booting the virtual machine for the

first time. This feature is only available in VMware Workstation Pro and VMware Fusion. VMware Workstation Player does not
offer this feature.

3. Optional: If you wish, you may increase the CPU and RAM resources allocated to your virtual machines. This is not necessary,
as all virtual machines are tested with the resources with which they are distributed. However, if your host system has more

capabilities than the minimum stated requirements, you might benefit from the increased performance that additional
resources can provide.

4. Click the "Power on this virtual machine" link.

(B SANS_WIN10_Ent - VMware Workstation
file Edit View VM Tabs Help

Library C
[2 npehecioseacn V] =
= I My Computer [] SANS_WIN10_Ent

SANS_WIN10_Ent

SANS_WIN10_Ent

¥ Description
v Virtual Machine Details

|
IS_WIN10_Entvmx
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Depending on your software version, VMware may prompt you to "Upgrade this virtual machine". Click "Upgrade" if you see
this dialog.

When asked if you "moved or copied" the virtual machine, click "l copied it".

VMware Fusion on macOS

1. Run the VMware Fusion application and open either the *.vmwarevm bundle, which looks like a file or the *.vmx file that you

extracted. You must "Open" the existing virtual machine(s) that you have extracted. Do not use VMware's "Create" or "Import"
functions. Note that the .vmwarevm or .vmx extension may be hidden.

* Alternatively, locate the *.vmwarevm bundle in the macOS Finder interface and double-click that bundle to open the virtual
machine in VMware Fusion. Note that this will automatically boot the virtual machine.

2. Recommended: Take a snapshot of the virtual machine prior to making any changes or booting the virtual machine for the
first time. This feature is only available in VMware Workstation Pro and VMware Fusion. The VMWare Player products do not
offer this feature.

3. Optional: If you wish, you may increase the CPU and RAM resources allocated to your virtual machines. This is not necessary,
as all virtual machines are tested with the resources with which they are distributed. However, if your host system has more
capabilities than the minimum stated requirements, you might benefit from the increased performance that additional
resources can provide.

4. Click the "Play" icon to start the virtual machine.

B SANS_WIN10_Ent

Depending on your software version, VMware may prompt you to "Upgrade this virtual machine". Click "Upgrade" if you see
this dialog.

When asked if you "moved or copied" the virtual machine, click "I copied it".

Troubleshooting error messages that may appear when Booting a VM

If you see an error message when attempting to power on the virtual machine, some of the following sections in this section may
provide useful assistance.
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Error Message Troubleshooting Section Title
Device or Credential Guard VMware Workstation/Credential Guard Incompatibility
This host is VT-capable, but VT is disabled Enabling Virtualization Technology Extensions (VTx)

in Intel and AMD BIOS
Hyper-V (Windows hosts only) VMware Workstation/Hyper-V Incompatibility

Side Channel Mitigations, Virtualized Performance Counters, or Nested ~ VMware Fusion Issues with macOS 11 (Big Sur)
Virtualization (macOS hosts only)

Logging Into Virtual Machines

After the virtual machine boots, you may need to provide login credentials or the virtual machine may automatically log you in. If
credentials are needed, see the "Virtual Machine Credentials" section for details. All login credentials are also displayed in the
respective virtual machine's information panel. Below are screenshots showing the login credentials under VMware Workstation
and VMware Fusion, respectively.
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@) SANS_WIN10_Ent - VMware Workstation

File Edit View VM Tabs Help

SANS_WIN10_Ent

[_D‘ SANS_WIN10_Ent

My Computer
SANS_WIN10_Ent

@

¥ Devices
Memor 4GB
100 GB
Using unknown b..
Network Adapter NAT
USB Controller Present
Auto detect
Auto detect

~ Description
~ Virtual Machine Details
State:
Configuration file:
S_WIN10_Entvmx
Hardware compatibility: Workst:
Primary IP address: Network information is not available

B VIRTUAL MACHINES
B SANS_WIN10_Ent

SANS_WIN10_Ent v2022-07-31
Username: SEC123-Student
Windows 10 x64 Password: SEC123

2 Processor Cores @ L o e e e R T ey ©
4096 MB Memory ® Hard Disks 18.6 GB ® Snapshots 0 bytes @ Reclaimable

It is critical that you do not upgrade software within the virtual machine unless specifically directed to do so in the lab
instructions. Your virtual machine has been extensively tested in the configuration which it was distributed. SANS cannot ensure
your labs will function properly if the software is updated.

© SANS Institute 31
https://t.me/learningnets



Virtual Machine Credentials

The login credentials for all virtual machines used in this class are listed below for quick reference.

All login credentials are also displayed in the respective virtual machine's information panel. Below are screenshots showing the
login credentials under VMware Workstation and VMware Fusion, respectively.

B VIRTUAL MACHINES
B SANS_WIN10_Ent
2 Ojaw
SANS WINIO_ Ent

[] SANS.WIN10_Ent

% SANS_WIN10_Ent v2022-07-31
C123.

Windows 10 x64

2 Proce es
4096 MB Memory

1. FOR508 SIFT Linux Workstation
* Username: sansforensics
* Password: forensics
This user has sudo access for all commands on the virtual machine.
2. FOR508 Windows VM
* Username: SANSDFIR
» Password: forensics

This user has local administrative rights on the virtual machine.
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VMware Workstation/Credential Guard Incompatibility

If your Windows host system has Credential Guard enabled and you attempt to run VMware Workstation, there is an issue that
may prevent you from using your VMware in class..

Upon running VMware Workstation, you may encounter a dialog such as below. You will not be able to start the application.

Windows Server 2016_VM1 - VMware Workstation X

‘ Q VMware Workstation and Device/Credential Guard are not

compatible. VMware Workstation can be run after disabling
Device/Credential Guard. Please visit
http: //www.vmware.com/go/turnoff CG DG for more details.

To correct this, take the following steps.

Disabling Credential Guard for Class

1. From your host operating system, Download the "Device Guard and Credential Guard hardware readiness tool" from Microsoft.

2. Move the downloaded zip file to your desktop and extract the zip file to your Desktop.

[

g
]
§

dgreadiness_v

Open
® Import to Grammarly
Shred with BleachBit

Extract All...

7-Zip > Open archive

CRC SHA > Open archive

Pin to Start Extract files...
Extract Here

3. Run PowerShell as Administrator.
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:.”|

-
K
K
_ K
B

b

e

Microsoft Edge

4. In the PowerShell window, change the directory to the folder where the script is extracted and run the following PowerShell
commands. For example, in the command below, the zip file was extracted to the Desktop folder. You may need to reboot your
host system for the changes to take effect.

Note:

The exact version might change over time. In this example, the version is 3.6, but that might change if Microsoft updates
the tool. If it does, in each command below, the folder path might change slightly based on the version number.
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Command lines

cd ~\Desktop\dgreadiness_v3.6\
Set-ExecutionPolicy Unrestricted

Expected results

PS C:\Users\sansforensics> cd ~\Desktop\dgreadiness_v3.6\

PS C:\Users\sansforensics\Desktop\dgreadiness_v3.6> Set-ExecutionPolicy Unrestricted
Execution Policy Change

Do you want to change the execution policy?
[Y] Yes [A] Yes to ALl [N] No [L] No to A1l [S] Suspend [?] Help (default is "N"):

Type A and press the Enter/Return key.
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Command lines

.\DG_Readiness_Tool_v3.6.psl -Disable

Expected results

PS C:\Users\sansforensics\Desktop\dgreadiness_v3.6> .\DG_Readiness_Tool_v3.6.psl -
Disable

Security Warning

Do you want to run C:

\Users\ <%YOUR_USERNAME%>\Desktop\dgreadiness_v3.6\DG_Readiness_Tool_v3.6.psl?

[D] Do not run [R] Run once [S] Suspend [?] Help (Default is "D"):

Type R and press the Enter/Return key.

Expected results

HARHHHAHEHAH AR B AR HBHAH B R H AR AR B AR H AR B AR A AR B R AR AR HH B R A B H AR SR HHRH
Readiness Tool Version 3.4 Release

Tool to check if your device 1is capable to run Device Guard and Credential Guard
HAEHHHAHHHHHHH SRR ARG H SR A SRR HH AR HH SRR AR H SRR ARG HHH SRR H
Disabling Device Guard and Credential Guard

Deleting RegKeys to disable DG/CG

Disabling Hyper-V and IOMMU
Disabling Hyper-V and IOMMU successful

Please reboot the machine, for settings to be applied.

Reboot as directed and your system should be ready for use.

Re-enabling Credential Guard After Class

When class is over, if you no longer need to use VMware Workstation and/or require Credential Guard to be enabled, follow these

steps.

1. Run PowerShell as Administrator as shown above.

2. Run the following commands. You may need to reboot your host system for the changes to take effect.
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Note:

The exact version might change over time. In this example, the version is 3.6, but that might change if Microsoft updates
the tool. If it does, in each command below, the folder path might change slightly based on the version number.

Command lines

cd ~\Desktop\dgreadiness_v3.6\
.\DG_Readiness_Tool_v3.6.psl -Enable -CG

Expected results

PS C:\Users\sansforensics> cd ~\Desktop\dgreadiness_v3.6\

PS C:\Users\sansforensics\Desktop\dgreadiness_v3.6> .\DG_Readiness_Tool_v3.6.psl -
Enable -CG

Security warning

Do you want to run C:

\Users\ <%YOUR_USERNAME%>\Desktop\dgreadiness_v3.6\DG_Readiness_Tool_v3.6.psl?

[D] Do not run [R] Run once [S] Suspend [?] Help (Default is "D"):

Type R and press the Enter/Return key.

Expected results

HAEHHHHEHAHHHHEH AR HHHEHEH AR H R H AR H A H SR ARG H RS H R H AR SRR A R H AR HH
Readiness Tool Version 3.4 Release
Tool to check if your device 1is capable to run Device Guard and Credential Guard
HUHHHHHHH R HHHHHH B R HHHF BB HH B R RSB HHH RS HHHBRRRHHH SRR HHHHH
HAEHHHHEHAHHHHEH AR AR HHEH AR H R H SRR H SRR AR H RS H G H AR H SR A R H AR HH
0S and Hardware requirements for enabling Device Guard and Credential Guard

1. 0S SKUs: Available only on these 0S Skus - Enterprise, Server, Education,
Enterprise IoT, Pro, and Home

2. Hardware: Recent hardware that supports virtualization extension with SLAT
To learn more, please visit: https://aka.ms/dgwhcr
HAEHHHHEHAHHHHEH AR HHHEHEH AR HHHEH SRR H SRS HEH RS H R HEH AR SRS RSB R H AR HH

Enabling Device Guard and Credential Guard

Setting RegKeys to enable DG/CG

Enabling Hyper-V and IOMMU

Enabling Hyper-V and IOMMU successful

Please reboot the machine, for settings to be applied.

Reboot as directed and your system should be ready for use.
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VMware Workstation/Hyper-V Incompatibility

If your Windows host system has Hyper-V enabled and you are running Windows 10 version 2004, there is an issue that may
prevent you from using your class VM(s) in VMware Workstation 15.5.5.

Upon starting your class virtual machine(s), you may encounter a dialog such as below. You will not be able to start the virtual
machine.
VMware Workstation

VMware Workstation does not support nested
virtualization on this host.

Module ‘MonitorMode' power on failed.

Failed to start the virtual machine.

To correct this, take the following steps.

Disabling Hyper-V Features for Class

1. If needed, disable Credential Guard using instructions in the "Credential Guard" section

2. Click the Windows button and type cmd . Then click on Run as administrator .

Best match
App
Apps Command Prompt
App
(2 open
‘ 8 Runas |
[ Open file location
—
£ Pinto Start
£ Pinto taskbar

3. In the command-line windows type the following command and then reboot your computer to ensure the changes take effect.
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Command lines

bcdedit /set hypervisorlaunchtype off

Expected results

Microsoft Windows [Version 10.0.19042.1466]
(c) Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32> bcdedit /set hypervisorlaunchtype off
The operation completed successfully.

Your VM should now run as expected.

Re-enabling Hyper-V Features After Class

1. When class is over and you no longer need to use the class virtual machine, follow the same steps as above to open the
administrative command prompt, then type the following command and then reboot your computer.

Command lines

bcdedit /set hypervisorlaunchtype auto

Expected results

Microsoft Windows [Version 10.0.19042.1466]
(c) Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32> bcdedit /set hypervisorlaunchtype auto
The operation completed successfully.

2. If you disabled Credential Guard, re-enable it with the instructions in the "Credential Guard" section.
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VMware Fusion Issues with macOS 11 (Big Sur)

With the update to macOS 11 (Big Sur), there are a few issues that may prevent you from using your class VM(s) in VMware
Fusion 12. This section addresses these issues.

"Side Channel Mitigations" Error Message

Upon starting your class virtual machine(s), you may encounter a dialog such as below. You can safely click OK in order to
continue running the affected virtual machine, however you may see degraded performance as a result.

You are running this virtual
machine with side channel
mitigations enabled.

Side channel mitigations provide
enhanced security but also lower
performance.

To disable mitigations, change the side
channel mitigations setting in the
advanced panel of the virtual machine
settings. Refer to VMware KB article
79832 at https://kb.vmware.com/s/
article/79832 for more details.

(0]3¢

Never show this dialog again

To overcome any performance issues take the following steps.

1. Shut down the virtual machine. (Not "Suspend".)

2. Click on the virtual Machine menu item. Then click settings... .
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Virtual Machine  Window Help

Start Up

Power On To Firmware

Settings...
Snapshots...
Get Info...

3. Click the Advanced icon.

@ Show All 508 Windows VM: Settings Add Device...
System Settings

B m B @ R = 7T

General Sharing Default Applications Keyboard & Processors & Display
Applications Menu Mouse Memory

Removable Devices

@ B B O ¥\ B

Network Hard Disk Hard Disk 2 CD/DVD Sound Card USB &
Adapter (scsi) (scsi) (SATA) Bluetooth

Other

B 8 B |

Startup Disk Encryption Compatibility Isolation Advanced

4. Check the box next to Disable Side Channel Mitigations
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[ ] Show All Windows SIFT Workstation: Advanced Add Device...

Settings

Synchronize time

Pass power status to VM

Troubleshooting Default

Hard disk buffering Automatic

Remote display over VNC
Password (Recommended)
Port 5900
Power options Resume
Shut Down
Suspend

O O O O

Restart
Enable verbose USB debugging

Firmware type Legacy BIOS

Enable VBS (Virtualization Based Security)
Enable Dark Mode Synchronization
Disable Side Channel Mitigations v
Enabling this option will disable the side channel mitigations for thi$ vil§gl machine. This option is applicable

for ULM (User Level Monitor) which is the default monitor mode that VMv*{g, Fusion uses on macOS 11.0 and
later.

5. Close the Settings dialog and start the virtual machine.

alized Performance Counters" Error Message

Upon starting your class virtual machine(s), you may encounter a dialog such as the one below. You will not be able to start the
virtual machine.

VMware Fusion does not support

virtualized performance
counters on this host.

Module 'VPMC' power on failed.
Failed to start the virtual machine

(0]:4

To correct this, take the following steps.

1. Click on the virtual Machine menu item. Then click settings... .
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Virtual Machine  Window

Start Up

Power On To Firmware

Settings...
Snapshots...
Get Info...

) o YOy R P | Y . Y PN
2. Click the Processors & Memory lcon.

@ Show All 508 Windows VM: Settings Add Device...

System Settings

E B R = wm

General Sharing PISET Applications Keyboard & Processors & Display
Applications Menu Mouse Memory,

Removable Devices

> B B 0 Y B

Network Hard Disk Hard Disk 2 CD/DVD Sound Card USB &
Adapter (scsi) (scsi) (SATA) Bluetooth

Other

B Ly

Startup Disk Encryption Advanced

3. Click the arrow to expand the Advanced options section. Then un-check the box nextto Enable code profiling

applications in this virtual machine.
@ Show All 508 Windows VM: Processors & Memory Add Device...

Processors

2 processor cores

Memory
. 4096  ™mB

MB 32768 MB
(recommended)

28672 MB remaining for your Mac

Advanced optionsx 1

Enable hypervisor applications in this virtual machine

Enables running modern virtualization applications by providing support for Intel VT-x/EPT inside this
virtual machine.

Enable code profiling applications in this virtual machine

bles running modern code profiling applications by providing support for CPU performance monitoring
dougummside this virtual machine.

Enab’ 2 IMU in this virtual machine
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4 Close the Settings dialog and start the virtual machine.

"Nested Virtualization" Error Message

Upon starting your class virtual machine(s), you may encounter a dialog such as the one below. You will not be able to start the
virtual machine.

VMware Fusion does not support
nested virtualization on this
host.

Module 'HV' power on failed.
Failed to start the virtual machine

(0]3¢

To correct this, take the following steps.

WARNING!

While taking these steps will allow you to boot the virtual machine, you may not be able to complete any labs that rely on
nested virtualization features. Contact your instructor or OnDemand support to determine if this affects your class.

1. Click on the virtual Machine menu item. Then click settings...

Virtual Machine  Window Help

Start Up

Power On To Firmware

Settings...

Snapshots...
Get Info...

Y = VR W | .V PSR
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2 Click the Processors & Memory Icon.

o Show All

508 Windows VM: Settings

Add Device...

2 B @B R = | ™

—
General Sharing Default Processors & Display
Mouse Memory,

System Settings

Applications Keyboard &
Applications Menu

Removable Devices

> B B 0 Y

Network Hard Disk Hard Disk 2 CD/DVD Sound Card USB &
Adapter (scsi) (scsi)

(SATA) Bluetooth

- o "

Startup Disk Encrypti Compatibility Isolation Advanced

3. Click the arrow to expand the Advanced options section. Then un-check the box next to Enable hypervisor applications
in this virtual machine.

[ ] Show All 508 Windows VM: Processors & Memory Add Device...

Processors

2 processor cores

Memory

B
- 4096 £ MB

v

2048 MB 32768 MB
(recommended)

28672 MB remaining for your Mac

Advanced options: 1

Epable hypervisor applications in this virtual machine

Bles running modern virtualization applications by providing support for Intel VT-x/EPT inside this
virtd® hine.

Enald de profiling applications in this virtual machine

Enables running modern code profiling applications by providing support for CPU performance monitoring
counters inside this virtual machine.

Enable IOMMU in this virtual machine

4. Close the Settings dialog and start the virtual machine.
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Enabling Virtualization Technology Extensions (VTx) in Intel and

AMD BIOS

On Intel and AMD systems, there is a BIOS extension that must be enabled or you will not be able to boot your class VM(s) in
VMware.

Upon starting your class virtual machine(s), you may encounter a dialog similar to the one below. Starting the virtual machine
without 64-bit support will result in a non-functional VM.

() Virtual Machine Questior S )

Virtual Machine Message

msg.cpuid.noLongmodeQuestionFmt:This virtual machine is configured for 64-bit guest
operating systems. However, 64-bit operation is not possible.

This host is VT-capable, but VT is disabled.

VT might be disabled if it has been disabled in the BIOS settings or the host has not been
power-cycled since changing this setting.

(1) Verify that the BIOS settings enable VT and disable 'trusted execution."

(2) Power-cyde the host if either of these BIOS settings have been changed.

(3) Power-cyde the host if you have not done so since installing VMware ESX.

(4) Update the host's BIOS to the latest version.

For more detailed information, see http: //vmware.com/info?id=152.

Continue without 64-bit support?

" Yes
* No

To correct this, take the following steps.

Enabling VTx for Class

1. Enter your system's BIOS configuration menus. This requires pressing a designated key immediately upon booting/rebooting

your system, but the exact key depends on the system and BIOS manufacturers. Most systems use one of the following five
keys:

*F1
*F2
* DEL
*ESC
*F10
* Older computers may require multiple keys to be pressed simultaneously, or keys other than those listed above:
* CTRL+ALT+ESC
* CTRL+ALT+INS
« CTRL+ALT+ENTER
* CTRL+ALT+S
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- PGUP
- PGDN

2. Identify the BIOS menu that controls the VTx settings. This is also dependent on the specific version of BIOS that your system
uses. The screenshots below represent the Award BIOS, but you may need to explore the various BIOS menus on your system
to find the proper menu and setting. Different BIOS versions also have varying keyboard controls - some use the space bar to
change settings, others use the PGUP and PGDN keys, etc.

CMOS Setup Utility - Copyright (C) 1984-2007 Award Sof tware
Advanced BIOS Features
SRS S—
» Hard Disk Boot Priority [Press Enter] Item Help
First Boot Device [Hard Disk]
Second Boot Device [Hard Disk] Menu Level
Third Boot Device [Hard Disk]
Password Check [Setup] When enabled, a UMM
HDD S.M.A.R.T. Capability [Enabled] can utilize the
Limit CPUID Max. to 3 [Disabled] additional hardware
No-Execute Memory Protect [Enabled] capabilities provided
CPU Enhanced Halt (C1E) [Enabled] by Virtualization
CPU Thermal Monitor 2(TM2)[Enabled] Technology
CPU EIST Function [Enabled]
Virtualization Technology [Enabled]
Full Screen LOGO Show [Disabled]
Init Display First [PCI]

Sysprobs.com

ti+«:Move Enter:Select +/-/PU/PD:Value F10:Save ES(_::Exit F1:General Help
FS:Previous Values F6:Fail-Safe Defaults F?:0ptimized Defaults

Saving the settings may require pressing F10 or other keys or menu sequences.

3. Exit the BIOS settings and reboot the system. Ideally, keep the power off for approximately one minute before powering it on to
clear any residual configuration settings. The reboot is critical, as the BIOS settings are essentially a configuration file that is
only read at boot time.

Verifying That VTx Settings are Correct

There are several ways to verify that the VTx settings above have been set correctly.

1. Boot your class VM(s) to ensure the VTx error at the beginning of this section is not displayed.

2. For Intel processors, you may download the Intel Processor Identification Utility. Run the utility and click the cpu

Technologies tab to confirm if VTx is enabled or not.

I# Intel(R) Processor Identificatig
Fle View Help

Frequency Test  CPU Technolod

Intel® Processor Identification Utility o >
intel)

Intel(R) Core(TM)2 Duo CPU E6750 @ 2.66GH2

Supporting Advanced Intel Processor Technologi
IntelR) Virtuakzation Technology

© SANS Institute 47
https://t. me/learningnets


https://sansurl.com/intel-piu

3, For AMD processors, you may download the AMD Virtualization Technology and Microsoft Hyper-V System Compatibility

Check Utility. Run the utility to confirm if VTx is enabled or not.

Test Results from Microsoft® Hyper-V™ compatibility check for systems with AMD processors

AMD‘ This system is compatible with Hyper-v™.
Smarter

c,tm This AMD64 system combines AMD Virtualization™ (AMD-V™) Technology, high performance, and power efficiency.

Close

4. For both Intel and AMD processors, you may download Microsoft's Hardware-Assisted Virtualization Detection Tool. Run the

utility to confirm if VTx is enabled or not.

B Hardware-Assisted Virtualization Detection Tool

6 This computer does not have hardware-assisted
virtualization

Windows Virtual PC requires a computer with a processor that has
hardware-assisted virtualization.

Learn more about Windows Virtual PC requirements
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Windows File Sharing Issues

During your class, you may wish to share or copy files between your host system and a virtual machine or between virtual
machines. One method of doing this is to use Microsoft Windows's native file sharing features, known as SMB. Tools that provide
SMB functionality are available for Windows, macOS, and Linux operating systems. If you wish to use SMB to share files from a
Windows client system, you'll need to follow the steps in this section to adjust the security settings. Using a macOS or Linux client
system does not require these measures.

Using UNCs for SMB Sharing

To connect from one Windows system to another running SMB, you'll use UNC syntax with the destination system's hostname or
IP address:

+ \\<%DESTINATION_SYSTEM_HOSTNAME%>\

* \\<%DESTINATION_SYSTEM_IP_ADDRESS%>\

o | = | \\siftworkstation N = | \\192.168.107.8
- Home Share View - Home Share View
f t—] - Moveto - X Dele * d - Moveto ~ X Delete *
Pi ick Copy Past v to ick Copy Paste Copy tc
'”;&g:"‘ Copy aste E] Copy to Ren dt:(g:“c op. a \ﬂ Copy to Rename
Clipboard Organize Clipboard Organize
= v A JE \\siftworkstation| v JE\\192.168.107.8
s Quick access cases # Quick access cases
) @ . @
@ OneDrive # OneDrive
mnt mnt
[ This PC 3 This PC
@ @
=¥ Network =¥ Network

If, after attempting to access the destination system using both the hostname and IP address UNCs, you receive the following
error message, you will need to change your settings on the Microsoft Windows client system to enable SMB functionality.

Network Error

X

Windows cannot access \\SIFTWORKSTATION
Check the spelling of the name. Otherwise, there might be a problem

with your network. To try to identify and resolve network problems, click
Diagnose.

See details Cancel
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First Troubleshooting Approach

The following PowerShell one-liner is often all that is needed to fix the above error. Run this command before doing moving
forward with any other steps.

Run this command from an Administrator PowerShell Terminal.

Command lines

Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters"
AllowInsecureGuestAuth -Type DWORD -Value 1 -Force

If the command runs successfully, no results will be displayed in the PowerShell terminal.

Close and restart Windows Explorer and re-test your connection to file share. If you still receive the error message, see the
additional troubleshooting steps below.

Additional Troubleshooting Approaches

If SMB sharing still is not working after running the above PowerShell one-liner, one or more of the following steps may be
required.

1. Verify Lanman Workstation AllowInsecureGuestAuth Setting This PowerShell command will display the current Lanman
Workstation AllowInsecureGuestAuth registry key. This MUST be set to 1 for Windows File Sharing to function.

Run this command from an Administrator PowerShell Terminal.

Command lines

Get-ItemProperty -Path "HKLM:
\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters" | format-1list -property
AllowInsecureGuestAuth

Expected results

PS C:\Users\sansforensics> Get-ItemProperty -Path "HKLM:
\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters" | format-list -
property AllowInsecureGuestAuth

AllowInsecureGuestAuth : 1

If this returns a value of e instead, run the PowerShell one-iner in the First Troubleshooting Approach section above.

2. Verify the destination machine's IP address
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The network interface name can vary from system to system, and some systems will have more than one interface. You will
need to know which interface is being used for SMB access. Your TA, SME, or instructor can assist you if you're unsure which
interface is being used.

Log in to the destination system.

a. If the destination system is running Linux:

Command lines

ip address

Notional results

sansforensics@siftworkstation: ~
$ dip address
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default
qlen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host 1lo

valid_1ft forever preferred_1ft forever

inet6 ::1/128 scope host

valid_1ft forever preferred_1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group
default qlen 1000

link/ether 00:0c:29:3a:47:73 brd ff:ff:ff:ff:ff:ff

inet 192.168.107.8/24 brd 192.168.107.255 scope global dynamic noprefixroute
ens33

valid_1ft 85518sec preferred_1ft 85518sec

inet6 fdl5:4ba5:5a2b:1008:35c7:81c:372d:el21/64 scope global temporary dynamic

valid_1ft 604786sec preferred_1ft 86054sec

inet6 fdl5:4ba5:5a2b:1008:76b7:6100:3d57:95e9/64 scope global dynamic
mngtmpaddr noprefixroute

valid_1ft 2591985sec preferred_1ft 604785sec

inet6 fe80::ceae:7a20:f025:62b6/64 scope link noprefixroute

valid_1ft forever preferred_1ft forever
3: docker0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN
group default

link/ether 02:42:24:25:69:75 brd ff:ff:ffiff:ff:ff

inet 172.17.0.1/16 brd 172.17.255.255 scope global dockero

valid_1ft forever preferred_1ft forever

In this case, the interface ens33 isthe only one used for the VM's services and its IP address is 192.168.107.8,
indicated by the highlighted line:

inet 192.168.107.8/24 ...
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b If the destination system is running Windows:

Command lines

ipconfig

Notional results

C:\Users\sansforensics> ipconfig
Ethernet adapter Ethernet:

Connection-specific DNS Suffix .
IPv6 Address. « ¢« o« ¢ ¢ ¢ o o o &
Temporary IPv6 Address. « « . . .
Temporary IPv6 Address. « « . . .
Link-local IPv6 Address . . . . .

sansgear.com
fd15:4ba5:5a2b:1008:9c14:e101:232:5alc
fd15:4ba5:5a2b:1008:8b4:b370:203b:a766
fdl5:4ba5:5a2b:1008:a426:af82:6efc:488
fe80::9c14:e101:232:5a1c%12

IPv4 AdAressS. « « o« o o o o o o & 192.168.107.2

Subnet Mask « « ¢« ¢ ¢ ¢ ¢ o o o & 255.255.255.0

Default Gateway . « « « ¢« ¢ « o & fe80::472:1446:5c3d:7670%12
192.168.107.1

In this case, the IP address is 192.168.107.2, indicated by the highlighted line:

IPv4 Address. « « « ¢« « ¢« o « o o $ 192.168.107.2

3. Allow File and Print Sharing through the firewall

The simplest approach is to turn off the Windows Firewall entirely while you are in the classroom environment. The following
command will accomplish this.

Run this command from an Administrator PowerShell Terminal or Administrator Command Prompt.

Command lines

netsh advfirewall set allprofiles state off

Expected results

PS C:\Users\sansforensics> netsh advfirewall set allprofiles state off
ok.

To re-enable the firewall after class, run the same command with on instead of off.
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If you are not able to disable the firewall completely, you can open only the file and print sharing ports.
a. Open Control Panel, click System and Security, and then click Windows Firewall.

b. In the left pane, click Advanced settings, and in the console tree, click Inbound Rules.

P Windows Defender Firewall with Advanced Security - o X
Fle Action View Help
= @ BR
P Windows Defender Firewall with Advanced Securit| [T/ SI0) on Local Computer Actions
g:?b‘;nudn:ukljﬂ\ | Windows Defender Firewall with Advanced Secur.. 4
B Connection Seauiy Rules ﬂ Windows Defender Fiewall with Advanced Secuty provides network securty for Windows computers. &) mport Policy..
> L Monitoring & Export Policy.
© I T - Restore Default Policy
(@) Foryour securty, some settings are controlled by Group Policy Diagnose / Repair
View »

Domain Profile

& Windows Defender Firewall s off |6 Refresh
Private Profile is Active [E) properties
Help

3 Windows Defender Firewallis off

Public Profile
3 Windows Defender Firewallis off.

Windows Defender Firewall Propetties

Getting Started N
i between

Create connection secuty fules to speciy how and when connections between computers are autherticated and
protected by using Intemet Protocol securty (IPsec).

[} Comnection Securty Rules

View and create firewall rules

I allow or block programs or pots. You can also alow a connection only f
itis authenticated, o  t comes from an authorzed user, group, or computer. By defauk, inbound connections are
blocked unless they match a e that allows them. and outbound connections are alowed unless they match a e that
blocks them

Inbound Rules

Outbound Rules

View current firewall and IPsec policy and activity

‘applied firewall and acti
< > network connections. v

c. Under Inbound Rules, locate therules File and Printer Sharing (NB-Session-In) and File and Printer Sharing
(SMB-In) .

Windows Defender Firewallvith Advanced Securi - o x
y
Fle Adion View Welp
e 2nm = B
e o =
B Omsond o Goup PT—— Overtde rogom o ndbes ferwe e o nbound ARSI
B Connestion Security Rules | € DAL protocl sevr 4TI DAL protoco servr Pivate Yes Sytem Any ool subnet 0 (@ Newnue.
B vonterng Disibuted Transaction Coordinator (RFC) Disibuted Transaction Coor._ PrvatePublic  No ysem. Any locolsubnet TP 2 by poe >
Disributed Transaction Coordinator (RFC) Oisibute Transaction Coor. Domsin No ystam. Any any L R
Distributed Transaction Coordinator (RPC-EPMAP) Distributed Transaction Coor..  Domain No Ssystem.. Any Any 153 R ||V Fiterbystate >
Distributed Transaction Coordinator (RPC-EPMAP) Distributed Transaction Coor.. ~ Private, Public ~ No. Fsystem.. Any. Local subnet 153 R ||V FiterbyGroup ¥
Distibuted Transaction Coordinator 1CP-In) Disibuted Transaction Coor. Domsin No Ssystom. Any Any i A View N
Disibuted Transaction Coordinator 1CP-1) Distrbuted Transaction Coor.. Prvate Public  No wysem. Any locolsubnet TP AL
File and Printer Sharing (Echo Request - ICMPya-In) File and Printer Sharing Private Public  No System  Any Local subnet IcMiva A | (@ Refred
File. File 9 Domain No System  Any icMiva A || (3 Bportlist
File File a prvate,public  No Sytem ny localsubret  IMAS A || B wap
File a Domin No Sytem ny vy oME A
File and Printer Sharing (LUMNR-UDP-In) File and Printer Sharing Al No. %System..  Any Local subnet uop s Selected e -
e e a privote ublic o Spm Ay loalsboet  UP 1 |[® DsableRule
il and Printr Shring (N8-Dotagram-in) il and Printer Sharing Domain No Sysm sny sy wr |
 Print . >
d Pri 1} Copy
File and Printer Sharing (N8-Session-In) Private,Public System Any Local subret T T || % elete
il and Printr Sharing (N-Session- ) il and Printer Shring Domein Spem Ay Ao L v (@ v
il and Printr Shring SMB-In) il and Printer Sharing Private,Public Spem Any localsubret TP .
il and Printr Shring SMB-In) Fileand Priner Sharng Domin Sytom ny sy s .

d. For each rule, right-click the rule, and then click Enabled checkbox and Allow the connection option. Click the "OK"
button.
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File and Printer Sharing (NB-Name-In) Properties X

Protocols and Ports Scope Advanced Local Principals Remote Users

General Programs and Services Remote Computers

@ This is a predefined rule and some of its properties cannot
be modfied.

General

o TS
‘ File and Printer Sharing (NB-Name-In)

Description:

Inbound rule for File and Printer Sharing to allow NetBIOS
Name Resolution. [UDP 137]

craied < —
Action

4\:‘ (® Allow the connection
)
i (O) Mlow the connection ff it is secure

(O Block the connection

s | rom

4. Ensure SMB2 is enabled

SMB version 2 (SMB2) is required for file sharing and is typically enabled by default. The following command will ensure
SMB2 is enabled and will have no effect if it is already enabled.

Run this command from an Administrator PowerShell Terminal.

Command lines

Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters"
SMB2 -Value 1 -Force

If the command runs successfully, no results will be displayed in the PowerShell terminal.
5. Verify all SMB configuration options

If you have completed all of the steps above and are still unable to use the SMB service, the following command will produce

output that may be helpful in more exhaustive troubleshooting.

Run this command from an Administrator PowerShell Terminal.

© SANS Institute 54
https://t. me/learningnets



Command lines

Get-SMBServerConfiguration
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Notional results

PS C:\Users\sansforensics> Get-SMBServerConfiguration

AnnounceComment
AnnounceServer
AsynchronousCredits
AuditSmblAccess
AutoDisconnectTimeout
AutoShareServer
AutoShareWorkstation
CachedOpenLimit

DurableHandleV2TimeoutInSeconds

EnableAuthenticateUserSharing
EnableDownlevelTimewarp
EnableForcedLogoff
EnablelLeasing
EnableMultiChannel
EnableOplocks
EnableSecuritySignature
EnableSMB1Protocol
EnableSMB2Protocol
EnableStrictNameChecking
EncryptData

IrpStackSize

KeepAliveTime
MaxChannelPerSession
MaxMpxCount
MaxSessionPerConnection
MaxThreadsPerQueue
MaxWorkItems
NullSessionPipes
NullSessionShares
OplockBreakWait
PendingClientTimeoutInSeconds
RejectUnencryptedAccess
RequireSecuritySignature
ServerHidden

Smb2Cred1itsMax
Smb2CreditsMin
SmbServerNameHardeningLevel
TreatHostAsStableStorage
ValidateAliasNotCircular
ValidateShareScope
ValidateShareScopeNotAliased
ValidateTargetName

False
64
False
15
True
True
10
180
True
False
True
True
True
True
False
True
True
True
False
15

2

32

50
16384
20

1

35
120
True
False
True
2048
128

False
True
True
True
True
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Running Administrator Terminal/Prompt

The steps in this section may require either an Administrator PowerShell Terminal or a Windows Command Prompt. To access

these, use the following instructions.

1. Administrator PowerShell Terminal

a. Right click the Windows Start Icon on the bottom left of your Task Bar.

b. Select Windows PowerShell (Admin) from the Menu.

Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Settings
File Explorer
Search

Run

Shut down or sign out >

c. You may see a dialog requesting permission to make changes on your device. Click Yes .

User Account Control

Do you want to allow this app to make
changes to your device?

E Windows PowerShell

Verified publisher: Microsoft Windows

X

. ( i

2. Administrator Command Prompt

a. Click the Windows search box or the Windows search icon (magnifying glass) on the bottom left of your Task Bar.

b. Type cmd in the search box.

c. Select Run as Administrator .
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Al Apps  Documents Web  More v

Best match

- Command Prompt
App

Search the web
Command Prompt

P cmd - see web results > App
Settings (1)

Open

Run as administrator

Open file location

Pin to Start

Pin to taskbar

. You may see a dialog requesting permission to make changes on your device. Click ves .

| o

User Account Control X

Do you want to allow this app to make
changes to your device?

Windows Command Processor

Verified publisher: Microsoft Windows

Yes No
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