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REPOSITORIES

HTIPS: 4/ GITHUB.COM
HTIPS:// GITHUB.COM/AT = PHP APP

HITPS:/ GITHUB.COM,/ SETHI VINERABLE TASK MANAGER
HTIPS: // GITHUB.COM/IMA-WORIDHEAL ngwj IMA - NODE APP .
HTTPS: / GITHUB.COM./ID-SOFTWARE /IDESURVEY - JAUA APP



https://github.com/zactly/handouts
https://github.com/zactly/skea_django
https://github.com/zactly/skea_node
https://github.com/zactly/skea_rails
https://github.com/Atutor/atutor
https://github.com/sethlaw/vtm
https://github.com/IMA-WorldHealth/bhima
https://github.com/JD-Software/JDeSurvey
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o WHAT RESOURCES DOES OWASP PROVIDE?
o HOW DOES THIS €O { FROM THE OWASP CODE

REVIEW METHODOLOGY?.
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FOCUS ON WHAT'S
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NOTE TAKING

o  FORMAT TYPICALLY USED
o COMMIT # (IF AVAILABLE)
o  TWOSECTIONS

NOTES FROM THE REVIEW INCLUDE (AT A MINIMUM)
A ROUTEMAPPING
B.  "THREAT MODEL" DETAILS (REALLY, RAMBLING
THOUGHTS ABOUT WHAT COULD GO WRONG"

C.  CHECKLIST OF ITEMS YOU'VE CHECKED FOR BASED
ON YOUR THREAT MODEL BUT ALSO YOUR NORMAL
"THINGS" YOU SHOULD LOOK AT

e  ACTUAL FINDINGS FILLED OUT AT THEE

O DESCRIPTION / RECOMMENDATION
o OPTIONAL (OR NOT) - IMPACT/RISK

o INCLUDES LINKS TO THE CODE IN QUESTIO| 4
AND/OR SCREENSHOTS

o IFAPPLICABLE, REPRODIICTIO;I STEPS BUT THAT
MIGHT NOT BE POSSIBLE IF PURELY STATIC
o AUOID EMOTIUE WORDS



NOTE TAKING -

We assessed commit #74e64elccb617c83baldb4cbbb24a33051e1698 Brainstorming / Risks

N otes for yo U/you r team XSS - notes, projects and tasks

Appears to use MD5 for passwords?

TM employees using the product for managing their own products... ramific
Behavior noticed file uploads for profile pics - file access/handling

What if sensitive pics are uploaded to the projects - CONFIRMED THAT PR(

What does it do? (business purpose) Image processing... RCE? Something else like traversal/LFI/RFI?

Task Manager . . . .
Checklist of things to review based on Brainstor
Who does it do this for? (internal / external customer base)

Command Injection: system, call, popen, stdout, stderr, import os

Internal Employees & External Customers SQL Injection: raw, execute, select, where

What kind of information will it hold? XSS: Autoescape, |safe, escapejs

Take a look at filenames and see if we render those unsafely anywhere
Tasks, Notes, Projects.. could be sensitive Date of Birth of users File handling: File , django.core.files

v CSRF on the password change?







REVIEW TYPES
o FULL ASSESSMENT

".

o SINGLE PULL REQUEST OR
SMALL CODE CHANGES
REVIEW

o SCANNER FINDINGS /"



REVIEW TVPE

CONTEXT SPECIFC BITS (AUTHZ
B FUNCTIONS, LOGIC PROCESSING, DB
N\ QUERIES, FTC) & %







APPLICATION OUERIEW &
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TECHNOLOGY
o FRAMEWORK & LANGUAGE < RAILS /RUBY; DIANGO/ PYTHON, MUX/GOLANG
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APPLICATION ARRCHEOLOGY

o USINGSS0? SAML/OAUN
o WHAT THIRD-PARTY B
o CUSTOM AUTHENTICATIC

INTERFACE

(&1 GIT ALLOWS YOU T0 DO A LITTEESPELUNE

"o U TESTS ’
o LEARNABOUT THE DATA ENDPOINTS EXPECT TO RE

UT EXPECTED BEHAVIOR \_
OFTEN CAN FIND THE WAY TO FORM/CRAFT A REQUEST




APPLICATION OVERUIEW &

HTIPS: 4/ GITHUB.COM/IMA-WORLDHEAL TH/BHIMA e e R

expect(count).to.equal(-1);

/* global inject, expect x/

describe('PasswordMeterService', () => {
let PasswordMeterService;

it('#validate() should return false for no password', () => {
const validate = PasswordMeterService.validate();

let Session; expect(validate).to.equal(false);

beforeEach(module(
'ngStorage’,

, ) it('#counter() should return @ for a weak password', () => {
angularMoment',

const count = PasswordMeterService.counter(WEAK_PASSWORD) ;
expect(count).to.equal(Q);
H;

'bhima.services’,
'bhima.mocks',
‘ui.router’

));
it('#validate() should return false for a weak password', () => {

const validate = PasswordMeterService.validate(WEAK_PASSWORD);
expect(validate).to.equal(false);
H;

const WEAK_PASSWORD = 'hello';
const MEDIUM_PASSWORD = 'L@blEc@simba’;
const STRONG_PASSWORD = 'N@pM@ch3N#L1my3Bondy3@!';

it('#counter() should return 3 for a medium password', () => {
const count = PasswordMeterService.counter(MEDIUM_PASSWORD) ;
expect(count).to.equal(3);

H;

beforeEach(inject((_PasswordMeterService SessionService_, _MockDataService_) => {

.

PasswordMeterService = _PasswordMeterService_;
Session = _SessionService_;

const user = _MockDataService_.user();

const project = _MockDataService_.project(); it('#validate() should return true for a medium password', () => {
const validate = PasswordMeterService.validate(MEDIUM_PASSWORD) ;
expect(validate).to.equal(true);

1]

const enterprise = _MockDataService_.enterprise();

Session.create(user, enterprise, project);

it('#counter() should return 4 for a strong password', () => {



https://github.com/IMA-WorldHealth/bhima
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NAPOLEON EXERCISE -

AT A MINIMUM, THESE ITEMS WERE OF NOTE: / \
o  BUSINESS PURPOSE \

BHIMA
o DOC”MEN”'"ON Basic Hospital Infor.mafion

Management Application

Bhima is a free, open source accounting
and hospital information management
system (HIMS) tailored for rural
() RISKS hospitals in Africa. We are an
international team based in the
o P Democratic Republic of the Congo.



https://github.com/IMA-WorldHealth/bhima/wiki
https://docs.bhi.ma/en/

NAPOLEON EXERCISE = =1t

o  EXPRESS CONFIGURATION -
o SERUER/CONFIG/EXPR
o USES DEFAULT HELMETS
USER AUTHENTICATION :
o SERUER/CONTROLLERS /A
DMIN FOLDER

e lOGlCFORIIDMINl 4 W
 SIRUER/C /ADMIN/USERS /INDE
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Processing
Logic

External
services

TYPICAL APPLICATION HLOW



R

app/models/*.rb

config/routes —54 W app/controllers/*.rb

“rb N EXTERNAL
: SERUICES

RAILS APPLICATION FLOW.



X AKE 0 2 [ /
[ BON ) 1. cktricky@Kens-MacBook-Pro: ~/code/railsgoat (zsh)
cktricky@Kens-MacBook-Pro rake routes
Prefix Verb  URI Pattern Controller#Action
login GET /login(.:format) sessions#new
signup GET /signup(.:format users#new
logout GET /logout(.:format sessions#destroy

)

)
forgot_password GET /forgot_password(.:format password_resets#forgot_password

(

(

(

)
POST  /forgot_password(.:format) password_resets#send_forgot_password
password_resets GET /password_resets(.:format) password_resets#confirm_token
POST  /password_resets(.:format) password_resets#reset_password
dashboard_doc GET /dashboard/doc(.:format) dashboard#doc
sessions GET /sessions(.:format) sessions#index
POST  /sessions(.:format) sessions#create
new_session GET /sessions/new(.:format) sessions#new
edit_session GET /sessions/:id/edit(.:format) sessions#edit
session GET /sessions/:id(.:format) sessions#show
PATCH /sessions/:id(.:format) sessions#update
PUT /sessions/:id(.:format) sessions#update
DELETE /sessions/:id(.:format) sessions#destroy
user_account_settings GET /qﬂqﬁ§jﬁyﬁgneg@ﬁﬁgﬁqggt_settings(.:format) users#account_settings

user_retirement_index GET /users/:user_id/retirement(.:format) retirement#index




RAILS -

forgot_password GET /forgot_password(.:format) password_resets#forgot_password

o FOUR PARTS
o PATH NAME (EG: FORGOT_PASSWORD_PATH)
o  HTTP UERB (EG: GET)
o HTTPPATH (EG(S): FORGOT_PASSWORD, FORGOT_PASSWORD.JSON,
FORGOT_PASSWORD.XML)
o  CONTROLLER AND ACTION (EG: CONTROLLER = PASSWORD_RESETS, ACTION -
FORGOT_PASSWORD)



RAILS -

forgot_password GET /forgot_password(.:format) password_resets#forgot_password

o FOUR PARTS
o PATH NAME (EG: FORGOT_PASSWORD_PATH)
o  HTTP UERB (EG: GET)
o HTTPPATH (EG(S): FORGOT_PASSWORD, FORGOT_PASSWORD.JSON,
FORGOT_PASSWORD.XML)
o  CONTROLLER AND ACTION (EG: CONTROLLER = PASSWORD_RESETS, ACTION -
FORGOT_PASSWORD)



RAILS - MAP

b routes.rb — ~/code/rd

routes.rb
il # frozen_string_literal: true
Railsgoat::Application.routes.draw do

get "login" => "sessions#new"
get "signup" => "users#new"
get "logout" => "sessions#destroy"

get "forgot_password" => "password_resets#forgot_password"

post "forgot_password" => "password_resets#send_forgot_password"
get "password_resets" => "password_resets#confirm_token"

post "password_resets" => "password_resets#reset_password"

get "dashboard/doc" => "dashboard#doc"

resources :sessions

resources :users do
get "account_settings"

resources :retirement
resources :paid_time_off
resources :work_info
resources :performance
resources :benefit_forms
resoulees i nessages




RAILS = ROUTING //EIRDRESS ALERT




RAILS - ROUTING WEIRDNESS

POST /join HTTP/1.1

Host: github.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:66.0)
Gecko/20100101 Firefox/66.0

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: en-US,en;gq=0.5

Accept-Encoding: gzip, deflate

Referer: https://github.com/join?source=header-home

Content-Type: application/x-www-form-urlencoded

Content-Length: 233

Connection: close

Cookie: logged in=no

Upgrade-Insecure-Requests: 1

utf8=%E2%9C%93&authenticity token=1YJBp5UZPnafW2qSy6GhEgg4ob05APD1MVUbmvVLCCV
VgQS5JYA5cuVOCcLWOS%2FDELy728J1AeH1TyxGCWojSxcw$3D%3D&user%5Blogin%5D=cktric

ky-example&user%$5Bemail$5D=cktricky-example%40skea.com&user%5Bpassword%5D=d

olphinl& method=patch




DATA STORE

Typically
in
processing

ROUTING i y logic.

. . Last call in route
index.js - app.post() definition

(could be i ¥ app.get() app.post(“/”,index) EXTERNAL
other places) R : 3 SERVICES

In Code

NODES/EXPRESS APPLICATION-FLOW



NODE.JS/EXPRESS = /11

o APP.POST
o APP.DELETE



NODE.JS /EXPRESS -

HERE IS AN EXAMPLE FROM NODEGOAT, | DOWNLOADED IT, JIJ/NB SEARCHED FOR APP.GET

Project Find Results — ~/code/NodeGoat

Project Q Project Find Results

L] NodeGoat ==
¥ 17 results found in 3 files for app:get

v [E) app/routes/index.js (14 matches)

> I app : )
> J artifacts lapp.get ("/", sessionHandler.displayWelcomePage);
> ji| config {app.get ("/login", sessionHandler.displaylLoginPage);
> i test lapp.get ("/signup", sessionHandler.displaySignupPage);
B .gitignore {app-get ("/logout", sessionHandler.displayLogoutPage);
B .jshintre y {app-get ("/dashboard", isLoggedIn, sessionHandler.displayWelcomePage);

) .nodemonignore fapp-get ("/profile", isLoggedIn, profileHandler.displayProfile);

‘app.get ("/contributions", isLoggedIn, contributionsHandler.displayContributions);

FapgiGEl (") le=ra™, islLoggedIn, function(req, res, next) {

E app.json

) docker-compose.yml ‘app.get ("/benefits", isLoggedIn, benefitsHandler.displayBenefits);

) Dockerfile app.get ("/benefits", isLoggedIn, isAdmin, benefitsHandler.displayBenefits);

B Gruntfilejs ‘app.get|("/allocations/:userId", isLoggedIn, allocationsHandler.displayAllocations);
E) LICENSE {app.get ("/memos", isLoggedIn, memosHandler.displayMemos);

B

package.json

R (1 f bk nartial? Einectcianlran rae nave) I



NODE.JS/EXPRESS -

IS A| FAST, EASY, LIGHTWEIGHT WAY TO.GET STARTED (NO WE DON'T ENDORSE AIND IT IS EREE FOR
COMMUNITY USE)>

"use strict";

var sessionHandler = new SessionHandler(db);

var profileHandler = new ProfileHandler(db);

var benefitsHandler = new BenefitsHandler(db);

var contributionsHandle new ContributionsHandler(db)
var allocationsHandler = new AllocationsHandler(db);
var memosHandler = new MemosHandler(db);

GREP RULE

imple  Advanced

app. $METHOD (. ..)
i // Middleware to check if a user is logged in

var islLoggedIn = sessionHandler.islLoggedInMiddleware;
app. SMETHOD ($X, $Y, $Z)
//Middleware to check if user has admin rights

var isAdmin = sessionHandler.isAdminUserMiddleware;

// The main page of the app
app.get("/", sessionHandler.displayWelcomePage);

// Login form
app.get("/login", sessionHandler.displayLoginPage)
app.post("/login", sessionHandler.handleLoginRequest);

// Signup form
app.get("/signup", sessionHandler.displaySignupPage);
app.post("/signup", sessionHandler.handleSignup);

// Logout page

// The main page of the app

app.get("/dashboard", isLoggedIn, sessionHandler.displayWelcomePage);
// Profile page

app.get("/profile", isLoggedIn, profileHandler.displayProfile);

app.post("/profile", isLoggedIn, profileHandler.handleProfileUpdate);

// Contributions Page
app.get("/contributions", isLoggedIn, contributionsHandler.displayContributions);







NODE.IS/ EXPRESS = /AP
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DATA STORE

models.py

@login_required
(decorators)

views.py

EXTERNAL
SERUICES

In Code

DJANGO APPLICATION FLOW



DIANGO -

urls.py — ~/code/vtm

urls.py
1|

from django.conf.urls import include, url

from django.contrib import admin

from django.http import HttpResponseRedirect
from django.conf import settings

from django.views.defaults import page_not_found

from taskManager.views import index

urlpatterns = [
url(r'~4'. index. name='index"').
url(r'~taskManager/', include(('taskManager.taskManager_urls', 'taskManager'), namespace="taskManager"))
url(r'”admin/", admin.site.urls ),

]



DIANGO - MAP

taskManager_urls.py

# Vulnerable Task Manager

N

w

from django.conf.urls import url
5 from taskManager import views

7 urlpatterns = [
8 url(r'~$', views.index, name='index'),

# User details
url(r'~view_all_users/$"',
views.view_all_users, name='view_all_users'),

S

w N =

# File
url(r'~download/(?P<file_id>\d+)/$',
views.download, name='download'),
url(r'~(?P<project_id>\d+)/upload/s$"',
views.upload, name='upload'),
url(r'~downloadprofilepic/(?P<user_id>\d+)/$',
views.download_profile_pic, name='download_profile_pic'),

S

W 00 N O U

(S

N P

# Authentication & Authorization

url(r'~register/$', views.register, name='register'),
url(r'~login/$', views.login, name='login'),
url(r'~logout/$'. views.lngout_view, name='logout'),
url(r'~manage_groups/$‘, views.manage_groups,

N NNNRRRRRRR R B 2

U b W

N N

) N
I o



DIANGO - HAP

’§

# User details
url(r'~view_all users/$'|,

views.view_all_users| |name='view_all_users'),




DIANGO - MAP

cktricky@Kens-MBP R ./manage.py show_urls

/ taskManager.views. index inde login_required

/admin/ django.contrib.admin.sites.index

/admin/<app_label>/ django.contrib.admin.sites.app_index

/admin/auth/group/ django.contrib.admin.options.changelist_view
/admin/auth/group/<path:object_id>/ django.views.generic.base. Red1rectV1ew
/admin/auth/group/<path:object_id>/change/ django.contrib.admin.options.change_view
/admin/auth/group/<path:object_id>/delete/ django.contrib.admin.options.delete_view

/admin/auth/group/<path:object_id>/history/ django.contrib.admin. optlons hlstory view
/admin/auth/group/add/ django.contrib.admin.options.add_view n
%admm/auth/group/autocomplete/ django.contrib.admin.options.autocomplete_view
/admin/auth/user/ django.contrib.admin.options.changelist_view
/adm1n/auth/user/<1d>/password/ django.contrib.auth.admin.user change_password
/admin/auth/user/<path:object_id>/ django.views.generic.base.RedirectView
/admin/auth/user/<path:object_id>/change/ django.contrib.admin.options.change_view
. /admin/auth/user/<path:object_id>/delete/ django.contrib.admin.options.delete_view
/admin/auth/user/<path:object_id>/history/ django.contrib.admin. optlons hlstory view
/admin/auth/user/add/ django.contrib.auth.admin.add_view

/admin/auth/user/autocomplete/ django.contrib.admin.options. autocomplete view
/admin/jsil8n/ django.contrib.admin.sites.il8n_javascript

/admin/login/ django.contrib.admin.sites.login

/admin/logout/ django.contrib.admin.sites.logout i
/admin/password_change/ django.contrib.admin.sites.password. fha"ge (
/admin/password_change/done/ django.contrib.admin.sites.password_change_done ad

01:08:18



DJIANGO -

HTIPS:// SEMGREP.DEV/S/MINUSWORLD:DOCS-MISSING-AUTH-ANNOTATION

New Load Examples Tools Help

Python v | zactly-ken: docs-missing-auth-annotation save «

SEMGREP RULE

Simple  Advanced

QAP route (. ;)
def $FUNC(...):

andisnot | @sAPP.route(...)

inside | glogin_required
def SFUNC(...):

TEST CODE

import flask
app = flask.Flask()

1

2

3

4 @app. route("/echo/<msg>", methods=["P0OST"])

5 @login_required

6 def echo(msg):

7 return msg

8
e 9 @app.route("/reverse/<msg>")
def echo_reverse(msg):

return msg.reverse()




DATA STORE
ROUTING

Models/*.cs

@authorized
<Name>Controller.cs (decorators) In the
-~ function, after EXTERNAL
A the Route SERUICES

A

attribute

&% 4 24

e | %
e g,
{ > '

In Code

“

NET APPLICATION FLOW



NET CORE -

C AccountController.cs X

1 using Microsoft.AspNetCore.Authentication;

p. using Microsoft.AspNetCore.Authentication.Cookies;
3 using Microsoft.AspNetCore.Authorization;

4 us;ng ;;croso;;.;s::e;;ore.;vc;

5 using Miniblog.Core.Models;

6 using System.Security.Claims;

7 using System.Threading.Tasks;

8 using Miniblog.Core.Services;

9

10 namespace Miniblog.Core.Controllers

11 {

12 | l [Authorize] I

13 public class AccountController : Controller
14 {

15 private readonly IUserServices _userServices;
16

~ https://t.me/learningnets

)




NET CORE -

[Route("/login")]
[AllowAnonymous]
[HttpGet]

public IActionResult Login(string returnUrl = null)
{

ViewData["ReturnUrl"] = returnUrl;
return View();

}

[Route("/login")]
[HttpPost, AllowAnonymous, ValidateAntiForgeryToken]

nithlir acunrs TackeTArtinnRacults | aninAcunclctrina raturniirl J;\ﬂiﬂ\liﬂ.ﬂﬂdﬂ‘

~~~ https://t.me/learningnets
W)



ROUTING

<Name>Controller.java

Authorize
(decorator)

In the
function, after
the Route
attribute

JAVA APPLICATION FLOW

DATA STORE

Models/*.java

EXTERNAL
SERUICES

In Code




MAPPING
EXERCISE RUFUS

A PERFORM INFO GATHERING
L (TECH STACK/BIZ PURPOSE/RISKSS %,
ASSESSMENT) \

B. MAP ROUTES

A. MAP ROUTES




RUFUS EXERCISE - POST-MORTEN

STATEMENT IN OUR APP AND
PRINTING ENV llllRlIlBlES

P

v [E) routes/index.js (1 match)

get ('/', function(req, res, next) {

get ('/', function(req, res, next) {

get (' /wxf', function(req, res, next) {

v [] app.js (2 matches)




INFORMATION GATHERING - AUTHORIZATION

o ALATER STEP IS DEDICATED 10 CREATING AUTHORIZATION CHECKS
o THIS IS ABOUT GETTING TO KNOM THE APPLICATION BETTER




INFORMATION GATHERING - AUTHORIZATION

o IDENTIFY WHAT COULD Gt
o USER-SUPPLIED PARAMETE
6. CSRF 2% ‘
o CLIENT-SIDE caoqus JWT F1C. (US l(lfﬂl WONKINESS IN PERSISTENCE)



STORY:

REDIRECTION &
AUTHORIZATION ISSUE IN .NET



REDIRECTION & AUTHORIZATION ISSUE IN

NORMAL

Results | Target | Positions | Payloads | Options |
Filter: Showing all items

Request 4 Payload 'Status 'Error ' Timeout | Length ' Comment

example.aspx



REDIRECTION & AUTHORIZATION ISSUE IN

DEFINITELY . NORMAL

Filter: Showing all items

Request 4| Payload | Status 'Error ' Timeout | Length 'Comment y

0 404 UJ UJ 3
1 ‘example.aspx ‘@ U U




REDIRECTION & AUTHORIZATION ISSUE IN

Redirect(String, Boolean)

Redirects a client to a new URL. Specifies the new URL and whether execution of the current page
should terminate.

C# ™ Copy

public void Redirect (string url, |bool endResponse};

Parameters
url String

The location of the target.

endResponse Boolean

Indicates whether execution of the current page should terminate.

TFETIICATarmMmmmyricts




AUTHZ FUNCTIONS - INCORRECTLY CONFIGURED EXAMPLE
W N Y

application_controller.rb

# frozen_string_literal: true

class ApplicationController < ActionController::Base
before_action :authenticated, :has_info, :create_analytic, :mailer_optic
helper_method :current_user, :is_admin?, :sanitize_font

B W N =

# Our security guy keep talking about sea-surfing, cool story bro.
# Prevent CSRF attacks by raising an exception.

# For APIs, you may want to use :null_session instead.
protect_from_forgery #yith: :exception

el W

S O 00 ~I & Ul




AUTHORIZATION FUNCTIONS C/ECiLIsT

B SOMETHING... FISE? ' “\

T4




AUTHZ FUNCTIONS ©//-Ciiict
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AUTHZ FUNCTIONS ©//-Ciiict



AUTHZ

EXERCISE SIGMUND FREUD

1. SKEA_RAILS
A.  PERFORM INFO GATHERING

I.  (TECH STACK/BIZ PURPOSE/RISK:
ASSESSMENT)

B. MAP ROUTES

€. MAP AUTHZ FUNCTIONS
2. HOW ARE USERS AUTHORIZED IN

SKEA_RAILS?

A.  COULD TAKE SOME TIME




SIGMUND FREUD EXERCISE - POST-' "

home_controller.rb
class HomeController < ApplicationController
before_action :authenticate_user!

EERAMEWORK/LES? M\
NCE WITH IT, ONLY ACCESS TO SOURCE?




SIGMUND FREUD EXERCISE - POST-' """

post "/artlcles", to "articles#create"

get "/articles/new", to: "articles#new", as: :new_article

get "/articles/:id/:action", to: "articles#edit", as: :edit_article
get ""/articles/:id", to: "articles#show", as: :article

post "/artlcles/ 1d/vote/ type", to: "articles#vote", as: vote

N




SIGMUND FREUD EXERCISE - POST-MORTEM

o ANYONE KNOW WHAT THE REQUEST ATTACK STRING WOULD LOOK LIKE?

& http://localhost:3000/articles/1/vote?type=like

get "/articles/:id/A:action"), to: "articles#edit", as: :edit_article



SIGMUND FREUD EXERCISE - POST-MORTEM

o SO WHAT'S THE POINT WITH THIS WHOLE THING?










AUTHORIZATION REVIEW

o /INALVZE SOURCE FOR ROLE ENFORC APPROPRIATE USER Bowmms
PRIVILEGES REQUIRED FOR BUSINESS-LOGIC FLAWS
o AROLES AND ASSOCIATED OUTINES MUST BE IDENTIFIED DURING

INFORMATION GATHERING

o PAY ATTENTION TO ANY ENDPOINIS TH
o UERTICAL AUTHORIZATION WEAKNESSES -

NCLUDE SENSITIVE DATA OR FUNCTIONALITY
NESSES = ESCALATED PRIVILEGES

previciny \

©  HORIZONTAL Illﬂ'H(QﬁfIl TION WEAKNESSES - ACCESS ANOTHER USER'S DATA.



AUTHORIZATION REVIEW !/[/L1ERABILITIES




/**x Check if userUid has access to a specific application at Organization group Level x/
@ReadOnlyTransaction
public boolean isApplicationAllowedByUser(
final Organization org,
final Application app,
final String userUid,
final boolean includeArchived) {
if (app.isArchived() && !'includeArchived) {

return false;

'y

// check if application exists
final EacUser eacUser =
eacUserAccessControlService.getAccessControlForUser(org.getId(), userUid);
if (eacUser.isViewAllApplications()) {
return true;

}

return eacUser.getAllowedApplications().contains(app.getId());

SPOT THE BUG




AUTHORIZATION REVIEW

¢ CAN NON-PRIVILEGED USERS Ul ICCOUNTS?

oIS THERE FUNCTIONALITY TO ADD WITHHIGHER ACCESS LEVELS THAN THEIR OWN
ACCESS? .

o HOW IS SEPARATION OF DUTIES Hﬂ% \

o  ARE DISABLED ACCOUNTS PREVENTED FROM ACCESSING CONTENT?

o CAN PRSSWORD:PROTECTED PAGES BE DIRECTLY ACCESSED WITHOUT AUTHENTICATION?



o INSECURE BINDER

o INSECURE OBJECT MAP

o MASS-ASSIGNMENT ﬁ
. m:cnuvmppfrz?rm DATABASE

CREATED O MODIFIED AND WE DO S0
BY THROWING IN *L{* USER-SUPPLIED PAR$XE »

RS
o FOREVIMAE. S

>


https://cheatsheetseries.owasp.org/cheatsheets/Mass_Assignment_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Mass_Assignment_Cheat_Sheet.html

MASS-ASSIGNMENT -

var user = new User(req.body);

user.savel():




MASS-ASSIGNMENT-'"| =

def create
user = User.new(params[:user])

RAILS

def create

user = User.new(user_params)

if user.save
session[:user_id] = user.id
redirect to home dashbhoard inde:

if user.save
session[:user_id] = user.id
redirect_to home_dashboard_index_path

.

else
jﬁ @user = user
flash[:error] = user.errors.full_messages.ta

redirect_to :signup
end
end

def user_params
params.require(:user).permit!
end

-



AUTHORIZATION REVIEW

e IS IT POSSIBLE 10 BYPASS AUTHORIZA TIQN RES le/HIONS BY ACCESSING CONTENT DIRECTLY (E.G. CAN
A NON-PRIVILEGED USER ACCESS THE ADMINISTRATION PAGES OF AN APPLICATION)?

o CAN A USER ESCAIATE PRlll S T COOKIE MODIFICATION, ALTERING FORM INPUT UALUES
AND HTTP HEADERS, OR BY FUZZ) CAMETERS?

e ARE THERE HORIZONTAL ESCALATION/IN OBJECT REFERENCES IN THE SOURCE CODE?

o  /IRE AUTHENTICATION AND AUTHORIZA WS/ THE FIRST LOGIC EXECUTED FOR EACH REQUEST?

e ARE AUTHORIZATION CHECKS GRANU / IR(PAGEAND DIRECTORY LEVEL) OR PER-APPLICATION?




AUTHORIZATION REVIEW

o ARE ACCESS TO SENSITIUE PAGES

o ARE USERS FORCED TORE:
CRITICAL SIDE-EFFECT (ACC

o DO AUTHORIZATION CHEC

o CAN AUTHORIZATION BE CIRCUMUENTEDE
MANIPULATION? il

o ARECSRF pkorfcyﬂﬂs IN PLACE AND np)kqmnrf?

P



AUTHORIZATION

EXERCISE GENGHIS KHAN
1 SKEA_DIANGO |
A INFO GATHERING 4
L (recn scK/Biz ORROSEZRISKOMSSNES
ASSESSMENT) N,
B. MAP ROUTES

C.. AUTHZ FUNCTIONS
2. BUILD AN AUTHORIZATION CHECKHIST
3. TEST CHECKLIST ITEMS




GENGHIS KHAN EXERCISE = /OS5 1-MORTEN

N )

@ settings.py X @ views.py X

. BBRPS > @B Training > @@ SKEA > @B skea_django > BB intro > @ views.py » [ create_todo

12
13 # Create your views here.
w14 def index(request):
15 return HttpResponse("Welcome to Seth & Ken's Excellent Adventure:
1
17 @login_required
w18 def todo(request, todo_id):

v 19 if request.method == 'GET':
- 70 + iy e




GENGHIS KHAN EXERCISE = P05 1-1ORTEM

]
17 @login_required
718 def todo(request, todo_id):

7 19 if request.method == 'GET':

r 20 try:

21 todo =| Todo.objects.get(pk=todo_id,owner=request.user)
y 22 form = TodoForm(initial={ todo_text :todo.todo_text,
23 "todo_date’' :todo.todo_date,

24 "completed' :todo.completed})







AUTHENTICATION

AUTHENTICATION ESTABLISHES USER IDENTITY.
EXAMINE THE USER IDENTIFICATION PROCESS OF THE APPLICATION.

AUAILABLE APPLICATION RESOURCESINCLUDE.OTH UNIDENTIFIED AND IDENTIFIED USERS
USE ENUMERATION OF THE ARPLICATION IS 10 TRACE THE AUTHENTICATION FLOW
AIND FUNCTIONS. . )\
SENSITUE APPLICATION AND BUSIA " S FUNCTIONALITY SHOULD REDIRECT AS APPROPRIATE
10 THE AUTHENTICATION FLOW TO PROPERLY IDENTIFY A USER

INCLUDE AN APPLICATION FUNCTIONALITY THAT IDENTIFIES A USER IN THIS REVIEW




AUTHENTICATION REVIER

»




AUTHENTICATION REVIEW /! NEREEILITIES

L

e BRO
o llSER,_



Invalid Username. Please try again
LOGIN TO TASK MANAGER

Username

Login failed. Please try again

Password

LOGIN TO TASK MANAGER

Username

Password

Forgot

SPOT THE BUG



r20 exports.update = function(req, res) {

21 |

r22 if (req.body.ne y d eq.bod

23 username = req.body.username

24 current_password = req.body.current_password

25 isMatch = true

26

r27 db .User.find({where: {username: username}}).success(function (user){
28 hash = user ? user.password : "'

29 isMatch = db.User.validPassword(current_password, hash, function () { console.lo
30 B;

31 if (isMatch) {

3z req.user.username = username

33 req.user.password = req.body.new_password

34 req.user.save()

35 } else {

36 console.log('Bad Password')

37 }

38 }

39

49 res.redirect('/account') SPOT THE BUG
a1 };

.-

L L AN



AUTHENTICATION REVIEW

o IDENTIFY ALL THE AUTHENTICATION FIOWS

o  USERIOGIN
o  USER REGISTRATION
o  FORGOT PASSWORD

o HOW ARE USERS lpfwnﬂf”.

/f

O.  SENSITIVE ENDPOINTS SHOULD REGlIIIlliTHENTI 1Mo
o  ARE THERE ANY HARD-CODED ACCOUNTS? <
o  DOES APPLICATION ALLOW FOR EASILY-GUESSED, DEFIllIl T, OR COMMON PASSWORDS?



AUTHENTICATION REVIEW

L]

o HOM ARE USERNAMES DETERMINED, WHAT NAMING COMENTIONS?
o DOES REGISTRATION ALLOW FOR ._ A MERATIC ,l‘ ‘ ‘
o DOES THE APPLICATION ALIOH FOR ACCOUNTENUMERATION THROUGH SERIER RESPONSES OF

INFORMATION DISCLOSUREZ >
o LOGIN/REGISTRATION/FORGOT

o... AIREUSER CREDENTIALS PROTECTE
ALGORITHMS? 5
o  AIRE SECURITY POLICIES ARE coﬂﬂaﬁ A

WHAT STANDARD SECURITY FRAMEWORKS ARE USED:
o IS THERE CODE SPE c 10 THE APPLICATION, ESPECIALLY WHEN DEALING WITH PASSWORD STORAGE?

XE USING MODERN PASSWORD HASHING

ONMENT UARIABLES AND NOT HARD-CODED?



AUTHENTICATION REVIEW

o HOW ARE USER MANAGEMENT EVENTS SUCH AS RUTHENTICATION FAILURES, PASSWORD RESETS,
PASSWORD CHANGES, ACCOUNT LOCKOUT AND DISABLED ACCOUNTS HANDLED?

o /IRE SUSPICIOUS EVENT HANE NG x AULTIPLE FAILED LOGIN ATTEMPTS, SESSION REPLAY AAND
ATTEMPTED ACCESS TO RESIRIC]

o  DOES THE APPLICATION IMPLEMENT STK JORD POLICIES?

o  /RE AUTHENTICATION CREDENTIALS Bl ED USING TECHNOLOGIES THAT COULD BE CACHED
(HTTP GET, LACK OF PROPER CACHE- CONT 0L S

o IFAPPLICABLE, ARE ENCRVPIIONMECHIINISMS INPL
COMMUNICATIONS (TLS, ETC)?

’E DURING AUTHENTICATION FOR SECURE



AUTHENTICATION REVIEW CHECKLIST

o ARE LIMITS ONAPPLICATION IICCESS,
PROPERLY? i 3

o IS THERE A MANUAL APPROUALPR
o  CAN THE AUTOMATED PROCE
o  INCASES WHERE A UALIDATIONE

GENERATED? |
o CANUSERS ELEUATE THEIR INTIAL A
BYPASSES? y, \\b
o  /IRE FILES AND OBJECTS OWNED BY A USER REMOUED OR ARCHIVED?

’ "fr' € y
3

SUCH AS GEOGRAPHICAL BOUNDARIES, ENFORCED

, CtESS GRANTED AUTOMATICALLY?
USING SCRIPTING OR BRUTE-FORCING?

ARE REQUIRED, HOW ARE THE TOKENS

) MASS ASSIGNMENT OR BUSINESS-LOGIC



AUTHENTICATION REVIEW CHECKLIST
o ARE ENCRYPTION AND HIISHING D PRO}FR[V?

4 ARE AUTHENTICATION TOR \ LMITS?
o  /IRE COOKIES SECURITY PARAMEVERSSET PROPERLY (E.G. SECURE, HTTPONLY,
PATH)?



WHII I'S THE UUINERABILITYZ

v

i
32
33
34
35
36
37
38
39
49
41
42
43
a4
45
46
a7
48
49

User FtndOne({

username: req.body.username

}, function(err, user) {

if (err){
res.send(err);
}
else{
if (luser) {
res.send
}
else {

if (user

} else {

("User not found");
.password == req.body.password) {
var token = jwt.sign(user, config.secret, {expi

res.redirect('/homepage?token="+token);

res.send("Incorrect Password");



WHAT'S THE UUNERAEILITY? -

v 387 if User.objects.filter(username=username).exists():
388 user = authenticate(username=username, password=password)
v 389 if user is not None:
v 399 if user.is_active:
391 auth_login(request, user)
392 # Redirect to a success page.
393 return redirect(request.GET.get('next', '/taskManager/'))
w394 else:
395 # Return a 'disabled account' error message
396 return redirect('/taskManager/', {'disabled_user': True})
| w397 else:
398 # Return an 'invalid login' error message.
v 399 return render(request,
400 'taskManager/login.html’,
401 {'failed_login': False})
v 402 else:
v 403 return render(request,
404 'taskManager/login.html"',
405 {"invalid_username': False})



AUTHENTICATION

EXERCISE SOCRATES

A.  BUILD AUTHENTICATION CHECKLIST
B. REVIEW AUTHN CHECKEIST

A.  BUILD/REVIEW AUTHN CHECKIIST




:jsil8n

/admin/login/ django.contrib.admin.sites.login admin:login
/admin/logout/ django.contrib.admin.sites.logout admin: logout
/admin/password_change/ django.contrib.admin.sites.password_change admin:pa
ssword_change

/admin/password_change/done/ django.contrib.admin.sites.password_change_donea
dmin:password_change_done

/admin/r/<int:content_type_id>/<path:object_id>/ django.contrib.contentty
pes.views.shortcut admin:view_on_site

/intro/ intro.views.index

intro/<int: id> todo
1 /intro/login/ django.contrib.auth.views.LoginView login
/intro/Togout/ django.contrib.auth.views.LogoutView Togout
/intro/password/ django.contrib.auth.views.PasswordChangeView password

/intro/password_change/ django.centribk,auth.views.PasswordChangeView password
|||||||llldiﬂli)



SO-CRATES EXERCISE = POST-MORTEN

N P

urls.py

from django.urls import path
from django.contrib.auth import views as auth_views
from . import views

urlpatterns = [
path('', views.index, name='index'),
path('signup/', views.SignUp.as_view(), name='signup'),
path('password/', auth_views.PasswordChangeView.as_view(template_name="'change_password.html'), name='password'),
path('<int:todo_id>/',views.todo, name='todo'),
path('todo/',views.create_todo, name='create todo'),
path('todos/',views.todos, name='todos'),
path('todos/completed/',views.todos_completed, name='completed todos')




<

SO-CRATES EXERCISE = POST-MORTEN

urls.py — intro urls.py — skea_django

al From django.contrib import admin
from django.urls import include, path
from django.views.generic.base import TemplateView

urlpatterns = [
path('', TemplateView.as_view(template_name='home.html'), name='home'),
path('admin/', admin.site.urls),

path('intro/', include('intro.urls')),
path('intro/',include('django.contrib.auth.urls')),

L\ AN



SO-CRATES EXERCISE - POST-MORTEM
s -

-~

AUTH_USER_MODEL = 'intro.TodoUser'

LOGIN_REDIRECT URL = 'home’ 4
LOGOUT REDIRECT URL = 'home’
LOGIN_URL = '/intro/login/’




SO-CRATES EXERCISE - POST-MORTEM

. NGO.CONTRIB. us 0/ MODELS.PY
} .
login.html models.py views.py
1 from django.db import models \

from django.contrib.auth.models import AbstractUser
# Create your models here.
class TodoUser(AbstractUser):

def __str__(self):
return self.email

class Todo(models.Model):
todo text = models.TextField()

¥ Y

i



SO-CRATES EXERCISE - POST-MORTEM

login.html

forms.py views.py

1 <!- templates/registration/login.html ——>
{% extends 'base.html' %}

{% block title %}Login{% endblock %}

{% block content %}
<div class="row">
<div class="col-3"></div>
<div class="col-6">
<h2>Login</h2>
<form method="post">
{% csrf_token %}
{{ form.as_p }}

< <button type="submit" class="btn btn-secondary">Login</button>

L AN







AUDITING REWIEW

o  VALIDATE THAT APPROPRIATE LOGGING IlNDﬂCEPTION»HIINDlING ARE HANDLED WITHIN APPLICATION
SOURCE ;

o  ONE PATH IN THE TRACE OF SENSIT M SOURCE TO SINK

o  LOGGING FUNCTIONS AND ERROR A A SIDERED A DATA SINK

o  LOGGING SHOULD HAPPEN IN ANY EN ORMS A STATE-CHANGING OPERATION OR HAS
SECURITY IMPLICATIONS - '
THIS DATA IS USED FOR IMMEDIIITEIIN ILysis Al FUTURE FORENSICS NEEDS,
CHECK THAT SENSITIVE DATA IS npmom’mmvu DLED (NO CREDIT CARD NUMBERS, ETC) AND THE
CORRECT DETAILS ARE LOGGED |

o ADMINISTRATORS MUST TRUST THAT LOGS MAY NOT BE MANIPULATED BY UNAUTHORIZED PARTIES



AUDITING REIIIEW VULNERABILITIES
o SENSIT ’

o DEBUG MESSAGES
j ERROR HANDLING




superadminService.manageOrganizationByUserUid(userUid, org);
ImpersonateHelper.configureImpersonateWebSettings(

request, response, ImpersonateReturnMode.USERS_MODE);
apiResponse.setOrgUuid(org.getUuid());
apiResponse.registerSuccess(String. format("Switching to user '%s' successfully", userUid));

return new ResponseEntity<>(apiResponse, HttpStatus.OK);

SPOT THE BUG



AUDITING REWIEW

o IF AN EXCEPTION OCCURS, DOES THE IIRPllCIl TIOJrfIIIIS SECURELY?

o DO ERROR MESSAGES REVEAL SENSIT, T’ ATION OR UNNECESSARY EXECUTION DETAILS?
o ARE COMPONENT, FRAMEWC h RRORS DISPLAYED TO END USER?

o DOES EXCEPTION HANDLING THF 7 SECURITY SENSITIVE PROCESSES RELEASE

RESOURCES SAFELY AND ROLL BACK AN ACTIONS?

L
o  CREDIT CARD #S, SOCIA/SECURITY NUMBERS, PASS y Pll, KEYS



AUDITING REWIEW

o ARE UNEXPECTED ERRORS AND INPUTS LOGGED?
o MULTIPLE LOGIN ATTEMPIS, INVAL D LOGINS, UNAUTHORIZED ACCESS ATTEMPTS

o ARELOG DETAILS SHOULD @1 TO RECONSTRUCT EVENTS FOR AUDIT
PURPOSES? R 4

o ARELOGGING CONFIGIIRIITI n I SETTINGS CONFIGURABLE THROUGH SETTINGS OR
ENUVIRONMENT UARIABLES AND NOT HARD-CODED INTO THE SOURCE?

()



LOGGING -

return new ResponseEntity<>(apiResponse, HttpStatus.O0K);
} catch (final ServiceException e) {
log.error("ERROR: " + e.getMessage());

ErrorHelper.addErrorMessage(
String.format("Failed to impersonate user '%s'", userUid), apiResponse, e);




AUDITING

EXERCISE ABRAHAM LINCOIN

A.  BUILD/REVIEW AUDITING
CHECKLIST

A. BUILD/REVIEW AUDITING
CHECKLIST




ABRAHAM LINCOLN EXERCISE = /0= 1~/ ORTEN

)|

{

47 _@login_reguired
48 def create_todo(request):
v 49 if request.method == 'POST':
form = TodoForm(request.POST)
if form.is_valid(Q):
t = Todo( todo_text=form.cleaned_data['todo_text'],
todo_date = form.cleaned_data['todo_date'],

completed = form.cleaned_data['completed'])
t.owner = request.user
t.save()

Logger.info("Created t9do %s by ¥s" % (todo_id,request.user.username)b
return HttpResponseRedirect('/intro/x9dos/"')

v 60 else:
61 form = TodoForm()

L . AN



IIBRIIHIIM llNCOlN EXERCISE = POST-MORTEM

@ settings.py X

Al

... IBRPS ) @@ Training > B SKEA > BB skea_django > BB skea_django » @ settings.py )

129
130'# Logging configuration
w131 LOGGING = {

132 'version': 1,
133 'disable_existing_loggers': False,
v 134 "formatters': {
v 135 'verbose': {
136 "format': "{leyelname} {gsctime} {message}',
137 'style': '{',
138 },
v 139 'simple': {
140 "format': '{levelname} {message}',
141 'style': '{',
142 },
143 },
v 144 'handlers': {
v 145 'file': {
146 'level': "INFO',
147 ! L i
13| "filename': 'info.log',
149 o
150







INJECTION

o CAUSES:
o INPUT VALIDATION
o OUTPUT ENCODING 7
e TVPES ¥
o SQL INJECTION -
o HTML INJECTION (XSS)
o LDAP, XML, COMMAND ....




INJECTION VULNERABILITIES



if (FormsAuthenticationHelper.IsRelativeUrl(redirectUrl))

{

this.Response.Redirect(redirectUrl, true);

/// <summary>
/// Tests the incomming url to see if it relative.
/// </summary>
/// <param name="url'"></param>
/// <returns></returns>
public static bool IsRelativeUrl(string url)
{
Uri result;
return Uri.TryCreate(url, UriKind.Relative, out result);

SPOT THE BUG




INPUT

ANALYZE CODE THAT HANDLES USER INPUT FOR-TYPE, FORMAT, AND €O ENTIIIIHDIITION
BEFORE BEING USED OR STORED BY THEAPP! R
COMPILE LIST OF DATA SOURCE JGH. e
START WITH THE ROUTES 1D UTION GATHERING PHASE, BUT ALSO

INCLUDE:

o CONFIGURATIONFILES .
ENVIRONMENT UARIABLES =~
EXTERNAL smgaf?
DATABASE CALLS TO EXTERNAL AND INTERNAL DATABASES.

o O Ovss



INPUT VALIDATION = C1IECiticr

UK O

0

e [ .




INPUT VALIDATION = C1IECiticr

o IFBOTH CLIENT-SIDE AND SERUER-
CONSISTENTAND SYNCHRONIZ
DO STRING INPUT UALIDATIG
DO THESE REGULAR EXPRESS




INPUT VALIDATION = C1IECiticr



INPUT VALIDATION = C1IECiticr




SQL INJECTION

@csrf_exempt
def forgot_password(request):

if request.method == 'POST':
t_email = request.POST.get('email')

trys
‘ r result = User.objects.raw("SELECT * FROM auth_user where email = '%s'" ¥ t_email)

if len(list(result)) > 0:
result_user = result[@]
i # Generate secure random 6 digit number
res = ""
nums = [x for x in os.urandom(6)]

N

https://t.me/learningnets

o)

L ¥
A\



SQLINJECTION = | C0F &
A W N s

v11 exports.search = function(req,res) {

12 q = ’
13 users = [];
vi4 if (req.query.q) {
15 g = req.query.q;
v 16 db.User.findAl1l({attributes: ['id', 'username'], where: {username: { like: '%'
+req.query.q+'%"' } }}).success(function(users){
77¢onsoLe. Log( USers: ', users)
res.render("search.ejs", { q: g, username: req.user.username, users: users
D;
B
} else {
db.User.findAl1().then(function(users){
//console.log('Users:', users)
23 res.render("search.ejs", { q: g, username: req.user.username, users: users
D H
2 1

L . AN



OUTPUT

o  ANALYZE CODE THAT SENDS USER DATA 10
SENDING TO UNCONTROLLED DATH I
o  START WITH A LIST OF DATA SIA
o SOURCE CODE LIBRARIE
3RD-PARTY SERUICES _
STORAGE COMPONENTS (DATABASE INANY OF ITS POSSIBLE FORMS)
FILE SYSTEM INTERACTIONS .~ *
loaEs
o XSS, SSRF

ENT FOR CONTEXT, TYPE, AND FORMAT BEFORE

BEING STORED, SENT, PROCESSED.

©)
@)
©)
@)



OUTPUT ENCOING =~ CHECKLIST



OUTPUT ENCODING = C-Ciiist




¥ 106
107
Vv 108
¥ 109
110
111
112
¥ 113
114
115
116
117
118
119
120
121

XSS - NODEJS (EIS TEMPLATES)

<tbodY>

<% for(var i=0; i < listings.length; i++) { %

<t

</

r>
<td><%- listings[i].created %></td>
<td><%- listings[i].name %></td>
<td><%- listings[i].description %></td>
<td><¥%- listings[i].deadline %>

</td>
<td><a class="icon-ok" href="javascript:alert('Apply for Position')"></a><a c
tr>

<% } %>

</tb
</tabl
</div>

LA~

ody>
e>

L L AN



XSS = DIANGO

<!-- user login dropdown start-->
<li class="dropdown">
<a data-toggle="dropdown" class="dropdown-toggle" href="#">
<!--User Identity -->
<span class="username"><i class="fa fa-user fa-fw"></i> {{ user.usernamel|safe }}</span>
<b class="caret"></b>
</a>
<ul class="dropdown-menu extended logout">
{% if user.id %}

N

https://t.me/learningnets

o)

L ¥
A\



INJECTION

X ; -

1 SKEA_D% |
A BUILD INJECTION CHE

B. TRACE ALL SOURCE

i i
A BUID INJECTION CHECKLIS

~
-
. [ »
/
/ : \{
) » \
1 \}
/o

3. TRACE AT LEAST 3 DIFFERENT
SOURCEST0.SINKS

A



EXERCISE BILLY THE KID = POST-MORTER

LA AN

skea_django ~

intro
skea_django
g @ __init__.py
‘ & @ urls.py

i @ wsgi.py

B .gitignore

B db.sqlite3

B debug.log

B info.log

@ manage.py
. README.md
B requirements.txt

DATABASES.
 SETTINGS.PY IS SOMEWHAT TRUS)
" PEOPLE COULD MANIPULATE DATA IN'
BEFORE IT GETS TO US.




EXERCISE BllQ: THE KID = POST-MORTEM

skea_django ~

intro
migrations

registration
@ base.html
¥ change_password.html
¥ home.html
& signup.html
¥ todo.html
& todo_update.html
¥ todos.html

@ __init__.py

= admin




EXERCISE BILLY THE KID = 'O 1-HORTEN

>

File

<skea_django> /intro/admin.py

<skea_django> /intro/forms.py

<skea_django> /intro/forms.py

<skea_django> /intro/views.py

<skea_django> /intro/views.py
<skea_django>/intro/views.py

<skea_django> /intro/views.py

<skea_django> /intro/views.py

<skea_django> /intro/migrations/0001_initial.py
<skea_django> /intro/migrations/0001_initial.py
<skea_django> /intro/migrations /0001 _initial.py
<skea_django> /intro/migrations/0001_initial.py
<skea_django> /intro/templates/base.html

4’ 2
9 N

Line
12
12
18
28
43
57
68
74
27
27
27
27
30

Content
list_display = ['email’, 'username’,]
fields = (‘'username’, 'first_name', 'last_name’, 'email’)
fields = (‘'username’, 'first_name', 'last_name’, 'email’)
logger.info("GET todo %s by %s" % (todo_id,request.user.username))

logger.info("Updated todo %s by %s" % (todo_id,request.user.username))
logger.info("Created todo %s by %s" % (todo_id,request.user.username))

logger.info("GET todos by %s" % (request.user.username))
logger.info("GET completed todos by %s" % (request.user.username))
('username’, models.CharField(error_messages={'unique":
('username’, models.CharField(error_messages={'unique":
('username’, models.CharField(error_messages={'unique":
('username’, models.CharField(error_messages={'unique":
<span class="navbar-text">{{user.username}} |

'A us
'A us
'A us
'A us



EXERCISE BILLY THE KID -

o DIAGRAM FOR USER.USERNAME ENDS UP LOOKING LIKE THIS.

Sink:

Source: Signup Form &8 B template - base.html

Sink:

logger - info.log




EXERCISE BILLY THE KID -

o  THIS MEANS WE WILL BE LOOKING FOR THE FOLLOWING INJECTION FLAWS:
A.  SQLINJECTION (DATABASE STORAGE)
B. XSS (STORED/REFLECTED)
C. 1OG FORGING/INJECTION

Source: Signup Form | - — 1 e Sink:
‘ template - base.html

Sink:

logger - info.log







CRYPTOGRAPHIC /INALYSIS

. nuramﬁrfp 100LS WILL Ui
o  USE OF OLDER HASHING A



CRYPTOGRAPHIC /INALYSIS




CRYPTOGRAPHIC ANALYSIS |/ HIERACILITIES
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CRYPTOGRAPHIC ANALYSIS -

®  WWHAT ARE THE STANDARD ENCRYPTION LIBRARIES ARE USED FOR?

o HASHING FUNCTIONS - PASSWORD HASHIN CRYPTOGRAPHIC SIGNING, R
o  ENCRYPTION F”NC"ONS\ | .' INICATIONS

® DO THE STRENGTH OF IMPLEMENTED €l INDUSTRY STANDARDS?

(@)

O s
o ANYRCY STREAM CIPHERS

o CERTIFICATES WITH LESS THAN 1024-BIT LENGTH
o ALL SSL PROTOCOLUERSIONS

o /AARE CRYPTOGRAPHIC PRIVATE KEYS, PASSWORDS, AND SECRETS PROPERLY PROTECTED?



o=

BUILD CRYPTO CHECKLIST ‘ | ('S~
WHAT HASHING /CRYPTO IS BEING .
usew? b k |

> ; b l/'v ‘.'\



EXERCISE BEETHOUEN = ©= /it

» sssonsgipocron w sy T sggcs

v 33 INSTALLED_APPS = [

34 "intro.apps.IntroConfig',
35 'django.contrib.admin’,
36 'django.contrib.auth’,

74 _'diango_contrih _contenttynes'
38 'django.contrib.sessions’,

39 “django.contrib.messages”,

40 'django.contrib.staticfiles’,
41 'django_extensions',

42 ]

43

44 MIDDLEWARE = [

48 'dJango m1dd1eware csrf Lsr+V1ewM1dd1eware ,



EXERCISE BEETHOUEN -

o  SESSIONS - DIANGO DOCUMENTATION HELPS US OUT A LITTLE.

Configuring the session engine

By default, Django stores sessions in your database (using the model
django.contrib.sessions.models.Session). Though this is convenient, in some setups it's faster to
store session data elsewhere, so Django can be configured to store session data on your filesystem or in your

cache.




EXERCISE BEETHOUEN -

o  SESSIONS = BUT ALSO GIVES US A WARNING...

Warning

which your site will trust, but also remotely execute arbitrary code, as the data is serialized
using pickle.

If you use cookie-based sessions, pay extra care that your secret key is always kept completely
secret, for any system which might be remotely accessible.



EXERCISE BEETHOUEN = ©= /it

o nmcmoum CHECK THE RAND

Paa B

21
22 # SECURITY WARNING: keep the secret key used in production secret!
23 SECRET_KEY = '*@ty00=62-recu@lsczr-00(%y97c(111gnv9pu7oA)h¥#el7d’
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EXERCISE BEETHOUEN ~
o PASSWORD STORAGE? NOTHING IN SETTINGS.PY?

How Django stores passwords

Django provides a flexible password storage system and uses PBKDF2 by default.

<algorithm>$<iterations>$<salt>$<hash>



EXERCISE BEETHOUEN -

® PASSWORD_HASHERS IN SETTINGS.PY

contrib.
contrib.
contrib.
contrib.
contrib.

contrib

contrib.
contrib.
contrib.
contrib.

auth.
auth.
auth.
auth.
auth.
.auth.
auth.
auth.
auth.
auth.

hashers.
hashers.
hashers.
hashers.
hashers.
hashers.
hashers.
hashers.
hashers.
hashers.

https://t. me/learningnets

PBKDF2PasswordHasher',
PBKDF2SHA1PasswordHasher',
Argon2PasswordHasher',
BCryptSHA256PasswordHasher’,
BCryptPasswordHasher',
SHA1PasswordHasher',
MD5PasswordHasher',
UnsaltedSHA1PasswordHasher',
UnsaltedMD5PasswordHasher ',
CryptPasswordHasher',




EXERCISE BEETHOUEN = POST-[MORTEN

1

426
2/l pbkdf2_sha256$120000%$a2sGvDg0aIXT$QallLbL4hWolywacEqdEatLsH2VcvON1Kopjql4oTC/E=
I -10- :05:50.669012101test|FirsclLastltest@®test.com|@1112018-10-05 20:21







CONFIGURATION

o ANALYZEANY CONFIGURAT o IS INCLUDED FOR SECURITY.FLAMS
o INCLUDES LANGUAGE, FRAMEWORK, AND ) SERIER CONFIGURATIONS

o  HIGHLY SPECIFIC TO THE TAl UAGE/FRAMEWORK
o  CONSULT THE SERUER WENTATION FOR GUIDES ON SECURITY
FLAGS AND SETTINGS.

o EXAMPLES: IP
o ADMINISTRA Tlllf FUNCTIONALITY ENABLED N{IGH CONFGURATION FILES
o  CSRF SETTINGS
o COOKIE PIIRIIMETERS



CONFIGURATION REVIEW

o  SECURITY MISCONFIGURATION - OWASP.TOP 10
o INSECUREDEFAULTS = =
o  INCOMPLETE CONHIGU)
o OPEN CLOUD STORAG
o USING COMPONENTS WITH KNO ﬁmmnfs - OWASP TOP 10

o /INY DEPENDENCIES, LIBRARIES, : ‘C\Es
/
J




Stopping (D

By default, the (G S EEEED r<quires an administrator password to initiate a server shutdown. The default (and
permanent) administrator account is ADMIN with an initial default password of ADMIN.

SPOT THE BUG



CONFIGURATION REVIEW -




CONFIGURATION REVIEW -
o DOES THETARGET LANGUAGEAND FRAMEWORK VERSION IEAom

o ARE CONFIGURATION-CL RITY HEADERS IMPLEMENTED ACCORDING



CONFlGlIRIl TION IlNIll VSIS

o=

o=

éimp conrc crsch
RUN./REVIEW NP 7B
NODEISSCAN ‘

BUILD CONFIG CHECKLIST
RUN./REUIEW BRAKEMAN




SE

# Database Configuration

spring.datasource.url=jdbc:h2:mem:AZ;DB_CLOSE_DELAY=-1;DB_CLOSE_ON_EXIT=FALSE
spring.datasource.driverClassName=org.hZ.Driver

spring.datasource.username=sa

spring.datasource.passwords=

spring. jpa.database-platform=org.hibernate.dialect.HZDialect
hibernate.hbm2ddl.import_files_sql_extractor=org.hibernate.tool.hbm2ddl.MultipleLinesSqlCommandExtractor
hibernate.hbmZddl.auto=create

# HZ Options

security.basic.enabled=true
security.basic.authorize-mode=none
spring.hZ.console.enabled=true
spring.hZ.console.settings.web-allow-others=true
spring.hZ.console.path=/console

https://t.me/learningnets




SECURITY MISCONFIGURATION -

<sessionState mode="Off"
stateConnectionString="tcpip=localhost:42424"
sglConnectionString="data source=localhost;user

id=sa;password=" cookieless="false" timeout="20"/>







ADDITIONAL RESOURCES

OWIASP CODE REVIEW GUIDE - INCLUDES SOI GE-SPECIFIC BEST PRACTICES FOR JAUA, .NET, C, C++.
[l ", _"A'“,c, Y X v," k“"
- | ;x_. V

INFOSEC INSTITUTE - SECURE CODE REVIEWE APRACTICAL APPROACH
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https://www.owasp.org/index.php/OWASP_Code_Review_Guide_Table_of_Contents
https://arch.simplicable.com/arch/new/secure-code-review-checklist
http://resources.infosecinstitute.com/secure-code-review-practical-approach/#gref
https://www.owasp.org/index.php/Input_Validation_Cheat_Sheet
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://docs.google.com/document/d/1ovG_qSqpbS1q2OpEX1Jo08w8dVdi4un1JT7CLz5unX4/edit?usp=sharing
https://en.wikipedia.org/wiki/Layered_security
https://en.wikipedia.org/wiki/Principle_of_least_privilege
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project




REPORTING RETESTING




REPORT WRITING (OR TICKET CREATION)

o DETAILED AINDINGS INCLUDE:
> DESCRIPTON 4
APPLICABLE FILE, F
RISK SEVERITY
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