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CISCO.

Students, this letter describes important
course evaluation access information!

Welcome to Cisco Systems Learning. Through the Cisco Learning Partner Program,
Cisco Systems is committed to bringing you the highest-quality training in the industry.
Cisco learning products are designed to advance your professional goals and give you
the expertise you need to build and maintain strategic networks.

Cisco relies on customer feedback to guide business decisions; therefore, your valuable
input will help shape future Cisco course curricula, products, and training offerings.
We would appreciate a few minutes of your time to complete a brief Cisco online
course evaluation of your instructor and the course materials in this student kit. On the
final day of class, your instructor will provide you with a URL directing you to a short
post-course evaluation. If there is no Internet access in the classroom, please complete
the evaluation within the next 48 hours or as soon as you can access the web.

On behalf of Cisco, thank you for choosing Cisco Learning Partners for your
Internet technology training.

Sincerely,

Cisco Systems Learning
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TSHOOT

Course Introduction

Overview

Troubleshooting and Maintaining Cisco IP Networks (TSHOOT) v1.0 is an instructor-led
training course that is presented by Cisco training partners to customers who use Cisco
products. This five-day course is designed to help network professionals improve the skills and
knowledge that they need to maintain their network and to diagnose and resolve network
problems quickly and effectively. It also assists the network professional in preparing for Cisco
CCNP" certification. This course is a component of the CCNP curriculum.

The course is designed to teach professionals who work in complex network environments the
skills they need to maintain their networks and to diagnose and resolve network problems
quickly and effectively. The course will provide information about troubleshooting and
maintaining particular technologies, as well as procedural and organizational aspects of the
troubleshooting and maintenance process. A large part of the training will consist of practicing
these skills and reinforcing the concepts by putting them to use in a controlled environment. At
the end of the course, you should have increased your skill level and developed a set of best
practices that are based on your own experience and the experiences of other students and that
you can take back to their organizations.

Student Skills and Knowledge

This subtopic lists the skills and knowledge that students must possess to benefit fully from the
course. The subtopic also includes recommended Cisco learning offerings that students should
first complete to benefit fully from this course.

https://t.mel/learningnets



Learner Skills and Knowledge

Cisco CCNA certification
= Visit the Cisco Learning Network for more information:

https://cisco.hosted.jivesoftware.com/community/certifications/

ccna

+ Knowledge of and experience with implementation and

verification of enterprise routing and switching
technologies offered by the Implementing Cisco
Switched Networks and Implementing Cisco IP
Routing courses or equivalent skills and knowledge.

Practical experience in installing, operating, and
maintaining Cisco routers and switches in an
enterprise environment.

In addition to CCNA" certification, it is recommended that the student have practical
experience in installing, operating, and maintaining Cisco routers and switches in an enterprise
environment.

Students should also have knowledge of and experience with the implementation and
verification of enterprise routing and switching technologies as offered by the Implementing
Cisco Switched Networks (SWITCH) and Implementing Cisco IP Routing (ROUTE) courses or
equivalent skills and knowledge. This includes knowledge and experience of the following
technologies:

m Layer 2 switching

Private VLANs, VLAN access control lists, port security

Switch security issues

m Link aggregation protocols

m  Spanning Tree Protocol (STP)

Multiple Spanning Tree (MST)
Per VLAN Spanning Tree (PVST)
Per VLAN Rapid Spanning Tree (PVRST)

m Inter-VLAN routing solutions

m  First Hop Redundancy Protocols (FHRPs)

Hot Standby Router Protocol (HSRP)
Virtual Router Redundancy Protocol (VRRP)
Gateway Load Balancing Protocol (GLBP)

® Infrastructure support of wireless, VoIP and video

®  Branch office operations

Troubleshooting and Maintaining Cisco IP Networks (TSHOOT) v1.0
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m  Enhanced Interior Gateway Routing Protocol (EIGRP)
®  Open Shortest Path First (OSPF)

m  Layer 3 path control

m  Redistribution

m  External Border Gateway Protocol (EBGP)

m [P version 6 (IPv6) migration

© 2009 Cisco Systems, Inc. Course Introduction
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Course Goal and Objectives

This topic describes the course goal and objectives.

Course Goal

“To train network engineers on monitoring and
troubleshooting routed and switched networks
through extensive use of hands-on lab exercises”

Troubleshooting and Maintaining Cisco IP Networks (TSHOOT) v1.0

Upon completing this course, you will be able to meet these objectives:

®  Plan and document the most commonly performed maintenance functions in complex
enterprise networks

m  Develop a troubleshooting process to identify and resolve problems in complex enterprise
networks

m  Select tools that best support specific troubleshooting and maintenance processes in large,
complex enterprise networks

®  Practice maintenance procedures and fault resolution in switching-based environments
m Practice maintenance procedures and fault resolution in routing-based environments
m  Practice maintenance procedures and fault resolution in a secure infrastructure

m  Troubleshoot and maintain integrated, complex enterprise networks

4 Troubleshooting and Maintaining Cisco IP Networks (TSHOOQOT) v1.0 © 2009 Cisco Systems, Inc.
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E-Learning Goal and Objectives

This topic describes the course goal and objectives of the e-learning course Troubleshooting
and Maintaining Cisco IP Networks (TSHOOT) v1.0.

E-Learning Goal

“To provide self-paced training and guided
demonstration of techniques used to plan,
implement, verify and troubleshoot routed
and switched networks”

Troubleshooting and Maintaining Cisco IP Networks (TSHOOT) v1.0

The e-learning modules provide self-paced training and guided demonstrations of the
technology topics that are covered on the TSHOOT exam. The e-learning modules, along with
the instructor-led training (ILT) course, form the complete curriculum on troubleshooting
routed and switched networks that is recommended by Cisco.

Upon completing this course, you will be able to meet these objectives:
m  Troubleshoot performance problems on switches

m  Diagnose wireless connectivity problems

®  Diagnose problems in transporting VoIP

m  Diagnose problems in transporting video

®  Troubleshoot NAT

®  Troubleshoot DHCP

m  Troubleshoot IPv6, OSPFv3, and RIPng

®  Maintain and Troubleshoot Network Applications Services

m  Troubleshoot Branch Office and Remote Worker Problems

© 2009 Cisco Systems, Inc. Course Introduction
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Course Flow

This topic presents the suggested flow of the course materials.

Course Flow

Course
Introduction Maintaini d
Planning Maintaining and Maintaining and Maintaining and Trzl:bilellr?go?i:
A | Maintenance for Troubleshooting Troubleshooting Troubleshooting Integrated e
Complex Networks Campus Routing-Based Routing-Based ngmplex‘
M Planning Switching-Based Solutions Solutions Enterprise
Troubleshooting Solutions Networks
Processes for
Complex Enterprise
Networks
Lunch
Maintenance and
Troubleshooting Maintaining and
Tools and i
Applications Maintaining and Maintaining and Maintaining and Tm;:]?;s,.g?eoémg
P Troubleshooting Troubleshooting Troubleshooting Complex
M Maintaining and Routing-Based Routing-Based Network Security Enterprise
Troubleshooting Solutions Solutions Solutions Networks
Campus
Switching-Based
Solutions

The schedule reflects the recommended structure for this course. This structure allows enough
time for the instructor to present the course information and for you to work through the lab
activities. The exact timing of the subject materials and labs depends on the pace of your
specific class.

Much of the time in this class is spent on labs. In addition to teaching you about network
troubleshooting and maintenance processes, tools, and techniques, this course offers many
opportunities for you to apply the knowledge that is gained and practice using these processes,
tools, and techniques to improve your skills. Each lab consists of a number of trouble tickets
that allow you to practice troubleshooting particular protocols and technologies. Although
sample solutions to the problems will be provided, the biggest value in these labs is in the
process itself and the opportunity that it offers to learn from the instructor as well as your peers
in the industry. To accommodate the discussion of best practices for processes, procedures, and
tools, each lab will be followed by a lab debrief where the instructor will lead a group
discussion to allow you to compare your solutions and processes to those of other students and
together establish a set of best practices for network troubleshooting and maintenance.

6 Troubleshooting and Maintaining Cisco IP Networks (TSHOOQOT) v1.0 © 2009 Cisco Systems, Inc.
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Additional References

This topic presents the Cisco icons and symbols that are used in this course, as well as
information on where to find additional technical references.

Cisco Icons and Symbols

% Router Ql Web

>V Server
g PC Network
v Cloud - —
Serial Link
/ Laptop
<& Fy B ----e- P
Y Circuit-Switched Link
(4 - r
§ File End Users
Server Ethernet

% Multilayer = Workgroup G Firewall
T8 Switch Switch

Cisco Glossary of Terms

For additional information on Cisco terminology, refer to the Cisco Internetworking Terms and
Acronyms glossary of terms at
http://www.cisco.com/en/US/docs/internetworking/terms _acronyms/ita.html.

© 2009 Cisco Systems, Inc. Course Introduction 7
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Your Training Curriculum

This topic presents the training curriculum for this course.
|
Cisco Career Certifications

Expand Your Professional Options and Advance Your
Career

Path to CCNP - Routing and Switching

Required: 642-902 ROUTE Exam
Recommended Learning:
1. Implementing Cisco IP Routing

Five-day instructor-led training course
2. Implementing Cisco IP Routing E-Learning Bundle

Nine hours of self-paced demos
Required: 642-813 SWITCH Exam
Recommended Learning:

Implementing Cisco Switched Networks

Five-day instructor-led training course

Ass%ia\e Required: 642-832 TSHOOT Exam

Recommended Learning:

1. Troubleshooting and Maintaining Cisco IP Networks
Five-day instructor-led training course

2. Troubleshooting and Maintaining Cisco IP Networks
E-Learning Bundle

Nine hours of self-paced demos and exercises

Professional

1

Pmbsiiunm

Entry

You are encouraged to join the Cisco Learning Network, a social learning network designed to
enhance and advance your IT career. Browse technical content, connect, and share insights,
opinions, and knowledge with the community. The network is open to any registered
participant. Visit http://www.cisco.com/go/learningnetwork.

8 Troubleshooting and Maintaining Cisco IP Networks (TSHOOQOT) v1.0 © 2009 Cisco Systems, Inc.
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Customize Your Learning to Match Your Job
Responsibilities

If, in addition to core networkmg you Additional Recommended Cisco Related Cisco
EIEO Curriculum: Career Certification:

Cisco Career Certifications (Cont.)

Assist senior staff in designingrouted | Designingfor Cisco Internetwork Solutions CCDA®
and switched network infrastructure (DESGN)
Implement and troubl eshoot Implementing Cisco MPLS (MPLS) CCIP®
Multi protocal Label Switching (MPLS) OR
solutions in your enterprise network ,
Advanced Implementing and
TroubleshootingMPLS VPNs (AMPLS)
Implement and troubleshoot Internal Configuring BGP on Cisco Routers (BGP) CCIP
Border Gateway Protocol (IBGP) OR
solutions in your enterprise network .
BGP and MPLS (BCN)
Implement and troubleshoot quality of Implementing Cisco Quality of Service CCIP
service (QoS) solutions for a (QoS)
converged network
Implement and troubleshoot wireless Implementing Cisco Unified Wireless CCNA-Wireless
network devices Networking Essentials
Implement and troubleshoot network | Implementing Cisco |OS Network Security CCNA-Security

security devices

ems, Inc. All ights reserved.

If you require additional skills and knowledge to complement the skills and knowledge
acquired as part of your CCNP training, Cisco offers many additional curricula and
certifications to help you obtain skills suitable to your job role.

© 2009 Cisco Systems, Inc.
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General Administration

This topic presents the general administration for this course.

General Administration

= Attire

Class-Related Facilities-Related
= Sign-in sheet = Course materials
= Length and times = Site emergency procedures
= Break room and lunchroom = Restrooms
locations

= Telephones and faxes

The instructor will discuss the following administrative issues so that you know exactly what to

expect from the class:

®  Sign-in process

m  Start and anticipated end times of each class day
m  (Class break and lunch facilities

B Appropriate attire during class

m  Materials you can expect to receive during class
®  What to do in the event of an emergency

m  [ocation of the restrooms

m  How to send and receive telephone and fax messages

10 Troubleshooting and Maintaining Cisco IP Networks (TSHOQOT) v1.0
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Learner Introductions

= Your name

= Your company

= Job responsibilities

= Skills and knowledge
= Brief history

= Objective

Prepare to share this information:

B Your name

®  Your company

B Your job responsibilities

m  The prerequisite skills that you have
m A profile of your experience

®  What you would like to learn from this course

© 2009 Cisco Systems, Inc. Course Introduction 11
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Module 1

Planning Maintenance for
Complex Networks

Overview

Smooth network operation and network high availability have become crucial to organizations
because they depend on their network infrastructure for more and more of their business
processes. Unplanned downtime can quickly lead to loss of productivity, loss of reputation, or
even direct loss of revenue.

To maximize the availability of the network, while at the same time controlling the associated
costs, it is important to plan network maintenance processes and procedures carefully.

In this module, you will identify the tasks that network engineers perform as part of the job of
maintaining large, complex networks. You will evaluate the methodologies, models, and
processes that help in structuring these tasks. In addition, you will identify and evaluate
organizational aspects, tools, and resources that engineers could use to execute these tasks more
efficiently.

Module Objectives

Upon completing this module, you will be able to plan and document the most commonly
performed maintenance functions in complex enterprise networks. This ability includes being
able to meet these objectives:

m Evaluate and rate commonly practiced models and methodologies for network maintenance

m  Identify the processes and procedures that are a fundamental part of any network
maintenance methodology

m  Identify, evaluate, and select the tools, applications, and resources that are needed to
support network maintenance processes

https://t.mel/learningnets
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Lesson 1

Applying Maintenance
Methodologies

Overview

The tasks of maintaining and supporting networks and network equipment are among the core
job tasks of a network engineer. Network maintenance essentially consists of all the tasks that
need to be done to keep the network running smoothly and minimize any disruptions to the
business processes that depend on the network.

Network maintenance includes both interrupt-driven tasks, such as responding to device and
link failures and supporting users, and regularly scheduled tasks, such as making backups and
upgrading devices or software.

By applying a structured approach to network maintenance, you can reduce unplanned outages
and minimize network downtime. This lesson presents a typical approach. Your skills, past
experience, and most importantly, the policies and procedures of your company will govern
your approach.

Objectives

Upon completing this lesson, you will be able to evaluate and rate commonly practiced network
maintenance models and methodologies. This ability includes being able to meet these
objectives:

m  Evaluate the models and methodologies that are commonly used for network maintenance
and identify the benefits that these models bring to an organization

m  Select generalized maintenance models and planning tools that fit your organization

https://t.mel/learningnets



Maintenance Models and Methodologies

This topic describes commonly used models and methodologies that help structuring network

maintenance tasks.

What Is Involved in Network
Maintenance?

Adds, moves and changes

Installing devices

Policy compliance <

Performance monitoring

Disaster recovery E” % a Security audits
N 5§

Backups

Capacity planning

Documentation
Responding to failures
Applying software patches Supporting users
Performance tuning SLA management

334P_301

What is involved in maintaining networks?

The job description of a typical network engineer includes elements such as installing,
implementing, maintaining, and supporting network equipment. However, what do these tasks

exactly entail? What do those high-level task descriptions include?

Depending on the size and type of organization, the job will likely include some or all of the

following:

m  Tasks related to device installation and maintenance, such as installing devices and
software, creating configurations, and backing up configurations and software

m  Tasks related to failure response, such as supporting users who experience network
problems, troubleshooting device or link failures, replacing equipment, and restoring

backups

m  Tasks related to network performance, such as capacity planning, performance tuning, and

usage monitoring

m  Tasks related to business procedures, such as documenting, compliance auditing, and

service level agreement (SLA) management

m  Tasks related to security, such as following and implementing security procedures and

security auditing.

The exact set of tasks that is considered part of network maintenance is different for each
organization. What does your organization consider network maintenance? What are the

policies and procedures at your company?

1-4
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Network Maintenance Approaches

Interrupt-driven:

* Fix things when they break.
Structured:

» Plan tasks and define procedures.

How do you execute all of these network maintenance tasks?

In many smaller networks, the process is often largely interrupt-driven. When users have
problems, you start helping them; when applications start experiencing performance problems,
you upgrade links or equipment; when you have a security incident, you review and improve
the security of the network.

Although this method is obviously the most basic method of performing network maintenance,
it clearly has some disadvantages. Tasks that are beneficial to the long-term health of the
network may be ignored, postponed, or forgotten. Tasks may not be executed in order of
priority or urgency, but are done based on the timing of the requests instead. The network may
experience more downtime than necessary because problems are only handled, not prevented.

Obviously, you can never avoid interrupt-driven work entirely because failures and incidents do
happen and you cannot plan them. However, you can reduce the amount of incident-driven
work by proactively monitoring and managing your systems. You can also structure the
processes and procedures that you use to respond to such incidents in ways that allow you to be
more efficient.

© 2009 Cisco Systems, Inc. Planning Maintenance for Complex Networks 1-5
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Benefits of a Structured Approach

What are the advantages of a structured approach
to network maintenance?

= Less network downtime

= More cost-effective

= Better alignment to business needs and goals
= Higher level of network security

The more important your network is to the business, the higher the price of downtime.
Therefore, from a business perspective, it often makes sense to follow a more structured
approach. By discovering and preventing problems before they happen, you can prevent
downtime. Even if you cannot prevent the problems, you can reduce the amount of time it takes
to fix a problem by having the right tools available.

This result is not the only advantage to a structured approach. By incorporating processes for
performance monitoring and capacity planning, you can achieve a better ratio of price to
performance over the lifetime of your equipment. In addition, proactive network management
can decrease the total maintenance and support costs, because you will spend less time
responding to emergencies.

Another benefit of a structured approach is that it becomes much easier to align the
maintenance processes with the business needs and objectives. Instead of prioritizing tasks and
assigning budgets based on incidents, you can allocate time and resources to processes based on
the importance of the process to the business.

Generally, security also benefits from a structured approach. It becomes less likely that
incidents will go unnoticed or that vulnerabilities will not be addressed when security is treated
as an integral part of a structured network maintenance plan.

Troubleshooting and Maintaining Cisco IP Networks (TSHOQOT) v1.0 © 2009 Cisco Systems, Inc.
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Network Maintenance Methodology

Well-known models and methodologies can aid
in structuring network maintenance tasks.
Examples:

= |T Infrastructure Library (ITIL)

= FCAPS

= Telecommunications Management Network (TMN)

= Cisco Lifecycle Services (PPDIOQO)
Each organization is different and has different

requirements. Choose elements from these models
that will fit your organization.

Although each organization is different and has different requirements, you can define generic
models that categorize maintenance tasks or define procedures to aid in structuring network
maintenance tasks.

A few well-known models and methodologies that are related to network maintenance are as
follows:

m IT Infrastructure Library (ITIL): This model is a framework of best practices for IT
Service Management. ITIL describes best practices that can help IT professionals provide
high-quality IT services that are aligned with business needs and processes.

m  Fault, Configuration, Accounting, Performance, and Security (FCAPS): This model,
developed by the ISO, divides network management tasks in five different categories: Fault
management, Configuration management, Accounting management, Performance
management, and Security management.

m Telecommunications Management Network (TMN): The ITU-T integrated and refined
the FCAPS model to create this approach, which defines a framework for the management
of telecommunications networks.

m  Cisco Lifecycle Services: This approach is a model that helps businesses to successfully
deploy, operate, and optimize Cisco technologies in their network. This model is
sometimes also referenced to as the PPDIOO model, based on the names of the six phases
of the network lifecycle: Prepare, Plan, Design, Implement, Operate and Optimize.
Network maintenance tasks are usually considered part of the Operate and Optimize phases
of the cycle.

These are just some of the most common examples of maintenance models. Many other models
could be used to cover the various aspects of network maintenance and IT service management,
in general.
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Models, Procedures, and Supporting Tools

This topic describes the decision criteria that should be used to select a model and supporting
tools that fit your organization.

Models and Tools

After selecting a maintenance model and tailoring it to the needs of
your organization, select the tools to support this model.

Model Procedures Tools

FCAPS Configuration Configuration
Model Management Procedures Management Tools

Fault = Scheduled configuration = NMS capable of
management backups scheduled backups
Configuration = Manual backups as part = FTP server for
management of change procedure configuration backups

Accounting = Automatic configuration = NMS capable of
management checking configuration comparison

Performance = Mimored offsite backups = Backup system for FTP
management for disaster recovery server

Security
management

©2009 Cisco Systems, Inc. All fights reserved TSHOOT v1.0—1-6

When you have decided to use a structured network maintenance approach, you can select the
model that best fits your organization or take elements from different models and combine
them to suit your needs. As an example, assume that you have selected the FCAPs model as the
foundation for your network maintenance procedures.

FCAPS is an ITU standard model that defines a structured network maintenance approach. It
consists of the following five domains:

®  Fault management

®  Configuration management

B Accounting management

m  Performance management

m  Security management
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Fault Management

Fault management is the domain where network problems are discovered and corrected. While
some fault management is event-based, much of the effort should be focused on preventive
maintenance. Steps can then be taken to prevent the problems from occurring or recurring. By
taking these steps, the network remains operational and downtime is minimized.

Configuration Management

The focus of configuration management is the installation, identification, inventory, removal,
and configuration of hardware (including components such a cards, modules, memory, and
software), software, firmware, and services. Configuration management also includes
monitoring and managing the deployment status of a device and the functional areas of
software management, change control, and inventory management.

Accounting Management

Accounting management is focused on how to distribute resources optimally among enterprise
subscribers. This type of management helps to minimize the cost of operations by making the
most effective use of the systems that are available. This level of management also involves
ensuring that users are billed correctly.

Performance Management

Performance management involves managing the overall performance of the enterprise
network. The focus of this domain is identifying potential problems. The network engineer uses
performance management to maximize throughput, identify bottlenecks, and determine what
improvements are needed to yield the best enterprise network performance.

Security Management

The focus of security management is the protection of the network from unauthorized users
and physical and electronic sabotage. It includes user authentication and authorization, and it is
used to maintain the confidentiality of user information.

After you have selected a model, you need to translate the theoretical model to practical
procedures that structure the network maintenance processes for your network. When you have
defined your processes and procedures, it is much easier to see what functionality you need to
have in your network management toolkit to support these processes.

By first defining the model and processes, you will be able to select an efficient and cost-
effective network management and support toolkit.

Compared to the structured approach, an interrupt-driven approach usually results in a more
fragmented toolkit. This toolkit becomes fragmented because tools are acquired on an on-
demand basis to provide specific functions. The network engineer needs to consider the toolkit
as a whole and build it to support all aspects of the network maintenance processes.
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Summary

This topic summarizes the key points that were discussed in this lesson.
|

Summary

= You have analyzed the typical tasks that are involved in network
maintenance and the models and methodologies that could be
applied to network maintenance processes.

= You have reviewed the process of selecting a network
maintenance toolkit based on a network maintenance model.
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Lesson 2

Common Maintenance
Processes and Procedures

Overview

Network maintenance involves many tasks. Those tasks will be different in each organization,
depending on the needs and requirements of the business.

However, processes such as maintenance planning, change control, documentation, disaster
recovery, and network monitoring are common elements of all network maintenance plans.

In this lesson, you will analyze the common elements of these processes and determine how to
establish procedures that fit the needs of your organization.

Objectives

Upon completing this lesson, you will be able to identify the processes and procedures that are
a fundamental part of any network maintenance methodology. This ability includes being able
to meet these objectives:

Identify essential network maintenance tasks
Describe the advantages of scheduled maintenance

Evaluate the key decision factors that affect change control procedures in order to create
procedures that fit the needs of your organization

Describe the essential elements of network documentation and its function
Plan for efficient disaster recovery

Describe the importance of network monitoring and performance measurement as an
integral element of a proactive network maintenance strategy
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Essential Network Maintenance Tasks

This topic describes the most fundamental network maintenance tasks.

Common Maintenance Tasks

= Which maintenance tasks are common to any network?

= Poll: What are the five mostimportant common job tasks in your
job as a network support engineer?

= Write down your answers and discuss them.

No matter what model you decide to use, what methodology you follow, or what size your
network is, a certain set of tasks has to be included in any network maintenance plan. However,
the amount of resources, time, and money that an organization spends on these tasks will vary
depending on the size and type of the organization.

What are the essential tasks that any engineer involved in network maintenance has to manage
on a day-to-day basis?

Write down the top five tasks or categories of tasks that you perform in your work as a network
support engineer.

1.

2.

3.
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Common Maintenance Tasks (Cont.)

Some maintenance tasks that are common to all
networks:

= Adds, moves, and changes

Installation and configuration of new devices

= Replacement of failed equipment

= Configuration and creation of software backups

= Network failure diagnosis and resolution

= Software upgrades and patches

= Network monitoring

= Performance measurement and capacity planning
= Writing and updating documentation

Essentially, all network maintenance plans need to include procedures that are used to manage
the following tasks:

Minor configuration and cabling changes: Networks are always undergoing changes. As
people move and offices are changed and restructured, network devices such as PCs,
printers, and servers may need to be moved. These tasks are often referred to as “adds,”
“moves,” and “changes,” and are a normal part of network maintenance.

Installation and configuration of new devices: Even if the implementation of new
technologies is handled by a different group within your organization or by an external
party, adding ports, link capacity, or otherwise upgrading the existing network is usually
considered a part of network maintenance.

Replacement of failed devices: Whether you manage this task via service contracts or by
having spare equipment on a shelf, as part of your maintenance plan you have to determine
how you will handle equipment replacement when devices fail.

Backup of device configurations and software: In a way, this item is linked to the
previous item of replacing failed devices. Without good backups of both software and
configurations, the time that it takes to replace failed equipment or recover from other
severe device failures will be much longer.

Troubleshooting link and device failures: Inevitably, network components, links, or
service provider connections experience failures. Diagnosing and resolving these failures
are an essential part of the job of a network engineer.

Software upgrading or patching: At a minimum, you need to stay informed of critical
security vulnerabilities and patch the devices of your organization when the devices are at
risk..
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m  Network monitoring: Monitoring operation of the devices and user activity on the
network is generally part of a network maintenance plan. This task can require the use of
very simple mechanisms, such as the collection of router and firewall logs, or the use more
complex methods, such as the use of specialized network monitoring applications.

m  Performance measurement and capacity planning: Since the demand for bandwidth is
continually increasing, you have to perform at least some basic measurements to decide
when it is time to upgrade links or equipment and to justify the cost of the corresponding
investments.

®  Writing and updating documentation: It is important to maintain documentation that
describes the current state of the network for reference during implementation,
administration, and troubleshooting tasks.

Common Maintenance Processes

Which processes would be part of a structured approach
to performing these tasks?

= Maintenance planning and scheduling

= Change control

= Documentation

= Communication

= Template and procedure definition

= Disaster recovery

= Network monitoring and performance measurement

Which processes do you use in your network?

When you look at this list of tasks, you see that a structured approach would include organizing
these tasks through the use of processes and procedures. Which common processes would help
in structuring these tasks?

Obviously, it is difficult to create a complete list of processes and to rank the importance of
each of these processes in this course because the nature and size of the business determine
what is needed. The processes that are needed will vary for each person taking this course For
instance, communication is more important if you are working in a network operation center
that uses shifts to provide 24/7 support than it is if you are the only network engineer in your
company. Network monitoring and performance measurement become much more important
when you are using service level agreements (SLAs) that require you to maintain a certain level
of service by contract. Most of the processes in the preceding list apply to most networks. In
this lesson, you will examine some of these processes and learn more about what they entail..

1-14 Troubleshooting and Maintaining Cisco IP Networks (TSHOOQOT) v1.0 © 2009 Cisco Systems, Inc.

https://t.mel/learningnets



Maintenance Planning

This topic describes the benefits of scheduled maintenance.
|

Scheduled Maintenance

Benefits of scheduled maintenance:
= Reduces network downtime

= Ensures that long-term maintenance tasks will not be neglected or
forgotten

= Results in predictable lead-times for change requests

= Allows disruptive maintenance tasks to be scheduled during
assigned maintenance windows, reducing downtime during
production hours

When you have determined the tasks and processes that are part of network maintenance, you
can assign priorities to each of the tasks. You can also determine which of these tasks are
interrupt-driven by nature (hardware failures, outages, and so on), and which tasks are part of a
long-term maintenance cycle (software patching, backups, and so on). For the long-term tasks,
you have to work out a schedule that guarantees that these tasks will be done regularly and will
not get lost in the busy day-to-day work schedule.

For some tasks, like adds, moves and changes, you can adopt a procedure that is partly
interrupt-based (incoming change requests) and partly scheduled: Change requests need not be
handled immediately, but can be handled during the next scheduled time frame. This practice
allows you to prioritize tasks properly, while still providing a predictable lead-time during
which the requesting party can expect the problem to be fixed.

Another advantage of a scheduled maintenance cycle is that you can schedule the tasks that are
disruptive to the network during off hours. You can select maintenance windows during
evenings or weekends when outages will be acceptable, thereby reducing unnecessary outages
during office hours.

The result of this type of scheduling is that the overall uptime of the network will be increased,
because both the number of unplanned outages, as well as their duration will be reduced.
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Change Control

This topic describes the elements of effective change control procedures.
|

Change Control Procedures

Effective change control procedures reduce the
risk to network operations while still accommodating
necessary changes.
Balance

= Urgency

= Necessity

= Business benefits
against

= Risk

= Impact

= Resources

Many network maintenance tasks involve making changes to such things as configuration,
software, and cabling. Any change that you make has an associated risk of mistakes or failures.
Keep in mind the popular saying: “If it ain’t broke, don’t fix it.”

For any changes, always consider the possible impact of the change on the network first and
balance that against the urgency of the change. If the possible impact is very high, you may
need to justify the need for the change and obtain authorization to go forward. High-impact
changes generally need to be done during maintenance windows that are specifically scheduled
for that purpose.
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On the other hand, you also need a process for emergency changes. For instance, if you have a
broadcast storm on your LAN and you need to disconnect some links to break the loop and
allow the network to stabilize, you may not be able to wait for authorization and the next
maintenance window before you start taking action.

In many companies, change control is explicitly described by procedures that define these
parameters. Typically, the procedures would include answers to the following questions:
m  Which types of changes require authorization and who is responsible for authorizing them?

®  Which changes have to be done during a maintenance window and which changes can be
done immediately?

®  What kind of preparation needs to be done before executing a change?
®  What kind of verification needs to be done to confirm that the change was effective?

®  What other actions, such as updating documentation and completing administrative tasks,
need to be taken after a successful change?

®  What actions do you take when the change has unexpected results or causes problems?

®  What conditions allow you to override the normal change procedures? Which elements of
the procedures should still be followed?
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Documentation

This topic describes the necessity and benefits of up-to-date documentation.

Network Documentation

= What should network documentation include?

= What are the consequences of missing or incorrect information for
network maintenance?

= How can you keep documentation up to date and accurate?

An essential part of any network maintenance job is creating and updating documentation about
the network. Without up-to-date network documentation, it is difficult to correctly plan and
implement changes, and as a result, troubleshooting is more difficult and time-consuming.
Usually documentation is created during the design and implementation of the network, but
keeping it up-to-date is part of network maintenance. Therefore, any good change control
procedure will include updating the relevant documentation after a change has been completed.

Documentation could be as simple as having a couple of network drawings, equipment and
software lists, and information on the current configurations of all devices. Alternatively, it
could include an extensive set of documents that describe all implemented features, design
choices that were made, service contract numbers, change procedures, and so on.

Typical elements of network documentation include the following:

m  Network drawings: Diagrams of the physical and logical structure of the network

m  Connection documentation: A document, spreadsheet, or database listing all relevant
physical connections, such as patches, connections to service providers, and power circuits

m  Equipment lists: A document, spreadsheet, or database listing all devices, part numbers,
serial numbers, installed software versions, and (if applicable) licenses for the software
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m IP address administration: A document, spreadsheet, or database that lists the subnetting
scheme and all IP addresses that are in use

m  Configurations: A set of all current device configurations or even an archive that contains
all previous configurations

®  Design documentation: A document describing the motivation behind certain
implementation choices
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Communication

Communication is an essential part of the network maintenance process, and it should be
considered a part of the documentation.

Teamwork and Communication

Communication is vital to troubleshooting and technical
support.

= During the process
— What are you doing?
— How does it affect others?
— What do you need from others?
= Afterwards
— What is the status?
— What was done?
— What was promised?
— What conclusions were reached?

Can one team member take over where the other team
member stopped?

Network maintenance is typically a job that is performed by a team of people and cannot easily
be divided into sets of tasks that do not affect each other. Even if you have specialists who are
responsible for a particular technology or set of devices, they will always have to communicate
with team members who are responsible for different technologies or other devices.

The best means of communication depends on the situation and organization, but a major
consideration for choosing a communication technology is how easily it is logged and shared
with the network maintenance team.

It is vital to have a well-structured communication process, especially during troubleshooting
procedures. Who makes changes and when? What are the results of tests that were done? What
conclusions can be drawn? If actions, test results, and conclusions are not communicated
among team members, the process of one of the team members may be disruptive to the process
of another member. Instead of solving problems, new problems may be introduced. In addition,
there may be cases where the diagnosis and resolution must be done by multiple people or
during multiple sessions. In those cases, it is important to have a log of the actions, tests,
communication, and conclusions that can be passed on to another engineer.
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Template and Procedure Definition

In a larger organization, standardization can improve the network maintenance and
troubleshooting processes.

The Importance of Consistency

Defining procedures helps guarantee consistent results.
= Who will update the customer?
— The engineer who opened the case?
— The engineer who closes it?
= When are daily backups run?
— In the morning?
— In the evening?
Defining templates, conventions, and best practices
prevents confusion and eases troubleshooting.

= Are timestamps set to local time or Coordinated Universal Time
(UTC)?
= Do access lists end with an explicit deny any or not?

= What is the default gateway on subnet 10.1.1.0/24? Is it 10.1.1.1
or 10.1.1.254?

When a team of people execute the same tasks, it is important that the tasks be done in a
consistent way. Although different people may have different working methods, styles, and
backgrounds, it is important for the results to be consistent. Even if two approaches to the same
task are both valid, the effect of two team members using different approaches may lead to
inconsistent results.

One of the ways to streamline the processes and help ensure that tasks are executed in a
consistent manner is to define and document procedures. This way, both the person performing
the task and those receiving the results of the task will know what to expect.

Another aspect of network documentation and processes is defining and using templates.
Templates can help create a consistent network maintenance process. In many cases, you can
configure a device in several different ways to achieve the same results. However, using
different methods to achieve the same results in the same network can easily lead to confusion,
especially during troubleshooting. Under pressure, valuable time can be wasted in verifying
configurations simply because they are configured differently.
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Disaster Recovery

This topic describes the essential procedures that will help recover from device failures in a
quick and efficient way.

Replacing Failed Equipment
Which items do you need to have available to replace failed equipment?
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Although the mean time between failures (MTBF) for network devices is usually 10 years or
more, you always have to consider the possibility that a device will fail. If you have a plan for
such occasions and know what to do when a failure occurs, you will be able to significantly
reduce the amount of downtime that you incur when the failure happens.

Of course, the first step that should be taken to reduce the impact of outages is to build
redundancy into the network at critical points and ensure that a single device or link failure can
never cause your whole network to go down. Still, it is hard to make every single connection
and device redundant.

In addition, you need to prepare for the possibility that you could be struck by a disaster like
flooding, a fire in the server room, or other circumstances where you will have to replace failed
equipment, and the quicker you can replace the equipment and restore functionality, the quicker
your network will be running again.

To replace a failed device, you will need the following items:

m  Replacement hardware

m  The current software version for the device

®m  The current configuration for the device

m  The tools to transfer the software and configuration to the device

m Licenses (if applicable)

m  Knowledge of the procedures to install software, configurations, and licenses
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Missing any of these items will severely affect the time it takes to replace the device. To ensure
that you have these items available when you need them, follow these guidelines:

Replacement hardware: You need to have either spare devices or a service contract with a
distributor or vendor that will replace the failed hardware. Typically, you need
documentation of the exact hardware part numbers, serial numbers, and service contract
numbers for the devices.

Current software: Usually devices are delivered with a particular version of software,
which is not necessarily the same version as the one that you are running on the device at
the time of a failure. Therefore, you should have a repository where you store all current
software versions that you are using in your network.

Current configuration: In addition to creating backups of your configurations any time
you make a change, you need to have a clear versioning system so that you know which
configuration is the most recent.

Tools: You need to have the appropriate tools to transfer software and configurations to the
new device, which you should be able to do even if the network is unavailable.

Licenses: If your software requires a license, you need to have that license or know the
procedure to obtain a new license.

Knowledge: Because these procedures are used infrequently, you may not have them
committed to memory. Having all necessary documentation ready, however, saves time in
executing the necessary procedures and decreases the risk of making mistakes.

Therefore, we see that the most important factors in a successful disaster recovery are defining
and documenting recovery procedures and making sure that your regular maintenance cycle
incorporates actions that ensure that you always have the necessary elements available when
disaster strikes.
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Network Monitoring and Performance
Measurement

This topic describes the network monitoring and performance measurement process.

Measuring Network Health

= Network performance monitoring and measurement is a
fundamental element of a proactive network maintenance
strategy.

= Measuring and monitoring network performance allows you
to discover potential problems early.

= Which variables do you monitor and measure?

Another process that helps you transform your network maintenance process into a less
interrupt-driven, more methodical approach is the implementation of network and performance
monitoring.

Knowing the overall health of your network helps you catch potential issues before they
develop into problems and helps you isolate problems faster. Gathering performance data
allows you to upgrade before a lack of resources develops into a performance problem. In
addition, the data you gather helps build a business case to support the need for investments in
network upgrades.

When you are committed to meeting the service level agreements (SLAs) for the performance
of your network or if your service provider is guaranteeing you a certain level of service via an
SLA, monitoring network performance will also help you make sure that those SLAs are met.

One of the essential steps in network performance measurement and monitoring is choosing the
variables that need to be monitored and measured. These variables can include interface status,
interface load, CPU load, and memory usage of your devices. The more sophisticated metrics,
such as measurements of network delay, jitter, or packet loss, can be included in a network
monitoring and performance measurement policy. This policy and the corresponding choice of
metrics will be different for each organization and needs to be aligned to the business
requirements. Which variables do you monitor and measure in your network?
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Summary

This topic summarizes the key points that were discussed in this lesson.
|

Summary

= You have identified the essential tasks that are part of network
maintenance.

= You have analyzed the benefits of maintenance planning.

= You have learned how to create effective change control
procedures.

= You have identified the essential elements of network
documentation.

= You have analyzed the necessary prerequisites to efficiently
recover from network device failures.

= You have evaluated what value network monitoring and
performance measurement can add to your maintenance
processes.
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Lesson 3

Network Maintenance Tools,
Applications, and Resources

Overview

When you have defined the processes and procedures you want to implement in your
organization, you need to select the tools, applications, and resources that best support these
processes and procedures.

The tools that you select should enable you to execute your network maintenance tasks in an
efficient manner. In addition, the tools should be cost- and resource-effective in the sense that
they support all the tasks that are part of your maintenance plan, but do not have a huge amount
of unneeded extra functionality.

In this lesson, you will analyze what should be contained in a minimal network maintenance
toolkit and which additional components could be considered if your organization has specific
network maintenance needs.

Objectives

Upon completing this lesson, you will be able to identify, evaluate, and select the tools,
applications, and resources that you need to support network maintenance processes. This
ability includes being able to meet these objectives:

m I[dentify, evaluate, and implement the elements of a basic network maintenance toolkit

m  Evaluate tools that support the documentation process and select the tools that are
appropriate to your organization

m  Describe how configuration, software, and hardware resource management software can
improve disaster recovery procedures

®  Describe how network monitoring software benefits the maintenance process

B Analyze the metrics that could be used to measure network performance and the primary
elements of the performance measurement process in order to create a performance
measurement plan that is appropriate to your organization
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Fundamental Tools

This topic describes the fundamental tools, applications, and resources that you can use in any
network using Cisco routers and switches.

A Basic Network Maintenance Toolkit

What are the fundamental tools and applications that
belong in any network maintenance toolkit?
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There are many tools, applications, and resources that you can use to support network
maintenance processes. These tools can range from simple, freely available tools to complex
and powerful applications that can manage thousands of devices.

What does a basic network maintenance toolkit consist of?

®  Command-line device management: The Cisco IOS Software includes a powerful
command-line interface (CLI) that you can use to configure and monitor individual routers
and switches. This software includes commands such as the show commands, the debug
commands, Cisco IOS Embedded Event Manager (EEM) commands, and IP service level
agreement (SLA) commands. After an initial configuration through the serial console of the
device, the command line is commonly accessed remotely through use of the Telnet or
Secure Shell (SSH) protocols. To be able to manage the devices during network outages, an
out-of-band (OOB) management solution can be implemented to allow access to the CLI
via the serial console at all times.

®  Graphical user interface (GUI)-based device management: Cisco provides free GUI-
based device management tools for many Cisco routers and switches: Cisco Configuration
Professional, Cisco Router and Security Device Manager (Cisco SDM), Cisco
Configuration Assistant, and Cisco Network Assistant.

m  Backup server: To create backups of the software and configurations of your routers and
switches you will need to provide a TFTP, FTP, HTTP, or Secure Copy Protocol (SCP)
server. Many operating systems include these services as an optional add-on, while there
are also many other widely available software packages that can provide this functionality.
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m  Log server: Basic logging functionality can be provided by sending the log messages of
the router or switch to a syslog server using the syslog protocol. Syslog is a standard
service on most UNIX-based operating systems, or it could be provided by installing
additional software on the operating system of your choice.

m  Time server: To synchronize clocks on all of your network devices it is useful to have a
Network Time Protocol (NTP) server on your network. In addition, many public
timeservers are available on the Internet to which you could synchronize the clocks on your
routers and switches.
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Implementing Backup and Restore Services

An essential element of any network maintenance toolkit is a backup server that device
configurations and Cisco IOS Software can be copied to and restored from. The simplest and
most commonly implemented service is TFTP, which does not require any configuration on the
network devices. The server is set up to serve and receive files without any need for
authentication or identification, other than specifying the name of the configuration or software
file itself. The fact that the protocol does not require any authentication and that all content is
sent across the network in clear text, makes it a relatively insecure mechanism. More secure
protocols such as FTP, SCP and HTTP or HTTPS can also be used as a means of transferring
configurations and software.

Backup and Restore

In addition to TFTP, more secure protocols such as FTP,
SCP, HTTP and HTTPS can be used.

= The username and password for the server are specified on the
command line as part of the URL.

ROl#copy startup-config ftp://backup:san-fran@l0.1.152.1/ROl-test.cfg
Address or name of remote host [10.1.152.1]°?

Destination filename [ROl-test.cfgl?

Writing ROl-test.cfg !

2323 bytes copied in 0.268 secs (8668 bytes/sec)

To use any of these more secure protocols you have to specify a username and password that
are used to authenticate to the server. For all of these protocols, the credentials can be specified
as part of the URL that is used as part of the copy command. The username and password are
specified by placing the username and password as username:password@ before the server
name or IP address in the URL.

For example, to copy the startup configuration through FTP to a server with the IP address
10.1.152.1 and a file named RO!-test.cfg using the user name “backup” and password “san-
fran”, you would issue the command copy startup-config ftp://backup:san-
fran@10.1.152.1/RO1-test.cfg

For SCP, HTTP, and HTTPS you would use a similar syntax, replacing the URL prefix ftp://
with scp://, http:// or https:// respectively.
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Backup and Restore (Cont.)

Alternatively the credentials can be specified in the configuration for
FTP, HTTP and HTTPS.

Username | 1

ip ftp username backup ip http client username backup
ip ftp password san-fran ip http client password 0 san-fran
']

When the credentials are provided in the configuration, they do not
need to be provided as part of the copy command.

ROl#copy startup-config ftp://10.1.152.1/ROl-test.cfg
Address or name of remote host [10.1.152.1]?
Destination filename [ROl-test.cfg]?

Writing ROl-test.cfg !

2323 bytes copied in 0.304 secs (7641 bytes/sec)

Specifying the username and password on the command line is somewhat cumbersome and
suffers from the fact that the password is displayed in clear text on the screen, which is not
desirable from a security standpoint. To circumvent this issue, the username and password can
be specified in the configuration, instead of on the command line for the FTP, HTTP, and
HTTPS protocols.

The same configuration commands are used for both HTTP and HTTPS. The only difference is
the protocol identifier in the URL.

Note Although FTP and HTTP require authentication, these protocols send credentials in clear
text. HTTPS and SCP use encryption to ensure confidentiality of both the transmitted
credentials and the content of the transferred file.

© 2009 Cisco Systems, Inc. Planning Maintenance for Complex Networks 1-31

https://t.mel/learningnets



Archiving Configurations

A configuration archive can be created, either locally on the device or
on the network.
= Archive entries can be created manually, triggered by a copy action to NVRAM or

manually.
URL path tothe
! configuration archive
archive I > ‘$h’ will be replaced
path flash:/config-archive/$h-config with the hostname.
write-memory:

time-period 10080
1

(Optional) Automatically
create an archive copy
when the running
configuration is written to
NVRAM,

Y
(Optional) Periodically
create an archive copy.
In this example a copy is
created every 10080
minutes = 1 week.

Creating backups of configurations should be an integral part of your network maintenance
routines. After any change, you should create backups, copying the configuration file to
NVRAM on the device as well as to a network server. If you have sufficient flash storage space
on the device, it can be very useful to not only build a configuration archive on the server, but
in the flash memory of the device as well.

A feature that can be helpful in the creation of configuration archives, either locally on the
device or remotely on a server, is the configuration archiving feature that is part of the
“Configuration Replace and Configuration Rollback” feature that was introduced in Cisco 10S
Release 12.3(7)T.

The configuration archive is set up by entering the archive command in global configuration
mode, which puts you into the config-archive configuration mode. In this configuration sub
mode, you can specify the parameters for the archive. The only mandatory parameter is the
base file path. This path will be used as the base filename and is appended with a number for
each subsequent archived configuration. The path is specified in URL notation and can either
be a local or a networked path supported by the Cisco IOS Software file system. Not all types
of local flash storage are supported, so check the flash type of your device for support of this
feature if you want to store your configuration archive locally on a device instead of on a
server.

The configuration path can include the variables $h for the hostname of the device and $t to
include a time and date stamp in the filename.
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After you specify the location of the archive, it is ready to be used, and archive copies of the
configuration can be created manually by issuing the archive config command. However, the
biggest advantage of this feature is the way you can use it to create and update a configuration
archive automatically. By adding the write-memory option to the archive configuration
section, you can trigger an archive copy of the running configuration to be created any time the
running configuration is copied to NVRAM. It is also possible for you to generate archive
copies of the configuration periodically by specifying the time-period option followed by a
time period, specified in minutes. Each time the configured time period elapses, a copy of the
running configuration will be archived.

Archiving Configurations (Cont.)

Archive copies can be created manually by using the archive config
command and verified by using the show archive command.

ROl#show archive

There are currently 5 archive configurations saved.

The next archive file will be named flash:/config-archive/ROl-config-6
Archive # Name

flash: /config-archive/ROl-config-1
flash: /config-archive/ROl-config-2
flash: /config-archive/ROl-config-3
flash: /config-archive/ROl-config-4
flash: /config-archive/ROl-config-5 <- Most Recent

VWONO Uk WN KO

You can verify the presence of the archived configuration files by issuing the show archive
command. In addition to showing you the files themselves, the output will also show you the
most recent archived file and the filename for the next archive to be created.
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Restoring Configurations

Configurations can be restored by using the configure replace command.

ROl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ROl (config) #hostname TEST

TEST (config) #°Z

TEST#configure replace flash:config-archive/ROl-config-5 list
This will apply all necessary additions and deletions

to replace the current running configuration with the
contents of the specified configuration file, which is
assumed to be a complete configuration, not a partial
configuration. Enter Y if you are sure you want to proceed. ? [nol: yes
!Pass 1

1List of Commands:
no hostname TEST
hostname ROl

end

Total number of passes: 1
Rollback Done

ROL#

When you create backups, either by manually copying the files or through use of configuration
archiving, you have something to fall back to when disaster strikes. If the configuration of a
device is lost through human error, hardware failure, or when a device needs to be replaced,
you can copy the last archived configuration to the NVRAM of the device and boot it to restore
it to the exact same configuration that you had stored in your archive.

Another common event that might necessitate restoring the device to its last archived
configuration is when you have made a change or a series of changes and they did not work out
as expected. If these changes were made during a regularly scheduled maintenance window,
you can often perform the same procedure as when you have lost a configuration entirely. You
copy the last archived configuration that you know was good to the NVRAM of the device and
reload it. However, if you made these changes during normal network operation, for instance
while troubleshooting a problem, then reloading the device could be a disruptive operation and
not acceptable unless there is no other option.

This situation is what the configuration replace feature was designed to manage. The configure
replace command allows you to replace the currently running configuration on the router with
a saved configuration. It does so by comparing the running configuration with the configuration
file appointed by the configure replace command and then creating a list of differences
between the files. Based on these differences the command then generates a set of Cisco 10S
configuration commands that will change the existing running configuration to the replacement
configuration. The advantage of this method is that only parts of the configuration that are
different will be changed. The device does not need to be reloaded and existing commands are
not reapplied. This manner of rolling back to an existing archived configuration is the least
disruptive method that could be used.

Note In the documentation on http://www.cisco.com, the use of the configure replace command
is sometimes referred to as “configuration rollback,” although the command itself does not
include “rollback” as a keyword.
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In the example in the figure, the hostname of a device is changed and then the configuration is
rolled back to the most current archived configuration. The command option list is added to the
configure replace command, in order to show the configuration commands that are being
applied by the configuration replacement. As you can see from the example, the change that
was made is undone, without affecting any other parts of the configuration.

Although this command was designed to complement the configuration archiving feature, the
configure replace command can be used with any complete Cisco IOS configuration file.

For more detailed information about this feature consult:
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf config-
rollback ps6350 TSD Products Configuration Guide Chapter.html
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Implementing Time Services

To ensure correct timestamps on logging and to support other time-based features such as the
use of certificates or time-based access, it is vital for you to properly set and synchronize the
clocks of the network devices.

Network Time Protocol Example

To synchronize the clocks of all network devices NTP
can be used.
= In addition to synchronizing the time itself through NTP, you need

to specify time zones and usage of the date, time, and time zones
in logs.

service timestamps debug datetime msec localtime show- timezone
service timestamps log datetime localtime show-timezone
1

clock timezone PST -8

clock summer-time PDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00
1

ntp server 10.1.220.3

The Network Time Protocol (NTP) can be used to synchronize the clock of a device to the
clock of an NTP server, which in turn is synchronized to another server higher up the NTP
hierarchy. The position of a device in the NTP hierarchy is determined by its stratum, which
serves as an NTP hop count. A stratum 1 server is a server that is directly connected to an
authorative time source such as a radio or atomic clock. A server that synchronizes its clock to
a stratum 1 server will become a stratum 2 time source, and so on.

As a primary clock source, you can either set up multiple stratum 1 servers on your own
network that get their clocks from an authorative source like a GPS clock. As an alternative,
you can use publicly available stratum 1 and stratum 2 servers found on the Internet to
synchronize the clocks on your devices to. Internet service providers offer NTP service to their
customers as well.

It is customary to have a redundant set of servers in the core of the network that are
synchronized to an authoritative source and to configure your other devices to synchronize their
clocks to these central sources. In large networks, this hierarchy could even consist of multiple
levels.

Timeservers are configured using the ntp server command. If you want to use multiple
timeservers for redundancy, you configure multiple ntp server commands. If you use multiple
timeservers, the NTP protocol will decide which server is most reliable and synchronize to that
server. Alternatively, a preferred server can be appointed by use using the prefer command
option on the ntp server command.
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In addition to defining timeservers, you most likely want to define your local time zone and
configure the device to adapt to daylight savings time. Finally, when you have the time
synchronized and set to the correct time zone, you have to configure the router to reflect the
time in its logging time stamps properly.

In the example in the figure, the clock of the device is synchronized to a single timeserver with
IP address 10.1.220.3. The time zone is configured to Pacific Standard Time (PST), which has
an -8 hour offset to Coordinated Universal Time (UTC). The clock is configured to change to
daylight savings time on the second Sunday in March at 2:00 a.m. and back to standard time on
the first Sunday in November at 2:00 a.m. The logging for system logging is configured to use
the local date and time in the time stamps and to include the time zone in the time stamp. For
log entries generated by debugs, the settings are similar, but milliseconds are included in the
timestamps for greater accuracy.

For more details about the configuration of NTP, consult the “Configuring NTP” section of the
Cisco I0S Network Management Configuration Guide:

http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_basic_sys manage ps
6350 _TSD_Products Configuration Guide Chapter.html#wp1001170
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Implementing Logging Services

For troubleshooting, having access to device event logs is essential. When you implement
logging services, the availability of these logs can be ensured.

]
Configuring Logging Example

Routers and switches can log to various locations:
= The console, buffers in RAM, and syslog servers

1
logging buf fered 16384
1

Messages are logged to a circular
logging console warnings »| log buffer in RAM, that is limited to
! 16384 bytes.

logging (10.1.152 .1 ==
!

Logging messages on the console are
limited to level 4 (warnings) and lower.
By default, all messages from level 0
(emergencies) to level 7 (debugging)
are logged.

Messages are logged to a syslog server at IP address
»1 10.1.152.1. By default, all messages except level 7
(debugging) are sent.

Events that happen on the router, such as interfaces going up and down, configuration events,
routing protocol adjacencies being established, and so on, are logged only to the console of the
device by default. However, because the console is in many cases not easily accessible, let
alone monitored, it is worthwhile to collect and store the logs on a server, or at least in a
separate piece of memory of the router, so they can be accessed during troubleshooting
procedures.

Logging the messages to buffers on the router or switch is a minimal step that guarantees that
logs are available on the device, as long as it is not rebooted. On some devices and Cisco 10S
Software versions, logging to buffers is turned on by default. To enable buffer logging
manually, you can use the logging buffered command to specify that messages should be
logged to a buffer in the device’s RAM. The amount of RAM that should be allocated to this
buffer can be specified as an option. The buffer is circular, meaning that when the buffer has
reached its maximum capacity, the oldest messages will be discarded to allow the logging of
new messages. The content of this logging buffer can be displayed by using the show logging
command. In addition, the severity level, which ranges from level 0 (emergencies) to level 7
(debugging), can be specified as an option. This setting will cause the device to only log
messages with a severity of the configured level or lower to the buffer. By default, messages of
all severity levels are logged to the buffers.

In a similar way, you can adjust the logging severity level of the console. By default, all
messages from level 0 to 7 will be logged to the console, but similar to buffer logging, the
severity level can be configured as an optional parameter on the logging console command.
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Finally, log messages can be sent to a syslog server. This setting allows you to store the logs of
all your network devices centrally. One or more syslog servers can be configured by using the
logging host command. By default, only messages of severity level 6 or lower will be logged to
the syslog server. This setting can be changed, similar to buffer or console logging, but unlike
these other commands, the severity is configured by use of a separate command logging trap
level. This command applies to all configured syslog hosts.

For more detail about the configuration of logging and syslog services, consult the “Logging
System Messages” section of the Cisco IOS Network Management Configuration Guide:

http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_troubleshooting ps635
0_TSD Products_Configuration Guide Chapter.html#wp1054847
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Web-Based Maintenance Tools

In addition to tools and applications that you run on your network, many additional online tools
and resources can be helpful during the planning and implementation of network maintenance
procedures.

Online Resources

On the Support pages of the Cisco website you can
find various tools and resources that support network
maintenance tasks.
http://www.cisco.com/en/US/support/index.html

Tools that are relevant to network maintenance are:
= Cisco Dynamic Configuration Tool
= Cisco Feature Navigator
= SNMP Object Navigator
= Cisco Power Calculator

Discuss: Which Cisco tools do you use?

The Cisco website provides numerous tools to support your network maintenance processes.
You can find an overview of these tools at the Support Tools and Resources page:

http://www.cisco.com/en/US/partner/support/tsd_most requested tools.html

Note Many of the tools are only available to registered users with a valid Cisco service contract or
to Cisco Channel Partners.

Some useful freely available tools are:

m  Cisco Dynamic Configuration Tool: This tool aids you in creating hardware
configurations. It will verify if the hardware and software that you select is compatible and
it will give you a complete Bill of Materials (BOM) that lists all the necessary part
numbers.

m  Cisco Feature Navigator: This tool allows you to find the right Cisco IOS Software
release quickly for the features that you want to run on your network.

m  SNMP Object Navigator: This tool helps translate Simple Network Management Protocol
(SNMP) object IDs (OIDs) into object names, download SNMP MIB files, and allows you
to verify the supported MIBs in a particular Cisco [0S Software version.

m  Cisco Power Calculator: This tool enables you to calculate the power supply requirements
for a particular Power over Ethernet (PoE) hardware configuration.
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Documentation Tools

This topic describes tools that can help create an efficient documentation process.

Documentation Support

= Good documentation is a result of good processes and
procedures.

= Documentation must be:
— Easy to create
— Easy to maintain
— Easy to access

= Tools and applications to support the documentation processes
must therefore be easy to use.

Discussion: Which tools and applications do you use in
your company to create, update, and access
documentation?

The value of documentation heavily depends on two factors: It needs to be easily accessible and
it needs to be up-to-date. If you cannot find or get access to documentation when you need it, or
if you cannot trust the information that you find, the documentation and information lose
almost all their value. Therefore, any tool or application used to support the creation, retrieval,
or updating of documentation must be easy to access and use.

The following list gives examples of tools that can be used to create, update, and access
documentation:

m  Wiki: A wiki combines easy web-based access with intuitive editing capabilities. These
qualities make it very suitable as a base documentation system. You can use it as a
framework to link various other existing documentation systems.

m  Issue tracking system: Other names for issue tracking systems include trouble ticket,
support ticket, or incident ticket system. An issue tracking system allows incoming support
requests, problems, or other incidents to be logged, tracked, and documented. By
documenting progress, communication, and escalation of incidents, an issue tracking
system allows a team of people to work on the same incidents in an efficient manner. It also
helps build a historical database of problems, their treatment, and resolution.

Good documentation is mostly a result of a good process, so although good tools can be very
helpful in supporting the documentation process, it is most important that creating and updating
documentation is an integral part of your maintenance processes.
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Disaster Recovery Tools

This topic describes tools and applications that help to create and restore backups.

Resource Management

Efficient disaster recovery is dependent on the following:
= Up-to-date configuration backups
= Up-to-date software backups
= Up-to-date hardware inventories
= Configuration and software provisioning infrastructure

Sysan | ewor || ov_[REE_ 7 [ v [ s [ e

As part of the fundamental toolkit, we discussed the use of a TFTP, FTP, SCP, HTTP, or
HTTPS server to create or restore backups of the configuration and operating system software
of a Cisco router or switch. You can use additional software to extend this functionality and
include some or all of the following functions:

®  Automatic backup scheduling

m  Configuration file comparison and change tracking

m  Template creation and editing

m  Pushing configurations to multiple devices

m  Hardware inventory tracking

CiscoWorks Resource Manager Essentials (CiscoWorks RME), which is part of the

CiscoWorks LAN Management Solutions (CiscoWorks LMS), is a prime example of software
that provides this type of functionality.
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Network Monitoring Tools

This topic describes the benefits that network-monitoring software can bring to your
maintenance processes.

Proactive Fault Management

Proactive monitoring of the network allows for a faster
response to failures.

Network

Monitoring
§l System
SNMP

@@
%
¢

GUI-based and CLI-based device management tools give you the ability to examine individual
systems when you suspect that there is a problem, but you would not detect the fact that there is
a problem until you are notified through means of a user complaint. At that point, users have
noticed the failure and it has had at least some impact on the business. A network monitoring
system continuously checks the availability and status of your network devices. This
continuous monitoring allows you to detect possible problems as soon as they occur and may
even allow you to diagnose and resolve these problems before they even become apparent to
end users.

Most network-monitoring software uses a combination of SNMP, Internet Control Message
Board (ICMP), and syslog to monitor devices and network events. Additionally, Cisco IOS
NetFlow technology may be used, not only to monitor the devices, but also to monitor the
actual traffic on the network as it is flowing through these devices.

Some network monitoring tools may also incorporate performance-monitoring capabilities.
Essentially, there is some overlap between those two functions, since you could be monitoring
performance to find potential performance problems, but also as input for capacity planning,
SLA compliance measurements, or accounting purposes.
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Performance Measurement Tools

This topic describes the typical elements of performance measurement processes and the tools
that you can use to support these processes.

Measuring Network Performance

Measuring network performance consists of these areas:
= Deciding on relevant performance metrics
— Link utilization
— Device CPU and memory utilization
— End-to-end round-trip time (RTT), jitter, packet loss
= Measuring associated values periodically
— Packet and byte counters
— IP SLA probe results

Network Performance

/_\ N

What are some reasons to measure the performance of your network?

m  Capacity planning: By measuring average and peak loads on the network, you can create
a baseline of the traffic on your network. This baseline allows you to know the utilization
levels of your network. By repeating measurements over time, you will also be able to
recognize trends in the growth of the traffic and predict when you need to upgrade links or
equipment before the growth starts causing congestion and performance problems.

®  Diagnosing performance problems: Performance problems are amongst the hardest
problems to troubleshoot because they are hard to quantify and very often intermittent in
nature. A user might say, “Application X is really slow lately.” But what does that mean?
What is slow? When is it slow? And what is causing this slowness? Is it the client, the
server, the network in between? Having a good insight into the load on the network,
specifically on the path between the client and the server, helps you to determine if network
congestion might be causing these problems.

®  SLA compliance: Whether you are guaranteeing a level of service to others through an
SLA or whether you have been promised a certain level of service by a provider, you need
to have a method to measure whether the service guarantees defined in the SLA are met or
not.
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How Do You Measure Network Performance?

You can gather many statistics from the routers and switches using the SNMP protocol. These
statistics can then be stored in a database and graphed over time or analyzed to get an insight
into device and link utilization and performance. The typical statistics you would gather are the
packet and byte counters on interfaces and device CPU and memory utilization.

For capacity planning and some performance troubleshooting, these steps are a good start.
However, for SLA compliance and a detailed insight into performance issues, you need to
measure the key indicators that could give you an insight into application performance such as
round-trip time (RTT), jitter, and packet loss.

The IP SLA feature that is available on many Cisco routers allows you to set up probes that
measure these key indicators along particular paths through your network.

Measuring Network Performance (Cont.)

= Collecting and storing the
measurements IGRERGE

— SNMP polling = == =
— Database entry

= Analyzing and representing
the results

— Graphing

— Reportin
P 9 T Performance

SNMP Measurement
S’ System
l | l
4 9

The statistics can then be read using Cisco IOS Software commands or collected via the Simple
Network Management Protocol (SNMP). The raw data is stored in a database and can then be
analyzed or graphed.

Cisco Internet Performance Monitor (CiscoWorks IPM), which is part of the CiscoWorks LMS,
can use the IP SLA functionality in the routers to provide detailed performance graphs.

Additionally, various other network management solutions include the capability to collect
statistics via SNMP and graph the results. A well-known example of this type of software is the
open source Multi Router Traffic Grapher (MRTG) and other products that are based on it.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

= You have identified the fundamental components of a basic
network maintenance toolkit.

= You have evaluated the key characteristics of documentation
support tools.

= You have reviewed how configuration, software, and hardware
resource management tools can improve the efficiency of disaster
recovery procedures.

= You have analyzed how network monitoring tools can improve
maintenance processes.

= You have identified the benefits of network performance
measurement tools.
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Module Summary

This topic summarizes the key points that were discussed in this module.
|

Module Summary

= You have reviewed the advantages of a structured approach
to network maintenance over an interrupt-based approach.

= You have identified and analyzed the key processes and
procedures that are part of a structured network maintenance
model.

= You have evaluated tools that can be used to support the core
processes in a structured network maintenance model.

In this module, the benefits of a methodical approach to network maintenance were
investigated.

The core processes and procedures that are part of such a network maintenance methodology
were analyzed. This included processes such as maintenance scheduling and planning, change
control, documentation, communication, disaster recovery, network health, and performance
monitoring.

The essential elements that are part of a network maintenance toolkit to support these core
processes were identified. The implementation of some of the important services that are part of
this toolkit, such as backup and restore services, time services, and logging services, was also
reviewed.
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Cisco Systems, Inc. Cisco Power Calculator: http://tools.cisco.com/cpc/launch.jsp
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Module Self-Check

Use the questions here to review what you learned in this module. The correct answers and
solutions are found in the Module Self-Check Answer Key.

Q1)  Which three benefits are benefits of a structured approach to network maintenance?
(Choose three.) (Source: Applying Maintenance Methodologies)
A) Maintenance processes are better aligned to business needs.
B) Hardware discounts can be negotiated with the reseller.
O The overall security of the network will be higher.
D) The total unplanned network downtime will be lower.
E) Users will never have to wait to get support.
F) Network maintenance can be outsourced to lower the cost.

Q2) Which three methodologies are methodologies that can be applied to network
maintenance? (Choose three.) (Source: Applying Maintenance Methodologies)
A) Fault management, Configuration management, Accounting management,

Performance management, and Security management

B) IT Infrastructure Library
O Optimization and Maintenance
D) Telecommunications Management Network

Q3)  Which two processes are common network maintenance processes? (Choose two.)
(Source: Common Maintenance Processes and Procedures)
A) disaster recovery
B) network design
O budget approval
D) documentation

Q4) Which two benefits are benefits of scheduled maintenance? (Choose two.) (Source:
Common Maintenance Processes and Procedures)
A) Network engineers will not have to work outside regular work hours.
B) Lead times for change requests will be more predictable.
O Disruptive maintenance tasks can be scheduled during assigned maintenance

windows.

Q5)  Which factors should be considered during the implementation of change procedures?

(Source: Common Maintenance Processes and Procedures)
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Q6)

Q7)

Q8)

Q9)

Q10)

QI

Which three items do you need to have in order to replace a failed device? (Choose
three.) (Source: Common Maintenance Processes and Procedures)

A) replacement hardware for the failed device

B) proof of purchase of the failed device

0) TAC support for the failed device

D) the current configuration of the failed device

E) the current software version of the failed device

F) the original box that the failed device was shipped in

Network monitoring is a fundamental aspect of a proactive network management
strategy. (Source: Common Maintenance Processes and Procedures)

A) true
B) false

Which five protocols can be used to transfer a configuration file from a router to a
server to create a configuration backup? (Choose five.) (Source: Network Maintenance
Tools, Applications, and Resources)

A)  HTTPS

B)  HTTP

0) FTP

D) SNMP

E) TFTP

F) SCP

Which command is the command that is used to copy the running configuration of a
router to a file named “test.cfg” residing on an FTP server with IP address 10.1.1.1,
using the username “admin” and password “cisco”? (Source: Network Maintenance
Tools, Applications, and Resources)

A) copy running-config ftp://10.1.1.1/test.cfg user admin password cisco
B) copy running-config ftp://10.1.1.1/test.cfg /user:admin /password:cisco
@) copy running-config ftp://admin:cisco@10.1.1.1/test.cfg

D) archive running-config ftp://10.1.1.1/test.cfg user admin password cisco
E) None of the above is correct; ftp does not require authentication.

The command that is used to create an archive copy of the running configuration
manually is . (Source: Network Maintenance Tools, Applications, and
Resources)

Which command is the command that is used to restore the current configuration to the
archived configuration file “RO1-archive-config-5” residing in flash? (Source:
Network Maintenance Tools, Applications, and Resources)

A) archive rollback flash:/RO1-archive-config-5

B) configure replace flash:/RO1-archive-config-5

0) copy flash:/RO1-archive-config-5 running-config
D) archive restore flash:/RO1-archive-config-5
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Q12) The command that is used to configure a switch to log system messages to a syslog
server at IP address 10.1.1.1 is . (Source: Network Maintenance Tools,
Applications, and Resources)

Q13) What is the functionality delivered by the online Cisco Dynamic Configuration Tool?
(Source: Selecting Network Maintenance Tools, Applications and Resources)

A) It interprets router configurations and recommends changes based on a set of
best current practices.

B) It converts Cisco 1OS firewall configurations to PIX or ASA configurations
and vice versa.

) It converts CatOS switch configurations to Cisco IOS configurations.

D) It validates hardware configurations and creates a bill of materials from it.

Q14) Which two processes are processes that benefit from the implementation of a network
performance measurement system? (Choose two.) (Source: Network Maintenance
Tools, Applications, and Resources)
A) disaster recovery
B) change management
O capacity planning
D) SLA compliance

© 2009 Cisco Systems, Inc. Planning Maintenance for Complex Networks 1-51

https://t.mel/learningnets



Module Self-Check Answer Key

Q)
Q2)
Q3)
Q4)
Q5)
Qo)
Q7
Q8)
Q9)
Q10)
QIT)
Ql12)
Q13)
Ql4)

A,C,D
A,B,D
A, D

B,C

Risk, impact, and resources should be balanced against urgency, necessity, and business needs.

A,D,E

A

A,B,C,E, F

C

archive config
B

logging 10.1.1.1
D

C, D
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Module 2

Planning Troubleshooting
Processes for Complex
Enterprise Networks

Overview

As enterprises have become more and more dependent on their network infrastructure to
support their business, the cost of network downtime has increased. When employees cannot
perform their jobs due to network problems, the company loses productivity and therefore
money. Network troubleshooting is an essential task that a network engineer needs to be
capable of performing. The more efficiently and effectively problems can be diagnosed and
resolved, the lower the impact will be to the business.

In complex environments, troubleshooting can be a daunting task, and the only way to diagnose
and resolve problems quickly and effectively is by following a structured approach. This
approach involves having well-defined and documented troubleshooting procedures and
aligning troubleshooting procedures to general network maintenance procedures.

In this module, the benefits of a structured approach to troubleshooting are evaluated. The
leading principles that are at the core of all troubleshooting methodologies are identified.
Common approaches to network troubleshooting are evaluated, and generic troubleshooting
processes and their relation to network maintenance processes are analyzed.

Module Objectives

Upon completing this module, you will be able to develop a troubleshooting process to identify
and fix problems in complex enterprise networks. This ability includes being able to meet these
objectives:

m Identify the challenges posed by troubleshooting in an unknown environment without
access to tools and documentation and without established processes and procedures

m  Evaluate and rate commonly practiced models and methodologies for network
troubleshooting
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m  Plan and implement troubleshooting procedures as part of a structured troubleshooting
methodology

®  Plan and implement troubleshooting and network maintenance procedures that effectively
support each other
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Lesson 1

Lab 2-1 Debrief

Overview

Troubleshooting is as much about process, methodology, and communication as it is about
technology. By experiencing the challenges of troubleshooting without access to
documentation, an agreed troubleshooting method, supporting tools, or established
communication procedures, you have the opportunity to observe the effect of unstructured
troubleshooting and how the troubleshooting process could be improved.

In this lab, you practiced basic IP troubleshooting methods to resolve a routing protocol
problem, and you discovered and documented the essential parts of the network topology. You
diagnosed the problem and proposed a solution.

During the lab debrief, the instructor will lead a group discussion during which you can present
your solutions. You will have an opportunity to verify your solution against a number of
checkpoints provided by the instructor and compare your solution to the solutions of other
students. The instructor will discuss alternate solutions and their benefits and drawbacks.

Objectives

Upon completing this lesson, you will be able to identify the primary procedural aspects of a
troubleshooting process. This ability includes being able to meet these objectives:

m  Compare your solution, findings, and action log against a set of checkpoints provided by
the instructor and identify common and alternate solutions

m  Consolidate the lessons learned during the review discussions into a set of best-practice
methods and commands to aid you in future troubleshooting procedures
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Review and Verification

This topic describes the problem that was introduced in Lab 2-1, asks how you can verify that
you have solved the problems, and gives an example of a troubleshooting process that will
allow you to find and resolve the issues.

Visual Objective for Lab 2-1:
Introduction to Troubleshooting

“Internet”

CSW2
“Headquarters”

This lab consists of a single identical problem on the routers CRO1 and CRO2, causing routing
across the WAN to fail. The main objective of this lesson is not to solve the problem, but to
experience the challenges of troubleshooting without access to tools, documentation, assigned
responsibilities, or established procedures. Fifteen minutes is an extremely short time to find
the problem, so the lessons learned from the process are more important than the solution in
this introductory lab.

Trouble Ticket: No Connectivity to the Server

The text introducing this trouble ticket is the following:

You have just started your new job as a network engineer together with a few other engineers
who are also newly hired. It is your first day at work, and your new team lead has just shown
everybody to their desks and is busy arranging cell phones and all the other things that you
need to get started. He takes a quick look at his PC and then tells you that a trouble ticket has
just come in and that he would appreciate it if you and your other new teammates could do the
initial troubleshooting while he is getting your things together. You are given the passwords to
the routers and switches. He tells you to be careful in making changes, but to fix the problem if
you can. He would like you to give him a diagnosis as soon as he returns, which will be 15
minutes from now.
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The trouble ticket reads:

A user in Branch1 (PC CLT2) reports problems accessing the shared folder “\\SRV 1\Public” on
server SRV1. The user needed to leave for a meeting that will take all morning, but expects it to
work when he returns after lunch.

Your task is to diagnose the issue, fix it if possible, and report back to your team lead in 15
minutes.
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Trouble Ticket: Review and Discuss

How did your team approach the trouble ticket?
= What is your diagnosis of the problem?
= Did you resolve the problem and if so, how?
= Did you work according to a plan?
= If so, what method did you use to solve this ticket?
= How did you coordinate and communicate with your team?

Which tools did you use?

Note This lesson provides sample answers and solutions to the questions posed during the
debrief discussions. Keep in mind that alternate solutions and methods might be just as
valid, and that the solutions provided here only highlight a sample approach and solution.

The biggest challenge in this lab is not the diagnosis of the problem itself, but finding your way
in the network, establishing an effective process for working within the team without getting in
each other’s way, and using the results of different team members to get to a diagnosis
efficiently.

The lack of network documentation—such as network diagrams, connection lists, IP address
plans, and baseline configurations—complicates the troubleshooting procedure and increases
the chance of making errors and the time it takes to diagnose and resolve the problem. As a
result, you need to be even more careful to communicate and verify your findings with the
other team members.

A sample approach would have been to first review the problem and the topology with the
team, and then assign responsibilities to each team member. This should include primary
responsibility for each of the devices and a division of the work. For a team consisting of three
members, the work assignments could be as follows:

®  Team member 1 has the primary responsibility for all the headquarters LAN switches.
Team member 2 controls the headquarters routers. Team member 3 controls the branch
routers and switch.

®  Team member 1 will verify connectivity between the server and the LAN.

m  Team member 2 will verify connectivity to the server from the routers and from the routers
to the branch networks.

m  Team member 3 will verify the problem and troubleshoot connectivity from the branch to
the headquarters networks.
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Dividing the work in a manner that allows the different team members to work simultaneously
on different potential failure domains prevents work duplication. This allows problem causes to
be eliminated more quickly than if each team member were working solo.

Although there are many possible methods that you could use to solve this problem, the
following list is an example of a troubleshooting log to show you a methodical approach to
finding the problem. This log is the log of team member 3, working to the plan outlined
previously.

Trouble Actions and results
Ticket

CLT2: Tried to ping SRV1. Could not resolve the name to IP address.

Asked team member 1 for IP address of server SRV1. Itis 10.1.152.1.

CLT2: Tried to ping 10.1.152.1. Received destination unreachable from 10.1.160.124.

Used Telnet to log into 10.1.160.124. This turns out to be router BRO1.

BRO1: Tried to ping to 10.1.152.1: No response.

BRO1: Checked the routing table for availability of a route to 10.1.152.1. No route is
available.

BRO1: Checked the routing protocol: EIGRP is running and enabled on all interfaces,
including the WAN interfaces.

BRO1: Checked the EIGRP neighbors. No neighbors are seen across the WAN.

BRO1: Pinged the IP addresses on the other side of the WAN: All pings work.

Checked with team member 2: He confirms that he is not receiving any routes across the
WAN either.

Team member 2 reports that EIGRP is not correctly enabled on the WAN interfaces.

Team member 2 changes the network statements on CRO1.

BRO1: EIGRP neighbors are now established and routes are learned.

BRO1: Ping to 10.1.152.1 succeeds.

CLT2: Ping to 10.1.152.1 succeeds.

CLT2: Opened the share to \SRV1\Public: Succeeds.

Report back to team members: Problem solved.

Discussed issue with team members. Conclusion: This cannot have been the only problem,
because the WAN is redundant.

BRO2: Similar problem exists.

Team member 2 finds a similar problem on CRO2 and fixes it.

Because the objective of this lab was to learn about processes, methods, and communication,
the technical aspects of this lab will not be reviewed in detail. More technical detail about
troubleshooting EIGRP and routing in general will follow in later modules.
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Trouble Ticket Checkpoints

Minimum checkpoints to prove that you have resolved
this trouble ticket:

= You have determined that the problem was caused by the fact
that EIGRP did not work across the WAN.

= You have determined that EIGRP did not work because the serial
interfaces were not enabled for EIGRP on routers CRO1 and
CRO2.

= You have determined that the interfaces were not enabled due to
misconfigured EIGRP network statements on routers CRO1 and
CRO2.

= Your solution included changing the EIGRP network statements
on routers CRO1 and CRO2 to match the serial interfaces.

= The PC CLT2 can access the folder \SRV1\Public on SRV1.
= You have made no other changes to the devices.

The figure shows the minimum requirements that you should meet to demonstrate that you
have successfully resolved the problems in the trouble ticket.

Because the network has redundant connections and devices, it is not sufficient to verify that
you have restored connectivity. You should also verify that the network would still operate
correctly if any of the redundant components fail.

In this lab, there was an identical problem on routers CRO1 and CRO?2. If the network
statements are reconfigured on routers CRO1, the connectivity from PC CLT2 to server SRV1
is restored. However, when router CRO1 fails, the connectivity across the WAN is lost, even
though there is physical redundancy. You will need to fix the network statements on both
routers to have the level of availability that was intended in the network design.
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Suggested Solutions

The problems introduced in the lab can be solved by correcting the switch configurations as
follows.

Suggested Configuration Changes

= On both routers CRO1 and CRO2 reconfigure the network
statements to match the interface IP addresses for interfaces
and Serial 0/0/1, Serial 0/0/0.121 and Serial 0/0/0.122.

CRO1l (config) #router eigrp 1

CRO1 (config-router)# no network 10.1.193.
CRO1l (config-router)# no network 10.1.194.
CRO1 (config-router)# network 10.1.193.1 0.0.0.0
CRO1 (config-router)# network 10.1.194.1 0.0.0.0
CRO1l (config-router)# network 10.1.194.5 0.0.0.0

CRO2 (config) #router eigrp 1

CRO2 (config-router)# no network 10.1.193.
CRO2 (config-router)# no network 10.1.194.
CRO2 (config-router)# network 10.1.193.5 0.0.0.
CRO2 (config-router)# network 10.1.194.9 0.0.0.
CRO2 (config-router)# network 10.1.194.13 0.0.0.0

The commands shown in the figure fix the problems that were introduced in this lab and return
the configuration to its original baseline. Other solutions can be valid. If you have a different
solution, bring it to the attention of the group and discuss the possible benefits or drawbacks of
your solution. Most of the value of this exercise is in the process, not in the solution itself.
Think about the process you followed and try to find ways to make improvements.
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Consolidation

This topic describes the primary lessons that could be learned from the lab exercise.
|

Discussion: Lessons Learned

Method and process:
= How could you improve your troubleshooting methods?
= What alternative methods did you discover?
Communication and procedures:
= How could the troubleshooting process be made more effective?
= What kind of procedures would be useful and why?
Technology and tools:
= Which tools were most useful during troubleshooting?

= Which tools could have improved the effectiveness of your
process?

= Which resources could have helped you to be more successful?

Think about all the things that you learned during the lab itself and during the debrief
discussions. There is room to write down primary learning points in the Lab Debrief Notes
section of the lab guide.

In addition to thinking of the methods, processes, and tools as they were used in the lab, reflect
on how these would apply to your own organization.
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Summary

This topic summarizes the key points that were discussed in this lesson.
|

Summary

= You have reviewed and verified your lab results.

= You have consolidated the experiences and discoveries that all
students got from the lab and you have derived a number of major
learning points from these experiences.
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Lesson 2

Applying Troubleshooting
Methodologies

Overview

In an ideal world, things always work and problems never happen. However, in reality, people
make mistakes and devices break. Diagnosing and resolving problems is an essential skill that
network engineers use as a part of their many different job tasks.

There are no recipes for troubleshooting, and a particular problem can be diagnosed and
sometimes even solved in many different ways. However, by employing a structured approach
to the troubleshooting process, you can greatly reduce the average time it takes to diagnose and
solve a problem.

There are many different structured troubleshooting approaches, and for some problems, one
method might work better, while for others a different method may be more suitable. Therefore,
the toolbox of a troubleshooter should contain a variety of structured approaches that a network
engineer can choose from to select the best method or combination of methods for a particular
problem.

Objectives

Upon completing this lesson, you will be able to identify troubleshooting principles and
evaluate and rate commonly practiced troubleshooting methodologies. This ability includes
being able to meet these objectives:

m  Identify the fundamental elements of a troubleshooting process
m  Describe the advantages of a structured network troubleshooting method
m  Evaluate and assess common troubleshooting approaches

m  Select a combination of troubleshooting methods that are appropriate to a specific
troubleshooting scenario
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Troubleshooting Principles

This topic describes the main principles that are at the core of any process that aims at
diagnosing and solving problems.

What Is Troubleshooting?

What is troubleshooting? Troubleshooting is the process that leads to the diagnosis and, if
possible, resolution of a problem.

In general, a troubleshooting process starts when someone reports a problem. So in a way, you
could say that a problem does not exist until it is noticed, considered a problem, and reported.
What this shows is that you need to differentiate between a problem, as experienced by the
user, and the cause of that problem.

Consequently, you also need to be aware that the time that a problem was reported is not
necessarily the same as the time at which the event that caused that problem happened. Another
consequence of this is that the reporting user generally equates the problem to the symptoms,
whereas the troubleshooter often equates the problem to the root cause.

If the Internet connection fails on Saturday in a small company, is that a problem? Probably
not, but you can be sure that it will turn into a problem on Monday morning if it is not fixed
before then.

Although this distinction between symptoms and cause may seem philosophical, it is good to be
aware of the potential communication issues that can arise from this.

A troubleshooting process starts with the reporting and definition of a problem. Next, the
process of diagnosing the problem starts. During this process information is gathered, the
problem definition is refined, and possible causes for the problem are proposed. Eventually this
process should lead to a diagnosis of the root cause of the problem.
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When the root cause has been found, possible solutions need to be proposed and evaluated.
After the best solution is selected, that solution should be implemented. In some cases, the
solution cannot immediately be implemented, and you will need to propose a workaround until
the actual solution can be implemented. The difference between a solution and a workaround is
that a solution resolves the root cause of the problem, whereas a workaround only remedies or
alleviates the symptoms of the problem.

You and the user might have a different perception of what a problem actually is. When you
implement a workaround, does that mean that the problem was solved? The reporting user will
probably answer in the affirmative, because the user is not continuing to experience the
symptoms, but the troubleshooter will probably not agree that the problem was solved, because
the root cause was not addressed.
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Diagnostic Principles

Diagnosis is the process of identifying the nature and
cause of a problem.

Fundamental elements of this process are:
= Information gathering
= Analysis

= Elimination
= Proposing hypotheses
= Testing

Although problem reporting and resolution are definitely essential elements of the process,
most of the time is spent in the diagnostic phase, and you might even argue that this is really
what troubleshooting consists of. However, if you look at troubleshooting in the context of
network maintenance, problem reporting and resolution should definitely be taken into account
as part of the troubleshooting process.

Diagnosis is the process of identifying the nature and cause of a problem. Essential elements of
this process are:

Gathering of information and symptoms: Gathering information about what is
happening is essential to the troubleshooting process. Usually the problem report does not
contain enough information to formulate a good hypothesis without first gathering more
information. Information and symptoms can be gathered directly by observing processes, or
indirectly by executing tests.

Analyzing information: The gathered information is analyzed. You compare the
symptoms against your knowledge of the system, processes, and baselines to separate
normal behavior from abnormal behavior.

Eliminating possible causes: By comparing the observed behavior against expected
behavior, you can eliminate possible problem causes.

Formulating a hypothesis: After gathering and analyzing information and eliminating the
possible causes, you will be left with one or more potential problem causes. You need to
assess the probability of each of these causes, and propose the most likely cause as the
hypothetical cause of the problem.

Testing the hypothesis: You will test the hypothetical cause to confirm or deny that it is
the actual cause of the problem. The simplest way to do this is by proposing a solution
based on this hypothesis, implementing that solution, and verifying if it solved the problem.
If this method is impossible or disruptive, the hypothesis can be strengthened or invalidated
by gathering and analyzing more information.
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Structured Network Troubleshooting

This topic describes the benefits of a structured approach to network troubleshooting.

Troubleshooting Methods

A troubleshooting method is a guiding principle that
determines how you move through the phases of the
troubleshooting process.

Define Gather
Problem Information

334P_308

Solve P Test Propose
Problem - Hypothesis Hypothesis

All troubleshooting processes include the elements of gathering and analyzing information,
eliminating possible causes, and formulating and testing hypotheses. However, the time spent
on each of those phases, and the way one moves from phase to phase, can be significantly
different from person to person and is a key differentiator between effective and less-effective
troubleshooters.

In a typical troubleshooting process for a complex problem, you would continually move
between the different processes: Gather some information, analyze, eliminate some
possibilities, gather more information, analyze again, formulate a hypothesis, test it, reject it,
eliminate some more possibilities, gather more information, and so on.

If you do not use a structured approach to this process, but move between the phases in a more
or less random way, you might eventually find the solution, but the process in general will be
very inefficient. In addition, if your approach has no structure, it is practically impossible to
hand it over to someone else without losing all the progress that was made up to that point. This
even applies to resuming your own troubleshooting process.

A structured approach to troubleshooting (no matter what the exact method is) will yield more
predictable results in the long run and will make it easier to pick up the process where you left
off in a later stage or to hand it over to someone else.
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The “Shoot from the Hip” Method

Quickly formulating a first hypothesis based on common
problem causes and corresponding solutions can be very
effective in the short run.

Define Gather D
Problem Information y

EI

Solve
Problem

Test
Hypothesis

Propose
Hypothesis

A troubleshooting method that is commonly deployed both by inexperienced and experienced
troubleshooters is the “shoot from the hip” method, where, after a very short period of
gathering information, the troubleshooter quickly makes a change to see if it solves the
problem. This might seem like random troubleshooting on the surface, but usually the guiding
principle for this method is knowledge of common symptoms and corresponding causes.

Look at the following example: A user reports a LAN performance problem to you. In 90
percent of similar problems in the past in this environment, the problem was caused by a duplex
mismatch, and the solution was to configure the switch port for 100 Mb/s full duplex. An
obvious thing to do now is to quickly verify the duplex setting of the switch port to which the
user connects and to change it to 100 Mb/s full duplex to see if that fixes the problem.

When it works, this method can be very effective, because very little time is spent on gathering
data, analysis, and eliminating possible causes. However, the downside is that if it does not
work, you have not come any closer to a possible solution.

Experienced troubleshooters can use this method effectively, and it can be a useful tool in a
troubleshooter’s toolkit. However, the main factor in using this method effectively is knowing
when to stop and switch to a more methodical approach.

2-18 Troubleshooting and Maintaining Cisco IP Networks (TSHOOQOT) v1.0 © 2009 Cisco Systems, Inc.

https://t.mel/learningnets



Common Troubleshooting Approaches

This topic describes a number of well-known troubleshooting methods.

Structured Troubleshooting

The key to structured troubleshooting is elimination.

Define Gather

Problem Information ¢ ’ Analyze \

Solve P Test P Propose
Problem - Hypothesis - Hypothesis

v

Eliminate

v

“Once you eliminate the impossible, whatever remains, no matter how improbable,
must be the truth.”

— Sherlock Holmes

A structured troubleshooting method is a guideline that helps you move through the different
phases of the troubleshooting process. The key to all structured troubleshooting methods is
elimination of causes.

By systematically eliminating possible problem causes, you can reduce the scope of the
problem until you manage to isolate and solve the problem. If it turns out that you lack the
knowledge or experience to solve the problem yourself, you can hand it over as a better-defined
problem. So even if you do not manage to solve the problem, you will increase the chances that
someone else can find and resolve it efficiently and quickly.

Some commonly used troubleshooting approaches are:

®  Top down: Work from the application layer in the Open Systems Interconnection (OSI)
model down to the physical layer.

®  Bottom up: Work from the physical layer in the OSI model up to the application layer.

m  Divide and conquer: Start in the middle of the OSI layers (usually the network layer) and
then go up or down, depending on the results.

m  Follow the path: Determine the path that packets follow through the network from source
to destination and track the packets along the path.

m  Spot the differences: Compare devices or processes of the network that are operating
correctly to devices or processes that are not operating as expected. Gather clues by
spotting significant differences.

®  Move the problem: Physically move components and observe if the problem moves with
the components or not.
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Top-Down Troubleshooting

This method follows the layers of the OSI model, starting
from the application layer and moving down to the
physical layer.

Application
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The top-down troubleshooting method uses the OSI model as a guiding principle. One of the
most important characteristics of the OSI model is that each layer depends on the underlying
layers for its operation. This implies that if you find a layer to be operational, you can safely
assume that all underlying layers are fully operational as well.

For example, if you are researching a problem of a user who cannot browse a particular website
and you find that you can establish a TCP connection on port 80 from this host to the server and
get a response from the server, you can typically draw the conclusion that the transport layer
and all layers below must be fully functional between the client and the server, and that this is
most likely a client or server problem and not a network problem.

Be aware that, in the example above, it is reasonable to conclude that Layers 1 through 4 must
be fully operational, but this is not definitively proved. For example, unfragmented packets
might be routed correctly, while fragmented packets are dropped. The TCP connection to port
80 might not uncover such a problem.

Therefore, the goal of this method is to find the highest OSI layer that is still working. All
devices and processes that work on that layer or on the layers below are then eliminated from
the scope of your problem. It might be clear that this method is most effective if the problem is
on one of the higher OSI layers.

This is one of the most straightforward troubleshooting methods, because problems reported by
users are typically defined as application layer problems, so starting the troubleshooting process
at that layer is an obvious thing to do.

A drawback or impediment to this method is that you need to have access to the client’s
application layer software to initiate the troubleshooting process, and if the software is only
installed on a small number of machines, it might be hard to test properly.
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Bottom-Up Troubleshooting
This method follows the layers of the OSI model, starting

from the physical layer and moving up to the application
layer.
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The bottom-up troubleshooting approach also uses the OSI model as the guiding principle, but
this time you start on the physical layer and work your way up to the application layer. By
verifying layer-by-layer that the network is operating correctly, you steadily eliminate more and
more potential problem causes and narrow the scope of the potential problems.

A benefit of this method is that all the initial troubleshooting takes place on the network, so
access to clients, servers, or applications is not necessary until a very late stage in the
troubleshooting process.

Also, the thoroughness and steady progress of this method will give you a relatively high
probability of eventual success, or at the very least a decent reduction of the problem scope.

A disadvantage of this method is that, in large networks, it can be a very time-consuming
process, because a lot of effort will be spent on gathering and analyzing data.

Therefore, the best use of this method is to first reduce the problem scope using a different
strategy and then switch to this method for clearly bounded parts of the network topology.
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Divide and Conquer

This method starts in the middle of the OSI model and
moves up or down depending on results.
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The divide-and-conquer troubleshooting method strikes a balance between the top-down and
bottom-up troubleshooting approaches. If it is not clear if a top-down or bottom-up approach
would be most effective, it can be helpful to start in the middle (typically the network layer)
and run an end-to-end test such as ping. If this succeeds, you can assume that all lower layers
are good, and you can start bottom-up troubleshooting from this point. Alternatively, if the test
fails, you can start a top-down troubleshooting process from this point.

Whether the result of the initial test is positive or negative, this method usually results in a
faster elimination of potential problems than what you would achieve by implementing a full
top-down or bottom-up approach, which makes it a very effective troubleshooting strategy.
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Follow the Path

Tracing the path of packets through the network
eliminates irrelevant links and devices from the
troubleshooting process.

Following the path is one of the most basic troubleshooting methods, and it usually
complements one of the other troubleshooting methods, like the top-down or bottom-up
approach.

Again, the objective of a troubleshooting method is to isolate the problem by eliminating
potential problem areas from the scope of the troubleshooting process. By analyzing and
verifying the path that packets and frames take through the network as they travel from the
source to the destination, you can reduce the scope of your troubleshooting to just those links
and devices that are actually in the forwarding path.
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Spot the Differences

Comparing functioning to malfunctioning devices or
processes and spotting the differences can enable you to
implement a solution or a workaround to a problem
without even understanding the underlying cause.

Branchl#show ip route
<.output omitted..>
10.0.0.0/24 is subnetted, 1 subnets
o] 10.132.125.0 is directly connected, FastEthernet4
c 192.168.36.0/24 is directly connected, BVI1l
S* 0.0.0.0/0 [254/0] wvia 10.132.125.1

Branch2#show ip route
<..output omitted..>
10.0.0.0/24 is subnetted, 1 subnets
o] 10.132.126.0 is directly connected, FastEthernet4
c 192.168.37.0/24 is directly connected, BVI1l

Branch 1 is working, and Branch 2 is not. Can you solve the problem?

Another common troubleshooting method is spotting the differences. By comparing
configurations, software versions, hardware or other device properties, links, or processes
between working and nonworking situations and spotting significant differences between them,
you might be able to resolve the problem by changing the nonoperational situation to be
consistent with the working situation.

The biggest disadvantage of this method is that it can lead to a working situation, but not to an
understanding of the root cause of the problem, so in some cases you cannot even be sure if you
have implemented a real solution or only a workaround.

Here is an example. You are troubleshooting a connectivity problem with a branch office
router. You have managed to narrow down the problem to some issue with the DSL link, but
you cannot seem to find the cause. You notice that this router is an older type that was phased
out in most of the other branch offices. You have one of the newer types of routers in the trunk
of your car, because you plan to install that in another branch office next week. You decide to
copy the configuration of the existing branch router to the newer router and replace it. Now
everything starts to work as expected.

So what do you do? Do you consider the problem fixed? What was the root cause? What should
you do with the old and new router now?

As you can see, this method has a number of drawbacks, but it is still a useful technique
because you can use it even when you lack the background to troubleshoot based on knowledge
of the technology.

The effectiveness of this method depends on how easy it is to compare working and
nonworking devices, situations, or processes. Having a good baseline of what constitutes
normal behavior on the network makes it easier to spot abnormal behavior. Also, the use of
consistent configuration templates makes it easier to spot the significant differences between
functioning and malfunctioning devices. Consequently, the effectiveness of this method
depends on the quality of the overall network maintenance process.

Like the follow-the-path method, this approach is best used as a supporting method in
combination with other methods such as top-down or bottom-up troubleshooting.
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Move the Problem

An elementary troubleshooting technique is to swap
components and observe whether the problem stays,
moves, or disappears.

= You install a couple of PCs, laptops, and a switch. Laptop B
cannot establish a link. You suspect a hardware failure.

= How do you find out if the problem is the switch, the cable, or the
laptop?

3%

Another very elementary troubleshooting technique that can be used to isolate a problem is to
physically swap components and see if the problem stays in place, moves with the component,
or disappears entirely.

Look at the situation in the figure. One approach would be to start gathering data: Check
settings on the laptop, examine settings and statistics on the switch, compare the settings on
other laptops and switch ports, and so on.

However, what if you do not have the passwords for the PC and switch? The only data that you
can gather is the status of the link LEDs on the switch and the laptops and PCs. What can you
do? A common way to at least isolate the problem (if it is not solved outright) is to start
swapping cables:

m  Swap the cable connected to switch port 2 to one of the other ports, such as port 3. If the
link LED on port 2 stays off and port 3 is still on, that means that the problem was not
related to the PC or cable because they were both changed, and therefore the problem must
be on the switch. If you have unused ports on the switch, you could try to change to one of
those ports and see if that fixes the problem.

m [f, after swapping the cable from port 2 to port 3, the situation changed and the LED on
port 3 is now off, you can conclude that the problem must be with the cable or the PC, but
not with the switch. So now you can swap the cables between the network interface card
(NIC) of laptop B and the NIC of PC C. Again, see if the problem moves; if the LED on
port 3 stays off and the LED on port 2 stays on, you must conclude that the problem is with
the cable, because the PCs were swapped and the cable stayed in place. To verify this, you
should swap the cables and confirm that the problem moves with the cable. Conversely, if
the link status changed after swapping the cable from the NIC of B to the NIC of C, the
conclusion must be that the problem is with the PC, not with the cable.
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As you can see, this method allows you to isolate the problem, even if the information that you
can gather is minimal, just by executing simple tests in a methodical way. So even if you do not
solve the problem, you have scoped it to a single element, and further troubleshooting can now
be focused on that element. (If you determined that the problem was with the cable, not the
switch or PC, it is unnecessary to obtain the switch and PC password for further examination.)

What are the drawbacks of this method?

B You are isolating the problem to only a limited set of physical elements and not gaining any
real insight into what is happening, because you are gathering only very limited, indirect
information.

®  This method assumes that the problem is with a single component. If the problem is with a
particular combination of elements, you might not be able to isolate the problem correctly.
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Troubleshooting Case Study

This topic describes a troubleshooting case and discusses which troubleshooting method would
be most appropriate.

Discussion: Troubleshooting Case

An external financial consultant has come in to help your
company’s controller with an accounting problem. He needs
access to the finance server. An account has been created for
him on the server, and the client software has been installed
on the consultant’s laptop. You happen to walk past the
controller’s office and are called in: “The consultant cannot
connect to the finance server.”

You are a network support engineer and have access to all
network devices, but not to the servers.
Discuss: How do you handle this problem?

= What is your troubleshooting plan?

= Which method or combination of methods would you use?

= Why did you select those methods?

What are possible approaches to the case study described in the figure?

This case lends itself to many different approaches, but certain characteristics can help in
deciding an appropriate method:

B You have access to the network devices, but not to the server. This implies that you will
likely be able to handle layer 14 problems by yourself, but for layer 5—7 problems you
will probably have to escalate to a different person.

B You have access to the client device, so it is possible to start your troubleshooting from it.

®  The controller has the same software and access rights on his machine, so it is possible to
compare between the two devices.

What are benefits and drawbacks of each of the possible methods?

m  Top down: You have the opportunity to start testing at the application layer. It is good
troubleshooting practice to confirm the reported problem, so starting from the application
layer is an obvious choice. The only possible drawback is that you will not discover simple
problems, such as the cable being plugged into a wrong outlet, until later in the process.

m  Bottom up: A full bottom-up check of the whole network is not a very useful approach
because it takes too much time, and at this point there is no reason to assume that the
network beyond the first access switch is causing the issue. You could consider starting
with a bottom-up approach for the first stretch of the network, from the consultant’s laptop
to the access switch, to uncover potential cabling problems.
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m Divide and conquer: A very viable approach. Ping from the consultant’s laptop to the
finance server. If that succeeds, you know that the problem is more likely to be with the
application (although you have to consider potential firewall problems as well). If the ping
fails, you are definitely dealing with a network issue and you are responsible for fixing it.
The advantage of this method is that you can quickly decide on the scope of the problem
and whether escalation would be necessary or not.

m  Follow the path: Similar to the bottom-up approach, a full follow-the-path approach is not
efficient under the circumstances, but tracing the cabling to the first switch can be a good
start if it turns out that the link LED is off on the consultant’s PC. This method might come
into play after other techniques have been used to scope the problem down to where it
seems to be an issue somewhere further up the path in the network.

m  Spot the differences: You have access to both the controller’s PC and the consultant’s
laptop, so this is a possible strategy. However, because these machines are not under the
control of a single IT department, there will be many differences, and therefore it might be
hard to spot the significant differences. This can be a useful method later in the process,
after it has been determined that the problem is likely to be on the client.

m  Move the problem: Using this approach alone is unlikely to solve the problem, but if
following any of the other methods indicates a potential hardware issue between the
consultant’s PC and the access switch, this method may come into play. Also, as a first step
you could consider swapping the cable connected to the consultant’s laptop and the
controller’s PC to establish whether the problem is related to the laptop or not.

Many combinations of these different methods could be considered here. The most likely
methods are top-down and divide-and-conquer, possibly switching to follow-the-path or spot-
the-differences after the scope of the problem has been properly reduced. As an initial step in
any approach, the move-the-problem method could be used to quickly separate client-related
issues from network-related issues, or the bottom-up method could be used to verify the first
stretch of cabling.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

= You have learned to identify the major elements that are part of a
troubleshooting process.

= You have assessed the benefits of a structured troubleshooting
approach.

= You have evaluated common troubleshooting approaches and

under which circumstances these approaches can be effectively
used.

= You have applied your knowledge of troubleshooting methods to
a specific case study.
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Lesson 3

Planning and Implementing
Troubleshooting Procedures

Overview

It is impossible to write out a set of troubleshooting procedures that will solve any problem.
The troubleshooting process can be guided by structured methods, but the exact steps that are
taken at each point along the way cannot be prescribed because they depend on many different
factors. Each network is different, each problem is different, and the skill set and experience of
each engineer involved in a troubleshooting process are different.

However, to guarantee a certain level of consistency in the way that problems are diagnosed
and solved in an organization, it is still important to evaluate the common subprocesses that are
part of the troubleshooting process and to define procedures that outline how certain elements
of these processes should be handled.

This lesson reviews the generic troubleshooting process and its subprocesses: Defining a
problem, gathering information, analyzing the information, eliminating possible problem
causes, formulating a hypothesis about the likely cause of the problem, testing that hypothesis,
and solving the problem. This lesson analyzes the typical actions and decisions that are taken
during each of those subprocesses and describes how these could be planned and implemented
as troubleshooting procedures.

Objectives

Upon completing this lesson, you will be able to plan and implement troubleshooting
procedures as part of a structured troubleshooting methodology. This ability includes being able
to meet these objectives:

m Identify the fundamental subprocesses of the generic troubleshooting process
m  Formulate correct problem definitions and assign responsibilities

®  Gather information in a structured manner

®m Interpret and analyze the gathered information

m  [solate a problem through a process of elimination
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m  Formulate a hypothesis and evaluate the necessary actions to take after you have
formulated a hypothesis

m  Test a hypothesis and roll back if a hypothesis is not confirmed

m Integrate a solution into the existing network

2-32 Troubleshooting and Maintaining Cisco IP Networks (TSHOOQOT) v1.0 © 2009 Cisco Systems, Inc.

https://t.mel/learningnets



Network Troubleshooting Procedures

This topic describes the components of the network troubleshooting process.

The Troubleshooting Process

= Any troubleshooting process involves these major elementary
processes.

= A troubleshooting method determines how you move between
these processes.

= Troubleshooting procedures describe what to do as part of each of
these processes.

Define Gather e
Problem Information v

Solve Test Propose
Problem Hypothesis Hypothesis

Eliminate ;

A network troubleshooting process can be reduced to a number of elementary subprocesses:
Defining a problem, gathering information, analyzing the information, eliminating possible
problem causes, formulating a hypothesis about the likely cause of the problem, testing that
hypothesis, and eventually solving the problem.

These subprocesses are not strictly sequential in nature, and in many cases you will go through
many of these subprocesses several times before eventually reaching the “solve the problem”
phase.

A troubleshooting method provides a guiding principle that helps you move through these
processes in a structured way.

There is no “recipe” for troubleshooting. Every problem is different, and it is impossible to
create a script that will solve all possible problem scenarios. Troubleshooting is a skill that
needs to be practiced to become effective at it. By practicing the different methods, you will
become more effective at selecting the right methods for the problem at hand, gathering the
most relevant information, and analyzing problems quickly and efficiently.

Although a complete script of troubleshooting actions and decisions cannot be created, you can
have a closer look at each of the subprocesses and look at the best common practices that apply
to each of those processes.
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In this lesson, you will look at troubleshooting procedures and ask the following questions:
®  What is the action plan for each of the elementary subprocesses or phases?

®  What is it that you actually do during each of those subprocesses?

®  What decisions do you need to make?

®  What kind of support or resources do you need?

®  What kind of communication needs to take place?

m  How do you assign proper responsibilities?

Although the answers to these questions will be different for each organization, you can

improve the consistency and effectiveness of the troubleshooting processes in your organization
by planning, documenting, and implementing troubleshooting procedures.
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Reporting, Defining, and Assigning Problems

This topic describes the typical actions and decisions that need to be taken after a problem is
reported and before the diagnostic processes begin.

Defining the Problem

Report Problem

Verify
Problem

Define
Problem

Assign Gather
4_ PrOblem Information

Define Problem

How Are Problems Reported?

Usually, you get a written or verbal description of a mix of different aspects of the problem.
This description can include symptoms: “When I try to go to this location on the intranet, I get
a page that says I don’t have permission”; a partial diagnosis: “The mail server isn’t working”;
or consequences for the user: “I can’t file my expense report.”

To prevent wasting a lot of time based on false assumptions during the troubleshooting process,
you must define the problem clearly. So the first step is to verify that the problem report is an
accurate description of the problem and that the reported condition still exists. Sometimes a
problem is intermittent in nature, and troubleshooting a problem when it is not occurring is
nearly impossible.

A good problem description consists of accurate descriptions of the symptoms, not
interpretations or conclusions. (Strictly speaking, consequences for the user are not part of the
problem description itself but can help you assess the urgency of the issue.)

When a problem is reported as “The mail server isn’t working,” this is not a very useful
description with which to start a troubleshooting process. What does it mean when someone
says that the mail server is not working? Does it mean that the person just walked into the
server room and noticed that all LEDs were off on the server? Does it mean that the server
cannot be pinged from anywhere? Or does it mean that the mail client reports that the server
cannot be reached?
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In a situation like that, you want to get back to the person that reported the problem and ask
what it means when the report says that the mail server is not working: What is not working?
Can you tell me or show me what you are doing and how it is not working?

A better problem definition for the mail server problem could be: “When user X starts his email
client he gets an error message saying that the client can not connect to the server. He can still
access his network drives and browse the Internet.”

After you have clearly defined the problem, you have one more step to take before starting the
actual troubleshooting process: you need to determine whether this problem is your
responsibility or if it needs to be escalated to another department or person.

What if the problem definition is the following: “When user Y tries to access the corporate
directory on the company intranet, she gets a message saying that permission is denied. She can
access all other intranet pages.”

You are a network engineer and you do not have access to the servers. A separate department in
your company manages the intranet servers. What do you do when this problem is reported to
you as a network problem? Do you start troubleshooting or do you escalate it to the server
department?

As part of the definition of your troubleshooting procedures, you need to answer these
questions: Which types of problems are your responsibility to act on? What minimal actions do
you need to take before you escalate a problem? How do you escalate a problem?
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Gathering Relevant Information

This topic describes the decisions and actions that are part of the information-gathering process.
|

Gathering Information
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Problem aPlan
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Targets

Assemble
Toolkit

Access
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Information Analyze

Gather Information

The first thing to do, after you have defined the problem and determined that it is your
responsibility, is to start gathering more information about the problem. But what information
do you need? Just randomly gathering information and hoping that at some point a hypothesis
might materialize is not a very effective approach. before gathering information, you should
select your initial troubleshooting method and develop an information-gathering plan. The
information gathered will be used as the input for the troubleshooting approach that you have
selected.

As part of this plan, you need to identify what the targets are for the information-gathering
process. From which network devices, clients, or servers do you want to get information? What
are the corresponding tools that you intend to use to gather that information?

When you have identified your targets and the tools that you intend to use to gather this
information, you must acquire access to these targets. In many cases you might have access to
these systems as a normal part of your job role, but in some cases, you might need to get
information from systems that you cannot normally access. In such cases you might need to
escalate the issue to a different department or person, either to obtain access or to get someone
else to gather the information for you.

If the escalation process would slow the procedure down and the problem is urgent, you might
want to reconsider the troubleshooting method that you selected and first try a method that uses
different targets and would not require you to escalate.
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For example, consider the following issue: Your company’s sales manager reports that he
cannot send or receive email from one of the branch offices, from which he is working this
morning. This is urgent, because he needs to send out an important RFP response later this
afternoon. Your initial thought is to start a top-down troubleshooting method by calling him
and running through a couple of tests. However, he does not answer his phone, and when you
check his calendar it turns out that he is in a meeting until 4:30 p.m. (1630). One of your
colleagues in that branch office confirms that the sales manager is in a meeting, but left his
laptop on his desk. The RFP response needs to be received by the customer before 5:00 p.m.
(1700). It is 1:00 p.m. (1300) now. What do you do?

Even though a top-down troubleshooting approach might be the obvious choice, this means that
you will need to wait until 4:30 p.m. (1630) before you can start troubleshooting, because you
will not have access to the sales manager’s laptop before then. This will put you under a lot of
pressure to solve the problem in a half-hour. In this case you could consider a combination of
the bottom-up and follow-the-path approaches to verify that there are no Layer 1-3 problems
between the sales manager’s laptop and the company’s mail server. Even if you do not find an
issue, you have eliminated many potential problem causes, and when you start a top-down
approach at 4:30 p.m. (1630) you will be able to work more efficiently.
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Analysis of the Gathered Information

This topic describes the processes and resources that are used during the interpretation and
analysis of the gathered information.

Analyzing the Facts

Gather Gathered
Information Information

Documentation

Baseline Interpret Eliminate
and $

Analyze

324p_326

Research

Experience

Analyze

After gathering information from various devices and tools, the next step is to interpret and
analyze the information. In a way, this process is similar to detective work. On one hand, you
are trying to discover clues that would point toward a particular root cause for the problem. On
the other hand, you are trying to find proof that certain issues cannot be the cause of the
problem, so that you can eventually eliminate those from the scope of your troubleshooting.

To interpret the raw information that you have gathered (for example, output from show
commands and debugs, packet captures, and device logs) you might need to research
commands, protocols, and technologies. You might also need to consult network
documentation to be able to interpret the information in the context of the actual network
implementation.

During the analysis of the gathered information, you are typically trying to determine two
things: What is happening on the network, and what should be happening. If you discover
differences between these two, they will usually give you clues about what is going wrong or at
least a direction for further information gathering.

As mentioned, your image of what is actually happening will mostly be formed based on
interpretation of the raw data, supported by research and documentation. But how do you know
what should have been happening? For this, you need to have a good understanding of the
operational processes of protocols and technologies. So if you are troubleshooting protocols
and technologies that you are not very familiar with, you will need to invest some time in
researching how they operate.
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A second way to know what should have been happening under normal circumstances is by
having a good baseline of the behavior of your network. If you know how your network
performs and how things work under normal conditions, this will allow you to spot
abnormalities in the behavior of the network and derive clues from those abnormalities. So as
part of a proactive network maintenance approach, it is important to compile a baseline of your
network’s behavior that you can refer back to while troubleshooting.

Finally, this is the phase of the troubleshooting process where experience is important. An
experienced network engineer needs to spend less time than an inexperienced engineer on
researching processes, interpreting raw data, and distilling the relevant information.
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Proposing and Eliminating Problem Causes

This topic describes the fundamental elements of the elimination process, which lies at the heart
of all structured troubleshooting methods.

Eliminating Possible Causes

Analyze

Propose Eliminate Propose .
Causes Causes Hypothesis o

Eliminate

After you have interpreted and analyzed the information that you have gathered, you can start
drawing conclusions from the results.

On one hand, you might have discovered clues that point toward certain issues that could be
causing the problem, which add items to your list of potential problem causes (for instance, you
might have observed high CPU loads on your multilayer switches, which might point to a
bridging loop).

On the other hand, you might have observed behavior that rules out potential problem causes
(for example, you successfully pinged the default gateway from the client, ruling out Layer 2
problems between the client and the default gateway).

Although the elimination process seems to be a rational, scientific procedure, you need to be
aware that assumptions also play a role in this process, and you need to be willing to go back
and reexamine and verify your assumptions. If you do not reexamine and verify, you might end
up eliminating the actual root cause of the problem as a potential cause and therefore be unable
to solve the problem.
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Example: Elimination and Assumptions

= You are troubleshooting a connectivity problem between a client
and a server.

= You verify the Layer 2 connection between the client and
access switch ASW1 by use of the show interface and show

mac-address-table commands.

DSW1

S §'

Server

334P_328

Client

DSW2

Consider the following example: You are examining a connectivity problem between a client
and a server. As part of a follow-the-path troubleshooting approach, you decide to verify the
Layer 2 connectivity between the client and the access switch to which it connects.

The result of the show interface command is:

Example: Elimination and Assumptions

ASWl#show interface FastEthernet 0/3
FastEthernet0/3 is up, line protocol is up (connected)
Hardware is Fast Ethernet, 