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« Hypothesis based on Threat Actor TTPs
targeting Active Directory environment

 How Threat Actor abuse Active Directory
* Hunt and Detect Threat Actors TTPs

"#$"%"&'(  Understand the AD attack
surface and hunt for techniques that Threat
Actors use to target AD.

@Khannaanura g, @Th1rum #BHASIA @BLACKHATEVENTS
https://t.meHearningnets
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Principal Consultant @Mandiant (¥

Incident Response & Remediation

SANS Community Instructor
GIAC Security Expert (GSE #97)

@Khannaanura g, @Th1rum #BHASIA @BLACKHATEVENTS
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* Principal Consultant @Mandiant| ¥

* Responding to Security Breaches

 Active Directory and Cloud Security

« Built & Managed Security Operations Center
* Die hard Football fan

 https://www.linkedin.com/in/thirumalainatarajan

@Khannaanura g, @Th1rum #BHASIA @BLACKHATEVENTS
https://t.me/learningnets
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» Widely adopted across enterprise

« Underlying fabric of IT environment
« Attractive target for Threat Actors

« Big attack surface

« Central to the cyber kill chain

* Long dwell time

VA" +( -+ ¥/ (++0$+("12("34/$(,-+56$(75*$-+.*&8(7$9$L 2$*/(1$$2(+.(
412$*/+"12(,-+56$(25*$-+.*&(3$++$*8

@Khannaanurag, @Th1rum #BHASIA @BLACKHATEVENTS
https://t.mellearningnets



O

blackhat

ASIA 2021

6'7%"-8$%"/9,$"):":%

B 8 a8 8 &3

@Khannaanurag, @Th1rum

2'5'[+(-#.%6-$*$'% 7#"%8"$-$(".9"

L, *¥5-./%20%:;'<5-9+(-#.%8"'=-$$-#.

8"$-3('.9'%*$-./%6+9>-."?%>+F>

6+5-9-#*$% @"#*<%8#5-94%A,B'9($

I"HSSY&H"B(%6) *$(Yo+, *$'%*$-./%012%3-$(#"4

I"C'.(-+5%3+"D'$(-./%*$-./%: E*" VLRt 'O

https://t.mejlearningnets
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@Khannaanurag, @Th1rum
https://t.mel/learningnets

Impersonate Principal to access another service by a

service

Feature to support legitimate requirement in several
scenarios like Domain Controllers, Web Servers,
Reporting Servers, Application Servers

Example: A user authenticates to a webserver. The web
application impersonates user to access backend
database to retrieve content as the user.

e Un-Constrained
e Constrained
e Resource Based Constrained

#BHASIA @BLACKHATEVENTS
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Threat actor (TA) created persistence using
-%0./'$0%1232141($/0-%30 the domain
controller from a TA controlled system.

MITRE ATT&CK Technique - T1134

@Khannaanurag, @Th1rum ] #BHASIA @BLACKHATEVENTS
https://t.me/learningnets
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user
I B

Service A

@Khannaanurag, @Th1rum

I Service A has "TRUSTED_TO_AUTH_FOR_DELEGATION" field set
I Service A has “msds-allowedtodelegateto” pointing to Target
DC'’s Service B (CIFS/domain.com)

) 0P~\
\(\\
PO /
o\ o ™
O NS e . .
eqoes\y‘o (o © 10 5% (SGN\CG Active Directory

Se\y\( —\GS O S

’X—'SA\YL(\No(dO\O\e \)6\;\0(
(o)
,L‘?O '\GS(G
SAOrL?(O \OS p \j-\CG
. <
S8
A
81, Constrained Delegation
//77 . N
Perse . * Used by a service to impersonate another
A . e .
50,4 s principal and access destination service
e  Two forms:
Cr .
o 4

- Protocol Transition - S4u2Self
- Kerberos Authentication - S4u2Proxy

\
g
S

I N
Service B

Target Domain
Controller

#BHASIA @BLACKHATEVENTS
https://t.mel/learningnets
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=,8:$5#8).%4) () <#$',8%&'$'%>5,$,2,(%?5#8:'$',8

AD DC PS> !"# $%&'()*+#", $-."[#0#123 4",506"% 72824"#$
5 %&%66(+/# (1#,(9  $:,+#".:(Y+#<=(,&"9">?#0(/ @#,+"
«©
o
OIS e Sy N AD DC PS>4"#$%&'()*+#",  $-."/#O0#126())?/.(2  $%..2ABQ);&4 $
sestd ok S\ Active Directory
sA\nse\“e“b\exoS“" “ofx“"s %99(D".:(&"9">?#":( CEAFC'-=4G.6HIJ#<,"2#<+/#0/>J."5CKL
A. o0 et 'S
'2—-('0 Og‘e
~ e "HSY0& )+ #-. #/0123%%6+
. ©
a5
e i 5-7,4/% ServiceA PS>
Service A e,sofzo,es% M"NO"6#0(/%;:")091 PQ®(?2.SO#<T?,#079U7?)" FCAL#")J-."I#O#LIV(."
System "oc\om7ec _ 9CK 8 (+# $/+99
Mo’%efo eee ServiceA PS> @.:(-)*",;(/?#" E U'D$
T O WOX"6#41;#")J4"6+,0#1JT,0/60*29JS0/.(D;-."/#0#1
Threat Actor E—  — AFY:&()?O/%-)O/ 7CK
& e ServiceA PS> @.:(-)*",;(/2#"J-)*",;(1?#" FK
Controller
iy eyt 4"#5+()), +#-.,#10123%%+
@Khannaanurag, @Th1rum #BHASIA @BLACKHATEVENTS
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@-8%'8<%A,5%=,8:$5#'8).%4) ()<#$',8%+#2*.,5:

Event 4742, Microsoft Windows security auditing. X
oo (Dot PS> I'# $%&WOX"6BNO2BH:&4 $%99(D":(&"9">24"(  $90Z"2C[CK2
Profile Path: i A $?/.2F \;",%66(+/#(/#,(9 $07?/. 2H"HHHHHHKLE*, (*",#12  ;?)%66
User Workstations: - (+/#U?)"_;"506"T,0/60*?29U7)"  _2):&4 $%99(D".:(&'9">?#"( _2

Password Last Set:

Account Expires:

Driman: Groun n.

AllowedToDelegateTo:
CIFS/dc02.threathunting.dev

Old UAC Value: -

+1" %B6(+H (I#,(9

"#6,7(,8#9:9-,:9#1%& ' ()*+,3#8(- ##$%&9-+0(&, 3#

New UAC Value: 3,< ,)O-(%&

User Account Control:

User Parameters: - o

QIN Hictane
Log Name: Security
Source: Microsoft Windows security Logged: 3/8/2021 2:13:11 AM
Event ID: 4742 Task Category: Computer Account Management I Service A has “TRUSTED_TO_AUTH_FOR_DELEGATION" field set
Level: Information Keywords:  Audit Success I Service A has “msds-allowedtodelegateto” pointing to Target
User: N/A Computer: dc02.threathunting.dev DC's Service B (CIFS/domoin.com)
OpCode: Info

More Information: Event Log Online Help

I"HY& () ++"%,&)-.,.# &) 012',8)34)5657).8'(&)",)
088" <"A'1.&'<"  =)&")+(>&>+.8)7' (2 4"#.>,)+",&("88'()

@Khannaanurag, @Th1rum #BHASIA @BLACKHATEVENTS

https://t.mel/learningnets



0

blackhat

ASIA 2021

0/,)#012+)3%.*

Threat actor (TA) created persistence using

Resource-based constrained delegation
(RBCD) to the domain controller from a TA

controlled system.

MITRE ATT&CK Technique - T1134

@Khannaanurag, @Th1rum . #BHASIA @BLACKHATEVENTS
https://t.me/learningnets
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user l
I B

Service A

@Khannaanurag, @Th1rum
*Available in Windows Server 2012 or higher

G

\§ \

B /
101 O et ®

Active Directory

EEEN
EEEN
.

Service B

Target Servers
/Domain Controller

https://t.mel/learningnets

G#:).%=,8:$5#'8).%4)()<#$',8D

Service B has "msDS-AllowedToActOnBehalfOfOtherldentity " field set
Service B has “msDS-AllowedToActOnBehalfOfOtherldentity” pointing

to Service A

#BHASIA @BLACKHATEVENTS
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B):,-52) G#:).%=,8:$5#'8).%4)()<#%$',8

<A(.&)*+&"()",8B)(C%>("?)+.$.D>8>&B)&") #Z)E 0

*88"." <"*+&F,G'A.8HFHF&A'(3;",&>&B =)",)&A)&.(/'&)+"#$%&'()'DI'+&@
OR
oS Pd‘“;e n DC PS> 4"#$%& ()*+#",  34".506" 72$
o0 eS\XO‘ &O(OP\\OSG‘\LO( Se(xi\ce% Active Directory T,O/60*79,%99(D"(&"9">7#"(%66(+/# 34".506"% 7
.SA\)Q,Se\ ‘O\excﬁ g o ©
3 ,ﬂowo@"ﬁ@g‘ew — "#$%&' ()*+,#-.,#/0123%%+
SA\)’?Y‘(:O(O : N\ :
232 ServiceA PS>
M"N9"6#0(/J%:;;")091 PQ®(?.S0#<T?,#0?79U7?)" FCAL;#")J-."[#O#1V(."
_MJL__‘ s, 9CK 8 (+#$/+99
_Servic_e A 4%@’50/7 ServiceA PS> @.:(-)*",;(/?#" E U'D$
TA SCO;ﬂro"ed Jes 4 5 WOX"6#41;#")J4"6+,0#1JT,0/60*?9JS0/.(D;-."/#0#1
ystem g, (oes AFY®()?0/%.)0/ 7CK
SO - - ServiceA PS> @.:(-)*",;(/?#"3-)*", (/24" FK
Threat Actor — ! — 4"#5+()),+#-.,#/0123%%+
Service B
& Target Servers
/Domain Controller
Threat Actor with Local Admin
Access to the system

#BHASIA @BLACKHATEVENTS
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Event 4662, Microsoft Windows security auditing. Event 5136, Microsoft Windows security auditing. X " n "
m— : PS> !"# $%&WOX"68N09#",2BF);&4 $
eneral Details General ' Details n n noon n
%99(D".:(%6HW/ "<?INWNWH<" - "#0#1  $90Z"2C[CKL

6;;& N &}\-I;E)_C&!,OU:Domain Account Domain: THREATHUNTING A~

Controllers,DC=threathunting, DC=dev Logon ID: OxB4EE03
Handle ID: 00 Directory Service: PS> >"#3$%&'()*+#", 34".506" 72%*(*"#0";2[282=:2

= Name: threathunting.dev . . .

operatlo%peration e Object Access Type:  Active Directory Domain Services U’))"_T,O/GO*’)Q f %99(D" . (&"9">?#" . (%66("‘/#

Accesses: Write Property Object:
. DN: CN=DC02,0U=Domain Controllers,DC=threathunting, DC=dev " —_— 1 *
Src:::ti'\::fk. \?:I(fi(t)e Propery GUID:  CN=DC02,0U=Domain Controllers,DC=threathunting,DC=dev ! _(9-(&)#6>$?#1%&' () +0-(%&'9
{4c164200-20c0-11d0-2768-002a006e0529} Cle=) omeoh

{3f78c3e5-f79a-46bd-a0b8-9d18116ddc79}

{bf967a86-0de6-11d0-a285-002a003049€2} e

LDAP Display Name: msDS-AllowedToActOnBehalfOfOtherldentity
Syntax (OID): 2.5.5.15

Adtionalleformation: Value: Malformed Security Descriptor

Parameter 1: - | ¢

Log Name: Security Log Name: Security

Source: Microsoft Windows security Logged: 3/8/2021 5:12:18 AM Source: Microsoft Windows security Logged: 3/8/2021 5:12:25 AM

Event ID: 4662 Task Category: Directory Service Access Event ID: 5136 Task Category: Directory Service Changes

Level: Information Keywords: Audit Success Level: Information Keywords: Audit Success

User: N/A Computer: dc02.threathunting.dev User: N/A Computer: dc02.threathunting.dev

OpCode: Info GECCCe itc

More Information: Event Log Online Help Mcrelnionpation gt ventEogidntine e p
4>(+&"(B)E'(2>+)*++2?)12",&)34)51J7).8/(&)",)KL34)
OIMHOEN+MIBP(BJD; QQDNP;RNRRJ;;+6P=
4>(+&"(B)E'(2>+)1A.,/"?)12',8)34)ORMJ).8/(&)&")4>?$8.B)S. #)

@Khannaanurag, @Th1rum #BHASIA @BLACKHATEVENTS

https://t.mel/learningnets
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@Khannaanura g, @Th1rum . #BHASIA @BLACKHATEVENTS
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Threat actor (TA) created persistence by

adding 56371840,%/0-%81'+0..0-%.3 for a
standard user.

MITRE ATT&CK Technique - T1003.006

@Khannaanurag, @Th1rum #BHASIA @BLACKHATEVENTS

https://t.mel/learningnets



blgc’zk hat

ASIA 2021

46%B)9('2#%',8%9)5F"::",8:

* Combination of two permissions: threathunting.dev Properties 7 X
DS-Replication-Get-Changes General Managed By Object Secuity Atribute Editor
DS-Replication—Get—Changes-All Group or user names:

82 Administrators (THREATHUNTING\Administrators) A
.. . . S2 Pre-Windows 2000 Compatible Access (THREATHUNTING\Pr...
e Allows a principal to remotely retrieve NT hashes via 82 Incoming Forest Trust Buiders (THREATHUNTING\Incoming F...

S8 ENTERPRISE DOMAIN CONTROLLERS

the MIS-DRSR protocol for any security principal LR

Add... Remove
.. Pemissions for red Allow Deny
Roles that (by default) that have these permissions: ,

] Reanimate tombstones ] ] »
® Domain Controllers Replicating Directory Changes H
e BUILTIN\Administrators (DCs) Hecstion Emcioy St I%—

. . Replicating Directory Changes In Hitered Set L L
 Domain Admins Replication synchronization O] O .
o Enter P rise Admins For special pemissions or advanced settings, click P

Advanced.

 AD DS Connector account (eg. MSOL_ )

Cancel Apply Help

@Khannaanurag, @Th1rum . #BHASIA @BLACKHATEVENTS
https://t.mel/learningnets
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Request for hash “domain/krbtgt” PS > %.. SWOX"6#%6%:?,>"#&0;#0/>+0;<".U?)"

_ X C.6E :<,"2#d+/#0/>_.6 E."5c2 $T,0/60*294?2)%66(+/#U?)"  3+;"/?)"72
* Krbtgt hash response _ $MO><#,28'41/6  $b",0(;"
S — — i — " $%&'()*+ #2$H6, @<(L0-(%&H@, +;(99(Y&H Yo+#
Account with Domain Controller 9_0&30+3#*9’+
DS-Replication perms
A

PS > -)*(,# 9$)(.+9"2J a-/5(Z" $)0)0Z?#e
PS > -/5(Z" $V0)0zZ?#e $'())?/.2Cc 9;?.+)* QQ6;1/6
GH",Q.0?0/ aZ,0#>#cC

4"#6,-+(,7,#-. #AS#@0998%+3#.09.#%'# BAC *9,+#<0-,+

Threat Actor

@Khannaanurag, @Th1rum #BHASIA @BLACKHATEVENTS
https://t.mel/learningnets
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{2 Event Properties - Event 4662, Microsoft Windows security auditing.

General Details

More Information: Event Log Online Help

Object: 2
Object Server: DS
Object Type: domainDNS
Object Name: DC=threathunting, DC=dev
Handle ID: 0x0
Operation:
Operation Type: Object Access
Accesses: Control Access
Access Mask: 0x100
Properties: Control Access
{1131f6aa-9c07-11d1-f79f-00c04fc2dcd2}
{19195a5b-6da0-11d0-afd3-00c04fd930c9}
Additional Information:
Parameter 1:
Parameter 2: v
Log Name: Security
Source: Microsoft Windows security Logged: 3/3/2021 11:44:56 PM
Event ID: 4662 Task Category: Directory Service Access
Level: Information Keywords: Audit Success
User: N/A Computer: dc02.threathunting.dev
OpCode: Info

PS> FI'# $%69 c?.Qa.6E #<, " 2#<+/#0/> .6 E."5cKI%66"::2282
D<"" $(OX"6#2B@FINOX"6#:1*" $"g cMh Ni?? $j6HK $MA SNKNS
HHGHINGI.6.1c2 $(,2@f] (OX"6#1*" $'g cMhh

Ni?. $i6HK $MA $SNKNSHHEHINGL.6.1cL2824"9"6#  $WOX"6#2
CUHOHIMIN 6" 2(OX"G#: 1"

" D*&-#'%+#*0,+OH8(- #?EH6, @<(10-(%&H#@,+:(99(%&

1131f6aa-9c07-11d1-f79f-00c04fc2dcd2 (DS-Replication-Get-Changes)
1131f6ad-9c07-11d1-f79f-00c04fc2dcd2 (DS-Replication-Get-Changes-All)

2E#6,@<(10-(%&#6().-9 FGHI?

4>(+&"(B)E'(2>+)*++'2?)12,8)34)537)/',(.&"):A' J4E)
T'$8>+.&>",)$'(#>22>",)>?).;;)H"().) %7 (

@Khannaanurag, @Th1rum

#BHASIA @BLACKHATEVENTS
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@Khannaanura g, @Th1rum . #BHASIA @BLACKHATEVENTS
https://t.mel/learningnets



0

blackhat

ASIA 2021

0/,)#012+)3%.*

Threat actor (TA) stole 9$.#0%1:39%,,-&%/3
8%...-'23#3.#3 and are accessing the
target assets at will with privileged access.

MITRE ATT&CK Technique - T1003

#BHASIA @BLACKHATEVENTS

@Khannaanurag, @Th1rum
https://t.mel/learningnets
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G#2"8)H%122,-8$

o 0'9*"-(4%<"-.9-<+5%*$'CY%(#%-C'.(-74%
'D"4%9H#=<*(""%#,B'9(%-.%:9(-D'% —

2 1t 9 #] |4 File Edit View Favorites Help
- ( . -+ Parameters A~ || Name Type Data
. " . . . | i Pk ab) (Default) REG_SZ (value not set)
¢ G$ C%(#%9 +( %) @ 0%7# %6+9>- %08 H$ g e #¢| DisablePasswordChange REG_DWORD 0x00000000 (0)
" netprofm P .
NetSetupSvc #wo| FullSecureChannelProtection REG_DWORD 0x00000000 (0)
O 1 0/ 9 9#* 0/ g NetTcoPortShari i %s| MaximumPasswordAge REG_DWORD 0x0000001e (30)
¢ 6 + . (+ “a $ /0 6 + 9 > ~ 7 0 + . 0 4 n:tvsccp S 94| RequireSignOrSeal REG_DWORD 0x00000001 (1)
" n : netvscvpp 4] RequireStrongKey REG_DWORD 0x00000001 (1)
< +$$ I # ( :% > —$ (# 4 3 NgcCtnrSve #o|SealSecureChannel REG_DWORD 0x00000001 (1)
. NgcSve ab| ServiceDll REG_EXPAND_SZ %SystemRoot%\system32\netlogon.dll
1 ] I 1 X NlaSve #o|SignSecureChannel REG_DWORD 0x00000001 (1)
g 8 +$$ I # C % 9 > + . / $% D 4 %J K% C + 4$% Npfs ab| SysVol REG_SZ C:\Windows\SYSVOL\sysvol
npsvctrig #|SysvolReady REG_DWORD 0x00000001 (1)
! * [ nsi ab| Update REG_SZ no
LC 7+ 5(M nsiproxy v R )
< > < >
[} ] ] 1 1 I
* 8 +$$ I # C % 9 > + . / % -$% . # (% . 7# 9 C |Computer\HKEY_LOCAL_MACHINE\SYSTEM\CUrrentControlSet\Services\Netlogon\Parameters

. 8+$$|#"C%9>+_/'%-$%-_-(_+('C%’4%_'(% Machine$ password policy
S#/#.%<"#9'$$%#.%6+9>-.'%,+$' C%#.%
<#5-94

@Khannaanurag, @Th1rum . #BHASIA @BLACKHATEVENTS
https://t.mel/learningnets
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o)

TGS creation using
Machine$ hash

A

Threat Actor

Silver Ticket to access System

@Khannaanurag, @Th1rum

PS > )*(;# 9$)(.+9"2J a-/5(Z" $)0)0Z?#e
PS > -/5(Z" $V0)0zZ?#e $'())?/.2Cc 9;?.+)* QQ6;1/6
GH",Q.0)?0/ a3)?6<0/"@7cC

_ " E-,0<#-.,#J01.(& K#@0998%+3#.09.#

I PS > AH$H#)T,(*"#1  $T7#<2

S W — dnRV@4o4:pVa'+,,"[# (I#,(94"# a4",506"; al'#9(>(/ aT?,?
Domain Controller T " . "

y'# 2 $U?)"2 V?]0)+)T?;;D(,.%> $b?9

+" 365

4" #8.0&) #-.,#+,)(9-+:#9,--(&)9

PS > -*(# $)(+9"2) a-/5(Z" $)0)0Z?#e
PS > -/5(Z" $V0)0zZ?#e $'())?/.2mmmmmm

L"#H9,#-.,#J01.(&,K#.09.

#BHASIA @BLACKHATEVENTS
https://t.mel/learningnets
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Event 13, SysmOf'l WS PS> I"# $'#")T,(*",#1 $TI)#<2
General JEERE dnRV@4o04:pVa'+,,"[# (I#,(94"# a4"506"; al'#9(>(/ aT?,?)"'#",;282
The following information was included with the event: A ;"9"6#2 &O,’)Ogll*’),,D(,6<7/>
Change Password recycle interval "_2 V’)]O)+)T’)’ ; D(’ 90>"
SetValue

2021-03-09 08:43:27.592 .

EV_RenderedValue_3.00 " D*&-#'%+#9*9@ (1(%*9#70<* ,9#(&#+,)(9-+:#M?,'0*<-#LNO
4436

C\Windows'\System32\WindowsPowerShell'\w1.0\powershell.exe

HEKLM\System\ CurrentControlSet\Services\Netlogon\Parameters\MaximumPasswordAge
\DWORD (0x0000016d)

The publisher has been disabled and its resource is not available. This usually occurs when the
publisher is in the process of being uninstalled or upgraded

- 4"#6,7(,8#'%+#H& @ @+%7,3#1.0&),9
Log Name: Microsoft-Windows-Sysmon/Operational
Source: Sysmon Logged: 3/9/2021 12:43:27 AM
Event ID: 13 Task Category: Registry value set (rule: RegistryEv
Level: Information Keywords:
User: SYSTEM Computer: dc02.threathunting.dev
OpCode: Info
More Information:  Event Log Online Help
@Khannaanurag, @Th1rum #BHASIA @BLACKHATEVENTS
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Threat actor (TA) uses Group Policy Objects
to exert control over target active directory
objects by creating malicious GPOs.

MITRE ATT&CK Technique - T1484.001
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15,-9%>,("2/%J+K)2$%LI1>J:M

o 8#5-0-'$%(#%9".("+5-E'%=+.+/'VNY6O#. ("#5%
H=<*("%NY%GS$" Y. 7-/*"+(-#.

o I"+('CY%+.Co%S(#" C%-.%CH=+-.%9#.("#55" %o+
P-.CH#I$ MQORATH=+-.B#5-9-'$

. G$"$%I-(>%="=,"$>-<% (H% @"H#*<%SH#5-94%
" (H ' U0AL " S/ H* <V # "% C'5'/+('C%"-/>($%6#D
@"#*<Y<H5-94%OH. (+-." %o#,B'9(%9+.%9"+('U

. @BABY9+.%,'%*$' Co(H%' T'9*('%$9"-<($%6CH:
-C'

2, Group Policy Management
v A\ Forest: threathunting.dev
v (54 Domains
v 3 threathunting.dev
=i/ bginfo_scheduledTask
=] Default Domain Policy
2| Domain Controllers
=} Group Policy Objects
% WMI Filters
] Starter GPOs
i@ Sites
562 Group Policy Modeling
+, Group Policy Results

=/ Group Policy Management Editor
File Action View Help
s 2@ X=|HE

fault Domain Policy [DCO2. THREATHU
Computer Configuration
| Policies
| Software Settings
v [] Windows Settings
| Name Resolution Policy
|| Scripts (Startup/Shutdown
m= Deployed Printers
T Security Settings
ul)i Policy-based QoS
| Administrative Templates: Poli
| Preferences
User Configuration
| Policies
| Preferences

Name

:El Account Policies
j Local Policies
| Event Log
4 Restricted Groups
4 System Services
4 Registry
4 File System
i’ﬂWired Network (IEEE 802.3) Policies
“| Windows Firewall with Advanced Security
~| Network List Manager Policies
,ériifWireless Network (IEEE 802.11) Policies
“I Public Key Policies
~| Software Restriction Policies
_| Application Control Policies

.g, IP Security Policies on Active Directory (T...

<

Description

Password and account lockout polic
Auditing, user rights and security op
Event Log

Restricted Groups

System service settings

Registry security settings

File system security settings

Wired Network Policy Administratio
Windows Firewall with Advanced Se:
Network name, icon and location gr
Wireless Network Policy Administrat

Application Control Policies
Internet Protocol Security (IPsec) Ad ”

>
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[ Default Domain Policy [WIN A ~ Scripts (Logon/Logoff)
v & Computer Configuration —
v || Policies Logon Properties ? X

| Software Settings

)>"'+(%:9(#"%l.+,5lC%$9"'<(%'Tl9*('#. v B wm::::j:::gi Scripts  PowerShell Scripts
Scripts (Startu — Logon Scripts for Default Domain Policy

m= Deployed Prin
T Security Settir

2-$+,5'C%5#/#.%$9"-<(%C'5+4$ e Bl T— -

v | Preferences
| Windows Setting:
(«¥) Control Panel Set

2-$+,5'C%".C%<#-.(%%$'9*"-(4%S# 7 (I+" - e
| Software Settings
v | Windows Setting:

: < > Remove
3 Scripts (Logor
G 'CO S / 0] $9"_ ($O ( 0 C' 0/ M $ — n Ty Security Settir
$ /0 # #. /O < /0 # /O <5#4 /0 + . #_ I + Bl Folder Radier To view the script files stored in this Group Policy Object, press
ol Policy-based ! the button below
= Deployed Prin
v Administrative Te Show Files...

Control Panel

= cocs || oy

Network

@Khannaanurag, @Th1rum _ #BHASIA @BLACKHATEVENTS
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-8%'8<%A,5%G#('2',-:%I>J

&2TAT21"# $ITWZ5799282q2B2!"# SITWM™(# $N\-&2@FJ0.2 $M"*(#:1*"

" PQ@%+-#GRSO# Y+#-. #3%:0(&

@Khannaanurag, @Th1rum

2! Policy Viewer - 86 items

Clipboard + View ~ “- Export + Options ~

Policy Group or Registry Key

Software\\Policies \Microsoft \Windows\SmV2\Script\9428c672-5c 3-4 #4-808a-a..
Software\\Policies \Microsoft \Windows\SmV2\Script \ed97d 0cb-15f-430f b82c-8...

Software\Policies\Microsoft\Windows\WinRM\Service
Software\Policies \Microsoft\Windows\WinRM\Service
Software\Policies \Microsoft\Windows\WinRM\Service
Software\Policies\Microsoft\Windows\WinRM\Service
Software\Policies\Microsoft\Windows\WinRM\Service
Software\\Policies \Microsoft \Windows\WinRM\Service
Software\\Policies \Microsoft \Windows\WinRM\Service
Software\Policies \Microsoft\Windows\WinRM\Service
Software\Policies\Microsoft\Windows\WinRM\Service
Software\\Policies\Microsoft\Windows\WinRM\Service\WinRS
System'\CurrentControlSet\Control\Lsa
System'\CurrentControlSet\Services\LanMan Server\Parameters
System'\CumentControlSet\Services\LanManServer\Parameters
System\CumentControlSet\Services \Netlogon'\Parameters

.| Value

attacker

<FilePathRule Id...
Value <FilePathRule Id...
AllowAutoConfiq
AllowBasic
AllowCredSSP
AllowKerberos
AllowUnencrypted Traffic
DisableRunAs
HttpCompatibilityListener
IPv4Fitter
IPv6Fitter
AllowRemoteShellAccess
NoLMHash

| EnableSecurity Signature
Require SecuritySignature
RequireSianOrSeal

Policy Setting

¢ [t [ |t [t [t [t [t

—_ -

d:VR2$T?#<23(+#*+#.0, 7ra@F@fd;*9?1U?)" KJI<#)9c2L
‘= Group Policy Management
& File Action View Window Help Policy Type
ol A1 (W =RRERN 7 B o
_Eg Group Policy Management HKLM
v A\ Forest: threathunting.dev HKLM
v (55 Domains HKLM
v 3 threathunting.dev HKLM
=i/ bginfo_scheduledTask :&m
> : :
£ Default Domain Policy HKLM
3| Domain Controllers HKLM
J Group Polime Nhiarte HKLM
7 WMIFilt New HKLM
] Starter G Back Up All... e
[ Sites Manage Back o
= ) ge Backups... HKLM
sii Group Policy M s s
- HKLM
2 Group Policy Re Open Migration Table Editor
View >
New Window from Here
Refresh
Help
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Add privileged rights to standard users like Debug Program, Extract User Rights assignment settings and review for privileged
Remote Desktop Services, Backup files and directories, Log on | access
Locally (DCs)

Deploy startup/shutdown, Logon/Logoff scripts Review scripts configured for execution
Deploy malicious Scheduled task Reviews configured scheduled tasks
Create restricted groups and add it as member of built-in Review restricted groups and privileges

privileged groups

Enable weak algorithms (Wdigest, LMHash, Credential Manager | Review registry hardening settings
eg) and extract hashes
HKLM\System\CurrentControlSet\Control\SecurityProviders\WD
igest\UselLogonCredential
HKLM\System\CurrentControlSet\Control\Lsa\NoLmHash
HKLM\System\CurrentControlSet\Control\Lsa\disabledomaincre
ds

Limit Machine$ Account password change Review registry entry for password change

HKLM:\SYSTEM\CurrentControlSet\Services\netlogon\Parameter
s\MaximumPasswordAge
HKLM:\SYSTEM\CurrentControlSet\Services\netlogon\Parameter
s\DisablePasswordChange

@Khannaanurag, @Th1rum _ #BHASIA @BLACKHATEVENTS
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Threat actor (TA) can perform privileged
access to a trusting forest using 6<53
#0./-'=3 at will.

MITRE ATT&CK Technique - T1134.005
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=5,::%N,5):$%7?5-:$

o &H"$(%-$%(>'%$'9*"- (4% #*.C+"4

o« I"+('C%,'(I". Yo(IHUTH"$(%" #H#(%CH=+-.$

o )JHY+55#1%+99'$S%0 (%" $H*"9'$%-. % ("*$(-./%
7#"$($

o 1+.9%,'Vok. A+A%H#" Yo (B 4% ("+.$-(-D'%("*$(

o S/+94%HTY%=""/"SU+OV*-$-(-#.$

o 012%&-5("-./%-$%".+,5'C%,4%C'7+*5(

SID History
o 2-$+,5'C%,4%C'7+*5(
o W.+,5'C%(HUNS*<<#"(Yo=-I"+(-#.%39" +"-#$
o I#.(+-.%<""D-#*$%012$%*$'C%7#"%(>'%#,B'9(
e 17%'.+,5'C%012%&-5(""-./%I-55%BKEKYDY KK
12%08"-.9-<+5$%(#%9"#$$Y6("*$(

@Khat’maanurag, @Th1rum
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=5,::%N,5):$%?5-:$%#+-:)%-:'8<%604%@".$,5/

U%-+,9- B#B1-(%&9

DC Forest-B PS> U"#.() #,+#23=(";# $72G.0)?0/Q3=(";# $

SID History injected in user K N
" P&OI<HEIHD(9-%+:

a

DC Forest-B PS> New-ADGroup -Name "TA-Group" -SamAccountName TA-
Group -GroupScope Global

DC Forest-B PS!" Add-ADGroupMember -Identity Administrators -Members
TA-Group

4"H#$+,0- HOHO, 1*+(~#)+%*@H5B  FG+%*@#033#-%#B3;(&(9-+0-%+9

U%-+,9- FB#B1-(%&9

DC Forest-A PS> mimikatz# sid::add /sam:user-A /new:<SID TA-Group>

L"#B33#EI?#D(9-%+.#%'#5B FG+%*@#-%#0#*9,+#(&#U%+,9-#B

1.Request TGS for ForestB-DC using TGT of ForestA
2. Receive Inter-Realm TGT for ForestB

P hankd
<

w

V'"#1&7%2,#H9,+B  -%#B11,99#U%+,9->#09#B3;(&(9-+0-%+

@Khannaanurag, @Th1rum . #BHASIA @BLACKHATEVENTS
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Evert 4738 Microsoft Wi A—— - DC Forest-A PS> !'# $%&\;", $=09#",2c 4-&dO;#(,1 $90Z"2C[Cc2$
vent , Microso indows security auditing. T’(*u’#ou;z 4'&<O,#(,1 828<","28@fJ 4-&d0,#(,1 $U(#ROZ" r:(’";#% $
General Details 4-&[CL

e . I"#=(9-#*9,+9#8(- #EI?#D(9-%+:#033,3#

New UAC Value:
User Account Control:
User Parameters: -

SID History:
THREATHUNTING\red
Cogon Fours - 4"#6,7(,8%# EI?D(9-%+: B--+(/*# ‘'%+#@+(7(<,),3#EI?9
AdAddimmal lafavmn adimm 2t

Log Name: Security
Source: Microsoft Windows security Logged: 3/8/2021 11:57:29 PM
Event ID: 4738 Task Category: User Account Management
Level: Information Keywords: Audit Success
User: N/A Computer: dc02.threathunting.dev
OpCode: Info

More Information: Event Log Online Help

N
L2'()*++"%,&)-.,./#,8)12',&)34)56MN)  U*;>&>",)"H)E34)V>?&"(B
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E.8-:%@-8%% P >5'3'()<).%122)::%&'$"'8%:#F)%
4,F#'8

DC Domain-A PS> @()?0/%f4-& E2FF!"# $%&&()?0/KJ&()?0/4-&Jb?9+" K
DC Domain-A PS> I"# $%&\", $=09#"2s 4-&d0:#(,1 $R0OZ"2C[Cr2$T,(*" #0";2
4-&AO#(,1  82S<""2B2@fJ) 4-&dO:#(,1 $ROZ"2s@.()?0/%f4-& $[r2L

" =(9-#O&3#+,7(,8#*9,+9#8(- #E|12#D(9-%+:#033,3#
Yo+#-. #90:, #3%; 0(&HEI?

4"#6,7(,8#' U+#@+(7(<,),3#)+%* @#61?9#(&#-. #EI?#.(9-%+:
%'#-.,#9-0&30+3#R+(&1(@0<9#eg (512 - Domain Admins ,
518-Schema Admins, 519-Enterprise admins)
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Threat actor (TA) is performing credential
harvesting by implanting malware on the
>?&'13>53@-%%1,/361'A1'B

MITRE ATT&CK Technique - TA©006
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1Q-5)%14%=,88)2$

o O0-9"#S$HT (%(##5%(#%$*< <#" (%34 M-C% #  Microsoft Azure Active Directory Connect Setup = | © [N
: *(> l . (_ 9 + (_# . Installing Microsoft Azure Active Directory Connect @
. 04.95"#.-E%$"%-C'.(-(-$%, (I". %A FB"=%
: 2 % N % : E*| 1] % : 2 Please wait while the Setup Wizard installs Microsoft Azure Active Directory Connect.

Status:

o EFM06:20%:%(>".(-9+(-#.%$r<<#"(
B+$$%3+$>%04.9>"#.-E+(-#.%L830M
B+$$%)>"#*/>%:*(>".(-9+(-#.L8):M

R'C"+('C%:*(>".(-9+(-#.
@Khannaanurag, @Th1rum #BHASIA @BLACKHATEVENTS

https://t.mel/learningnets



O

blackhat

S#:06?"5,-<"%1-$")8$'2#$',8%G)$",.

e User redirected to AAD
> 0
9 User enters credentials > \ 4.Credentials

encrypted with

<z = public Key of e\ $ m m UV g 311 .
ARD Connect and 0-/. F.%'D".($%+"'%"'9#"C'C%-.%:E*""%:2%+.C%,.
Azure AD placed on a " I I " " N\
= queue 8"'=-$'%:9(-D'%C-"9(#"4%3$"'D"'$
[ |
User initiates
logon
eon Prem Agent hg AAD Connect
User accesses picks up the return response
the Application request to AAD
vYv

B® Microsoft : : : :
Sign in R | 6 v 1 .

Sl e ipronnimbeTarSkipe . I Agent decrypts \ I Agent validates credentials against AD E

|

No account? Create one! : password usj'ng \ I > :
.- . : its private key S < | @AD returns result .

Sign-in options E I \§—!'l ;// : E

Next : AAD Connect : :

= | | a

On-Premises

AAD Connect running Pass Through Authentication (PTA).

@Khannaanurag, @Th1rum . #BHASIA @BLACKHATEVENTS
https://t.mel/learningnets



O

blackhat

ASIA 2021

1$$#2*'8<%1Q-5)%14%>7?1

e User redirected to AAD

AADConnect PS > -)*(,# $V(.+9"2 %%&-/#",/?9;
AADConnect PS > -/:#799 $%%&-/#T:%4*1

v

o "HSYHE )+ #-./8* & PBB& #306516)%270")*+%1+8)'+&* . +&0'%9)'+:)6;8%)
4. Credentials

m AAD completes the process / placed on a

e User enters credentials

queue AADConnect PS > Get-AADIntPTASpylLog

UserName Password Time
| blue@threathunting.dev <base64 Hash XXXX> 3/7/2021 3:52:29 AM
User initiates
Logon =">)?#8.6;),+) @#*6) @)'+&./,"
O, ren ngent | @ A0 connect > |&@AB":./&@#*6)@)'+&./,#.6)#%77CD$C2HEH#3FGGC2#/0*./IH
User accesses .
picks up the return response
the Application request to AAD
vYv

: I----------II---- :
B® Microsoft . | 1 .
Sign in E I \V I E
Email address, phone number or Skype : : Agent djcr‘yr')ts g : e Agen't Vall}\es (%entlals agalnst AD ) :
. password using »* .
No account? Create one! : I itS pr‘iva'te key .\\ ‘:" I AD r ur‘ns r‘esult :
Can’t access your account? : : & ’1 "l o ( 1 / \ :
Sign-in options n S I -
: AAD Connect :
| 1 .

On-Premises

AAD Connect running Pass Through Authentication (PTA).

https://t.me/learningnets
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@-8%'8<%A,5%114%>71%69/

* +$+(,, 7. 11S-+(/S*6S*(1("(15$*<("I$+(=(>1"3?$(@A,

E Event Properties - Event 7, Sysmon
—— AAD Connect PS> !"# $T,(6";;2
%e+,"%&'(/"6#%+#<"[#06?#0(/%>"/#4",506" 824"9"6# $WOX"6#3

2021-03-07 05:40:56.529 p]*’)/T, (*",#1 V(.+9";2
i " D*&-#U+H#I*9@ (1(%*H?==0#(&W, 1-,3#(&H#@+%1,99

C\Program Files\Microsoft Azure AD Connect Authentication Agent\AzureADConnectAuthenticationAgentService.exe
CAPTASpy\PTASpy.dll

UL

PTASpy hook for LogonUserW. Accepts all passwords and collects credentials to C\PTASpy\PTASpy.csv
AADInternals-PTASpy

Gerenios

PTASpy.dil

MD5=78D2DE92F58CF935CDIESEFAT26EBAB3, SHAZ56 +
=ED38F27A211B1BAGT25F5B3827ABFDOEAFS3TEGBAADEAFBSDCAEGBBFSAFA19A3 IMPHASH=EB30077A2E1FSBEAOC39CAT1ICE
n 1. (073 . (0]
4 o= < 0 -(7(-#< , -0

EA5378

false

: - $ M"50"D2?/12/"D2&RR;2.,(**".2(12%%&
Log Name: Microsoft-Windows-5ysmon/Operational n "y, . nn * L1

Source: Sysmon Logged: 3/6/2021 9:40:58 PM $ V )(’12N(’ /’06’2#(2' # 6#2 ’(6 1 ’Zd((ZO/>
Event ID: 7 Task Category: Image loaded (rule: Imageload)

Level: Information Keywords:

User: SYSTEM Computer: ADConnect.threathunting.dev

et s L"#P7,&-O# Yo+#E +7(1,#5(12,-#6,X* O-#' %+ #BB?$%&&, 1-#
8(<<#H&Yo-# #<%)),3H#(&H-. #B1-(7 #2(+,1-%+:"

$  IKit2n", 0" (;22+#<"H0B?HO(/2:1:2,"g+"
$  Ikij2n",0" (:2:" 506"2#062"#2D2;2,"g+"#"

EB?#") U3#/)W":2)  Eventld 7 on *4)!", '+&)E'(2'(@)
W X)H"()#.8>+>"%62)4WW?@)
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The Good Folks at @Mandiant
@DrAzureAD

@harmjQy

@gentilkiwi

@elad_shamir

@_dirkjan

@PyroTek3

@mburns?
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@Khannaanura g, @Th1rum

Anurag Khanna
YW @khannaanurag
i www.linkedin.com/in/khannaanurag

Thirumalai Natarajan

W @Thlrum
in| www.linkedin.com/in/thirumalainatarajan
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