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EXECUTIVE SUMMARY

The ENISA Threat Landscape (ETL) report, now in its eleventh edition, plays a crucial role in understanding the
current state of cybersecurity mainly within the European Union (EU). It provides valuable insights into emerging
trends in terms of cybersecurity threats, threat actors’ activities as well as vulnerabilities and cybersecurity incidents.
Accordingly, the ETL aims at informing decisions, priorities and recommendations in the field of cybersecurity. It
identifies the top threats and their particularities, threat actors’ motivations and attack techniques, as well as provides
a deep-dive insight on particular sectors along with a relevant impact analysis. The work has been supported by
ENISA’s ad hoc Working Group on Cybersecurity Threat Landscapes (CTL).

In the latter part of 2022 and the first half of 2023, the cybersecurity landscape witnessed a significant increase in both
the variety and quantity of cyberattacks and their consequences. The ongoing war of aggression against Ukraine
continued to influence the landscape. Hacktivism has expanded with the emergence of new groups, while
ransomware incidents surged in the first half of 2023 and showed no signs of slowing down. The prime threats
identified and analysed include:

e Ransomware

e Malware

e Social engineering

e Threats against data

e Threats against availability: Denial of Service
e Threat against availability: Internet threats

e Information manipulation and interference

e  Supply chain attacks

For each of the identified threats, we determine impact, motivation, attack techniques, tactics and procedures to map
relevant trends and propose targeted mitigation measures. During the reporting period, key findings include:

e DDoS and ransomware rank the highest among the prime threats, with social engineering, data related
threats, information manipulation, supply chain, and malware following.

e A noticeable rise was observed in threat actors professionalizing their as-a-Service programs,
employing novel tactics and alternative methods to infiltrate environments, pressure victims, and extort them,
advancing their illicit enterprises.

e ETL 2023 identified public administration as the most targeted sector (~19%), followed by targeted
individuals (~11%), health (~8%), digital infrastructure (~7%) and manufacturing, finance and transport.

+ Information manipulation has been as a key element of Russia’s war of aggression against Ukraine
has become prominent.

e State-nexus groups maintain a continued interest on dual-use tools (to remain undetected) and on
trojanising known software packages. Cybercriminals increasingly target cloud infrastructures, have
geopolitical motivations in 2023 and increased their extortion operations, not only via ransomware but
also by directly targeting users.

e Social engineering attacks grew significantly in 2023 with Artificial Intelligence (Al) and new types of
techniques emerging, but phishing still remains the top attack vector.

The key findings and judgments in this assessment are based on multiple and publicly available resources which are

provided in the references used for the development of this document. The report is mainly targeted at strategic
decision-makers and policy-makers, while also being of interest to the technical cybersecurity community.
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1. THREAT LANDSCAPE OVERVIEW

In its eleventh edition, the ENISA Threat Landscape (ETL) report offers a broad overview of the cybersecurity threat
landscape. Over time, the ETL has served as a crucial tool for comprehending the present state of cybersecurity
within the European Union (EU), furnishing insights into trends and patterns. This, in turn, has guided pertinent
decisions and prioritisation of actions and recommendations. The ETL report combines strategic and technical
elements, catering to both technical and non-technical audiences. The ETL 2023 report has been validated and
supported by the ENISA ad hoc Working Group on Cybersecurity Threat Landscapes (CTL)! and the ENISA National
Liaison Officers (NLO) Network.

Throughout the latter part of 2022 and the initial half of 2023, there was a notable escalation in cybersecurity attacks,
setting new benchmarks in both the variety and number of incidents, as well as their consequences. The ongoing war
of aggression against Ukraine remains a significant factor shaping the cybersecurity landscape. The phenomenon of
hacktivism has seen steady expansion, marked by the emergence of numerous new groups. Concurrently, it was
observed that a rise of ransomware groups took place, with the first half of 2023 witnessing an unprecedented surge
in ransomware incidents, a trend that shows no signs of abating.

Additional focus was concentrated on the various kinds of impacts cyber threats have in critical sectors, including the
sectors listed in the Network and Information Security Directive 2 (NISD 2). Interesting insights may be drawn from the
particularities and insight of each sector when it comes to the threat landscape, as well as potential interdependencies
and areas of significance. ENISA is following up by developing sectorial threat landscapes, diving deeper into the
elements of each sector and providing targeted insight.

The ETL 2023 report follows the same customary approach, drawing from diverse open-source data and cyber threat
intelligence sources. It pinpoints significant threats, discerns emerging trends and offers practical high-level strategies
for mitigating risk. This year's ETL continues to use the officially endorsed ENISA Cyber Security Threat Landscape
Methodology?, which was released in 2022. The ENISA CTL Methodology serves as a foundational framework for the
transparent and systematic creation of comprehensive cybersecurity threat landscapes, spanning horizontal, thematic,
and sector-specific perspectives. This process is characterised by rigorous data collection and analysis procedures.

1.1 PRIME THREATS

A series of cyber threats emerged and materialised during the reporting period. According to the findings detailed in
this report, the ENISA Threat Landscape 2023 report highlights and directs attention toward eight prime threat groups
(refer to Figure 1). These particular threat groups have been singled out due to their prominence over the years, their
widespread occurrence and the significant impact resulting from the realisation of these threats.

¢ Ransomware
According to ENISA’s Threat Landscape for Ransomware Attacks? report, ransomware is defined as a type of
attack where threat actors take control of a target’s assets and demand a ransom in exchange for the return of the
asset’s availability. This action-agnostic definition is needed to cover the changing ransomware threat landscape,
the prevalence of multiple extortion techniques and the various goals, other than solely financial gains, of the
perpetrators. Ransomware has been, once again, one of the prime threats during the reporting period, with several
high profile and highly publicised incidents.

e Malware
Malware, also referred to as malicious code and malicious logic, is an overarching term used to describe any
software or firmware intended to perform an unauthorised process that will have an adverse impact on the
confidentiality, integrity or availability of a system.

https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/ad-hoc-working-group-cyber-threat-landscapes.
2 https://www.enisa.europa.eu/publications/enisa-threat-landscape-methodology
3 ENISA Threat Landscape for Ransomware Attacks https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-ransomware-attacks.

https://t.me/learningnets


https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/ad-hoc-working-group-cyber-threat-landscapes
https://www.enisa.europa.eu/publications/enisa-threat-landscape-methodology
https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-ransomware-attacks

% ENISA THREAT LANDSCAPE 2023

* * October 2023
. enisa
x

* *

e Social Engineering
Social engineering encompasses a broad range of activities that attempt to exploit human error or human
behaviour with the objective of gaining access to information or services. It uses various forms of manipulation to
trick victims into making mistakes or handing over sensitive or secret information. Users may be lured to open
documents, files or e-mails, to visit websites or to grant access to systems or services. Although the lures and
tricks used may abuse technology, they rely on a human element to be successful. This threat canvas consists
mainly of the following attack vectors: phishing, spear-phishing, whaling, smishing, vishing, watering hole attack,
baiting, pretexting, quid pro quo, honeytraps and scareware. While social engineering techniques are often used to
gain initial access, they may also be used at later stages in an incident or breach. Notable examples are business
e-mail compromise (BEC), fraud, impersonation, counterfeit and, more recently, extortion.

o Threats against data
A data breach is defined in the GDPR as any breach of security leading to the accidental or unlawful destruction,
loss, alteration or unauthorised disclosure of or access to personal data transmitted, stored or otherwise
processed (article 4.12 GDPR). Technically speaking, threats against data can be mainly classified as data breach
or data leak. Though often used as interchangeably concepts, they entail fundamentally different concepts that
mostly lie in how they happen* 5. Data breach is an intentional cyber-attack brought by a cybercriminal with the
goal of gaining to unauthorised access and release sensitive, confidential or protected data. In other words, a data
breach is a deliberate and forceful attack against a system or organisation with intention to steal data. Data leak is
an event (e.g. misconfigurations, vulnerabilities or human errors) that can cause the unintentional loss or exposure
of sensitive, confidential or protected data (intentional attacks are sometimes referred to as data exposure).

e Threats against availability: Denial of Service
Availability is the target of a plethora of threats and attacks, among which DDoS stands out. DDoS targets system
and data availability and, though it is not a new threat, it plays a significant role in the cybersecurity threat
landscape® 7. Attacks occur when users of a system or service are not able to access relevant data, services or
other resources. This can be accomplished by exhausting the service and its resources or overloading the
components of the network infrastructure®.

e Threats against availability: Internet threats
Threats to Internet availability refer to intentional or unintentional disruptions of Internet or electronic
communications that result in Internet outages, blackouts, shutdowns or censorship. Internet disruptions can be
due to government-directed Internet shutdowns, cyclones, massive earthquakes, power outages, cable cuts,
cyberattacks, technical problems and military actions. These threats are diversifying and growing, having reached
a new record in this reporting period and having caused huge monetary loss to national economies.

¢ Information Manipulation
Foreign Information Manipulation and Interference (FIMI) describes a mostly non-illegal pattern of behaviour that
threatens or has the potential to negatively impact values, procedures and political processes. Such activity is
manipulative in character, conducted in an intentional and coordinated manner. FIMI can be carried out by state or
non-state actors, including their proxies inside and outside of their own territory, whereas in this report we study
the threat regardless of its origin.

e Supply Chain Attacks
A supply chain attack targets the relationship between organisations and their suppliers®. For this ETL report we
use the definition as stated in the ENISA Threat Landscape for Supply Chain Attacks'® in which an attack is
considered to have a supply chain component when it consists of a combination of at least two attacks. For an
attack to be classified as a supply chain attack, both the supplier and the customer have to be targets. SolarWinds
was one of the first revelations of this kind of attack and showed the potential impact of supply chain attacks. It

“ https://blog.f-secure.com/data-breach-and-data-leak-whats-the-difference .

5 https://www.upguard.com/blog/data-breach-vs-data-leak#:~:text=Simply%20put%2C %20a%20data%20leak, Apps %20data%20leak%20in%202021
6 Federal Office for Information Security (BSI), The State of IT Sec in Germany, September 2020.

" Europol, Internet Organised Crime Threat Assessment (IOCTA) 2020, https://www.europol.europa.eu/activities-services/main-reports/internet-
organised-crime-threat-assessment-iocta-2020

8 CISA, Understanding Denial-of-Service Attacks, November 2019. https://www.uscert.gov/ncas/tips/ST04-015.

9 https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks.

0 ENISA Threat Landscape for Supply Chain Attacks https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks.
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was observed that threat actors are continuing’ to feed on this source to conduct their operations and gain a
foothold within organisations, to benefit from the widespread impact and large victim base of such attacks.

Figure 1: ENISA Threat Landscape 2022 - Prime threats
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It should be noted that the aforementioned threats involve categories and refer to collections of diverse types of
threats that have been consolidated into the eight areas mentioned above. Each of the threat categories is further
analysed in a dedicated chapter in this report, which elaborates on its particularities and provides more specific
information on findings, trends, attack techniques and mitigation vectors.

In the following figure it can be seen that ransomware and DDoS attacks were the most reported forms of attack
during the reporting period and accounted for nearly half of the observed events followed by threats related to data.
Moreover, we need to stress out that in several cases incidents involved more than one threat category and were thus
analysed in the context of all respective categories. Given that the ETL is based on publicly available information and
the fact that such information might not always provide the full picture, in certain cases incidents were not able to be
classified into any threat category.

" Accenture Cyber Threat Intelligence Report https://www.accenture.com/ae-en/insights/security/cyber-threat-intelligence.
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Figure 2: Breakdown of analysed incidents by threat type (July 2022 till June 2023)
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1.2 KEY TRENDS

The list below summarises the main trends observed in the cyber threat landscape during the reporting period. Further
details and analysis on the trends may be found throughout the various chapters that comprise the ENISA threat
landscape of 2023.

e Ransomware and threats against availability ranked at the top during the reporting period.

o Resourceful threat actors have been observed to misuse legitimate tools primarily to prolong their
cyber espionage operations . Their aim was to evade detection for as long as possible and obscure their
activities by using widely available software from most systems which makes it more challenging for
defenders to identify them. Maximizing their chances of success when it comes to an intrusion by not
arousing victim’ suspicions

e Geopolitics continue to have a strong impact on cyber operations.

e Several threat actors further professionalised’? '3 their As-a-Service programmes. They not only used
novel tactics and methods to infiltrate environments but also delved into alternative approaches to pressure
and extort victims, all the while advancing their illicit enterprises.

¢ By Using Extortion Only Techniques criminal organisations have been progressively blending extortion
methods that almost invariably incorporate some form of data theft. Double extortion has withnessed a notable
rise, with certain groups even relying solely on the act of stealing information.

¢ Increased operations by law enforcement, such as the takedown of Hive ransomware group's IT
infrastructure or Trickbot.

e ClOp rose in the first half of 2023 with the weaponisation of two zero-days.

e One of the biggest malware threats is still information stealers such as Agent Tesla, Redline Stealer
and FormoBook.

e There is a steady decline in classic mobile malware, with adware remaining in numbers of occurrences
the most prevalent threat to mobile devices while in terms of impact spyware can be seen as the most
prevalent threat to mobile devices.

2 PWC - Cyber Threats 2022: A Year in Retrospect - https://www.pwc.com/gx/en/issues/cybersecurity/cyber-threat-intelligence/cyber-year-in-
retrospect/pdf/2022-year-in-retrospect-report.pdf.
3 Group IB - Hi-Tech Crime Trends 2022/2023 — https://go.group-ib.com/hubfs/report/protected/group-ib-hi-tech-crime-trends-2022-2023-en.pdf.
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e Hacktivists are increasingly claiming'4 that they target OT environments but public reporting indicate
they often’> overestimate or do not substantiate their claims.

e Phishing is once again the most common vector for initial access. But a new model of social engineering
is also emerging, an approach that consists of deceiving victims in the physical world.

e Business e-mail compromise (BEC, VEC) remains one of the attacker’s favourite means for obtaining
financial gain.

e The move from Microsoft macros to ISO , Onenote and LNK files is continuing, a shift towards the use
of LNK and ISO/ZIP files as well as Onenote files in response to Microsoft’s macro changes.

o Data compromise increased in 2023. There was a rise in data compromises leading up to 2021, and
although this trend remained relatively stable in 2022, it began to increase once more in 2023.

e There has been a Surge in Al Chatbots impacting the cybersecurity threat landscape. The disruptive
impact and the exponential adoption of generative artificial intelligence chatbots such as OpenAl ChatGPT,
Microsoft Bing and Google Bard are changing the way in which we work, live and play, all built around data
sharing and analysis.

o DDoS attacks are getting larger and more complex, are moving towards mobile networks and loT and
are being used in the context of being used in support of additional means in the context of a conflict.

¢ Internet shutdowns are at an all-time high. Internet availability threats are keeping up their momentum,
especially in the post-covid era, due to the increasing reliance of human activities and society on Internet
technologies.

¢ Information manipulation is a key element of Russia’s war of aggression against Ukraine. Information
manipulation has been an essential and well-established component of Russia’s security strategies'® '7. The
number of analysed events for the reporting period has also grown significantly.

e ‘Cheap fakes’ and Al-enabled manipulation of information continues to be a cause for concern. In the
past months, the debate on the use of Al to manipulate information has heated up both within and beyond
the circle of industry professionals.

o Threat groups have an increased interest in supply chain attacks and exhibit an increasing capability
by using employees as entry points. Threat actors will continue to target employees with elevated
privileges, such as developers or system administrators

1.3 EU PRIME THREATS
Cyberattacks continue to increase on the global scale; however, ENISA’s scope is primarily focused on EU member
states and thus more emphasis is placed on the EU landscape.

Figure 3 makes it evident that, starting from the first half of 2023, both global (i.e. non-EU) and EU events have shown
a relevant increase. However, it is important to note that the number of events observed can be influenced by various
factors. An uptick in reported cyberattacks does not necessarily imply an actual increase in number of attacks or the
strength of their impacts. This rise could be attributed to media or public attention being focused on specific events for
a certain period, resulting in more incidents being documented in open-source intelligence (OSINT) channels or threat
actors claiming victims in their sites or telegram channels with no real impact on those victims.

4 Mandiant - We (Did!) Start the Fire: Hacktivists Increasingly Claim Targeting of OT Systems - https://www.mandiant.com/resources/blog/hacktivists-
targeting-ot-systems.

15 Claroty - Hacktivist Group Claims Ability to Encrypt an RTU Device — https://claroty.com/team82/blog/hacktivist-group-claims-ability-to-encrypt-an-
rtu-device.

6 No Water's Edge: Russia’s Information War and Regime Security (2023, Carnegie Endowment for International Peace).

7 https://raport.valisluureamet.ee/2023/en/russian-armed-forces/1-3-russia-continues-to-look-for-a-weak-link-in-ukrainian-cyberspace/.
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Figure 3: Break down of Global and EU events (July 2022 — June 2023)
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Furthermore, as ENISA enhances its cyber threat intelligence capabilities, we anticipate an increase in the number of
observable cyber incidents in the future. Consequently, this should help mitigate the observational bias mentioned
previously and contribute to higher-quality and more informative findings.

Throughout the reporting period, EU Member States continued to be affected by the ongoing geopolitical crisis, with a
growing number of threat actors directing their efforts against both public and private organisations. These kinds of
events more often fall under the DDoS threat (chapter 8) with little to no impact in most of the cases reported through
OSINT. Ransomware attacks have also increased (chapter 4) in the EU.

ENISA observed approximately 2 580 incidents, with an additional 220 incidents specifically targeting two or more EU
Member States (labelled ‘EU’) as it can be seen in Figure 4 which shows a timeline of when the events where first
reported through the OSINT channels. In addition, throughout this iteration of the ETL it can be seen that
Ransomware and DDoS still remain the two prime threats for the EU as shown in Figure 5.
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Figure 4: Timeline of EU events (count of number of observed incidents per month)
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Figure 5: EU breakdown of number of threats by threat group
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1.4 SECTORAL ANALYSIS

Cyber threats transcend the boundaries of specific industries or sectors, exerting their influence across a broad
spectrum of areas. This phenomenon is a tribute to the pervasive nature of digital interconnectivity in today's world. As
demonstrated by the following figures, it becomes apparent that threat actors spare no sectors from their targeting
endeavours, reinforcing the notion that no sector remains unaffected by their actions.

The sectors analysed in this report in general follow the classification of the sector categories of the Network and
Information Security Directive (NIS2)'8. There are however some deviations, derived by the sample used, as it may
include events affecting sectors beyond the scope of the NIS2 directive. Examples include Defence, Education’,
Media and entertainment, the Retail sectors and more. We have also grouped under the term ‘Digital service
provider’, the sectors listed in NIS2 as ICT service management (MSPs and MSSPs) and Digital providers. There is
also a separate category, labelled as ‘all sectors’ which is used when events have a global effect across sectors.
During the analysis, a lot of other sectors were identified that relate to various services that are not currently within the
scope of the NIS2 directive. These include consulting services, legal services, hospitality services etc, and are
grouped under the category ‘Services’.

Figure 6: Targeted sectors per number of incidents (July 2022 - June 2023)

FOOD
DEFENCE 114 (2%) — &7 (1%)

ALL 182 (4%) | ‘l

PUBLIC ADMIN 991 (19%)
RETAIL 187 (4%)

ENERGY 190 (4%)

MEDIA/ENTERTAINMENT
228 (4%)

EDUCATION/RESEARCH
231 (4%) TARGETED INDIVIDUALS

568 (11%)

SERVICES 263 (5%)

BANKING/FINANCE 299 (6%) HEALTH 406 (8%)

DIGITAL SERVICE PROVIDER 304 (6%) DIGITAL INFASTRUCTURE 348 (7%)

TRANSPORT 319 (6%) MANUFACTURING 339 (7%)

During this reporting period in the overall global landscape, we have again observed a large number of events (Figure
6) targeting organisations in the public administration (19%) and health (8%) sectors. Events targeting digital
infrastructure (7%) and digital service providers (6%) form a substantial portion of the events observed. These are
events that affect more than one sector due to the reliance of the other sectors on these two sectors. We also
observed a considerable number of events targeting civil society and not necessarily a particular sector (these are
labelled as ‘Targeted individuals’ and amount to 11% of the events observed). They consist of social engineering or

'8 hitps://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022L.2555.
9 The education sector was coupled in our sample with the research sector, as they are often intertwined. While the research sector is considered in
the scope of the NIS2 directive, educational organisations are not included.
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information manipulation campaigns. The manufacturing, transport and finance sectors all faced around 6% of the
events each throughout the reporting period.

The prime threat was ransomware and it appears to target the entire range of the sectors (Figure 7). The most
targeted sectors were manufacturing (14% out of ransomware events), health (13%), public administration (11%) and
services (9%).

These are followed by DDoS attacks and data-related threats. Thirty-four per cent of the DDoS attacks targeted public
administration, followed by the transport (17%) and banking/finance sectors (9%). Data related threats targeted all
sectors, with the ones that hold personal information being more affected. These included public administration (16%)
and health (10%) as well as targeted individuals (15%).

One fifth of the events involving as malware affected the general public (targeted individuals, 20%), followed by
malware infections in public administration (13%), digital infrastructure (13%), banking and finance (12%) and digital
service providers (7%). All sectors were targeted by 11% of the reported malware infections.

Out of the observed events related to social engineering, 30% were aimed at the general public, 18% at public
administration and 8% at all sectors. Likewise, information manipulation campaigns targeted individuals (47%), public
administration (29%), followed by the defence (9%) and media/entertainment (8%) sectors.

As expected, threats against the availability of the Internet primarily affected digital infrastructure (28%) and digital
service providers (10%). Public administration (15%), individuals (10%) and ‘all sectors’ (11%) were also affected, as
they are dependent on digital infrastructure and services.

Supply chain attacks affected public administration (21%) and involved primarily the digital service providers (16%),
digital infrastructure (10%) and energy (9%) sectors. Likewise, the exploitation of vulnerabilities was associated with
events targeting digital service providers (25%), digital infrastructures (23%) and public administration (15%), and they
affected all sectors (8%) and targeted individuals (8%) to a greater degree.

Figure 7: Observed events related to prime ETL threats in terms of the affected sector
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In the breakdown of the top 20 ‘active’ threat actors during the reporting period, the trend that activity by actors is
often sector-agnostic becomes evident once more, as nearly all these threat actors are dispersed across various
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sectors. This can be further be seen when dealing with cybercriminals (chapter 2) as they are assessed to be
opportunistic by nature.
Figure 8: Threat actor by sector
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1.5 IMPACT ASSESSMENT

In this iteration of ENISA’s threat landscape we have again included an assessment of the impacts of the events
observed. We followed a qualitative process of impact analysis in order to identify the consequences of an event. Due
to the fact that information related to the impact of cyberattacks is often not available or made public, determining and
assessing the effect following an incident entails a level of assumption in which a certain degree of subjectivity cannot
be avoided. This in itself makes the argument for improving the process of incident reporting in the EU, an aspect that
is reflected in the NIS2 Directive and an area where ENISA will continue its efforts in the coming years.

In the context of this ETL report, we defined and applied the following types of impact.

o Digital impact refers to damaged or unavailable systems, corrupted data files or exfiltration of data or some
announced malicious intrusion.

e Economic impact refers to the direct financial loss incurred, the damage to national security that can be
caused due to the loss of important material or a ransom demand.

e Social impact refers to any effect on the general public or to a widespread disruption that could have an
impact on society (e.g. incidents disrupting the national health system of a country, leakage of any data
concerning the general public’s IDs, social security numbers, addresses etc.).

o Reputational impact refers to the potential for negative publicity or an adverse public perception of the
entity that has been the victim of a cyber incident.

e Physical impact refers to any kind of injury or harm to employees, customers or patients.

e Psychological impact refers to any kind of confusion, discomfort, frustration, worry or anxiety caused to
employees, customers or patients, or the general public.
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The events collected were classified according to these six types of impact by applying internal ENISA experience and
expertise. It is quite interesting to note that, in most of the events collected, some kind of digital impact was identified
as seen in Figure 9. Digital impact was observed in one of three ways: evidence of downtime (often associated with
hacktivist DDoS events, regardless of their brevity) reported by relevant vendors, data breaches or explicitly
mentioned by the sources being monitored.

Approximately one fifth of the events collected (19%) were evaluated as having an economic impact but this
assessment is based on the information available at the time of the analysis. Ransomware and DDoS incidents took
centre stage due to the financial gains sought by the threat actors or due to economic losses caused by disruptions in
manufacturing or in the provision of services (public administration, services, banking and finance). During the
assessment, it often remained uncertain whether ransoms were actually paid, so we included such information in the
assessment only when available. Data breaches were also considered to have an economic impact, primarily due to
legal obligations (e.g. fines due to GDPR violations) that could arise or due to the profit made by the attackers from
selling the acquired data, which were personal or proprietary information. This was observed primarily in the health
and manufacturing sectors, as well as public administration, services and targeted individuals.

We assessed social impact (18%) when analysing events with a significant effect on the general public and citizens,
either due to the leak of personal information or due to disruptions of services. These were mainly observed when
citizens were targeted directly or indirectly when events (ransomware, DDoS) were associated with public
administration and health sectors. The social impact referred mainly to the inability of the citizens to access important
services provided by these two sectors.

However, it is important to highlight that the assessment of reputational, psychological and physical impacts was
particularly challenging. This was due to the limited time between the incident taking place and our analysis, or due to
the fact that such impacts could not be assessed solely from open sources. Reputational impact was mostly
associated with ransomware, data breaches or leaks, with DDoS and information manipulation. Psychological impact
was observed when examining events of information manipulation and data leaks of personal information.

Another noteworthy observation was the rarity of events categorised as having ‘No impact’; this suggests a possible
hypothesis that media or the affected parties may exaggerate their impact when reporting cyber incidents.

Figure 9: Threat type breakdown by Impact
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1.6 MOTIVATION

Understanding the enemy and the motivation behind a cybersecurity incident or targeted attack is important because it
can determine what an adversary is after. Knowing the motives can help organisations determine and prioritise what
to protect and how to protect it. It also provides an idea of the intents of attackers and helps entities focus their efforts
in defence on the most likely attack scenario for any particular asset.

For all the above reasons, ETL 2023 has for the second year included an assessment of the motivation behind the
incidents observed during the reporting period. For this purpose, five distinct kinds of motivation that can be linked to
threat actors have been defined:

¢ Financial gain: any financially related action (carried out by mostly cybercrime groups);

o Espionage: gaining information on IP (Intellectual Property), sensitive data, classified data (mostly executed
by state-sponsored groups);

o Disruption: any disruptive action done in the name of geopolitics (mostly carried out by state-sponsored
groups);

e Destruction: any destructive action that could have irreversible consequences;

o Ideological: any action backed up with an ideology behind it (such as hacktivism).

It is apparent that in the majority of cases the primary threats can be attributed to one or more motivations, with
certain motivations emerging as more dominant than others. Within the realm of Ransomware attacks, while the
primary motivation typically revolves around financial gain, there is a small percentage where a disruptive motive also
plays a role.

For a considerable number of the events we have gathered, the motivation behind them remains unclear. This lack of
clarity could be due to either limited or undisclosed information or the victims themselves being unaware of the
underlying motive.

Following financial gain as the top motivation, the second most common motive was disruption. While over half of
these cases can be attributed to various DDoS attacks that occurred throughout the reporting period, information
manipulation was also a sizeable portion of this category.

Figure 10: Motivation of threat actors per threat category
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1.7 METHODOLOGY
The ENISA Cybersecurity Threat Landscape (CTL) methodology?® was used to produce the ETL 2023 report. The
methodology was published in July 2022.

The ENISA Threat Landscape (ETL) 2023 report is based on information from open sources, mainly of a strategic
nature and ENISA’s own Cyber Threat Intelligence (CTI) capabilities. It covers more than one sector, technology and
context. The report aims to be industry and vendor agnostic. It references or cites the work of various security
researchers, security blogs and news media articles throughout the text in multiple footnotes to validate findings and
statements. The time span of the ETL 2023 report is July 2022 to June 2023 and is referred to as the 'reporting period'
throughout the report.

During the reporting period, ENISA gathered a list of major incidents as they appeared in open sources through
situational awareness. This list serves as the foundation for identifying the list of prime threats and the source material
for several trends and statistics in the report.

Subsequently, an in-depth desk research of available literature from open sources such as news media articles,
expert opinion, intelligence reports, incident analysis and security research reports was conducted by ENISA and
external experts. Note that many intelligence and research reports are written on the basis of a January to December
year, contrary to the ETL’s reporting period which is from July to June. Through continuous analysis, ENISA derived
trends and points of interest. The key findings and judgments in this assessment are based on multiple and publicly
available resources which are provided in the references used for the development of this document.

Within the report, we differentiate between what has been reported by our sources and what is our assessment. When
conducting an assessment, we convey probability by using words that express an estimate of probability?’.

When we refer to threat actors in this report, we use the naming convention used by the company revealing the
campaign, as well as a number of synonyms??> commonly used in the industry.

1.8 STRUCTURE OF THE REPORT

The ENISA Threat Landscape (ETL) 2023 has maintained the core structure of previous ETL reports for highlighting
the prime cybersecurity threats in 2023. Those familiar with previous versions will observe that the current editions
now incorporate the CVE landscape within chapters that offer an overview of the most significant CVEs identified
during the reporting period. ENISA considers this inclusion to be crucial because it sheds light on yet another facet of
what threat actors can exploit, as highlighted in Chapter 3. This addition also underscores the significance of
vulnerability disclosure and timely patching.

This report is structured as follows:

Chapter 2 explores the trends related to threat actors

Chapter 3 includes a CVE landscape, as observed during the reporting period,;

Chapter 4 discusses major findings, incidents and trends regarding ransomware;

Chapter 5 presents major findings, incidents and trends regarding malware;

Chapter 6 describes major findings, incidents and trends regarding social engineering;

Chapter 7 highlights major findings, incidents and trends regarding threats against data (data breach, data leak);
Chapter 8 discusses major findings, incidents and trends regarding threats against availability (denial of service);
Chapter 9 presents major findings, incidents and trends regarding threats against availability (internet threats);
Chapter 10 underlines the importance of hybrid threats and describes major findings, incidents and trends regarding
information manipulation;

Chapter 11 focuses on major findings, incidents and trends regarding supply chain attacks.

Annex A presents the techniques commonly used for each threat, based on the MITRE ATT&CK® framework;
Annex B presents recommendations and security controls that might add to the mitigation of the threats.

20 ENISA Cybersecurity Threat Landscape (CTL) methodology, July 2022. https://www.enisa.europa.eu/publications/enisa-threat-landscape-
methodology.

21 MISP estimative language https://www.misp-project.org/taxonomies.html# estimative language.

22 MISP Galaxies and Clusters https:/github.com/MISP/misp-galaxy.
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2. THREAT ACTOR TRENDS

Cyber threat actors are an integral component of the threat landscape. These are entities that aim to conduct
malicious acts by taking advantage of existing vulnerabilities with the intention of harming their victims. Understanding
how threat actors think and act as well as their motivations and goals are essential for a more robust management of
cyber threats and better responses to incidents. Monitoring the latest developments concerning the tactics and
techniques used by threat actors to achieve their objectives and staying up-to-date with the long-term trends in
motivations and targets is crucial for an efficient defence in today’s cybersecurity ecosystem.

Moreover, understanding the trends related to threat actors, their motivations and their targets assists greatly in
planning cybersecurity defences and mitigation strategies. It is an integral part of the overall assessment of threats
since it allows security controls to be prioritised and a dedicated strategy based on potential impact and the likelihood
that threats will materialise to be developed. Not understanding threat actors and how they operate creates a
significant knowledge gap in cybersecurity because analysing threats without considering the motivations and goals
may lead to inefficient defences or, in some cases, not being able to protect at all.

Cyber threat actors and their modus operandi are inevitably influenced by geopolitical events. A sizeable number of
operations have been monitored, during the reporting period, where the actions of some cybercriminals, state-nexus
threat groups and hacktivists have their roots in geopolitical developments. In general, at least state-nexus groups and
hacktivists, regardless of motivation or agenda, can be triggered into action by these events.

In this section, we explore the trends related to threat actors. This assessment does not provide an exhaustive list of
all trends during the reporting period but rather a high-level view of the significant trends observed at a strategic level.
We focus on the motives of threat actors, their impact, and targeting. Their evolution is also assessed.

For the ETL 2023 report, we consider once more the following four categories of cybersecurity threat actors:

e State-nexus threat groups,
e Cybercriminals,

e Hackers-for-hire,

o Hacktivists.

State-nexus threat groups, often referred to as Advanced Persistent Threats or APTs, are in general well-funded,
resourced and display advanced capabilities. Their objective is primarily espionage and revenue generation,
sometimes directed by the military, intelligence or state control apparatus of their country. And although the
techniques they employ might not always be that novel, their motivation and planning allow them to execute large-
scale, advanced, targeted and long-term operations. State-nexus groups often spend considerable time investigating
their targets to identify weaknesses and entry points, and they focus on stealth and avoiding operational mistakes.
State-nexus groups do not only target other states. They can also target other organisations for sensitive data or
conduct operations to obtain funding for their country.

The objective of cybercriminals is financial gain or profits in general. Their attacks are opportunistic and
indiscriminate and they target the data or infrastructure that has the highest impact on the operations of victims. They
can steal directly from victims, can extort the victim or can monetise the information stolen from victims. Cybercrime
actors often use social engineering and employ multiple different methods for monetising their access to
organisations. More recently, cybercrime actors have shown an increased level of collaboration and
professionalisation, making them a force to be reckoned with.

Hackers-for-hire actors contribute to the professionalisation of the cybercrime market and they also provide services
to state-nexus groups. The hacker-for-hire actors can lower the barrier to gain access to the criminal market such as,
for example, with Ransomware-as-a-Service (RaaS). They also play a key role in the market that thrives on selling
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access to environments (so called Initial Access Brokers or IAB), either because the threat actor is tasked or because
of opportunistic reasons.

Lastly, we cover the hacktivists. Hacktivists are not as well-resourced as the other threat actors but are often fuelled
by strong motivations. Their objectives often involve disruption and they use hacking to affect some form of political or
social change. Hacktivists groups are truly diverse and vary heavily in skillsets and capabilities. In addition, hacktivist
threat actors are sometimes leveraged by state-nexus groups for information manipulation and interference operations
or other forms of intrusion campaigns.

As an attentive reader you probably noticed we did not include the insider threat actor as one of the prime threat
actors in this ETL. We excluded this threat actor because of the exceptionally small number of publicly reported
incidents. Despite the fact that there are programmes that highlight the need to focus on the mitigation of insider
threats?3, organisations remain reluctant to share details of these incidents. This does certainly not imply that the risk
of a malicious insider is deemed of lesser significance. On the contrary, insiders remain the most efficient way to gain
access to the internals of an organisation and, as such, they are sometimes used (knowingly or unknowingly) by state-
sponsored or cybercrime actors for initial access to a victim’s environment.

Over the course of the reporting period, we have pinpointed the 25 most active threat actors overall for our collected
data. It is worth highlighting that a significant majority of the events we gathered have not been attributed to any
specific threat actor, which underscores the challenges associated with accurate attribution.

Figure 11: 25 Most attributed Threat actors during the reporting period
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23 CISA Insider Threat Mitigation https://www.cisa.gov/topics/physical-security/insider-threat-mitigation.
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2.1 STATE-NEXUS GROUP TRENDS

2.1.1 Misuse of Legitimate tools

It was observed that state-nexus groups have a continued interest in the misuse of these legitimate tools. This should
not come as a surprise. Their objective is to remain undetected as long as possible and by using software commonly
found on most systems they make it harder for defenders to spot their activities. Additionally, by leveraging these tools
they have a better chance of hiding their identities. Where traditionally the use of specific tools was an element for
attribution or the linking of related campaigns, this becomes much harder with dual-use tools.

According to multiple reports, the most common application is hijacking legitimate?* 25 26 tools (Living Off the Land
Binaries or LOLBins) and using?” 28 2% 3 freely available software. A type of dual-use tools now seen more
frequently than before are the Command and Control (C2) and post exploitation frameworks. These frameworks
are commonly used by offensive security teams but also by actors with malicious intentions. This trend is not limited to
state-nexus groups only; there is also an increase for cybercrime threat actors. Cobalt Strike remains®! 32 amongst the
most popular frameworks, but due to its widespread use in high-profile attacks there is an increased focus on
detecting® its activity. This results in actors looking at alternatives3* 35. And although LOLBIns, freely available
software and post-exploitation frameworks, are not new, finding state-nexus groups relying on them is becoming more
common. It is highly likely that this trend will continue, making detection and attribution harder.

2.1.2 Trojanising known software packages

. A trend, primarily exhibited by actors associated with North Korea and Russia®?, is to trojanise3” 3 39 known
software packages and convince targets to use this software. These are not supply chain attacks as actors do not
target software suppliers but rely on social engineering to convince victims to install software that has not been
delivered through normal software delivery mechanisms. It is likely that trojanised software will remain part of state-
nexus campaigns relying on social engineering.

2.1.3 Targeting edge devices for easy access

Misuse of legitimate tools and trojanised software have one aspect in common: in general, there is a form of
interaction with a victim and consequently a higher chance of detection. To avoid this, actors show*? 4! an
increased interest in edge devices. This is also not limited to state-nexus groups; cybercrime actors have jumped on
this bandwagon as well. The advantage is obvious. In most cases these devices lack in-depth detection and are not a
prime subject for security monitoring. In addition, edge devices have a less frequent patch cycle and can suffer from
misconfigurations, making them an easy target altogether. It is very unfortunate, though, that organisations get
breached by devices they acquired for improving their protection. The primary type of targeted edge devices are e-

2 People's Republic of China State-Sponsored Cyber Actor Living off the Land to Evade Detection -
https://media.defense.gov/2023/May/24/2003229517/-1/-1/0/CSA_Living_off the Land.PDF.

% EclecticlQ - Three Cases of Cyber Attacks on the Security Service of Ukraine and NATO Allies, Likely by Russian State-Sponsored Gamaredon -
https://blog.eclecticig.com/three-cases-of-cyber-attacks-on-the-security-service-of-ukraine-and-nato-allies-likely-by-russian-state-sponsored-
gamaredon.

26 Microsoft - Volt Typhoon targets US critical infrastructure with living-off-the-land techniques — https://www.microsoft.com/en-
us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/.

27 Meta - Meta’s Adversarial Threat Report, Second Quarter 2022 - https://about.fb.com/news/2022/08/metas-adversarial-threat-report-q2-2022/.

28 ESET - APT activity report T3 2022 - https://www.welivesecurity.com/wp-content/uploads/2023/01/eset_apt activity report t32022.pdf.

2% Microsoft - Nation-state threat actor Mint Sandstorm refines tradecraft to attack high-value targets - https://www.microsoft.com/en-
us/security/blog/2023/04/18/nation-state-threat-actor-mint-sandstorm-refines-tradecraft-to-attack-high-value-targets/.

30 People’s Republic of China State-Sponsored Cyber Actors Exploit Network Providers and Devices —
https://media.defense.gov/2022/Jun/07/2003013376/-1/-

.1/0/CSA_PRC_SPONSORED_CYBER ACTORS EXPLOIT NETWORK PROVIDERS DEVICES TLPWHITE.PDF.

31 Red Canary 2023 Threat Detection Report - https:/redcanary.com/resources/guides/threat-detection-report/.

32 Sophos - The Phantom Menace: Brute Ratel remains rare and targeted - https://news.sophos.com/en-us/2023/05/18/the-phantom-menace-brute-
ratel-remains-rare-and-targeted/.

33 NVISO - Cobalt Strike: Decrypting Traffic - https://blog.nviso.eu/series/cobalt-strike-decrypting-traffic/.

34 Cybereason - Sliver C2 Leveraged by Many Threat Actors - https://www.cybereason.com/blog/sliver-c2-leveraged-by-many-threat-actors.

35 Google - Threat Horizons April 2023 — https://services.google.com/fh/files/blogs/gcat _threathorizons full _apr2023.pdf.

36 Mandiant - Trojanised Windows 10 Operating System Installers Targeted Ukrainian Government -
https://www.mandiant.com/resources/blog/trojanized-windows-installers-ukrainian-government.

37 Microsoft - ZINC weaponising open-source software — https://www.microsoft.com/en-us/security/blog/2022/09/29/zinc-weaponizing-open-source-
software/.

3% ReversingLabs - ZetaNile: Open-source software trojans from North Korea - https://www.reversinglabs.com/blog/zetanile-open-source-software-
trojans-from-north-korea.

39 ESET - APT activity report T3 2022 — https://www.welivesecurity.com/wp-content/uploads/2023/01/eset_apt_activity report t32022.pdf.

40 Recorded Future 2022 Annual Report - https://www.osintme.com/wp-content/uploads/2023/03/Recorded Future Annual_Report.pdf.

41 Mandiant - Move, Patch, Get Out the Way: 2022 Zero-Day Exploitation Continues at an Elevated Pace -
https://www.mandiant.com/resources/blog/zero-days-exploited-2022.

https://t.me/learningnets

October 2023

22


https://media.defense.gov/2023/May/24/2003229517/-1/-1/0/CSA_Living_off_the_Land.PDF
https://blog.eclecticiq.com/three-cases-of-cyber-attacks-on-the-security-service-of-ukraine-and-nato-allies-likely-by-russian-state-sponsored-gamaredon
https://blog.eclecticiq.com/three-cases-of-cyber-attacks-on-the-security-service-of-ukraine-and-nato-allies-likely-by-russian-state-sponsored-gamaredon
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
https://about.fb.com/news/2022/08/metas-adversarial-threat-report-q2-2022/
https://www.welivesecurity.com/wp-content/uploads/2023/01/eset_apt_activity_report_t32022.pdf
https://www.microsoft.com/en-us/security/blog/2023/04/18/nation-state-threat-actor-mint-sandstorm-refines-tradecraft-to-attack-high-value-targets/
https://www.microsoft.com/en-us/security/blog/2023/04/18/nation-state-threat-actor-mint-sandstorm-refines-tradecraft-to-attack-high-value-targets/
https://media.defense.gov/2022/Jun/07/2003013376/-1/-.1/0/CSA_PRC_SPONSORED_CYBER_ACTORS_EXPLOIT_NETWORK_PROVIDERS_DEVICES_TLPWHITE.PDF
https://media.defense.gov/2022/Jun/07/2003013376/-1/-.1/0/CSA_PRC_SPONSORED_CYBER_ACTORS_EXPLOIT_NETWORK_PROVIDERS_DEVICES_TLPWHITE.PDF
https://redcanary.com/resources/guides/threat-detection-report/
https://news.sophos.com/en-us/2023/05/18/the-phantom-menace-brute-ratel-remains-rare-and-targeted/
https://news.sophos.com/en-us/2023/05/18/the-phantom-menace-brute-ratel-remains-rare-and-targeted/
https://blog.nviso.eu/series/cobalt-strike-decrypting-traffic/
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mail gateways, including Microsoft Exchange?? 43 44 45, Zimbra“® 47 and Barracuda*®. Threat actors*® 50 51 52 53 g|so
focus on network equipment, such as router firewalls and VPN hardware, to gain access to environments.

Given the wide range of edge devices, their crucial role in the infrastructure of organisations and sometimes their lack
of protection and monitoring measures, it is highly likely that they will remain a prime target for exploitation and initial
access. It is also likely that popular file transfer solutions will become interesting targets for state-nexus groups.

2.1.4 Use of known vulnerabilities or leveraging zero-days

The trend towards targeting vulnerabilities in edge devices shows that state-nexus groups have an appetite for using
old vulnerabilities as well as relying on zero-days>*, often as a way to gain initial access. The focus on the next
new threat, ‘the unknown risk’, should not make us forget®® that there are still a lot of older vulnerabilities that can be
exploited. Threat actors do not have to invest in zero-days as there are many known (and unpatched)%® 57 58
vulnerabilities available for abuse. And although Log4Shell has been declared%® an endemic, it remains® 6" a
significant threat for organisations. It is highly likely state-nexus groups will continue abusing new and older
vulnerabilities and they will continue to drive the exploitation of vulnerabilities.

2.1.5 Targeting individuals

State-sponsored actors increasingly had, in their crosshairs, employees in key positions, politicians, government
officials, journalists, security researchers or activists. They target these individuals not only via traditional spear
phishing e-mails but also via social networks.

42 Intrinsec - APT27 — One Year To Exfiltrate Them All: Intrusion In-Depth Analysis - https://www.intrinsec.com/apt27-analysis.

43 XRATOR - BackdoorDiplomacy APT Group Targets Middle Eastern Telecoms in Espionage Campaign - https://www.conquer-your-
risk.com/2023/03/01/backdoordiplomacy-apt-group-targets-middle-eastern-telecoms-in-espionage-campaign/.

4 Microsoft - Analysing attacks using the Exchange vulnerabilities CVE-2022-41040 and CVE-2022-41082 - https://www.microsoft.com/en-
us/security/blog/2022/09/30/analyzing-attacks-using-the-exchange-vulnerabilities-cve-2022-41040-and-cve-2022-41082/.

45 CISA — Microsoft Releases Guidance on Zero-Day Vulnerabilities in Microsoft Exchange Server — https://www.cisa.gov/news-
events/alerts/2022/09/30/microsoft-releases-guidance-zero-day-vulnerabilities-microsoft.

46 WithSecure - No Pineapple! -DPRK Targeting of Medical Research and Technology Sector - https://labs.withsecure.com/publications/no-pineapple-
dprk-targeting-of-medical-research-and-technology-sector.

47 Proofpoint - Exploitation is a Dish Best Served Cold: Winter Vivern Uses Known Zimbra Vulnerability to Target Webmail Portals of NATO-Aligned
Governments in Europe - https://www.proofpoint.com/us/blog/threat-insight/exploitation-dish-best-served-cold-winter-vivern-uses-known-zimbra-
vulnerability.

48 Mandiant - Barracuda ESG Zero-Day Vulnerability (CVE-2023-2868) Exploited Globally by Aggressive and Skilled Actor, Suspected Links to China -
https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally.

49 CISA — APT28 exploits known vulnerability to carry out reconnaissance and deploy malware on Cisco routers —
https://www.cisa.gov/sites/default/files/2023-04/apt28-exploits-known-vulnerability-to-carry-out-reconnaissance-and-deploy-malware-on-cisco-routers-
uk.pdf.

50 Censys - CVE-2017-6742 Actively Exploited SNMP Vulnerability on Cisco Routers - https://censys.io/cve-2017-6742-actively-exploited-snmp-
vulnerability-on-cisco-routers/.

51 Checkpoint — The Dragon Who Sold His Camaro: Analysing Custom Router Implant — https://research.checkpoint.com/2023/the-dragon-who-sold-
his-camaro-analyzing-custom-router-implant/.

52 Microsoft — Volt Typhoon targets US critical infrastructure with living-off-the-land techniques — https://www.microsoft.com/en-
us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/.

53 Mandiant - Suspected Chinese Threat Actors Exploiting FortiOS Vulnerability (CVE-2022-42475) -
https://www.mandiant.com/resources/blog/chinese-actors-exploit-fortios-flaw

54 Mandiant - Move, Patch, Get Out the Way: 2022 Zero-Day Exploitation Continues at an Elevated Pace -
https://www.mandiant.com/resources/blog/zero-days-exploited-2022.

55 Darkreading — The Problem of Old Vulnerabilities — and What to Do About It — https://www.darkreading.com/vulnerabilities-threats/the-problem-of-
old-vulnerabilities-and-what-to-do-about-it.

56 CISA - Top CVEs Actively Exploited By People’s Republic of China State-Sponsored Cyber Actors -
https://media.defense.gov/2022/0ct/06/2003092365/-1/-1/0/Joint CSA Top_CVEs Exploited by PRC_cyber_ actors .PDF.

57 Google TAG — Continued cyber activity in Eastern Europe observed by TAG — https://blog.google/threat-analysis-group/continued-cyber-activity-in-
eastern-europe-observed-by-tag/.

% Microsoft Threat Intelligence - https://twitter.com/MsftSeclIntel/status/1654610012457648129.

59 CSRB - Review of the December 2021 Log4j Event - https://www.cisa.gov/sites/default/files/publications/CSRB-Report-on-Log4-July-11-

2022 508.pdf.

80 Cisco Talos - Lazarus and the tale of three RATSs - https://blog.talosintelligence.com/lazarus-three-rats/.

61 CISA - Iranian Government-Sponsored APT Actors Compromise Federal Network, Deploy Crypto Miner, Credential Harvester -
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-320a.

https://t.me/learningnets ”


https://www.intrinsec.com/apt27-analysis
https://www.conquer-your-risk.com/2023/03/01/backdoordiplomacy-apt-group-targets-middle-eastern-telecoms-in-espionage-campaign/
https://www.conquer-your-risk.com/2023/03/01/backdoordiplomacy-apt-group-targets-middle-eastern-telecoms-in-espionage-campaign/
https://www.microsoft.com/en-us/security/blog/2022/09/30/analyzing-attacks-using-the-exchange-vulnerabilities-cve-2022-41040-and-cve-2022-41082/
https://www.microsoft.com/en-us/security/blog/2022/09/30/analyzing-attacks-using-the-exchange-vulnerabilities-cve-2022-41040-and-cve-2022-41082/
https://www.cisa.gov/news-events/alerts/2022/09/30/microsoft-releases-guidance-zero-day-vulnerabilities-microsoft
https://www.cisa.gov/news-events/alerts/2022/09/30/microsoft-releases-guidance-zero-day-vulnerabilities-microsoft
https://labs.withsecure.com/publications/no-pineapple-dprk-targeting-of-medical-research-and-technology-sector
https://labs.withsecure.com/publications/no-pineapple-dprk-targeting-of-medical-research-and-technology-sector
https://www.proofpoint.com/us/blog/threat-insight/exploitation-dish-best-served-cold-winter-vivern-uses-known-zimbra-vulnerability
https://www.proofpoint.com/us/blog/threat-insight/exploitation-dish-best-served-cold-winter-vivern-uses-known-zimbra-vulnerability
https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
https://www.cisa.gov/sites/default/files/2023-04/apt28-exploits-known-vulnerability-to-carry-out-reconnaissance-and-deploy-malware-on-cisco-routers-uk.pdf
https://www.cisa.gov/sites/default/files/2023-04/apt28-exploits-known-vulnerability-to-carry-out-reconnaissance-and-deploy-malware-on-cisco-routers-uk.pdf
https://censys.io/cve-2017-6742-actively-exploited-snmp-vulnerability-on-cisco-routers/
https://censys.io/cve-2017-6742-actively-exploited-snmp-vulnerability-on-cisco-routers/
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
https://www.mandiant.com/resources/blog/chinese-actors-exploit-fortios-flaw
https://www.mandiant.com/resources/blog/zero-days-exploited-2022
https://www.darkreading.com/vulnerabilities-threats/the-problem-of-old-vulnerabilities-and-what-to-do-about-it
https://www.darkreading.com/vulnerabilities-threats/the-problem-of-old-vulnerabilities-and-what-to-do-about-it
https://media.defense.gov/2022/Oct/06/2003092365/-1/-1/0/Joint_CSA_Top_CVEs_Exploited_by_PRC_cyber_actors_.PDF
https://blog.google/threat-analysis-group/continued-cyber-activity-in-eastern-europe-observed-by-tag/
https://blog.google/threat-analysis-group/continued-cyber-activity-in-eastern-europe-observed-by-tag/
https://twitter.com/MsftSecIntel/status/1654610012457648129
https://www.cisa.gov/sites/default/files/publications/CSRB-Report-on-Log4-July-11-2022_508.pdf
https://www.cisa.gov/sites/default/files/publications/CSRB-Report-on-Log4-July-11-2022_508.pdf
https://blog.talosintelligence.com/lazarus-three-rats/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-320a

% ENISA THREAT LANDSCAPE 2023

x * October 2023
, enisa
* *

x *

A long running pretext? 63 64 65 js impersonating recruiters® 67 or journalists®® % and using LinkedIn to setup initial
communications. Some actors even used phone calls or video chats to persuade’ victims into participating in
propaganda. It is very likely we will continue to see state-nexus groups targeting individuals. Either because this
provides an easier way to bypass corporate defences, because individuals might be more off-guard when engaged
outside their professional context or because it is used in relation to campaigns of information manipulation.

2.1.6 Information manipulation and interference operations

Targeting individuals is only the start of an approach that was refined further during information manipulation and
interference operations. Often, these operations are complementary” to traditional kinetic attacks and are
executed via different internet services at once. There is no single playbook’? which complicates the possibilities for
discovery and their application is wide-spread”® 7 75, One problem7® in addressing these threats is ‘linkage
blindness’, where different governments and organisations look at different facets, no institution is positioned to take
responsibility for adopting a comprehensive approach.

Although campaigns associated with the Russia-Ukraine war are high”” in volume, they are of low quality’2. Their
goal” 8 often, is to undermine the Ukrainian government, fracture international support for Ukraine and maintain
domestic support for the war. Some campaigns are amplified®! 82 by overt state-backed media or Russian embassies
while others are linked to private actors. A common theme®3 84 85 8 js to launder messages via local media brands,
Non-Governmental Organisations (NGOs) and shell companies and using an extensive range of intermediaries®”. The
operations associated with China® 8 are resembling®® °' %2 more and more those employed by Moscow. In some

62 Sekoia - Peeking at Reaper's surveillance operations - https://blog.sekoia.io/peeking-at-reaper-surveillance-operations-against-north-korea-
defectors/.

8 ESET — Who's swimming in South Korean waters? Meet ScarCruft's Dolphin — https://www.welivesecurity.com/2022/11/30/whos-swimming-south-
korean-waters-meet-scarcrufts-dolphin/.

64 HRW - Iran: State-Backed Hacking of Activists, Journalists, Politicians - https://www.hrw.org/news/2022/12/05/iran-state-backed-hacking-activists-
journalists-politicians.

85 Microsoft - Disrupting SEABORGIUM'’s ongoing phishing operations - https://www.microsoft.com/en-us/security/blog/2022/08/15/disrupting-
seaborgiums-ongoing-phishing-operations/.

5 Microsoft - ZINC weaponising open-source software - https://www.microsoft.com/en-us/security/blog/2022/09/29/zinc-weaponizing-open-source-
software/.

67 ReversinglLabs — ZetaNile: Open-source software trojans from North Korea — https://www.reversinglabs.com/blog/zetanile-open-source-software-
trojans-from-north-korea.

68 Mandiant - APT42: Crooked Charms, Cons and Compromises - https://www.mandiant.com/media/17826.

89 Proofpoint — Above the Fold and in Your Inbox: Tracing State-Aligned Activity Targeting Journalists, Media —
https://www.proofpoint.com/us/blog/threat-insight/above-fold-and-your-inbox-tracing-state-aligned-activity-targeting-journalists.

0 Proofpoint - Do not Answer That! Russia-Aligned TA499 Beleaguers Targets with Video Call Requests - https://www.proofpoint.com/us/blog/threat-
insight/dont-answer-russia-aligned-ta499-beleaguers-targets-video-call-requests.

" Mandiant - M-Trends 2023: Cybersecurity Insights From the Frontlines - https://www.mandiant.com/resources/blog/m-trends-2023.

2 Meta — Recapping Our 2022 Coordinated Inauthentic Behaviour Enforcements — https://about.fb.com/news/2022/12/metas-2022-coordinated-
inauthentic-behavior-enforcements/.

3 Meta - Quarterly Adversarial Threat Report - https://about.fb.com/wp-content/uploads/2023/02/Meta-Quarterly-Adversarial-Threat-Report-Q4-
2022.pdf.

74 Euronews - Turkey's disinformation election: Fake videos and wildly misleading claims - https://www.euronews.com/2023/05/16/turkeys-
disinformation-election-fake-videos-and-wildly-misleading-claims.

5 EU DisinfolLab - Landscape publications - https://www.disinfo.eu/publications/.

76 Cardiff University — The Ghostwriter Campaign — https://www.cardiff.ac.uk/ _data/assets/pdf file/0005/2699483/Ghostwriter-Report-Final.pdf.

" Meta - Removing Coordinated Inauthentic Behaviour from China and Russia - https://about.fb.com/news/2022/09/removing-coordinated-inauthentic-
behavior-from-china-and-russia/.

8 Meta — Meta’s Adversarial Threat Report, Fourth Quarter 2022 — https://about.fb.com/news/2023/02/metas-adversarial-threat-report-q4-2022/.

™ How the Russian Influence Operation on Twitter Weaponized Military Narratives - https://papers.academic-
conferences.org/index.php/iccws/article/view/985/982.

80 Google TAG - Fog of war: how the Ukraine conflict transformed the cyber threat landscape - https://blog.google/threat-analysis-group/fog-of-war-
how-the-ukraine-conflict-transformed-the-cyber-threat-landscape/.

81 Meta - Quarterly Adversarial Threat Report - https://about.fb.com/wp-content/uploads/2022/11/Quarterly-Adversarial-Threat-Report-Q2-2022-1.pdf.
8 Google TAG - Ukraine remains Russia’s biggest cyber focus in 2023 - https://blog.google/threat-analysis-group/ukraine-remains-russias-biggest-
cyber-focus-in-2023/.

83 Google TAG - Prigozhin interests and Russian information operations - https://blog.google/threat-analysis-group/prigozhin-interests-and-russian-
information-operations/.

84 Qurium - Under the hood of a Doppelgéanger - https://www.qurium.org/alerts/under-the-hood-of-a-doppelganger/.

85 EC - 26-04-2023 09:00 ING2 votes and exchange of views - https://www.europarl.europa.eu/committees/en/ing2-votes-and-exchange-of-
views/product-details/20230421CHE11608.

8 EU DisinfoLab - Doppelganger — Media clones serving Russian propaganda - https://www.disinfo.eu/doppelganger/.

87 Olga Lautman - Dossier Center Investigation: Prigozhin's Cyber Troops - https://olgalautman.substack.com/p/dossier-center-investigation-prigozhins.
88 IRSEM - Chinese influence operations - https://www.irsem.fr/report.html.

89 Recorded Future - 2022 Annual Report - https://www.osintme.com/wp-content/uploads/2023/03/Recorded Future Annual Report.pdf.

% The Record - Meta: Chinese disinformation network was behind London front company recruiting content creators - https://therecord.media/china-
disinformation-meta-london-new-media-europe.

91 Mandiant - Pro-PRC ‘HaiEnergy’ Information Operations Campaign Leverages Infrastructure from Public Relations Firm to Disseminate Content on
Inauthentic News Sites - https://www.mandiant.com/resources/blog/pro-prc-information-operations-campaign-haienergy.

9 CFR - China’s Growing Attempts to Influence U.S. Politics - https://www.cfr.org/article/chinas-growing-attempts-influence-us-politics.
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cases,? this Russification® even amplified the Russian narratives, directly or indirectly. Iran 9 97 has well
established its efforts in using influence operations complementarity with traditional cyber operations, possibly to
compensate for its shortcomings in cyberattack capabilities.

We expect that state-nexus campaigns of information manipulation, sometimes side-by-side with traditional cyber and
kinetic attacks will further increase in volume. It is likely that state-nexus groups will continue setting up fake news
outlets or similar things to distribute their narratives, and it is highly likely they will continue the use of social media to
amplify their messages. Considering geopolitical tensions, we can already observe that campaigns associated with
China will have an impact in the sphere of European media®.

2.1.7 Activities fuelled by geopolitical events

A shortcoming raised by influence campaigns is ‘linkage blindness’ as stated earlier. Related to this problem is that
defenders can sometimes be anchored in their ‘cyber’ world, without considering how geopolitical changes influence
cyber-activities.

Obviously, the Russian war against Ukraine is a key topic for state-nexus groups, more specifically those that are
associated with Russia. Between each phase® of Russian cyber offensive events, the attacks decreased in
coordination and technical sophistication, but increased in number of attackers and targets. With this emphasis on
speed the risk for errors increases tremendously, introducing spill-over risk'%° and unintentional spread beyond the
original target. Intelligence collection remains'! a prime source for anticipating geopolitical events, especially by
targeting 102 103 104 105 106 107 108 109 110 giplomatic services, private and public military organisations, think-tanks,
humanitarian organisations, IT companies and critical infrastructure. What is remarkable is that more mundane lures,
such as fake Windows update mails, remained'!" effective as well. The disruption'? 113 of the Snake malware
network gave a substantial blow to the espionage capabilities of actors associated with Russia. Although the malware
itself is relatively old (first appearance early 2004 "), the dismantling of its operations certainly had negative
strategical and operational effects. Groups associated with North Korea and Iran used the war between Russia and

9 Recorded Future - 2022 Annual Report - https://www.osintme.com/wp-content/uploads/2023/03/Recorded Future Annual Report.pdf.

9 Per Concordiam — War by Narrative? — https:/perconcordiam.com/war-by-narrative/.

9 Microsoft — Rinse and repeat: Iran accelerates its cyber influence operations worldwide — https://blogs.microsoft.com/on-the-issues/2023/05/02/dtac-
iran-cyber-influence-operations-digital-threat/.

9% Microsoft - Iran turning to cyber-enabled influence operations for greater effect - https://www.microsoft.com/en-us/security/business/security-
insider/wp-content/uploads/2023/05/Iran-turning-to-cyber-enabled-influence-operations-for-greater-effect-05022023.pdf.

97 Foreignpolicy - How Albania Became a Target for Cyberattacks - https://foreignpolicy.com/2023/03/25/albania-target-cyberattacks-russia-iran/.

% My Tea’s not cold - An overview of China's cyber threat - Sekoia.io Blog

9 Recorded Future - 2022 Annual Report - https://www.osintme.com/wp-content/uploads/2023/03/Recorded Future_Annual_Report.pdf.

190 Council - Declaration by the High Representative on behalf of the EU on malicious cyber activities conducted by hackers and hacker groups in the
context of Russia’s aggression against Ukraine - https://www.consilium.europa.eu/en/press/press-releases/2022/07/19/declaration-by-the-high-
representative-on-behalf-of-the-european-union-on-malicious-cyber-activities-conducted-by-hackers-and-hacker-groups-in-the-context-of-russia-s-
aggression-against-ukraine/.

101 Crowdstrike - CrowdStrike 2023 Global Threat Report - https://www.crowdstrike.com/global-threat-report/.

192 CERT-EU — Russia’s war on Ukraine — One year of cyber operations — https://cert.europa.eu/static/MEMO/2023/TLP-CLEAR-CERT-EU-1YUA-
CyberOps.pdf.

193 TheRecord - Russia-backed hacker group Gamaredon attacking Ukraine with info-stealing malware - https://therecord.media/russia-backed-hacker-
group-gamaredon-attacking-ukraine-with-info-stealing-malware.

104 BlackBerry — Gamaredon Leverages Microsoft Office Docs to Target Ukraine Government and Military —
https://blogs.blackberry.com/en/2022/11/gamaredon-leverages-microsoft-office-docs-to-target-ukraine-government.

195 Cisco - Gamaredon APT targets Ukrainian government agencies in new campaign - https://blog.talosintelligence.com/gamaredon-apt-targets-
ukrainian-agencies/.

196 BlackBerry - Gamaredon (Ab)uses Telegram to Target Ukrainian Organisations - https://blogs.blackberry.com/en/2023/01/gamaredon-abuses-
telegram-to-target-ukrainian-organizations.

197 Gov.pl — Espionage campaign linked to Russian intelligence services — https://www.gov.pl/web/baza-wiedzy/espionage-campaign-linked-to-russian-
intelligence-services.

1% Mandiant - You Can’t Audit Me: APT29 Continues Targeting Microsoft 365 - https://www.mandiant.com/resources/blog/apt29-continues-targeting-
microsoft.

199 Palo Alto — Unit42 — Russian APT29 Hackers Use Online Storage Services, DropBox and Google Drive —
https://unit42.paloaltonetworks.com/cloaked-ursa-online-storage-services-campaigns/.

10 Blackberry - NOBELIUM Uses Poland's Ambassador’s Visit to the US to Target EU Governments Assisting Ukraine -
https://blogs.blackberry.com/en/2023/03/nobelium-targets-eu-governments-assisting-ukraine.

11 RedPacket Security - APT28 Targets Ukrainian Government Entities with Fake ‘Windows Update’ Emails - https://www.redpacketsecurity.com/apt-
targets-ukrainian-government-entities-with-fake-windows-update-emails/.

2 DOJ - Justice Department Announces Court-Authorised Disruption of the Snake Malware Network Controlled by Russia's Federal Security Service
- https://www.justice.gov/usao-edny/pr/justice-department-announces-court-authorized-disruption-snake-malware-network.

13 CISA - Hunting Russian Intelligence ‘Snake’ Malware - https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-129a.

4 hitps://www.cisa.gov/news-events/cybersecurity-advisories/aa23-129a
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Ukraine as a theme for intelligence seeking campaigns''® ¢ and groups associated with China used''” the EU
sanctions against Russia as a lure in their campaigns.

It is very likely that campaigns of espionage by actors associated with Russia will persist''®, possibly pivoting to
support domestic production capabilities or increasing retaliation against those that express solidarity with
Ukraine. It is likely that other state-sponsored groups will leverage the same theme.

Apart from espionage, Russia associated actors continued using destructive wipers for sabotage, with some
campaigns'"® 120 gligning with kinetic military actions. State-nexus groups also deployed'?' ransomware, traditionally
associated with cybercrime.

2.1.8 Sustained activity by threat actors associated with China

Chinese state-sponsored groups have traditionally been active'?? in targeting China’s rival territorial claimants, but
after the war on Ukraine started there is an increased targeting and Russian'?? entities. The objective and motivation
of these campaigns 124 125 126 127 128 js mostly espionage and information theft from a diverse range of sectors,
including financial bodies, telecommunications'?°, government agencies, critical infrastructure*° and military
organisations. An important change is the outspoken statements from official organisations'3" 132 133 134 135 136 g
consider China as an immense threat.

Given the elevation '3 138 of key security officials into top leadership bodies (Politburo) in China, it is very likely that
the volume of espionage campaigns run by groups associated with China is only going to increase in the near future.
It is also highly likely that the information gained during these campaigns will be used for economic benefit, pre-
positioning for future attacks and to fine-tune campaigns of information manipulation to steer their narrative.

2.1.9 Financial gain interwoven with state-nexus activities

15 Sentinel One - Kimsuky Evolves Reconnaissance Capabilities in New Global Campaign - https://www.sentinelone.com/labs/kimsuky-evolves-
reconnaissance-capabilities-in-new-global-campaign/.

18 Microsoft - Iran turning to cyber-enabled influence operations for greater effect - https://www.microsoft.com/en-us/security/business/security-
insider/wp-content/uploads/2023/05/Iran-turning-to-cyber-enabled-influence-operations-for-greater-effect-05022023. pdf.

17 BlackBerry - Mustang Panda Uses the Russian-Ukrainian War to Attack Europe and Asia Pacific Targets -
https://blogs.blackberry.com/en/2022/12/mustang-panda-uses-the-russian-ukrainian-war-to-attack-europe-and-asia-pacific-targets.

18 Recorded Future — 2022 Annual Report — https://www.osintme.com/wp-content/uploads/2023/03/Recorded Future Annual Report.pdf.

19 hitps://www.eset.com/int/business/resource-center/reports/eset-apt-activity-report-t2-2022/.

120 ESET — ESET Research: Russian APT groups, including Sandworm, continue their attacks against Ukraine with wipers and ransomware —
https://www.eset.com/gr-en/about/newsroom/press-releases/eset-research-russian-apt-groups-including-sandworm-continue-their-attacks-against-
ukraine-with-wipe-3/.

21 Microsoft - New ‘Prestige’ ransomware impacts organisations in Ukraine and Poland - https://www.microsoft.com/en-
us/security/blog/2022/10/14/new-prestige-ransomware-impacts-organizations-in-ukraine-and-poland/.

122 Recorded Future — 2022 Annual Report — https://www.osintme.com/wp-content/uploads/2023/03/Recorded Future Annual_Report.pdf.

123 Sentinel One - Targets of Interest | Russian Organisations Increasingly Under Attack By Chinese APTs - https://www.sentinelone.com/labs/targets-
of-interest-russian-organizations-increasingly-under-attack-by-chinese-apts/.

124 AttacklQ - Emulating the Politically Motivated Chinese APT Mustang Panda - https://www.attackiq.com/2023/03/23/emulating-the-politically-
motivated-chinese-apt-mustang-panda/.

125 Trend Micro — Pack it Secretly: Earth Preta’s Updated Stealthy Strategies — https://www.trendmicro.com/fr_fr/research/23/c/earth-preta-updated-
stealthy-strategies.html.

126 The Hacker News - Chinese Hackers Target Government Officials in Europe, South America, and Middle East -
https://thehackernews.com/2022/09/chinese-hackers-target-government.html.

127 ESET - MQsTTang: Mustang Panda’s latest backdoor treads new ground with Qt and MQTT -
https://www.welivesecurity.com/2023/03/02/mgsttang-mustang-panda-latest-backdoor-treads-new-ground-gt-matt/.

128 Cisco Talos - Mustang Panda deploys a new wave of malware targeting Europe - https://blog.talosintelligence.com/mustang-panda-targets-europe/.
129 CERT-EU — Cyber Security Brief (March 2023) — https://cert.europa.eu/static/MEMO/2023/TLP-CLEAR-CB-23-04.pdf.

130 Microsoft - Volt Typhoon targets US critical infrastructure with living-off-the-land techniques - https://www.microsoft.com/en-
us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/.

31 BBC - China: MI5 and FBI heads warn of ‘immense’ threat - https://www.bbc.com/news/world-asia-china-62064506.

32 ITPro — MI5 to establish new security agency to counter Chinese hacking, espionage — https://www.itpro.com/business/policy-
legislation/370238/mi5-establish-security-agency-counter-chinese-hacking-espionage.

133 people's Republic of China State-Sponsored Cyber Actor Living off the Land to Evade Detection -
https://media.defense.gov/2023/May/24/2003229517/-1/-1/0/CSA_Living_off the Land.PDF.

134 CISA - People's Republic of China State-Sponsored Cyber Actor Living off the Land to Evade Detection - https://www.cisa.gov/news-
events/cybersecurity-advisories/aa23-144a.

135 BUZA - China: Declaration by the Minister for Foreign Affairs on behalf of the Belgian Government urging Chinese authorities to take action against
malicious cyber activities undertaken by Chinese actors - https://diplomatie.belgium.be/en/news/declaration-minister-foreign-affairs-malicious-cyber-
activities.

136 ENISA - Sustained Activity by Threat Actors-Joint Publication - https://www.enisa.europa.eu/publications/sustained-activity-by-specific-threat-actors-
joint-publication.

137 Axios - Xi's new inner circle emphasizes security and loyalty - https:/www.axios.com/2022/10/25/xi-inner-circle-security-loyalty-china.

138 SCMP - Politburo member Chen Wenging to step up to China’s top security job -
https://www.scmp.com/news/china/politics/article/3197708/politburo-member-chen-wenging-step-chinas-top-security-job.
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Traditionally, campaigns associated with North Korea have had since 2014 a dual motivation, espionage and financial
gain, often via cryptocurrency. It is highly likely'3° 140, given the explosive growth of cryptocurrency and the economic
impact of sanctions, that they will continue to undertake financial theft on behalf of the government, sometimes
including laundering™" crypto through legitimate services. Groups associated with North Korea 42 143 144 145 146 haye
also shifted to the collection of intelligence, mostly via tailored social engineering campaigns. And where
historically their targeting was regionally focused, they are including targets outside'#” 148 149 their region. It is
expected that groups associated with North Korea will continue to focus on cryptocurrency but will also include the
collection of intelligence, as a means of bypassing the effects of the international sanctions imposed on the regime.

2.1.10 Disruption of public services and critical infrastructure

Attacks causing disruption are not only started because of geopolitical events, they can also be due to retaliation. This
was painfully demonstrated'®® 5" when groups associated with Iran started a disruptive attack against the Albanian
government, most likely in retaliation because Iran suffered of an earlier attack ' by an Iranian dissident group
headquartered in Albania. The ‘hack, lock and leak’ approach was applied'®® 154 on multiple occasions by actors
associated with Iran. A common method is the exploitation of vulnerabilities for initial access and hiding in the
environment for a prolonged period of time; then the tasking of the final objectives is shared between different
(Iranian) groups.

We expect that actors associated with Iran will continue to undertake disruptive campaigns, most often via the
exploitation of vulnerabilities.

2.1.11 Novel techniques

During the reporting period there were reports of novel attack techniques that require resources typically associated
with state-nexus groups. These techniques '5° targeted the Unified Extensible Firmware Interface (UEFI firmware),
which, if successful, would allow an actor to have full control over the operating system (OS) boot process and thus
capable of disabling OS security mechanisms. Although the discovery indicates that malware targeting UEFI firmware
is not a myth, practical implementation remains difficult. It is unlikely we will see this being used by state-nexus groups
in the very near future.

2.2 CYBERCRIME ACTOR TRENDS

2.2.1 Using valid accounts for initial access
Although not a novel technique, abusing valid accounts for initial access remained'%® successful for cybercrime actors
during the reporting period. Especially notable were misconfigured accounts or those with weak passwords. And

139 PWC - 2022 Year in retrospect - https://www.pwc.com/gx/en/issues/cybersecurity/cyber-threat-intelligence/cyber-year-in-retrospect/pdf/2022-year-
in-retrospect-report.pdf.

40 Mandiant - M-Trends 2023 - https://www.mandiant.com/resources/blog/m-trends-2023.

41 Wired - North Korea Is Now Mining Crypto to Launder Its Stolen Loot - https://www.wired.com/story/north-korea-apt43-crypto-mining-laundering/.
142 Mandiant - APT43: North Korean Group Uses Cybercrime to Fund Espionage Operations - https://mandiant.widen.net/s/zvmfw5fnjs/apt43-report.
143 Packt — Kimsuky — the notorious North Korean APT — https://security.packt.com/kimsuky-notorious-north-korean/.

144 Sentinel One - Kimsuky | Ongoing Campaign Using Tailored Reconnaissance Toolkit - https://www.sentinelone.com/labs/kimsuky-ongoing-
campaign-using-tailored-reconnaissance-toolkit/.

145 Ahnlab - Kimsuky Group’s Phishing Attacks Targeting North Korea-Related Personnel - https://asec.ahnlab.com/en/52970/.

146 Sentinel One - Kimsuky Strikes Again | New Social Engineering Campaign Aims to Steal Credentials and Gather Strategic Intelligence -
https://www.sentinelone.com/labs/kimsuky-new-social-engineering-campaign-aims-to-steal-credentials-and-gather-strategic-intelligence/.

147 BfV - Joint Cyber Security Advisory (Deutsch) - https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/wirtschafts-
wissenschaftsschutz/2023-03-20-sicherheitshinweis-cyberaktivitaeten.html.

148 The Record - North Korean APT group ‘Kimsuky’ targeting experts with new spearphishing campaign - https://therecord.media/north-korea-apt-
kimsuky-attacks.

149 North Korea Using Social Engineering to Enable Hacking of Think Tanks, Academia, and Media -
https://media.defense.gov/2023/Jun/01/2003234055/-1/-1/0/JOINT_CSA DPRK_SOCIAL_ENGINEERING.PDF.

150 Microsoft - Microsoft investigates Iranian attacks against the Albanian government - https://www.microsoft.com/en-
us/security/blog/2022/09/08/microsoft-investigates-iranian-attacks-against-the-albanian-government/.

51 Group IB — Hi-Tech Crime Trends 2022/2023 https://go.group-ib.com/hubfs/report/protected/group-ib-hi-tech-crime-trends-2022-2023-en.pdf.

52 Jerusalem Post - Mossad blamed for cyberattack on Tehran municipality - https://www.jpost.com/middle-east/article-708830.

153 Microsoft - Profiling DEV-0270: PHOSPHORUS’ ransomware operations - https://www.microsoft.com/en-us/security/blog/2022/09/07/profiling-dev-
0270-phosphorus-ransomware-operations/.

154 Microsoft — MERCURY and DEV-1084: Destructive attack on hybrid environment — https://www.microsoft.com/en-
us/security/blog/2023/04/07/mercury-and-dev-1084-destructive-attack-on-hybrid-environment/.

%5 ESET - BlackLotus UEFI bootkit: Myth confirmed - https://www.welivesecurity.com/2023/03/01/blacklotus-uefi-bootkit-myth-confirmed/.

1%6 Cisco - Quarterly Report: Incident Response Trends in Q3 2022 - https:/blog.talosintelligence.com/quarterly-report-incident-response-trends-in-g3-
2022/.
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although multi-factor authentication (MFA) stops a lot of these attacks, it is not bulletproof. This was demonstrated 157
by actors intercepting MFA codes, harassing users with an overload of push notifications, abusing accounts waiting
to be enrolled for MFA or by device code'®® phishing or session cookie theft'%®. We expect that credentials remain a

focal point for cybercrime actors. Despite technical protective measures, cybercrime actors have found ways around
them.

2.2.2 Misuse of Legitimate tools

The abundance of Remote Monitoring and Management (RMM) software has also gained'® the attention of
cybercrime actors. An advisory'®" from CISA highlights how this software allows attackers to blend in with normal
operations and the risks this entails. It is highly likely we will continue to see cybercrime (and state-nexus groups)
make use of RMM software. This stresses the need for organisations to review their lists of running software and
identify unauthorised RMM software, as well as monitor the access logs of their authorised software.

Cybercrime actors keep relying on Living Off the Land Binaries (LOLBins), some even'®? using BitLocker to do the
encryption. These actors increasingly have an interest in tools commonly used by offensive security teams, such as
Command and Control (C2) frameworks. But whereas state-nexus groups are more reluctant to use a new
framework, cybercrime actors will adapt much faster. They observe which techniques are successful and then
include them in their arsenal. Once one group starts using a tool, it is quickly taken up by other groups. Threat actors
used pirated copies 63 of commercial C2 frameworks, frameworks'®* written in GoLang or relied on open-source post-
exploitation frameworks. Cobalt Strike was "% still the preferred framework. We expect that LOLBins and offensive
security tools will remain part of the cybercrime actor’s toolset. They have proven to be highly successful, both in
achieving their goals and for blending in with normal activities, and there are no signs this is going to change soon.

Another trend was ‘bring your own vulnerable driver’ to disable security products. The vulnerable driver does not
need to be present on the system; it is put there by the threat actor. Since these signed and trusted drivers run with
kernel-level privileges, even behaviour-based detections can be bypassed. And although vendors tried to address the
problem, it remains a successful166 167 168 169 170 171 tgchnique to evade detection. Actors can also directly target'”2
173 security products for gaining access to victims. It is highly likely that threat actors will further analyse security
products and look for ways on how to reconfigure or disable them or use these tools in unexpected ways to their
advantage.

2.2.3 Use of non-traditional programming languages

57 Microsoft — DEV-1101 enables high-volume AiTM campaigns with open-source phishing kit — https://www.microsoft.com/en-
us/security/blog/2023/03/13/dev-1101-enables-high-volume-aitm-campaigns-with-open-source-phishing-kit/.

% Red Canary - 2023 Threat Detection Report - https://redcanary.com/resources/guides/threat-detection-report/.

5% mrdOx.com - Attacking With WebView2 Applications - https://mrdOx.com/attacking-with-webview2-applications/.

60 DFIR Report - 2022 Year in Review - https://thedfirreport.com/2023/03/06/2022-year-in-review/.

161 CISA - Protecting Against Malicious Use of Remote Monitoring and Management Software - https://www.cisa.gov/news-events/cybersecurity-
advisories/aa23-025a.

162 Arctic Wolf - Chiseling In: Lorenz Ransomware Group Cracks MiVoice And Calls Back For Free - https://arcticwolf.com/resources/blog/lorenz-
ransomware-chiseling-in/.

163 Sophos - BlackCat ransomware attacks not merely a byproduct of bad luck - https://news.sophos.com/en-us/2022/07/14/blackcat-ransomware-
attacks-not-merely-a-byproduct-of-bad-luck.

164 Cisco Talos - Talos Takes 126: Year in Review — Threat Landscape Edition — https://blog.talosintelligence.com/talos-takes-126-year-in-review-
threat-landscape-edition/.

165 DFIR Report - 2022 year in review - https://thedfirreport.com/2023/03/06/2022-year-in-review/.

166 Trend Micro - Ransomware Actor Abuses Genshin Impact Anti-Cheat Driver to Kill Antivirus -
https://www.trendmicro.com/en_us/research/22/h/ransomware-actor-abuses-genshin-impact-anti-cheat-driver-to-kill-antivirus.html.

167 Cybernews - Bringing your own vulnerable driver attack technique is becoming popular among threat actors - https://cybernews.com/security/bring-
your-own-vulnerable-driver-attack/.

168 FourCore - Exploit Party: Bring Your Own Vulnerable Driver Attacks - https://fourcore.io/blogs/bring-your-own-vulnerable-driver-attack.

8% TrendMicro - BlackCat Ransomware Deploys New Signed Kernel Driver — https://www.trendmicro.com/en_us/research/23/e/blackcat-ransomware-
deploys-new-signed-kernel-driver.html.

170 VMware - Bring Your Own Backdoor: How Vulnerable Drivers Let Hackers In - https:/blogs.vmware.com/security/2023/04/bring-your-own-backdoor-
how-vulnerable-drivers-let-hackers-in.html.

7 Crowdstrike - SCATTERED SPIDER Exploits Windows Security Deficiencies with Bring-Your-Own-Vulnerable-Driver Tactic in Attempt to Bypass
Endpoint Security — https://www.crowdstrike.com/blog/scattered-spider-attempts-to-avoid-detection-with-bring-your-own-vulnerable-driver-tactic/.

172 Checkpoint Rorschach — A New Sophisticated and Fast Ransomware - https:/research.checkpoint.com/2023/rorschach-a-new-sophisticated-and-
fast-ransomware/.

73 Google TAG — Magniber ransomware actors used a variant of Microsoft SmartScreen bypass — https:/blog.google/threat-analysis-group/magniber-
ransomware-actors-used-a-variant-of-microsoft-smartscreen-bypass/.
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Cybercrime actors increasingly use'7# non-traditional languages. This is partially done to make their malware cross-
platform, with a higher return on investment. Another advantage is that it can make the analysis much harder. Not
necessarily from a technical point of view but from a lack of hands-on expertise with languages such as Rust'”® or
Go'7®. Non-traditional programming languages sometimes bring better performance and memory management also.
For cybercrime actors, this means their malware will be more reliable and faster. In addition, Go libraries are statically
linked, which means all necessary libraries are included in the compiled binary. This makes files larger, which might
be beneficial, given that some malware scanners are optimised for speed and could ignore larger files. The use of
non-traditional programming languages will further find its way into the toolset of cybercrime actors and also, it is
likely, into the toolset of state-nexus groups.

2.2.4 Role of cloud infrastructure

It will come as no surprise that cybercrime actors continue to use cloud infrastructure. In most cases cloud
infrastructure is part of social engineering campaigns'”” 178 179 to distribute spear phishing mails with links to file-
sharing services in the cloud. Apart from the availability and low cost there is an additional advantage: it enables
blending in with what is ‘normal’ within organisations. Also, they do not have to worry about their domains being
blocklisted, as cloud services are often already allowlisted. This is not only advantageous for delivering malware but
they can also use them for Command and Control (C2) communications.

Cybercrime actors turn to the cloud infrastructure of potential victims to cause harm, primarily by abusing cloud
misconfigurations '8 187 Due to the complexity of securing a cloud tenant, it is not surprising that miscreants often
‘discover’ features neglected’2 by organisations. We expect that cybercrime actors will continue to use cloud
infrastructure to support their campaigns, as well as targeting the cloud infrastructure of organisations. This will not
only include the organisations’ systems, storage and networks running in the cloud, but also the management
consoles of these cloud infrastructures.

2.2.5 Old tricks remain a guarantee for success

Whereas non-traditional programming languages are a rather novel technique, there are still old techniques that
remain successful as well. Search engine optimisation (SEQ) poisoning and malvertising dates back many years and
has sparked a new interest'83 '8 amongst cybercrime actors. The FBI issued a warning 83 that criminals 86 187 188 gre
using search engine advertisement services to impersonate brands and direct users to sites that host ransomware
and steal login credentials and other financial information. Criminal gangs leverage the advantages of advertisement
platforms, such as traffic distribution and traffic filtering, to tune their campaigns. It is likely that cybercrime actors
will continue to use advertisement platforms to target specific sets of users.

174 Cisco Talos - Talos Takes 126: Year in Review - Threat Landscape Edition - https:/blog.talosintelligence.com/talos-takes-126-year-in-review-threat-
landscape-edition/.

175 BlackBerry — Global Intelligence Report — https://www.blackberry.com/content/dam/bbcomv4/global/pdf/0408-Threat-ReportV17.pdf.

176 BlackBerry - BianLian Ransomware Encrypts Files in the Blink of an Eye

- https://blogs.blackberry.com/en/2022/10/bianlian-ransomware-encrypts-files-in-the-blink-of-an-eye.

77 Trend Micro - Earth Preta Spear-Phishing Governments Worldwide — https://www.trendmicro.com/en_us/research/22/k/earth-preta-spear-phishing-
governments-worldwide.html.

78 Google TAG - Continued cyber activity in Eastern Europe observed by TAG - https://blog.google/threat-analysis-group/continued-cyber-activity-in-
eastern-europe-observed-by-tag/.

179 Sentinel One — WIP26 Espionage | Threat Actors Abuse Cloud Infrastructure in Targeted Telco Attacks — https://www.sentinelone.com/labs/wip26-
espionage-threat-actors-abuse-cloud-infrastructure-in-targeted-telco-attacks/.

180 Crowdstrike - CrowdStrike 2023 Global Threat Report - https://www.crowdstrike.com/global-threat-report/.

81 Tenable — 2022 threat landscape report — https://www.tenable.com/cyber-exposure/tenable-2022-threat-landscape-report.

182 Mandiant - SIM Swapping and Abuse of the Microsoft Azure Serial Console: Serial Is Part of a Well Balanced Attack -
https://www.mandiant.com/resources/blog/sim-swapping-abuse-azure-serial.

183 Red Canary - 2023 Threat Detection Report — https://redcanary.com/resources/quides/threat-detection-report/.

184 Crowdstrike - https://www.crowdstrike.com/cybersecurity-101/attack-types/seo-poisoning/.

185 FB| — Cyber Criminals Impersonating Brands Using Search Engine Advertisement Services to Defraud Users —
https://www.ic3.gov/Media/Y2022/PSA221221.

186 BlackBerry - Wave of Magniber Ransomware Attacks Hitting EU: What to Know - https://blogs.blackberry.com/en/2023/01/magniber-ransomware-
hits-eu.

187 Microsoft - DEV-0569 finds new ways to deliver Royal ransomware, various payloads - https://www.microsoft.com/en-
us/security/blog/2022/11/17/dev-0569-finds-new-ways-to-deliver-royal-ransomware-various-payloads/.

188 Bleeping Computer - SharkBot malware sneaks back on Google Play to steal your logins -
https://www.bleepingcomputer.com/news/security/sharkbot-malware-sneaks-back-on-google-play-to-steal-your-logins/.
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USBs also had '8 %0 g resurgence by groups that are financially motived. We expect attacks via USB to be used in
targeted attacks, but they are unlikely to be used in widespread campaigns.

Another relatively old technique that remains'®! 192 |ycrative is cryptojacking, demonstrated by the announcement’®?
94 from AstraLocker that it will cease ransomware operations and switch to cryptojacking operations. But this
success comes at a price, at least from the cybercrime actor point of view. Law enforcement are increasingly '%°
treating virtual assets like any other asset from a legal perspective, easing their seizure. Although not advanced in
nature, criminals will continue to seek novel ways for deploying cryptojacking, their source of income, on the
infrastructure of unsuspecting victims.

2.2.6 Fight back from law enforcement agencies

A major trend observed during this reporting period is that there are increasingly more legal actions taken against
cybercrime actors. One such action making the news is the operation'% 97 19 ggainst the Hive ransomware gang.
Investigators were able to uncover operational details about the group and eventually slipped inside the group’s
infrastructure. And although this operation sends a message to cybercrime actors, it is to be expected that some of
their members will lay low for a while and reappear'®® under new handles. The Hive group was not the only gang
having an unfortunate day in the cybercrime trenches. The Dutch National Police, in collaboration with a private
company, tricked?% the DeadBolt ransomware gang into handing over 155 decryption keys by faking ransom
payments. German Regional Police in cooperation with Ukrainian National Police arrested?°' members of the
DoppelPaymer ransomware operation. The DoppelPaymer attacks were enabled by the prolific Emotet botnet. This
botnet had been disrupted by law enforcement in early 2021 but reporting indicates it had been reactivated?0? 203 204
multiple times during this reporting period.

Law enforcement agencies are not only chasing ransomware gangs, those behind crime markets and forums are
also a target. Pompomurin, the administrator of BreachForums was arrested?%® 206, Europol reported on the
takedown?°7 of Genesis Market, a marketplace selling stolen credentials. Those thinking of swapping forum

189 Red Canary - 2023 Threat Detection Report - https://redcanary.com/resources/quides/threat-detection-report/.

190 Kroll - Q3 2022 Threat Landscape: Insider Threat, The Trojan Horse of 2022 - https://www.kroll.com/en/insights/publications/cyber/threat-
intelligence-reports/q3-2022-threat-landscape-insider-threat-trojan-horse.

91 Mandiant - M-Trends 2023 - https://www.mandiant.com/resources/blog/m-trends-2023

192 SonicWall - 2023 SonicWall Cyber Threat Report - https://www.sonicwall.com/2023-cyber-threat-report/.

9% The Register - AstralLocker ransomware reportedly closes doors to pursue cryptojacking — https://www.theregister.com/2022/07/06/astralocker-
ransomware-shutters-operations/.

194 Bitdefender - AstraLocker Gang Abandons Ransomware, Switches to Cryptojacking - https://www.bitdefender.com/blog/hotforsecurity/astralocker-
gang-abandons-ransomware-switches-to-cryptojacking/.

195 Europol - Cryptocurrencies key to tackling organised crime — Europol and Basel Institute on Governance - https://www.europol.europa.eu/media-
press/newsroom/news/cryptocurrencies-key-to-tackling-organised-crime-%E2%80%93-europol-and-basel-institute-governance.

196 Europol - Cybercriminals stung as HIVE infrastructure shut down - https://www.europol.europa.eu/media-press/newsroom/news/cybercriminals-
stung-hive-infrastructure-shut-down.

197 BlackBerry - Hive Ransomware: $100 Million in Profits, Then the FBI Hid Inside Their Network - https://blogs.blackberry.com/en/2023/01/hive-
ransomware-100-million-in-profits-then-the-fbi-hid-inside-their-network.

198 DOJ - US Department of Justice Disrupts Hive Ransomware Variant - https://www.justice.gov/opa/pr/us-department-justice-disrupts-hive-
ransomware-variant.

199 DarkReading - Effects of the Hive Ransomware Group Takedown - https://www.darkreading.com/vulnerabilities-threats/effects-of-the-hive-
ransomware-group-takedown.

200 Sophos - When cops hack back: Dutch police fleece DEADBOLT criminals (legally!) - https://nakedsecurity.sophos.com/2022/10/21/when-cops-
hack-back-dutch-police-fleece-deadbolt-criminals-legally/.

20" Europol - Germany and Ukraine hit two high-value ransomware targets - https://www.europol.europa.eu/media-press/newsroom/news/germany-
and-ukraine-hit-two-high-value-ransomware-targets.

202 Bleeping Computer - Emotet botnet now pushes Quantum and BlackCat ransomware - https://www.bleepingcomputer.com/news/security/emotet-
botnet-now-pushes-quantum-and-blackcat-ransomware/.

203 Proofpoint - A Comprehensive Look at Emotet’s Fall 2022 Return - https://www.proofpoint.com/us/blog/threat-insight/comprehensive-look-emotets-
fall-2022-return.

204 Cryptolaemus1 — https:/twitter.com/Cryptolaemus1/status/1587792659275448320.

205 KrebsonSecurity - Feds Charge NY Man as BreachForums Boss ‘Pompompurin’ - https://krebsonsecurity.com/2023/03/feds-charge-ny-man-as-
breachforums-boss-pompompurin/.

206 Flashpoint - Another One Bites the Dust: The (Apparent) End of Breach Forums - https://flashpoint.io/blog/end-of-breach-forums/.

207 Europol - Takedown of notorious hacker marketplace selling your identity to criminals - https://www.europol.europa.eu/media-
press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals.
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conversation to dedicated messaging services are also out of luck. The Dutch national police shut down?% Exclu, a
criminal messaging service. This follows earlier actions against Sky ECC2%° and EncroChat?'°,

Another arrow shot by law enforcement was right to the heart of DDoS operations. Europol?'! reported a take down
against fifty of the world’s biggest booter services. And although DDoS attacks might not sound as exciting as attacks
via deepfakes, they have effectively lowered the entry barrier into cybercrime. So, any take-down, including those
against DDoS-friendly hosters2'2 has its effect on the cybercrime scene. The UK’s National Crime Agency even went
further2'® 214 Their ‘Operation PowerOFF’ used fake Cybercrime-as-a-Service sites to attract the attention of
individuals considering a career in crime. Anyone who attempted to register then received a friendly follow-up call
warning them not to get into crime.

The playing field remains uneven though. Cybercriminals have no limits2'® in terms of sharing resources and know-
how, whereas law-enforcement agencies have difficulties finding sufficient resources to do their job.

2.2.7 Deepfakes and Al

Artificial intelligence, and the uncertainties associated with Large Language Models (LLMs) have received a lot of
attention lately. The cybersecurity world is no stranger to it either as Al, deepfakes and alike seem like a perfect fit for
realistic and targeted social engineering attacks. Europol warned?'® about the potential misuse of artificial intelligence-
powered chatbot ChatGPT in phishing attempts, information manipulation and cybercrime. And one should not forget
that there are still plenty of older techniques, requiring much less effort and still providing good results for criminality.
That is not to say that threat actors with the resources and determination to make use of the technology will ignore it
altogether. This technology can certainly be used for highly targeted and specialised (but also high cost) campaigns.

2.2.8 Using extortion-only techniques

Criminal groups increasingly combined?'” extortion techniques and almost always included some form of information
stealing. Double extortion increased?'® 29 220, with some groups relying??' solely on stealing information. Threat
actors also combined double extortion with other ways of making the lives of victims more miserable. Examples
include setting up a replica??? of a victim’s site on a typosquatted domain and using it to publish stolen data or
combining malware with a clipboard stealer??3, replacing information on cryptocurrency transactions on the clipboard
with transaction details chosen by the criminals. Other groups turned their attention to backup software, such as
Veeam??* 225_ After all, if you locked and stole information from a victim, destroying their backups is an additional way
to cause despair. A more conservative approach is adding DDoS to the list. But DDoS is something that can come

208 DarkReading - Exclu Shutdown Underscores Outsised Role Messaging Apps Play in Cybercrime - https://www.darkreading.com/endpoint/exclu-
shutdown-underscores-outsized-apps-messaging-apps-role-in-cybercrime.

209 BalkanInsight — Encrypted Phone Crack No Silver Bullet against Balkan Crime Gangs — https:/balkaninsight.com/2022/04/25/encrypted-phone-
crack-no-silver-bullet-against-balkan-crime-gangs/.

210 Europol - Dismantling of an encrypted network sends shockwaves through organised crime groups across Europe -
https://www.europol.europa.eu/media-press/newsroom/news/dismantling-of-encrypted-network-sends-shockwaves-through-organised-crime-groups-
across-europe.

211 Europol - Global crackdown against DDoS services shuts down most popular platforms - https://www.europol.europa.eu/media-
press/newsroom/news/global-crackdown-against-ddos-services-shuts-down-most-popular-platforms.

212 KrebsonSecurity — German Police Raid DdoS-Friendly Host ‘FlyHosting’ — https://krebsonsecurity.com/2023/03/german-police-raid-ddos-friendly-
host-flyhosting/.

213 NCA - NCA infiltrates cybercrime market with disguised DDoS sites - https://www.nationalcrimeagency.gov.uk/news/nca-infiltrates-cyber-crime-
market-with-disquised-ddos-sites.

214 Sophos — Cops use fake DdoS services to take aim at wannabe cybercriminals — https://nakedsecurity.sophos.com/2023/03/28/cops-use-fake-
ddos-services-to-take-aim-at-wannabe-cybercriminals/.

215 Interpol - https://www.interpol.int/content/download/19174/file/African%20Cyberthreat%20Assessment%20Report%202022-V2. pdf.

216 Europol - The impact of Large Language Models on Law Enforcement -
https://www.europol.europa.eu/cms/sites/default/files/documents/Tech%20Watch%20Flash%20-
%20The%20Impact%200f%20Large%20Language%20Models%200n%20Law%20Enforcement.pdf.

217 EclecticlQ — EclecticlQ Retrospective: A Look at the Themes & Events That Shaped the 2022 Cyber Landscape -
https://blog.eclecticiq.com/eclecticig-retrospect-a-look-at-the-themes-events-that-shaped-the-2022-cyber-landscape.

218 Sonicwall - 2023 cyber threat report - https://www.sonicwall.com/2023-cyber-threat-report/.

219 Red Canary - 2023 Threat Detection Report - https://redcanary.com/resources/quides/threat-detection-report/.

220 Tenable - 2022 threat landscape report - https://www.tenable.com/cyber-exposure/tenable-2022-threat-landscape-report.

221 Mandiant - MTrends 2023 - https://www.mandiant.com/resources/blog/m-trends-2023.

222 Blackberry - Global Intelligence Report - https://www.blackberry.com/content/dam/bbcomv4/global/pdf/0408-Threat-ReportV17.pdf.

223 Bleeping Computer - New clipboard hijacker replaces crypto wallet addresses with lookalikes -
https://www.bleepingcomputer.com/news/security/new-clipboard-hijacker-replaces-crypto-wallet-addresses-with-lookalikes/.

224 BlackBerry - The Curious Case of ‘Monti’ Ransomware: A Real-World Doppelganger

- https://blogs.blackberry.com/en/2022/09/the-curious-case-of-monti-ransomware-a-real-world-doppelganger.

225 SOCRadar — Veeam Fixes Critical Vulnerabilities in Backup & Replication Software — https://socradar.io/veeam-fixes-critical-vulnerabilities-in-
backup-replication-software-cve-2022-26500-cve-2022-26501/.
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back as a boomerang. During the reporting period, several leak sites were subjected to DDoS attacks?%%, some even
referring??” 228 to a breach they had conducted earlier.

It is highly likely that cybercrime actors will stay focussed on information theft as the return on investment for these
operations is more rewarding than merely locking up data. It is also to be expected that these actors will come up with
new novel ways for extorting victims.

2.2.9 Ransomware activity

Ransomware revenues, although still substantial, went down??° in 2022 according to reports by ChainAnalysis. That
does not mean the number of attacks was down, it was due to victims refusing to pay. First and foremost, this can be
associated with the increased level of awareness and improved maturity within organisations. Additionally, it may be
explained by the fact that paying ransomware is legally riskier as it may be perceived as funding the criminal market.
Another explanation is that because companies need to meet security and backup requirements to qualify for cyber
insurance, they now have more capacity to recover from an attack, without the need to pay. Ransomware operators
have added search functionality?® to their leak sites. This increases victimisation, draws more visitors to their sites
and brings attention to the stolen data. There was also a lot of competition?3! between various groups. We expect that
ransomware operations will increasingly expose victims, sometimes as an additional way to put pressure and
convince victims to pay.

And although the Conti group has dissolved, that does not mean their techniques?23? are no longer successful, partially
because some of their gang members remained active?3 234 235 in the cybercrime world. Next to copycatting
techniques, gangs are also looking at re-using tooling that proved to be successful. The leak of ransomware
builders2® 237 js used to update existing toolsets or by new groups to enter the market. It is very likely that the wide
availability of these builders in combination with the as-a-service markets lowers the barriers to entry into the
cybercrime market and leads to additional (but maybe short-lived) ransomware groups popping up.

Human-operated ransomware maintains238 its position as one of the most impactful cyberattack trends world-wide.
These attacks often exploit vulnerabilities, use valid accounts, take advantage of misconfigurations or rely on dual-use
tools to find their ways to the crown jewels. It is also not uncommon that, as a means for evading defences, security
products are reconfigured or disabled. It is likely we will continue to see human-operated ransomware in targeted
attacks, by well-resourced cybercrime gangs. Those less resourced or skilful will likely revert to readily available tools,
use the proven playbooks or buy their services from criminal markets.

2.3 HACKER-FOR-HIRE ACTOR TRENDS

2.3.1 Cybercrime market is booming

226 Cisco Talos - Multiple ransomware data leak sites experience DDoS attacks, facing intermittent outages and connectivity issues -
https://blog.talosintelligence.com/multiple-ransomware-data-leak-sites-experience-ddos-attacks-facing-intermittent-outages-and-connectivity-issues/.
227 Bleeping Computer - LockBit claims ransomware attack on security giant Entrust, leaks data -
https://www.bleepingcomputer.com/news/security/lockbit-claims-ransomware-attack-on-security-giant-entrust-leaks-data/.

228 yx-underground - https://twitter.com/vxunderground/status/1561262483448512513.

229 Chainanalysis — Ransomware Revenue Down As More Victims Refuse to Pay — https:/blog.chainalysis.com/reports/crypto-ransomware-revenue-
down-as-victims-refuse-to-pay/.

230 Bleeping Computer - Ransomware gang now lets you search their stolen data - https://www.bleepingcomputer.com/news/security/ransomware-
gang-now-lets-you-search-their-stolen-data/.

231 Sophos - Hive, LockBit and BlackCat Ransomware Gangs Consecutively Attack the Same Network, Sophos Reports - https://www.sophos.com/en-
us/press/press-rel /2022/08/hive-lockbit-and-blackcat-ransomware-gangs-consecutively-attack-the-same-network.

232 BlackBerry - The Curious Case of ‘Monti’ Ransomware: A Real-World Doppelganger - https://blogs.blackberry.com/en/2022/09/the-curious-case-of-
monti-ransomware-a-real-world-doppelganger.

233 Trend Micro - Conti Team One Splinter Group Resurfaces as Royal Ransomware with Callback Phishing Attacks -
https://www.trendmicro.com/en_us/research/22/l/conti-team-one-splinter-group-resurfaces-as-royal-ransomware-wit. html.

234 Vitali Kremez - https://twitter.com/VK_Intel/status/1557003350541242369.

235 Mandiant - M-Trends 2023 - https://www.mandiant.com/resources/blog/m-trends-2023.

236 Trend Micro — New Mimic Ransomware Abuses Everything APIs for its Encryption Process — https://www.trendmicro.com/en_us/research/23/a/new-
mimic-ransomware-abuses-everything-apis-for-its-encryption-p.html.

237 Bleeping Computer - TommyLeaks and SchoolBoys: Two sides of the same ransomware gang -
https://www.bleepingcomputer.com/news/security/tommyleaks-and-schoolboys-two-sides-of-the-same-ransomware-gang/.

238 Microsoft - Microsoft DART ransomware case study - https://learn.microsoft.com/en-us/security/ransomware/dart-ransomware-case-study.
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The Initial Access Broker (IAB) market is booming?239 240 241 242 243 jith g year-over-year growth in the number of
groups and the volume of credentials for sale as per numerous reports. According to Google, this growth is?*4 due to
an increasing number of financially motivated threat actors targeting Ukraine, some with activities closely aligned with
attackers backed by the Russian government.

The prime goods of this IAB market are credentials, primarily for VPN and RDP account takeovers or for credential
stuffing attacks. Some credentials are obtained after exploiting?*° vulnerabilities, some are gathered after data
leakage but the majority?*® is obtained by information or credential stealer malware. Prime examples are RedLine,
Raccoon and Vidar. These stealers commonly find2*7 their way to victim machines via social engineering, mostly
phishing, some even via a paid distribution scheme relying on the Emotet and Qakbot botnets. Other campaigns lure
users into downloading seemingly legitimate software, for example via malvertising. We expect that future social
engineering campaigns to obtain credentials and install information stealers will further anticipate?*® new defensive
measures to protect the abuse of credentials.

Historically a lot of phishing campaigns relied on document macros to get malware executed. The change?*° by
Microsoft to disable Mark of the Web (MotW) by default and block macros coming from the Internet made this
technique obsolete. Threat actors switched?5° 251 252 o compressed files, containers and LNK shortcuts. And just
as defenders started to adjust their detection methods, threat actors looked at other ways to trick users. Since 2023
there has been an upsurge?33 in the number of campaigns using OneNote documents for malware distribution. Similar
to traditional Office documents, OneNote documents are delivered as email attachments but actors can also use
URLSs pointing to online documents. The spike in OneNote has dropped significantly since March 2023, most likely
because Microsoft?>* introduced improved protection measures. This change in behaviour, switching from macros to
compressed files and then to OneNote, is an example of the behaviour of threat actors who want to obtain initial
access. Once a number of groups starts using new techniques, other groups quickly follow their example. This rapid
adoption of a new technique was a key trend?%> observed during the reporting period.

In general, the cybercriminal ecosystem has experienced a monumental shift in activity and threat behaviour over the
last year. Threat actors no longer use static, predictable attack chains to gain initial access, but rely and will keep on
relying on dynamic, rapidly changing techniques. In addition, this ecosystem has been transformed into an industry,
with a network of supporting services with proven and professionalised approaches to its operations.

2.3.2 Expansion of the As-a-Service model

Several threat actors further professionalised?¢ 257 their As-a-Service programmes. Not only did they employ new
tactics and techniques for gaining access to environments but they also explored additional ways to coerce and
extort victims and promote?258 their businesses. Because these marketplaces are becoming increasingly

239 Cisco Talos - What Old is New Again and What's Old is Me? - https://blog.talosintelligence.com/threat-source-012623/.

240 CrowdStrike - 2023 Global Threat Report - https://www.crowdstrike.com/global-threat-report/.

241 Mandiant — M-Trend 2023 — https ://www.mandiant.com/resources/blog/m-trends-2023.

242 Kroll - Q3 2022 Threat Landscape: Insider Threat, The Trojan Horse of 2022 - https://www.kroll.com/en/insights/publications/cyber/threat-
intelligence-reports/q3-2022-threat-landscape-insider-threat-trojan-horse.

243 Group IB - Hi-Tech Crime Trends 2022/2023 - https:/go.group-ib.com/hubfs/report/protected/group-ib-hi-tech-crime-trends-2022-2023-en.pdf.
244 Google TAG - Initial access broker repurposing techniques in targeted attacks against Ukraine - https://blog.google/threat-analysis-groupl/initial-
access-broker-repurposing-techniques-in-targeted-attacks-against-ukraine/.

245 Group IB - Hi-Tech Crime Trends 2022/2023 - https:/go.group-ib.com/hubfs/report/protected/group-ib-hi-tech-crime-trends-2022-2023-en.pdf.
246 Recorded Future - 2022 Annual Report - https://www.osintme.com/wp-content/uploads/2023/03/Recorded Future Annual_Report.pdf.

247 Sophos — 2023 Threat Report — https://www.sophos.com/en-us/content/security-threat-report.

248 PWC - Cyber Threats 2022: A Year in Retrospect - https://www.pwc.com/gx/en/issues/cybersecurity/cyber-threat-intelligence/cyber-year-in-
retrospect/pdf/2022-year-in-retrospect-report. pdf.

249 Microsoft - Macros from the internet will be blocked by default in Office - https://learn.microsoft.com/en-us/deployoffice/security/internet-macros-
blocked.

250 Red Canary — 2023 Threat Detection Report — https:/redcanary.com/resources/guides/threat-detection-report/.

251 The DFIR Report - 2022 Year in Review - https://thedfirreport.com/2023/03/06/2022-year-in-review/.

252 Recorded Future - 2022 Annual Report - https://www.osintme.com/wp-content/uploads/2023/03/Recorded Future Annual_Report.pdf.

253 Trellix - Qakbot Evolves to OneNote Malware Distribution - https://www.trellix.com/en-us/about/newsroom/stories/research/qakbot-evolves-to-
onenote-malware-distribution.html.

254 Bleeping Computer - Microsoft OneNote to get enhanced security after recent malware abuse -
https://www.bleepingcomputer.com/news/microsoft/microsoft-onenote-to-get-enhanced-security-after-recent-malware-abuse/.

255 Proofpoint - Crime Finds a Way: The Evolution and Experimentation of the Cybercrime Ecosystem -
https://www.proofpoint.com/sites/default/files/misc/pfpt-us-threat-research-2023-05-12-cybercrime-experimentation.pdf.

256 PWC - Cyber Threats 2022: A Year in Retrospect - https://www.pwc.com/gx/en/issues/cybersecurity/cyber-threat-intelligence/cyber-year-in-
retrospect/pdf/2022-year-in-retrospect-report.pdf.

257 Group 1B — Hi-Tech Crime Trends 2022/2023 — https:/go.group-ib.com/hubfs/report/protected/group-ib-hi-tech-crime-trends-2022-2023-en.pdf.
258 Crowdstrike - Global Threat Report - https://www.crowdstrike.com/global-threat-report/.
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https://www.trellix.com/en-us/about/newsroom/stories/research/qakbot-evolves-to-onenote-malware-distribution.html
https://www.trellix.com/en-us/about/newsroom/stories/research/qakbot-evolves-to-onenote-malware-distribution.html
https://www.bleepingcomputer.com/news/microsoft/microsoft-onenote-to-get-enhanced-security-after-recent-malware-abuse/
https://www.proofpoint.com/sites/default/files/misc/pfpt-us-threat-research-2023-05-12-cybercrime-experimentation.pdf
https://www.pwc.com/gx/en/issues/cybersecurity/cyber-threat-intelligence/cyber-year-in-retrospect/pdf/2022-year-in-retrospect-report.pdf
https://www.pwc.com/gx/en/issues/cybersecurity/cyber-threat-intelligence/cyber-year-in-retrospect/pdf/2022-year-in-retrospect-report.pdf
https://go.group-ib.com/hubfs/report/protected/group-ib-hi-tech-crime-trends-2022-2023-en.pdf
https://www.crowdstrike.com/global-threat-report/
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commodified, their look and feel has also changed?®. Instead of clumsy interfaces, these forums now foresee having
space for advertisements with animated banners directed at the forum’s users. The operators pay more attention to
graphic design and layout, moving to eye-catching imagery designed to give products an air of professionalism and
legitimacy. One of the reasons for its success is the fact that the cybercrime industry is relatively easy to enter even
for inexperienced threat actors. Operators offering their tools and expertise as subscription services making?® it so
that almost anyone can conduct attacks.

One of the trends we expect to witness in the future is different interconnected Crime-as-a-Service or CaaS markets
providing blueprints for attacks. One service does the intelligence gathering and profiling, whereas others get an initial
foothold in the organisation and associates then launch the final objective of the attack.

2.3.3 Spyware industries and global surveillance continue booming

The spyware industry has boomed?6! 262 263 fyrther and this type of borderline-illegal software remains a threat to all of
us. In ways to legitimise their products this industry often claims254 that their services are intended to focus on
criminals and terrorists, whereas in fact they regularly target journalists, politicians and political opposition as well
as human rights activists. And while surveillance technologies can serve a purpose, there are rising concerns?%®
about privacy, human rights, transparency, accountability and ethical considerations. There is a trend from public and
private entities to take action?266 267 268 269 270 271 gnd gaddress these concerns.

In March 2023 multiple opensource reports documented the “Vulkan files”. These files included emails and other
documents, implicating the Russian company NTC Vulkan in providing equipment’s and technology to Russian
governmental military including the GRU. We can assess that these technologies supported Russian cyber malicious
activities, with some of them conducted by the GRU-linked group Sandworm. Based on Mandiant’s report, Vulkan
also provided technologies capable of targeting OT systems, including a training platform to simulate OT attacks. The
leaks showed?7? 273 that cybersecurity companies contribute to bolster Russia’s cyber offensive capabilities.

2.3.4 Geopolitical motivations

Hackers-for-hire are not immune from being influenced by geopolitical events. We had a first taste during the previous
reporting period with the split of the Conti group and this only expanded further?74 275 276 A|so, it is interesting that
state-nexus groups adopted attack patterns typically seen in criminal campaigns.

259 Sophos 2023 — Threat Report — https://www.sophos.com/en-us/content/security-threat-report.

260 Seqrite - 2023 Cybersecurity Trend Forecast - https://www.segrite.com/segrite-prediction-report-2023.

261 Cisco Talos - Threat Source newsletter (Feb. 16, 2023) — Recapping what we may have missed so far this year -
https://blog.talosintelligence.com/threat-source-newsletter-feb-16-2023/.

262 Google TAG - Spyware vendors use 0-days and n-days against popular platforms https://blog.google/threat-analysis-group/spyware-vendors-use-0-
days-and-n-days-against-popular-platforms/.

263 Amnesty International - uncovers new hacking campaign linked to mercenary spyware company

- https://www.amnesty.org/en/latest/news/2023/03/new-android-hacking-campaign-linked-to-mercenary-spyware-company/.

264 Meta — Threat Report on the Surveillance-for-Hire Industry — https://about.fb.com/wp-content/uploads/2022/12/Threat-Report-on-the-Surveillance-
for-Hire-Industry.pdf.

265 SOCRadar - Beyond the Veil of Surveillance: Private Sector Offensive Actors (PSOAs) - https://socradar.io/beyond-the-veil-of-surveillance-private-
sector-offensive-actors-psoas/.

266 European Parliament - Spyware: MEPs sound alarm on threat to democracy and demand reforms - https://www.europarl.europa.eu/news/en/press-
room/202305051PR84901/spyware-meps-sound-alarm-on-threat-to-democracy-and-demand-reforms.

267 https://www.europarl.europa.eu/committees/en/pega/home/highlights.

268 Greek City Times — Greece to ban spyware as wiretap scandal continues — https://greekcitytimes.com/2022/12/09/greece-to-ban-spyware-as-
wiretap-scandal-continues/.

269 The White House - EO on Prohibition on Use by the United States Government of Commercial Spyware that Poses Risks to National Security -
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/03/27/executive-order-on-prohibition-on-use-by-the-united-states-government-of-
commercial-spyware-that-poses-risks-to-national-security/.

270 Cybersecurity Tech Accord - Cyber mercenaries: An old business model, a modern threat Cybersecurity Tech Accord principles limiting offensive
operations in cyberspace - https://cybertechaccord.org/uploads/prod/2023/03/Cyber-mercenary-principles Tech-Accord 032723 FINAL.pdf.

271 Microsoft - https://blogs.microsoft.com/on-the-issues/2023/04/11/cyber-mercenaries-cybersecurity-tech-accord/.

272 The Guardian - ‘Vulkan files’ leak reveals Putin’s global and domestic cyberwarfare tactics -
https://www.theguardian.com/technology/2023/mar/30/vulkan-files-leak-reveals-putins-global-and-domestic-cyberwarfare-tactics.

273 Mandiant - Contracts Identify Cyber Operations Projects from Russian Company NTC Vulkan - https://www.mandiant.com/resources/blog/cyber-
operations-russian-vulkan.

274 Sophos - 2023 Threat Report — https://www.sophos.com/en-us/content/security-threat-report.

275 Dragos - Industrial Ransomware Analysis: Q3 2022 - https://www.dragos.com/blog/industry-news/dragos-industrial-ransomware-analysis-g3-2022/.
276 CrowdStrike - 2023 Global Threat Report - https://www.crowdstrike.com/global-threat-report/.
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The Cuba ransomware group, for example, conducted an information stealing operation?’” against government
agencies in Montenegro, allegedly in retaliation after Montenegro joined EU sanctions against Russia and expelled
several Russian diplomats. The group?78 27° 280 primarily targets28! 282 government and military officials in Ukraine, not
only for ransomware purposes but also for intelligence collection. The group behind Cuba ransomware uses a variety
of techniques that include targeted malvertising?®® where the RomCom lure?®* sites point to trojanised versions of
legitimate applications.

2.4 HACKTIVISTS’ TRENDS

2.4.1 Hacktivists capitalising on geopolitical events

There is an intensification of activities by groups that emerged after the invasion of Ukraine. Several new groups have
emerged and those that were well-established continued doing at what they were good. In most cases this concerns
DDoS attacks, despite promises of changes in their TTPs. And while in general the longstanding effects of attacks are
limited, the disruption of services can have an undesirable impact. Although it includes the largest part of reported
incidents, hacktivist activities were not limited to the war in Ukraine. There was also a strong uptick?® of attacks in
Taiwan following the visit from US officials.

One of the most active groups is NoName057, a pro-Russian hacktivist group first observed in March 2022. The group
launched a crowdsourced project ‘DDOSIA’ where volunteers are encouraged to download and install a bot on their
computers to launch denial-of-service attacks. The group went even as far as offering2® financial rewards to its
volunteers. Another notorious DDoS group is Killnet. Their campaigns are focussed on the disruption of services and
drawing public attention to their cause. They do not seek financial gain and the victimology is similar to NoName057.
What sets Killnet apart is that they collaborate with other groups to execute their operations. These alliances, and the
decentralised structure, do not come without a risk. The doxing?®” of the leader of Anonymous Russia by the
supposed leader of Killnet is an example of the ‘fight’ for leadership between these groups. It also shows their desire
to preserve a degree of operational independence from affiliated groups.

Hacktivists’ activities related to the Ukrainian war are not limited to DDoS campaigns. There is a trend for hacktivists
to conduct espionage campaigns, in line with the global objectives of the Belarusian and Russian governments.
These activities2%8 can sometimes put them in the category of state-sponsored groups but their lack of resources and
scrappiness makes them stand out and warrants that they be categorised as hacktivists. In response to Russia’s
invasion, pro-Ukraine hacktivists remained active and launched cyberattacks against Russia such as hack-and-leaks
and DDoS attacks and claimed they had disrupted critical infrastructure. There is limited visibility of the impact these
claimed attacks had on Russian targets.

Itis very likely that hacktivism will continue to support a variety of political ideals, particularly in countries experiencing
civil unrest or war. Some of these groups will remain active for a longer period of time, where others will dissolve and
their members will continue operations under the umbrella of other groups.

277 Reuters - Montenegro blames criminal gang for cyberattacks on government - https://www.reuters.com/world/europe/montenegro-blames-criminal-
gang-cyber-attacks-government-2022-08-31/.
278 Google TAG - Ukraine remains Russia’s biggest cyber focus in 2023 - https://blog.google/threat-analysis-group/ukraine-remains-russias-biggest-

cyber-focus-in-2023/.

279 CERT-UA - https://cert.gov.ual/article/2394117.

280 Blackberry - Unattributed RomCom Threat Actor Spoofing Popular Apps Now Hits Ukrainian Militaries

- https://blogs.blackberry.com/en/2022/10/unattributed-romcom-threat-actor-spoofing-popular-apps-now-hits-ukrainian-militaries.

281 Trend Micro - Void Rabisu’s Use of RomCom Backdoor Shows a Growing Shift in Threat Actors’ Goals -
https://www.trendmicro.com/en_us/research/23/e/void-rabisu-s-use-of-romcom-backdoor-shows-a-growing-shift-in-th.html.

282 BlackBerry - RomCom Threat Actor Abuses KeePass and SolarWinds to Target Ukraine and Potentially the United Kingdom -
https://blogs.blackberry.com/en/2022/11/romcom-spoofing-solarwinds-keepass.

283 Trend Micro - IcedID Botnet Distributors Abuse Google PPC to Distribute Malware - https://www.trendmicro.com/en_us/research/22/l/icedid-botnet-
distributors-abuse-google-ppc-to-distribute-malware.html.

284 Trend Micro - Void Rabisu’s Use of RomCom Backdoor Shows a Growing Shift in Threat Actors’ Goals -
https://www.trendmicro.com/en_us/research/23/e/void-rabisu-s-use-of-romcom-backdoor-shows-a-growing-shift-in-th.html.

285 Reuters - Attacks on Taiwan websites likely work of Chinese 'hacktivists' - researchers - https://www.reuters.com/world/attacks-taiwan-websites-
likely-work-chinese-hacktivists-researchers-2022-08-02/.

286 TechMonitor - Pro-Russian hacktivist group offers citizens financial rewards to join DDoS attacks -
https://techmonitor.ai/technology/cybersecurity/noname057-russia-ukraine-hacktivist.

287 Flashpoint - Killnet Ostracises Leader of Anonymous Russia, Adding New Chapter to Pro-Kremlin Hacktivist Drama —
https://flashpoint.io/blog/killnet-anonymous-russia-pro-kremlin-hacktivism/.

288 Avertium — APT Winter Vivern Resurfaces in 2023 — https://explore.avertium.com/resource/apt-winter-vivern-resurfaces.

https://t.me/learningnets

October 2023

35


https://www.reuters.com/world/europe/montenegro-blames-criminal-gang-cyber-attacks-government-2022-08-31/
https://www.reuters.com/world/europe/montenegro-blames-criminal-gang-cyber-attacks-government-2022-08-31/
https://blog.google/threat-analysis-group/ukraine-remains-russias-biggest-cyber-focus-in-2023/
https://blog.google/threat-analysis-group/ukraine-remains-russias-biggest-cyber-focus-in-2023/
https://cert.gov.ua/article/2394117
https://blogs.blackberry.com/en/2022/10/unattributed-romcom-threat-actor-spoofing-popular-apps-now-hits-ukrainian-militaries
https://www.trendmicro.com/en_us/research/23/e/void-rabisu-s-use-of-romcom-backdoor-shows-a-growing-shift-in-th.html
https://blogs.blackberry.com/en/2022/11/romcom-spoofing-solarwinds-keepass
https://www.trendmicro.com/en_us/research/22/l/icedid-botnet-distributors-abuse-google-ppc-to-distribute-malware.html
https://www.trendmicro.com/en_us/research/22/l/icedid-botnet-distributors-abuse-google-ppc-to-distribute-malware.html
https://www.trendmicro.com/en_us/research/23/e/void-rabisu-s-use-of-romcom-backdoor-shows-a-growing-shift-in-th.html
https://www.reuters.com/world/attacks-taiwan-websites-likely-work-chinese-hacktivists-researchers-2022-08-02/
https://www.reuters.com/world/attacks-taiwan-websites-likely-work-chinese-hacktivists-researchers-2022-08-02/
https://techmonitor.ai/technology/cybersecurity/noname057-russia-ukraine-hacktivist
https://flashpoint.io/blog/killnet-anonymous-russia-pro-kremlin-hacktivism/
https://explore.avertium.com/resource/apt-winter-vivern-resurfaces

x
*
*

***«

enisa

x *

ENISA THREAT LANDSCAPE 2023

2.4.2 Regime opposing groups

During the reporting period there were hacktivists activities linked to civil unrest on what is happening in Iran. Since
October, several anti-regime groups conducted?®® DDoS and hack-and-leak operations against Iran to foment
nationwide protests. Some of these groups were established previously and shifted their focus, whereas other groups
have cropped up.

2.4.3 Targeting OT

Hacktivists are increasingly claiming?® that they target OT environments but public reporting indicate they often2®'
overestimate or do not substantiate their claims. The operations are done against insecure, internet accessible
devices or public-facing applications with default credentials or insecure configurations.

In some cases, hacktivists also conduct a form of information manipulation campaigns. This includes sharing
videos and photos of physical incidents and claiming these are the result of their activities without substantial proof to
support their claims. An example is the Iragi group Altahrea who took responsibility for a power plant fire in Israel
without any evidence linking the incident to the groups’ activity. Regardless of the existence of proof, the objective of
the hacktivist groups, i.e. to obtain attention and, in some cases, to cause fear, was achieved. We expect that
hacktivists will continue claiming to have successfully targeted OT (or industrial) environments. This is not to say that
they cannot achieve success, though when they are successful it will most likely be because of a misconfiguration or
the unintended exposure of a system; however, it is unlikely they will be successful in the immediate future. It is more
likely that physical hacktivists actions will be more successful.

2.4.4 Hacktivism or false flags?

There is state-sponsored activity that tries to hide under the flag of hacktivism. The most notable case has been
that of Anonymous Sudan targeting several Swedish entities with DDoS attacks. Investigations2°2 2% revealed that
Anonymous Sudan is likely a sub-group of the pro-Russian group Killnet. The campaigns?®* 2% were most likely
created as part of a Russian operation to create fear and uncertainty in Sweden to complicate its application to join
NATO.

As long as the war in Ukraine continues, it is very likely that groups such as Anonymous Sudan will continue to exist.
These groups, seemingly hacktivists but most likely state-sponsored or affiliated, will continue to participate in
hacktivists activities, causing various provocations and manipulations. It is highly likely that the activities of these

groups will strongly underline the operations carried out through information manipulation and interference campaigns.

289 Microsoft - Microsoft Threat Intelligence Iran turning to cyber-enabled influence operations for greater effect — https://www.microsoft.com/en-
us/security/business/security-insider/wp-content/uploads/2023/05/Iran-turning-to-cyber-enabled-influence-operations-for-greater-effect-05022023. pdf.
2% Mandiant - We (Did!) Start the Fire: Hacktivists Increasingly Claim Targeting of OT Systems - https://www.mandiant.com/resources/blog/hacktivists-
targeting-ot-systems.

291 Claroty - Hacktivist Group Claims Ability to Encrypt an RTU Device - https://claroty.com/team82/blog/hacktivist-group-claims-ability-to-encrypt-an-
rtu-device.

292 Trustwave - Anonymous Sudan: Religious Hacktivists or Russian Front Group? — https://www.trustwave.com/en-us/resources/blogs/spiderlabs-
blog/anonymous-sudan-religious-hacktivists-or-russian-front-group/.

293 Japan Times - Posing as Islamists, Russian hackers take aim at Sweden - https://www.japantimes.co.jp/news/2023/05/14/world/russia-hackers/.
2% TrueSec - Hacktivists Target Denmark in Simultaneous Attacks - https://www.truesec.com/hub/blog/hacktivists-target-denmark-in-simultaneous-
attacks.

2% The Record - Hacker group Anonymous Sudan demands $3 million from Scandinavian Airlines - https://therecord.media/hacker-group-anonymous-
sudan-demands-three-million-from-sas.
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3. ANALYSIS OF THE
VULNERABILITIES LANDSCAPE 2022-
2023

The analysis of the vulnerabilities landscape provides insights into the evolving landscape of software vulnerabilities
and allows the reader to identify trends, patterns and emerging threats, thus aiding the enhancement of cybersecurity
strategies. By understanding the frequency, severity and types of vulnerabilities discovered, organisations can
prioritise patching and mitigation efforts, allocate resources effectively and proactively address potential risks to their
systems and data This proactive approach helps to minimize the potential for security breaches, data breaches, and
other cyberattacks, ultimately contributing to a more resilient and secure digital environment2%,

Moreover, this work is meant to complement the annual ETL by giving a glimpse into the vulnerabilities that are often
leveraged in cyberattacks. The ETL is based on public sources and ENISA has tried to cross-correlate the analysis of
the vulnerability landscape with that of the publicly disclosed incidents, to identify trends in the vulnerabilities exploited
etc. However, unfortunately it is not common practice to disclose such information to the public and hence this much
need and useful analysis was not feasible. With the Network and Information Security Directive 2 (NISD 2),
enhancements in both incident reporting and vulnerability management and disclosure are expected in the EU, which
will hopefully enable us to conduct more in depth and correlated analysis. In our exploration of the CVE Landscape,
we considered the following definitions of key terms associated with Vulnerability foreclosure:

CVE?” (Common Vulnerabilities and Exposures) is a standardized system designed for identifying and naming
security vulnerabilities in various software and hardware products. It assigns a unique identifier to each vulnerability,
making it simpler to track and reference vulnerabilities across different systems and databases.

CVSS2% 299 (Common Vulnerability Scoring System) is a framework used to evaluate the severity of security
vulnerabilities. It offers a numerical score that quantifies a vulnerability's impact and exploitability, helping

organizations prioritize which vulnerabilities to address first.

Table 1: NVD Vulnerability Severity Ratings: CVSS v2.0 Ratings CVSS v3.0 Ratings

Severity ‘ Base Score Range ‘ Severity Base Score Range ‘
Low 0.0-3.9 None 0.0
Medium 4.0-6.9 Low 0.1-3.9
High 7.0-10.0 Medium 4.0-6.9
High 7.0-8.9
Critical 9.0-10.0

2% |t should be noted that the CVE, CWE, OWASP, and CVSS frameworks have altered the trajectory of vulnerability reporting and data in the past:
https://www first.org/events/collogquia/cardiff2023/program#pTime-and-Magnitude-Epoch-Fail-Forecasting-Vulnerabilities-Amid-Temporal-Discontinuity
297 https://cve.mitre.org/

298 https://www.first.org/cvss/
299 https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
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CNAZ3% (CVE Numbering Authority) is an organization or entity responsible for assigning CVE identifiers to
vulnerabilities and ensuring their accuracy and consistency.

CWE?3%! (Common Weakness Enumeration) is a catalog of common software and hardware weaknesses, security
issues, and coding errors. It serves as a reference for known software security vulnerabilities and is instrumental in
improving the understanding and mitigation of these security weaknesses during the software development process.

3.1 SUMMARY

During the timeframe under examination in this report, spanning from July 1, 2022, to June 30, 2023, a total of 24,690
vulnerabilities were recorded after excluding those that were rejected, disputed, or reserved. This represents a
significant increase compared to the 21,920 vulnerabilities reported in the previous ETL document for the period
between July 1, 2021, and June 30, 2022.

Additionally, it's noteworthy that within this specific time frame, 100 out of the 24,690 published vulnerabilities are
cross-referenced in the 'CISA Known Exploited Vulnerabilities catalogue'3°? (KEV).

It's important to highlight that for a vulnerability to be included in the 'CISA Known Exploited Vulnerabilities Catalog,' it
must satisfy specific criteria. To qualify for inclusion in the catalog, a vulnerability must meet three key criteria: it
should have a Common Vulnerabilities and Exposures (CVE) ID, there must be credible evidence of active
exploitation, and a clear remediation action, such as a vendor-provided update, should be available.

3.2 ANALYSIS OF THE CVE NUMBERING AUTHORITIES (CNA3%)

In the section below, an examination of the allocation of CVEs by CVE numbering authorities (CNAs) has been carried
out. The aim of this analysis is to identify any discernible trends or patterns related to specific vendors, which can
assist the reader in making informed decisions about prioritizing patching activities. Within the EU and EFTA
countries, there are a total of 49 partner CNAs.

The following illustration presents the distribution of CVE numbers assigned by each CVE numbering organization
(CNA) for the specified period from July 2022 till June 2023:

300 https://cve.mitre.org/cve/cna.html

301 hitps://cwe.mitre.org/

302 Known Exploited Vulnerabilities Catalogue | CISA.

303 CNAs are vendor, researcher, open source, CERT, hosted service, and bug bounty provider organizations authorized by
the CVE Program to assign CVE IDs to vulnerabilities and publish CVE Records within their own specific scopes of
coverage. https://www.cve.org/ProgramOrganization/CNAs
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Figure 12: Percentage of CVEs by CVE Numbering Authority (CNA) (Percentage of the total)
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Figure 13: Percentage of CVEs with CVSS greater than 9 by CNA (Percentage of the total)
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By comparing both figures (figure 12, 13) it becomes evident that the proportion of critical vulnerabilities, those with a
CVSS score exceeding 9, differs among various CNAs. For example, MITRE, one of the two Top-Level Root CNAs, is
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accountable for nearly half of the critical vulnerabilities in the overall count, despite being responsible for assigning a
smaller proportion of the total CVEs, approximately around one-third.

3.3 ANALYSIS OF THE CVE LANDSCAPE

In the duration covered by this year's ETL report, a substantial number of vulnerabilities, specifically 13,650 in total,
were identified. These vulnerabilities were categorized based on their severity, with 19.57% falling into the "critical"
category and 37.51% categorized as "high" according to NVD baseSeverity assessments.

Among these vulnerabilities, it's noteworthy that approximately 100 of them were subsequently included in the CISA
Known Exploited Vulnerabilities (KEV) list. This selection indicates that these particular vulnerabilities were actively
targeted and exploited by malicious actors, making them of significant concern to the security community304,

Figure 14: Percentage of CVEs by Severity (Percentage of the total)
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The donut chart, as depicted in Figure 14, offers a comprehensive view of the distribution of vulnerabilities. It doesn't
solely display the percentages of vulnerabilities that fall into the predefined categories of "baseSeverity LOW,
MEDIUM, HIGH, or CRITICAL," but it also accounts for another significant aspect. This includes vulnerabilities for
which no specific severity level has been assigned at the present moment.

This additional category acknowledges that there are vulnerabilities for which the assessment of their severity is either
pending, not yet determined, or for some reason hasn't been assigned. In essence, this section of the chart highlights
the existing uncertainties or gaps in categorizing these vulnerabilities based on their severity.

304 https://www.cisa.gov/known-exploited-vulnerabilities
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Figure 15: Number and percentage of CVEs by attack vector
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It is crucial to underscore the importance of patching internet-facing applications that contain vulnerabilities rated as
"high" or "critical." This practice is essential to safeguard your organization from potential attacks. In numerous
instances, vulnerabilities falling into these categories may present a more accessible entry point for malicious actors
seeking to breach your systems and access your data. Such breaches could result in financial losses, harm to your
organization's reputation, or even lead to regulatory penalties. However, it's imperative not to disregard vulnerabilities
with lower severity ratings, as they often serve as footholds in later stages of cyberattacks. It's worth noting that
approximately 20% of vulnerabilities from the CISA KEV list fall into the "medium" severity category.

These findings align to a significant extent with the list of the top 25 vulnerabilities in 20233% published by Mitre, as
well as with the previous year's ETL report. The recurring appearance of fundamentally similar software development
flaws in the data, with a few exceptions, sheds light on the enduring challenges in secure software development. It
underscores the limited progress made in addressing these vulnerabilities over time. While there are certainly outliers
in the comparison and no absolute congruence, a broader view reveals striking resemblances in the types of
vulnerabilities.

In Table 2 and Figure 16, the most prevalent vulnerabilities published during the period from July 1, 2022, to July 1,
2023, are captured by assessing the average CVSSv3 baseScore and the overall count of CISA KEV vulnerabilities

305 https://cwe.mitre.org/top25/index.html
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Figure 16: Number of CWEs from July2022 till June 2023
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Table 2: Description of top 25 CWEs, their average CVSSv3 baseScore and Number of CISA KEV

Rank | CWE-number

787
89

125
352
22

416

20

862
10 120

1" 77
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No of
occurrences
CWE-number
3682

1,933
1,617

868
786
708

599
503
493
464

460

CWE-description

Neutralisation of Input
Generation

Improper
During Web Page
('Cross-site Scripting')
Out-of-bounds Write

Improper Neutralisation of Special
Elements used in an SQL Command
("SQL Injection")

Out-of-bounds Read

Cross-Site Request Forgery (CSRF)

Improper Limitation of a Pathname to
a Restricted Directory ('Path
Traversal')

Use After Free

Improper Input Validation
Missing Authorisation

Buffer Copy without Checking Size of
Input (‘Classic Buffer Overflow')
Improper Neutralisation of Special
Elements used in a Command
(‘Command Inje