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Lab 1: Configure and troubleshoot switch port modes

Technologies covered

e CDP
* Access ports
* VLAN database

* VLAN
*  Trunking
* dotlQ

¢ Native VLAN

* Manual pruning

* Layer 3 native interfaces
e SVis

* Router-on-a-stick

Overview

You have been tasked to configure the layer 2 part of the network and to enable the routing between
2 VLANs in a router-on-a-stick topology.

The topology used in the lab will be the following:

I E3/0
A
E3/1
>
Catl g3/2 P — Cat2
M
E0/2 E1/2

£0/0

==

Estimated time to complete: 2 hours

Pre-Lab Setup

Logically connect and configure your network as displayed in the drawing below. You may also refer
to the Diagram located within your configuration files for topology information.
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This lab is intended to be used with online rack access provided by www.proctorlabs.com. Connect to
the terminal server for the online rack, and complete the configuration tasks as detailed below.

Prerequisites

Load the initial configuration files before starting to work on the tasks.
Task 1.1 Disable CDP on R2.

We can disable globally CDP on a device.

On R2, configure the following:

no cdp run

Task 1.2 Disable CDP on the connection between R6 and Cat2.

On Cat2, we can see R6 in the list of the neighbors detected by CDP.
Cat2#sh cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
SwW4 Eth 5/1 152 R S Linux Uni Eth 5/1
Sw4é Eth 5/0 152 R S Linux Uni Eth 5/0
BB2 Eth 5/2 163 R B Linux Uni Eth 0/0
BBR3 Eth 5/3 153 R B Linux Uni Eth 0/0
SW3 Eth 4/1 152 R S Linux Uni Eth 4/1
SW3 Eth 4/0 152 R S Linux Uni Eth 4/0
R2 Eth 0/2 110 R B Linux Uni Eth 0/1
R6 Eth 1/2 157 R B Linux Uni Eth 0/0
Catl Eth 3/2 172 R S Linux Uni Eth 3/2
Catl Eth 3/1 172 R S Linux Uni Eth 3/1
Catl Eth 3/0 172 R S Linux Uni Eth 3/0
R8 Eth 2/0 149 R B Linux Uni Eth 0/1

We have to disable CDP on the connection between Cat2 and R6.

On Cat2, configure the following:
int el/2
no cdp enable

On R6, configure the following:
int e0/0
no cdp enable

Task 1.3 Between Catl and Cat2, CDP should only be running on the E3/1 and E3/2
interfaces. The updates should be sent every 20 seconds, and the neighbor
should be declared lost after 5 missing updates.

There are 3 connections between Catl and Cat2 that is to say E3/0, E3/1, and E3/2. We have to
disable CDP on the E3/0 interface.

On Catl, configure the following:
int e3/0
no cdp enable
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On Cat2, configure the following:
int e3/0
no cdp enable

The CDP updates should be sent every 20 seconds, and the neighbor should be declared lost after 5
missing updates. Default value can be seen using the following show command:
Cat2#sh cdp
Global CDP information:
Sending CDP packets every 60 seconds
Sending a holdtime value of 180 seconds
Sending CDPv2 advertisements is enabled

On Catl and Cat2, configure the following:
cdp timer 20
cdp holdtime 120

We can check that the configuration has taken effect:
Cat2#sh cdp
Global CDP information:
Sending CDP packets every 20 seconds
Sending a holdtime value of 120 seconds
Sending CDPv2 advertisements is enabled

Task 1.4 Between Catl and Cat2, the broadcasted CDP packets should not report
mismatched native VLAN IDs.

Reporting mismatched native VLAN ID with a syslog message is one of the very nice features that are
supported by CDP version 2. Between Catl and Cat2, we have to send only CDP version 1 updates.
Modifying the CDP version is not supported on an interface level, but only on a global level.

On Catl and Cat2, use the following:

no cdp advertise-v2

Task 1.5 Configure VLAN 101, 102, and 103 in the VLAN local database of Catl and
Cat2 with the respective name of VLAN101, VLAN102, and VLAN103. The
configuration of the VLANs should appear in the running-configuration and
no VLAN distribution protocol should be running.

On Catl and Cat2, configure the following:
vlan 101
name VLAN101
vlan 102
name VLAN102
vlan 103
name VLAN103

The VLANs that were just created are appearing when typing the show vlan command. However, the
configuration of the VLANSs is not appearing in the running-configuration file. This is due to the fact
that the default VTP mode is set to server.

Cat2#sh vtp status

VTP Version capable : 1 to 3

VTP version running 01

VTP Domain Name :

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : aabb.cc00.6600

Configuration last modified by 172.16.102.102 at 10-4-14 10:02:18
Local updater ID is 172.16.102.102 on interface LoO (first layer3 interface found)
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Feature VLAN:

VTP Operating Mode ¢ Server

Maximum VLANs supported locally : 1005

Number of existing VLANs : 8

Configuration Revision 6

MD5 digest : 0x6B 0x99 0x57 0x33 0x79 O0x8A 0xD8 OxFB

0xF4 0xC3 OxEB 0x40 OxEE OxD7 0xF5 0x6C

We have to modify the VTP mode to transparent in order to see the VLAN configuration into the
running configuration file.

On Catl and Cat2, configure the following:

vtp mode transparent

Task 1.6  Configure interface E3/0 in access mode VLAN 101 on Catl and Cat2.

On Catl and Cat2, configure the following:
int e3/0
switchport
switchport mode access
switchport access vlan 101

Task 1.7 Configure the following IP addresses under the following interfaces:

Catl EO/2 10.1.0.1/24
R2 EO/O 10.1.0.2/24
Make sure that the ping is working.

On Catl, configure the following:
int EO0/2
no switchport
ip address 10.1.0.1 255.255.255.0

On R2, configure the following:
int EO0/0
ip address 10.1.0.2 255.255.255.0

| can check the ping from R2 to Catl is working:
R2#ping 10.1.0.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.0.1, timeout is 2 seconds:

Success
rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

The first ping is lost because it corresponds to the time for the ARP transactions to take
place.

Task 1.8 Configure an ISL trunk allowing VLAN 102 on the E3/1. Leave it to DTP to
negotiate, or not, a trunk.

Catl#sh int trunk

Port Mode Encapsulation Status Native wvlan
Et3/1 desirable n-isl trunking 1
Et3/2 desirable n-isl trunking 1
Et4/0 desirable n-isl trunking 1
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Et4/1 desirable n-isl trunking 1

Port Vlans allowed on trunk

Et3/1 1-4094

Et3/2 1-4094

Et4/0 1-4094

Et4/1 1-4094

Port Vlans allowed and active in management domain

Et3/1 1,101-103

Et3/2 1,101-103

Et4/0 1,101-103

Et4/1 1,101-103

Port Vlans in spanning tree forwarding state and not pruned
Et3/1 1,101-103

Et3/2 1,101-103

Et4/0 1,101-103

Port Vlans in spanning tree forwarding state and not pruned
Et4/1 1,101-103

By default, an ISL trunk is negotiated as soon as the port E3/1 come up, so without configuring
anything, we have a working trunk for VLANs 101,102, and 103. We are going to limit this trunk to
transmit only on the VLAN 102.

On Catl and Cat2, configure the following:
int e3/1
switchport trunk allowed vlan 102

We can check that only VLAN 102 is trunked on port E3/1.
Catl#sh int e3/1 trunk

Port Mode Encapsulation Status Native wvlan
Et3/1 desirable n-isl trunking 1

Port Vlans allowed on trunk

Et3/1 102

Port Vlans allowed and active in management domain

Et3/1 102

Port Vlans in spanning tree forwarding state and not pruned
Et3/1 102

Task 1.9 Configure a dotlq trunk allowing VLAN 103 on the E3/2. Disable DTP on this
connection. VLAN 103 should be sent untagged.

We have been asked to disable DTP on this connection. By hard-coding the mode to trunk and the
encapsulation to dotlq, we are actually disabling DTP at the same time.

On Catl and Cat2, configure the following:
int e3/2
switchport trunk encapsulation dotlg
switchport mode trunk

We are going to limit this trunk to transmit only on the VLAN 103 and to configure the VLAN 103 as
the native VLAN on the trunk. The native VLAN is sent untagged.

On Catl and Cat2, configure the following:
int e3/2
switchport trunk allowed vlan 103
switchport trunk native wvlan 103
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We can check our configuration with the following command:
Cat2#sh int e3/2 trunk

Port Mode Encapsulation Status Native wvlan
Et3/2 on 802.1qg trunking 103

Port Vlans allowed on trunk

Et3/2 103

Port Vlans allowed and active in management domain

Et3/2 103

Port Vlans in spanning tree forwarding state and not pruned
Et3/2 103

Task 1.10  Configure only the following SVIs:

Catl Vlan 103 10.103.0.1/24
Cat2 Vlan 101 10.101.0.2/24

On Catl, configure the following:
int vlan 103
ip address 10.103.0.1 255.255.255.0
no shut

On Cat2, configure the following:
int vlan 101

ip address 10.101.0.2 255.255.255.0
no shut

Task 1.11  Configure the following sub-interfaces on the EQ/O of the R6:

E0/0.101 10.101.0.6/24
E0/0.103 10.103.0.6/24

We are going to configure a router on a stick topology. R6 is going to do the on-a-stick inter-Vlan
routing.

On R6, configure the following:
interface Ethernet0/0.101
encapsulation dotlQ 101
ip address 10.101.0.6 255.255.255.0

interface Ethernet0/0.103
encapsulation dotlQ 103
ip address 10.103.0.6 255.255.255.0

On Cat2, configure the following:
interface Ethernetl/2
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 101,103
switchport mode trunk

Task 1.12  Ensure that you can ping from the interface Vlan 103 on Cat1 to the
interface Vlan 101 on Cat2 by using R6 as the inter-VLAN routing point. Do
not use the “ip route” command.
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In order to route from VLAN 103 to VLAN 101 over the router on a stick R6, we have to give each
VLAN a default gateway. As we are not allowed to use the “ip route” command, we can use the
“default-gateway” command instead.

On Catl, configure the following:
no ip routing
ip default-gateway 10.103.0.6

On Cat2, configure the following:
no ip routing
ip default-gateway 10.101.0.6

Interesting enough, please note that you have to disable IP routing on the switch. Otherwise, the ip
default-gateway will not be taken into account.

The ping from Cat2 to Catl routed from R6 is not up and running:
Catl#ping 10.101.0.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.101.0.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Catl#traceroute 10.101.0.2

Type escape sequence to abort.

Tracing the route to 10.101.0.2

VRF info: (vrf in name/id, vrf out name/id)
1 10.103.0.6 0 msec 0 msec 1 msec
2 10.101.0.2 1 msec * 0 msec

You have completed Lab 1

For verification of your work, please refer to this Workbook's accompanying Detailed Solutions
Guide. If you need assistance with any of this book's content, please visit our Member Community at
http://community.ipexpert.com.
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Lab 2: Configure and troubleshoot VTP

Technologies covered

e VTPvl1
* VTPv2
* VTPv3

* VTP pruning

Overview

You have been tasked to automatically distribute the VLANs in the network using VTP. You have to
propagate normal VLANSs as well as extended VLANSs. Your VTP set-up should be secured and high
available.

The topology used in the lab will be the following:

E0/0

0/#¥3
/3

0/#¥3
1/v3

Estimated time to complete: 2 hours

Pre-Lab Setup

Logically connect and configure your network as displayed in the drawing below. You may also refer
to the Diagram located within your configuration files for topology information.

This lab is intended to be used with online rack access provided by www.proctorlabs.com. Connect to
the terminal server for the online rack, and complete the configuration tasks as detailed below.
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Prerequisites

Load the initial configuration files before starting to work on the tasks.

Task 2.1 Configure a dotlq trunk allowing all VLANS on all the connections between
Catl and Cat2, between Cat2 and Cat3, and between Cat3 and Cat4.

On Catl, configure the following:

int e3/1
switchport trunk encapsulation
switchport mode trunk

int e3/2
switchport trunk encapsulation
switchport mode trunk

On Cat2, configure the following:

int e3/1

switchport trunk encapsulation
switchport mode trunk

int e3/2

switchport trunk encapsulation
switchport mode trunk

int e4/0
switchport trunk encapsulation
switchport mode trunk

int e4/1
switchport trunk encapsulation
switchport mode trunk

On Cat3, configure the following:

int e4/0
switchport trunk encapsulation
switchport mode trunk

int e4/1
switchport trunk encapsulation
switchport mode trunk

int e3/0
switchport trunk encapsulation
switchport mode trunk

int e3/1
switchport trunk encapsulation
switchport mode trunk

On Cat4, configure the following:

int e3/0
switchport trunk encapsulation
switchport mode trunk

int e3/1
switchport trunk encapsulation
switchport mode trunk

dotlqg

dotlqg

dotlqg

dotlqg

dotlg

dotlg

dotlqg

dotlg

dotlg

dotlg

dotlqg

dotlg

Task 2.2 Configure Cat4 as the server of the VTP domain iPexpert.

On Cat4, configure the following:

11

vtp mode server
vtp domain iPexpert
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Task 2.3 Configure Cat3 not to update its VLAN database. VTP packets should be
silently forwarded by Cat3.

On Cat3, configure the following:
vtp mode transparent

It is important to configure the VTP in mode transparent and not in mode off. The mode off would
not forward the VTP packets, and the server Cat4 would not be able to reach the clients Catl and Cat
2.

Task 2.4 Configure Catl and Cat2 as client of Cat4.

On Catl and Cat2, configure the following:
vtp mode client
vtp domain iPexpert

Task 2.5 Add VLAN 150 and 151 on Cat4, and check that those VLANs are now
present on Catl and Cat2, but not on Cat3.

On Cat4, the VTP server, configure the following:
vlan 150
vlan 151

Let’s check if those 2 VLANs have been propagated to the VTP clients Catl and Cat2. Make sure that

all the trunks on the path from Cat4 to Catl are up and running and trunking properly.

Catl#sh vlan

VLAN Name Status Ports

1 default active Et0/0, Et0/1, Et0/2, Et0/3
Etl1/0, Etl1/1, Etl/2, Et1/3
Et2/0, Et2/1, Et2/2, Et2/3
Et3/0, Et3/3, Et4/0, Et4/1
Et4/2, Et4/3, Et5/0, Et5/1
Et5/2, Et5/3, Et6/0, Et6/1
Et6/2, Et6/3, Et7/0, Et7/1
Et7/2, Et7/3

150 VLANO0150 active
151 VLANO151 active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 0 0
150 enet 100150 1500 - - - - - 0 0
151 enet 100151 1500 - - - - - 0 0
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1002 fddi 101002 1500 - - - - - 0 0
1003 tr 101003 1500 - - - - srb 0 0
1004 fdnet 101004 1500 - - - ieee - 0 0
1005 trnet 101005 1500 - - - ibm - 0 0
Primary Secondary Type Ports
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Task 2.6 Add VLAN 1500 on Cat4, and make sure that it is propagated to Catl and
Cat2, but not to Cat3.

VTP version 1 and 2 support only the propagation of the VLANs ranging from 1-1001. In order to
forward the VLAN with the VLAN ID 1500, we have to upgrade the VTP version to version 3.

On Catl, Cat2, Cat3 and Cat4, configure the following:
vtp version 3
spanning-tree extend system-id

The default operational state of a switch configured with VTP v3 is to be in secondary server mode.
Cat4 has to be converted into a primary VTP version 3 server. This is done by typing on the command

line (not in configuration mode) the following:
vtp primary vlan

Let’s observe what is happening when this command is entered:
Cat4#vtp primary vlan
This system is becoming primary server for feature vlan
No conflicting VTP3 devices found.
Do you want to continue? [confirm]
$SW_VLAN-4-VTP_PRIMARY SERVER CHG: aabb.cc00.6800 has become the primary server for the
VLAN VTP feature

Cat4#sh vtp status

VTP Version capable : 1 to 3

VTP version running HI

VTP Domain Name : iPexpert

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : aabb.cc00.6800

Feature VLAN:

VTP Operating Mode : Primary Server

Number of existing VLANs H

Number of existing extended VLANs : 0

Maximum VLANs supported locally : 4096

Configuration Revision 1

Primary ID : aabb.cc00.6800

Primary Description : Cat4

MD5 digest : 0x7B 0x3D 0xBC 0x71 O0xB5 0x80 0xA9 OxDF

0x47 O0xA4 0x1D 0x7E 0x50 OxF8 0x5C 0xEB

Feature MST:

VTP Operating Mode : Transparent

Feature UNKNOWN:

VTP Operating Mode : Transparent

Now that the network has been upgraded to VTP version 3, we can configure VLAN ID 1500 on Cat4
and this VLAN will be propagated to Catl and Cat2.

On Cat4, configure the following:
vlan 1500
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On Catl, we can check that this VLAN has been propagated to the Version 3 clients:
Catl#sh vlan

VLAN Name Status Ports

1 default active Et0/0, Et0/1, Et0/2, Et0/3
Etl1/0, Etl1l/1, Etl/2, Et1l/3
Et2/0, Et2/1, Et2/2, Et2/3
Et3/0, Et3/3, Et4/0, Et4/1
Et4/2, Et4/3, Et5/0, Et5/1
Et5/2, Et5/3, Et6/0, Et6/1
Et6/2, Et6/3, Et7/0, Et7/1
Et7/2, Et7/3

150 VLANO0150 active

151 VLANO151 active

1002 fddi-default act/unsup

1003 trcrf-default act/unsup

1004 fddinet-default act/unsup

1005 trbrf-default act/unsup

1500 VLAN1500 active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 0 0

150 enet 100150 1500 - - - - - 0 0

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
151 enet 100151 1500 - - - - - 0 0

1002 fddi 101002 1500 - - - - - 0 0

1003 trcrf 101003 4472 1005 3276 - - srb 0 0

1004 fdnet 101004 1500 - - - ieee - 0 0

1005 trbrf 101005 4472 - - 15 ibm - 0 0

1500 enet 101500 1500 - - - - - 0 0

Task 2.7 Configure the VTP domain with a password of “090909”. This password
should be stored in the NVRAM database.

On Catl, Cat2, Cat3 and Cat4, configure the following:
vtp password 090909 hidden

By using the hidden keyword, the secret key generated from the password string is saved in the
nvam:vlan.dat file.

Once we have configured the VTP password, we have to re-enable Cat4 as the primary VTP server

and type the password.
Cat4#vtp primary vlan
This system is becoming primary server for feature vlan
Enter VTP Password:
No conflicting VTP3 devices found.
Do you want to continue? [confirm]
$SW_VLAN-4-VTP_PRIMARY SERVER CHG: aabb.cc00.6800 has become the primary server for the
VLAN VTP feature
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Task 2.8 Ensure that the next VLAN created will not be propagated to switches
where this VLAN is not allowed on any trunks.

When an allowed-list is configured on a trunk, only VTP information regarding VLANSs allowed on the
trunk should be transmitted. This feature limiting flooding of VTP traffic is called VTP pruning.

VTP pruning in VTP version 3 should be enabled on all switches in the domain except the ones in VTP
transparent mode.

On Catl, Cat2 and Cat4, configure the following:

vtp pruning

Task 2.9 Ensure that Cat2 will take over the server role in the case of a failure of
Cat4.

On Cat2, configure the following:

vtp mode server

The Cat2 will be acting as a VTP version 3 secondary server, the primary server being Cat4.

Task 2.10  Configure R2 in VLAN 150 and R5 in VLAN 1500 as client ports. As Cat1 is
not having any client’s port in VLAN 151, make sure that broadcast
packets in VLAN 151 will never be transmitted to Cat1.

On Catl, configure the following:

15

interface Ethernet0/2
switchport access vlan 150
switchport mode access

interface Ethernetl/1
switchport access vlan 1500
switchport mode access

interface Ethernet3/1

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 150,1500
switchport mode trunk

duplex auto

interface Ethernet3/2

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 150,1500
switchport mode trunk

duplex auto

On Cat2, configure the following:
interface Ethernet3/1

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 150,1500
switchport mode trunk

duplex auto

interface Ethernet3/2

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 150,1500
switchport mode trunk

duplex auto
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On Cat4, configure the following:

vlan

151

Even if the VLAN 151 has been propagated with VTP to Catl, the broadcast on VLAN 151 will net be

sent to Catl thanks to the allowed list configured on the trunks.
Catl#sh vlan

VLAN

Name

Et0/0, Et0/1, Et0/3, Etl/0
Etl/2, Etl1/3, Et2/0, Et2/1
Et2/2, Et2/3, Et3/0, Et3/3
Et4/0, Et4/1, Et4/2, Et4/3
Et5/0, Et5/1, Et5/2, Et5/3
Et6/0, Et6/1, Et6/2, Et6/3
Et7/0, Et7/1, Et7/2, Et7/3

150

151

1002
1003
1004
1005
1500

default

VLANO0150
VLANO151
fddi-default
trcrf-default
fddinet-default
trbrf-default
VLAN1500

active

active
active
act/unsup
act/unsup
act/unsup
act/unsup
active

Etl/1

Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

enet 100001
enet 100150
enet 100151

0
0 0
0 0

Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

fddi 101002
trcrf 101003
fdnet 101004
trbrf 101005
enet 101500

You have completed Lab 2
For verification of your work, please refer to this Workbook's accompanying Detailed Solutions

Guide. If you need assistance with any of this book's content, please visit our Member Community at
http://community.ipexpert.com.
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Lab 3: Configure and troubleshoot Portchannels

Technologies covered

¢ LACP etherchannel

* PagP etherchannel

* Manual etherchannel

* L2 etherchannel

® L3 etherchannel

* Load-balancing

* Etherchannel misconfiguration guard

Overview

You have been tasked to configure seamless redundancy in the network by bundling several physical
connections into a logical connection called port-channel. In addition, you should traffic-engineer the
way that traffic is distributed on the different members of those port-channels.

The topology used in the lab will be the following:

Estimated time to complete: 2-3 hours

Pre-Lab Setup

Logically connect and configure your network as displayed in the drawing below. You may also refer
to the Diagram located within your configuration files for topology information.
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This lab is intended to be used with online rack access provided by www.proctorlabs.com. Connect to
the terminal server for the online rack, and complete the configuration tasks as detailed below.

Prerequisites

Load the initial configuration files before starting to work on the tasks.

Task 3.1 Between Cat2 and Cat3, configure a static port-channel Po23 trunking in a
dotlq encapsulation the VLAN 101.

On Cat2 and Cat3, configure the following:
vtp mode transparent
vlan 101

int range e4/0-1
channel-group 23 mode on

Once this is configured, an interface Port-channel 23 is being created.

On Cat2 and Cat3, configure the following:
int po23
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 101
switchport mode trunk
int range e4/0-1
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 101
switchport mode trunk

We can check that the Po23 is up and running:

SW3#sh etherchannel summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - in use f - failed to allocate aggregator
M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— e
23 Po23 (SU) - Et4/0 (P) Et4/1 (P)

Task 3.2 Between Cat3 and Cat4, configure a PagP port-channel Po34 trunking in an
ISL packet the VLAN 101. The Cat3 should not start the negotiation.
Configure PagP in a way that the port-channel is protected against
unidirectional failure.

We have been told to configure the PagP Cisco proprietary protocol to aggregate the physical
connections into a logical one. We have to make sure that the bundling is not starting before bi-
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directional traffic has been detected. This is the case in PagP non-silent mode. Silent mode is the
default.

The Cat3 should not start the negotiation so Cat3’s side will be configured in auto mode. The Cat4
side has to initiate the PagP negotiation and will be configured in desirable mode.

On Cat3, configure the following:
int range e3/0-1

channel-group 34 mode auto non-silent

On Cat4, configure the following:
vtp mode transparent
vlan 101

int range e3/0-1

channel-group 34 mode desirable non-silent

On Cat3 and Cat4, configure the following:
int po34

switchport

switchport trunk encapsulation isl
switchport trunk allowed vlan 101
switchport mode trunk

int range e3/0-1

switchport

switchport trunk encapsulation isl
switchport trunk allowed vlan 101
switchport mode trunk

We can check that the Po34 is up and running:

Cat4#sh etherchannel summary

Flags:

D
I

c wom

Q = c =

Number of
Number of

Group

down P - bundled in port-channel
stand-alone s - suspended

Hot-standby (LACP only)

Layer3 S - Layer?2

in use f - failed to allocate aggregator

not in use, minimum links not met
unsuitable for bundling

waiting to be aggregated

default port

channel-groups in use: 1

aggregators: 1
Port-channel Protocol Ports
—————— B e
Po34 (SU) PAgP Et3/0 (P) Et3/1 (P)

We can check that the Po34 is trunking in an ISL mode:
Cat4#sh int po34 trunk

19

Port
Po34

Port
Po34

Port
Po34

Port
Po34

Mode Encapsulation Status Native wvlan
desirable n-isl trunking 1

Vlans allowed on trunk
1-4094

Vlans allowed and active in management domain
1,101,150-151,1500

Vlans in spanning tree forwarding state and not pruned
1,101,150-151,1500
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Task 3.3 Between Cat2 and Cat4, configure a LACP port-channel Po24 trunking in the
port in VLAN 102. The Cat2 should never start the negotiation.

We have to bundle the circuits between Cat2 and Cat4 in a LACP port-channel. The cat2 should never
start the negotiation and will therefore be configured as the passive side. As no trunking
encapsulation is specified, we are going to use the dotlq encapsulation.

On Cat2, configure the following:
vlan 102

int range e5/0-1
channel-group 24 mode passive

On Cat4, configure the following:
vlan 102

int range e5/0-1
channel-group 24 mode active

On Cat2 and Cat4, configure the following:
int po24
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 102
switchport mode trunk
int range e5/0-1
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 102
switchport mode trunk

We can check that the Po24 is up and running:

Cat4#sh etherchannel summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - in use f - failed to allocate aggregator

- not in use, minimum links not met
unsuitable for bundling

- waiting to be aggregated

- default port

Q = c =
|

Number of channel-groups in use: 2

Number of aggregators: 2
Group Port-channel Protocol Ports
—————— o
24 Po24 (SU) LACP Et5/0 (P) Et5/1 (P)
Po34 (SU) PAgP Et3/0 (P) Et3/1(P)

Task 3.4 Ensure that Cat4 is leading the LACP negotiation.

In order to ensure that Cat4 is leading the LACP negotiation on all aspects, we can modify the LACP
system priority on Cat4. The lower the value, the higher the priority. Please note that this LACP
system priority is globally configured and will therefore apply to all the port-channels configured on
Cat4.

On Cat4, configure the following:
lacp system-priority O
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Task 3.5 Ensure that E5/0 will be used as LACP failover if 9 members are present in
the Port-channel.

The LACP port-priority configured on an interface will be compared in the case that a Port-channel is
containing more than 8 members. The 8 interfaces with the lowest priority will be used in the bundle
and the others will be placed into failover mode. The default priority is 32768. E5/0 is supposed to go
into LACP failover when more than 8 members are present.

On Cat2 and Cat4, configure the following:
int E5/0
lacp port-priority 65535

Task 3.6 Between Catl and Cat2, configure a static port-channel Po12 with the
following IP address:

Catl Pol2 10.12.0.1/24
Cat2 Pol2 10.12.0.2/24

We are asked to configure a static L3 port-channel.

On Catl and Cat2, configure the following:
int range e3/0-1
no switchport
channel-group 12 mode on

On Catl, configure the following:
int pol2
no switchport
ip address 10.12.0.1 255.255.255.0

On Cat2, configure the following:
int pol2
no switchport
ip address 10.12.0.2 255.255.255.0

Task 3.7 Between Catl and Cat3, configure a PagP port-channel Po13 with the
following IP address:

Catl Pol3 10.13.0.1/24
Cat3 Pol3 10.13.0.3/24

We are asked to configure a PagP L3 port-channel.

On Catl and Cat3, configure the following:
int range e5/0-1
no switchport
channel-group 13 mode desirable

On Catl, configure the following:
int pol3
no switchport
ip address 10.13.0.1 255.255.255.0

On Cat3, configure the following:
int pol3
no switchport
ip address 10.13.0.3 255.255.255.0
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Task 3.8 Between Catl and Cat4, configure a LACP port-channel Po14 with the
following IP address:

Catl Pol4 10.14.0.1/24
Cat4 Pol4 10.14.0.4/24

We are asked to configure a LACP L3 port-channel.

On Catl and Cat4, configure the following:
int range e4/0-1
no switchport
channel-group 14 mode active

On Catl, configure the following:
int pol4
no switchport
ip address 10.14.0.1 255.255.255.0

On Cat4, configure the following:
int pol4
no switchport
ip address 10.14.0.4 255.255.255.0

Task 3.9 On the Port-channel between the Catl and the Cat2, all the TCP flows from
a source MAC address to the same destination MAC address should be
using the same member in all the port-channels just configured.

This question is pointing towards modifying the etherchannel load-balancing mechanism. Please note
that this command is configured in global mode and is therefore affecting all the port-channels
configured on the device.

The default mechanism for IP traffic is source-destination IP load-balancing.
Cat2#sh etherchannel load-balance
EtherChannel Load-Balancing Configuration:
src-dst-ip

EtherChannel Load-Balancing Addresses Used Per-Protocol:
Non-IP: Source XOR Destination MAC address

IPv4: Source XOR Destination IP address

IPv6: Source XOR Destination IP address

On Cat 1 and Cat2, configure the following:

port-channel load-balance src-dst-mac

Task 3.10  On the Port-channel between the Cat3 and the Cat4, make sure that all
the flows coming from a MAC address are using the same PagP member
when the packet returns to this MAC address.

The question is referring to the PagP learn method. Please note that this mechanism is working only
when the load-distribution method is set to source-based distribution, so that any given source MAC
address is always sent on the same physical port.

On Cat3 and Cat4, configure the following:

port-channel load-balance src-mac

int range e3/0-1
pagp learn-method physical-port
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Task 3.11  Configure the four switches with a mechanism to disable the port-channel
in the case of a mis-configuration that is leading to the port-channel
receiving Spanning-Tree BPDUs on two different members.

On Catl, Cat2, Cat3 and Cat4, configure the following:

spanning-tree etherchannel guard misconfig

You have completed Lab 3

For verification of your work, please refer to this Workbook's accompanying Detailed Solutions
Guide. If you need assistance with any of this book's content, please visit our Member Community at
http://community.ipexpert.com.
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Lab 4: Configure and troubleshoot Spanning-tree Protocol

Technologies covered

e PVST+
*  Switch priority
* Port priority

e Path cost
e STP timers
* Port fast

e BPDUguard, BPDUfilter
* Loopguard

* Rootguard

* Backbonefast

* Loopfast
e UDLD
Overview

You have been tasked to guarantee in a redundant L2 network a loop-free topology by configuring
the Spanning Tree protocol. Traffic engineering and optimization is also required. The 2 routers R6
and R9 wil be considered as hosts that should not make part of the spanning-tree topology.

o'va

Estimated time to complete: 3-4 hours

Pre-Lab Setup

Logically connect and configure your network as displayed in the drawing below. You may also refer
to the Diagram located within your configuration files for topology information.

This lab is intended to be used with online rack access provided by www.proctorlabs.com. Connect to
the terminal server for the online rack, and complete the configuration tasks as detailed below.

Prerequisites

Load the initial configuration files before starting to work on the tasks.
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On SW1, SW2, SW3 and SW4, configure the following:

Task 4.1

Configure the 4 Catalysts to run PVST+ (and not rapid PVST+)

spanning-tree mode pvst

Task 4.2

Configure all the inter-switches connection as trunk dotlq trunking all the

VLANS.

On SW1, configure the following:

int E3/0
switchport
switchport

int E3/1
switchport
switchport

int E5/0
switchport
switchport

int E4/0
switchport
switchport

trunk encapsulation
mode trunk

trunk encapsulation
mode trunk

trunk encapsulation
mode trunk

trunk encapsulation
mode trunk

On SW2, configure the following:

int E3/0
switchport
switchport

int E3/1
switchport
switchport

int E4/0
switchport
switchport

trunk encapsulation
mode trunk

trunk encapsulation
mode trunk

trunk encapsulation
mode trunk

On SW3, configure the following:

int E4/0
switchport
switchport

int E5/0
switchport
switchport

int E3/0
switchport
switchport

int E3/1
switchport
switchport

trunk encapsulation
mode trunk

trunk encapsulation
mode trunk

trunk encapsulation
mode trunk

trunk encapsulation
mode trunk

On SW4, configure the following:
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int E3/0
switchport
switchport

int E3/1
switchport

trunk encapsulation
mode trunk

trunk encapsulation

ipexpert.com

dotlqg

dotlg

dotlg

dotlg

dotlqg

dotlqg

dotlg

dotlg

dotlqg

dotlg

dotlg

dotlqg

dotlqg
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switchport mode trunk

int E4/0
switchport trunk encapsulation dotlg
switchport mode trunk

Task 4.3 Configure Catl as VTP server for domain iPexpert and configure VLAN 21
and 22.

On SW1, configure the following:
vtp mode server
vtp domain iPexpert

On SW2, SW3 and SW4, configure the following :
vtp mode client
vtp domain iPexpert

Task 4.4 Configure the primary root bridge on Cat2 for VLAN 21. Configure the secondary
root bridge on Cat4 for VLAN 21. Do not use a command containing “priority” in
order to achieve this. Optimize the timers to the number of switches.

On SW2, configure the following:

spanning-tree vlan 21 root primary

On SW4, configure the following:

spanning-tree vlan 21 root secondary

Task 4.5 Configure the primary root bridge on Cat3 for VLAN 22. Configure the
secondary root bridge on Catl for VLAN 22. Do not use a command
containing “root” in order to achieve this.

On SW3, configure the following:

spanning-tree vlan 22 priority 4096

On SW1, configure the following:

spanning-tree vlan 22 priority 8192

Task 4.6 In VLAN 22, make sure that Cat2 and Cat4 will never become root of the
network.

On SW2, configure the following:

spanning-tree vlan 22 priority 0

On SW4, configure the following:

spanning-tree vlan 22 priority 0

Task 4.7 On VLAN 22, change the hello timer to 5s, the max aging time to 20s and
the forward delay to 15s.

On SW1, SW2, SW3 and SW4, configure the following:
spanning-tree vlan 22 hello-time 5
spanning-tree vlan 22 forward-time 15
spanning-tree vlan 22 max-age 20
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Task 4.8 All the connections being up and running, on VLAN 21, the traffic from R6 to
R9 should be forwarded using the following path: Cat2-Catl-Cat3-Cat4.

On SW3 and SW4, configure the following:
int e4/0
spanning-tree vlan 21 cost 200000000

Task 4.9 All the connections being up and running, on VLAN 22, the traffic from R6 to
R9 should be forwarded using the following path: Cat2-Cat3-Cat4.

On SW1, configure the following:
int e3/0
spanning-tree vlan 22 cost 200000000
int e3/1
spanning-tree vlan 22 cost 200000000

Task 4.10  All the connections being up and running, on VLAN 21, the traffic from
Catl to Cat2 and from Cat3 and Cat4 should flow over the E3/0
connections.

On SW2 and SW3, configure the following:
int e3/0
spanning-tree vlan 21 port-priority O

Task 4.11  All the connections being up and running, on VLAN 22, the traffic from
Cat3 and Cat4 should flow over the E3/0 connection.

On SW3, configure the following:
int e3/0
spanning-tree vlan 22 port-priority O

Task 4.12 Reduce the convergence time associated with indirect failures in the
network.

On SW1, SW2, SW3 and SW4, configure the following:

spanning-tree backbonefast

Task 4.13  Enable the Uplinkfast feature on the switches where it cannot create
loops. When a failure occurs on a switch with Uplinkfast feature on, a
maximum of 100 dummy multicast packets have to generated every
second in order to update the rest of the network bridging tables.

On SW2 and SW4, configure the following:

spanning-tree uplinkfast max-update-rate 100

Task 4.14  Configure R6 as a client in VLAN 21 in access mode.

On SW2, configure the following:
int el/2
switchport mode access
switchport access vlan 21
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Task 4.15  Configure R9 as a client with a trunk connection allowing VLAN 22. VLAN
22 should be the native of the dotlq trunk.

On SW4, configure the following:
int e2/1
switchport trunk encapsulation dotlg
switchport mode trunk
switchport trunk allowed vlan 22
switchport trunk native wvlan 22

Task 4.16  Allow the port connected to the routers to transition immediately from
blocked to fowarding.

On SW2, configure the following:
int el/2
spanning-tree portfast

On SW4, configure the following:
int e2/1
spanning-tree portfast trunk

Task 4.17  R6 could be sending BPDUs and we would like the port to be put in error-
disabled in the case that it happens. Configure the port to re-enable itself
automatically after 1 minute.

On SW2, configure the following:
int el/2

spanning-tree bpduguard enable

errdisable recovery cause bpduguard
errdisable recovery interval 60

Task 4.18  VLAN R9 is sending BPDUs, but we would like to ignore them and to
silently drop them.

On SW4, configure the following:
int e2/1
spanning-tree bpdufilter enable

Task 4.19  The link between Catl and Cat3 should be protected from a loop caused
by a unidirectionnal link. Do not use UDLD.

On SW1 and on SW3, configure the following:
spanning-tree loopguard default
int e5/0
spanning-tree link-type point-to-point

Task 4.20 The link between Catl and Cat4 should be removed from the network
topology if an unidirectionnal link is detected. The port on Catl should be
put in err-disabled when an unidirectional event happens but not the port
on Cat4. Configure the port to re-enable itself automatically after 5
minutes.
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On SW1, configure the following:
int E4/0
udld port aggressive

errdisable recovery cause udld
errdisable recovery interval 300

On SW4, configure the following:
int E4/0
udld port

errdisable recovery cause udld
errdisable recovery interval 300

You have completed Lab 4

For verification of your work, please refer to this Workbook's accompanying Detailed Solutions
Guide. If you need assistance with any of this book's content, please visit our Member Community at
http://community.ipexpert.com.
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Lab 5: Configure and troubleshoot Multi-Instance Spanning-tree
Protocol (MST)

Technologies covered

e MST

* MST region

e CST

e RPVST+
Overview

The switches will run very CPU intensive processes. You have been tasked to optimize the spanning-
tree protocol in order to create fewer burdens on the CPU of the switches. Running one SPT process
for a group of VLANSs is made possible with MST.

The topology used in the lab will be the following:

E2/0 E3/0
Catl E3/1 E3/1
£5/0
m m
2 £
o o
m m m
2 L
o o o

Cat4

E2/1

E0/1

Estimated time to complete: 2 hours
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Pre-Lab Setup

Logically connect and configure your network as displayed in the drawing below. You may also refer
to the Diagram located within your configuration files for topology information.

This lab is intended to be used with online rack access provided by www.proctorlabs.com. Connect to
the terminal server for the online rack, and complete the configuration tasks as detailed below.

Prerequisites

Load the initial configuration files before starting to work on the tasks.

Task 5.1 Configure the Catl, Cat 2, and Cat 3 Switches to run the MST protocol with
the name iPexpertRegion. Configure VLAN 100, 110, and VLAN 200, 210 on
the Catl, Cat 2, and Cat3 Switches.

On Catl, Cat2 and Cat3, configure the following:
vtp mode transparent
vlan 100
vlan 110
vlan 200
vlan 210

spanning-tree mode mst
spanning-tree mst configuration
name iPexpertRegion

revision 1

Task 5.2 Instance 10 with the name iPexpert10 will encompass the VLAN range 100-
150.

On Catl, Cat2 and Cat3, configure the following:
spanning-tree mst configuration
instance 10 vlan 100-150

Task 5.3 Instance 20 with the name iPexpert20 will encompass the VLANs 200, 210,
220, 230, 240, and 250.

On Catl, Cat2 and Cat3, configure the following:
spanning-tree mst configuration
instance 20 vlan 200,210,220,230,240,250

At this stage, we can check that MST is running on the VLANSs.
Catl#sh spanning-tree mst configuration
Name [iPexpertRegion]
Revision 1 Instances configured 3

Instance Vlans mapped

0 1-99,151-199,201-209,211-219,221-229,231-239,241-249,251-4094
10 100-150
20 200,210,220,230,240,250

Please note that as soon as MST is enabled on the switches, all the VLANSs are by default part of the
MST tree instance O.
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For example, VLAN 100 is running MST instance 10. This tree is called MST10 in the output below.
Catl#sh spanning-tree vlan 100

32778

MST10
Spanning tree enabled protocol mstp
Root ID Priority
Address

This bridge
Hello Time

Bridge ID Priority
Address
Hello Time

aabb.cc00.6500
is the root
2 sec Max Age 20 sec

32778 (priority 32768
aabb.cc00.6500

2 sec Max Age 20 sec

Sts Cost Prio.Nbr

Forward Delay 15 sec

sys-id-ext 10)

Forward Delay 15 sec

Interface Role
Et3/0 Desg
Et3/1 Desg
Et4/0 Desg

FWD 2000000 128.13
FWD 2000000 128.14
FWD 2000000 128.17
FWD 2000000 128.21

Shr
Shr Bound (PVST)
Shr

Task 5.4 Configure all the inter-switches connection as trunk dotlq trunking all the

VLANS.

On Catl, configure the following:

int range e3/0-1
switchport

switchport trunk encapsulation dotlg

switchport mode trunk

int e5/0
switchport

switchport trunk encapsulation dotlg

switchport mode trunk

int e4/0
switchport

switchport trunk encapsulation dotlg

switchport mode trunk

On Cat2, configure the following:

int range e3/0-1
switchport

switchport trunk encapsulation dotlg

switchport mode trunk

int e4/0
switchport

switchport trunk encapsulation dotlg

switchport mode trunk

On Cat3, configure the following:
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int range e3/0-1
switchport

switchport trunk encapsulation dotlg

switchport mode trunk

int e5/0
switchport

switchport trunk encapsulation dotlg

switchport mode trunk

int e4/0
switchport
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switchport trunk encapsulation dotlg
switchport mode trunk

On Cat4, configure the following:
int range e3/0-1
switchport
switchport trunk encapsulation dotlg
switchport mode trunk
int e4/0
switchport
switchport trunk encapsulation dotlg
switchport mode trunk

Task 5.5 For instance 10, configure Cat2 to be the root primary and Cat3 to be the
root secondary. Do not use the priority command.

We have to configure the root primary and secondary of the MST instance 10 tree. As we are not
allowed to use the priority command, we are going to use the macros “spanning-tree mst 10 root
primary” and “spanning-tree mst 10 root secondary”

On Cat3, configure the following:
spanning-tree mst 10 root secondary

On Cat2, configure the following:
spanning-tree mst 10 root primary

Please note that it is important to run first the secondary macro and then the primary macro. If you
run the primary macro before the secondary macro, the root priority may be changed to a value that
will not permit a secondary priority value to be inserted between the primary priority value and the
default value. This is due to the fact that a bridge priority has to be a multiple of 4096.

Those macros have merely checked the priority configured on all the switches in the MST 10 tree and
have generated the lines of configuration “spanning-tree mst 10 priority 24576” on Cat2 and
“spanning-tree mst 10 priority 28672” on Cat3.

Task 5.6 For instance 20, configure Cat3 to always be the root primary and Cat2 to
be the root secondary.

In this question, we are not going to use the macros and we are going to configure directly the root
priority. We are going to use a priority of 0 on Cat3. It is our interpretation of the “always” word in
the question.

On Cat3, configure the following:
spanning-tree mst 20 priority O

On Cat2, configure the following:
spanning-tree mst 20 priority 4096

By using VLAN 100 which is part of MST10 and by using VLAN 200 which is part of MST20, let’s verify

that Cat2 is the root for MST10 and that Cat3 is the root for MST20.
Cat2#sh spanning-tree vlan 100

MST10
Spanning tree enabled protocol mstp
Root ID Priority 24586
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Address
This bridge

aabb.cc00.6600
is the root

Forward Delay 15 sec

sys-id-ext 10)

Forward Delay 15 sec

Type

Shr
Shr
Shr

Forward Delay 15 sec

id-ext 20)

Forward Delay 15 sec

Type

Hello Time 2 sec Max Age 20 sec
Bridge ID Priority 24586 (priority 24576
Address aabb.cc00.6600
Hello Time 2 sec Max Age 20 sec
Interface Role Sts Cost Prio.Nbr
Et3/0 Desg FWD 2000000 128.13
Et3/1 Desg FWD 2000000 128.14
Et4/0 Desg FWD 2000000 128.17
Cat3#sh spanning-tree vlan 200
MST20
Spanning tree enabled protocol mstp
Root ID Priority 20
Address aabb.cc00.6700
This bridge is the root
Hello Time 2 sec Max Age 20 sec
Bridge ID Priority 20 (priority 0 sys-
Address aabb.cc00.6700
Hello Time 2 sec Max Age 20 sec
Interface Role Sts Cost Prio.Nbr
Et3/0 Desg FWD 2000000 128.13
Et3/1 Desg FWD 2000000 128.14
Et4/0 Desg FWD 2000000 128.17
Et5/0 Desg FWD 2000000 128.21
Task 5.7

Shr
Shr
Shr
Shr

Bound (PVST)
Bound (PVST)

Between Catl and Cat2, make sure that the blocked path is on the E3/0 for
instance 10.

Let’s have a look at the current state of the spanning-tree topology MST10.
Catl#sh spanning-tree vlan 100

MST10

Spanning tree enabled protocol mstp

Root ID

Bridge ID

Interface

Priority
Address
Cost

Port

Hello Time

Priority
Address
Hello Time

24586
aabb.cc00.6600
2000000
13 (Ethernet3/0)
2 sec Max Age 20 sec

32778 (priority 32768
aabb.cc00.6500

Forward Delay 15 sec

sys-id-ext 10)

Forward Delay 15 sec

2 sec Max Age 20 sec
Sts Cost Prio.Nbr
FWD 2000000 128.13
BLK 2000000 128.14
FWD 2000000 128.17
BLK 2000000 128.21

Shr
Shr Bound (PVST)
Shr

At the moment, E3/1 is the interface blocked by spanning-tree and E3/0 is the interface forwarding
between Catl and Cat2. According to the question, it has to be the other way around.
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We have to use the port-priority in order to influence the decision on which interfaces will be
blocked. The default priority is 128. The lower the number, the higher the priority. Please note that
port-priority has to be a multiple of 16.

On Cat2, configure the following:

int e3/1

spanning-tree mst 10 port-priority 0

Please note that this port-priority has to configure on the side of the root Cat2 in order to have the

port on the other side of the connection on Catl to be blocked.
Catl#sh spanning-tree vlan 100

MST10
Spanning tree enabled protocol mstp
Root ID Priority 24586
Address aabb.cc00.6600
Cost 2000000
Port 14 (Ethernet3/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address aabb.cc00.6500
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
Et3/0 Altn BLK 2000000 128.13 Shr
Et3/1 Root FWD 2000000 128.14 Shr
Et4/0 Desg FWD 2000000 128.17 Shr Bound (PVST)
Et5/0 Altn BLK 2000000 128.21 Shr

We have now the E3/0 in a blocking state and the E3/1 in a forwarding state. Mission completed!

Task 5.8 Configure VLAN 100, 110, 200, and 210 on Cat4.

On Cat4, configure the following:
vtp mode transparent

100

110

200

210

vlan
vlan
vlan
vlan

Task 5.9 Configure the MST region iPexpertRegion to always be the root of the CST.

The CST (Common Spanning-tree) is running by default between MST region and non-MST region to
ensure inter-operability between the different Spanning-tree modes and to guarantee a loop-free

topology at any times. The whole MST region is seen by R4 as a big switch. Let’s have a look at the

current status of the network.
Cat4#sh spanning-tree vlan 100

VLANO100
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address aabb.cc00.6500
Cost 100
Port 17 (Ethernet4/0)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32868 (priority 32768 sys-id-ext 100)
Address aabb.cc00.6800

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Et3/0 Altn BLK 100 128.13 Shr
Et3/1 Altn BLK 100 128.14 Shr
Et4/0 Root FWD 100 128.17 Shr

In order to make sure that the MST region iPexpertRegion is the root of the CST, we have to
configure the Cat4 with the highest root priority possible, making it the least preferred. We have to
understand that the priority of the root of the big switches MST1 and MST2 will be compared with
the priority of Cat4 to elect the root of the CST.

On Cat4, configure the following:
spanning-tree vlan 100,110,200,210 priority 61440

Task 5.10  Ensure that the port E4/0 on the Cat4 is in BLK state.

Cat4 is connected with 3 connections to the big MST10 switch. Therefore, in order to avoid loops,
only one connection is in forwarding mode, Eth4/0 in the current topology.

We have to modify spanning-tree cost to have a topology change and to have E4/0 transition to a
blocking state. The current cost on all connection is 100. We are going to increase the cost on the
interface 4/0 to 2000.

On Cat4, configure the following:
int e4/0
spanning-tree vlan 100,110,200,210 cost 2000

The E4/0 is now in a blocking state.
Cat4#sh spanning-tree vlan 100

VLANO100
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address aabb.cc00.6500
Cost 100
Port 13 (Ethernet3/0)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 61540 (priority 61440 sys-id-ext 100)
Address aabb.cc00.6800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type
Et3/0 Root FWD 100 128.13 Shr
Et3/1 Altn BLK 100 128.14 Shr
Et4/0 Altn BLK 2000 128.17 Shr

Task 5.11  Ensure that the port E3/0 on the Cat4 is in BLK state.

E3/0 and E3/1 on Cat4 is connected to E3/0 and E3/1 on Cat3. The current situation is that E3/1 is the
port that is in a spanning-tree blocking state. The question asks us to have E3/0 in a blocking state.

|II

In a “normal” spanning-tree traffic engineering scenario, we would have to use the port-priority in
order to influence the decision on which interfaces will be blocked. But we are here in a CST topology
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traffic-engineering where the spanning-tree cost has to be used even if the 2 connections E3/0 and
E3/1 are between the same physical switches.

On Cat4, configure the following:
int e3/0
spanning-tree vlan 100,101,200,201 cost 2000

We have now reached the topology that is targeted by this scenario.
Cat4#sh spanning-tree vlan 100

VLANO100
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address aabb.cc00.6500
Cost 100
Port 14 (Ethernet3/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 61540 (priority 61440 sys-id-ext 100)
Address aabb.cc00.6800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15 sec
Interface Role Sts Cost Prio.Nbr Type
Et3/0 Altn BLK 2000 128.13 Shr
Et3/1 Root FWD 100 128.14 Shr
Et4/0 Altn BLK 2000 128.17 Shr

Task 5.12  Make sure that the spanning-tree reconfiguration on Cat4 occurs in less
than one second with 802.1w.

We have first to enable the rapid spanning-tree protocol on Cat4 and then to enable the spanning-
tree point-to-point port type on the connection between Cat4 and the MST domain.

On Cat4, configure the following:

spanning-tree mode rapid-pvst

int e3/0

spanning-tree link-type point-to-point
int e3/1

spanning-tree link-type point-to-point
int e4/0

spanning-tree link-type point-to-point

On Cat3, configure the following:
int e3/0
spanning-tree link-type point-to-point
int e3/1
spanning-tree link-type point-to-point

On Catl, configure the following:
int e4/0
spanning-tree link-type point-to-point

You have completed Lab 5

For verification of your work, please refer to this Workbook's accompanying Detailed Solutions
Guide. If you need assistance with any of this book's content, please visit our Member Community at
http://community.ipexpert.com.
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Lab 6: Miscellaneous Layer 2 Topics

Technologies covered

* Managing MAC address table
* Protected ports
* Stormcontrol

* SPAN
* RSPAN
* ERSPAN

* Voice VLANs
* Smartports Macros
* Private VLAN

Overview

There are some application problems in the network. You have been tasked to troubleshoot and
understand the performance issues by sniffing the problematic traffic and setting up a SPAN and
RSPAN session. As Cisco IP phones will be hooked up to the network, you will be asking to configure
those ports and guarantee voice quality.

The topology used in the lab will be the following:

Cat4

w E0/1 E2/1

Estimated time to complete: 2 hours

Pre-Lab Setup

Logically connect and configure your network as displayed in the drawing below. You may also refer
to the Diagram located within your configuration files for topology information.

This lab is intended to be used with online rack access provided by www.proctorlabs.com. Connect to
the terminal server for the online rack, and complete the configuration tasks as detailed below.

Prerequisites

Load the initial configuration files before starting to work on the tasks.
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Task 6.1 On Catl, the dynamic MAC-address table entries should be removed from
the table when they are not re-learned after 10 seconds.

We have to configure the dynamic learnt MAC address to time out after 10 seconds. The default is 5
minutes. Please note that this timeout value is very low and is not recommended in a production
network, because it will generate a lot of unnecessary flooding.

On Catl, configure the following:
mac address-table aging-time 10

Task 6.2 On Catl, for troubleshooting reasons, enable the MAC address change
notification feature. Configure the switch to send SNMP traps to server
10.1.99.99 with a community iPexpertl as soon as a MAC address is

removed or added on interface E1/1. Keep up to 500 entries in the MAC
notification table.

On Catl, configure the following:
mac address-table notification < not supported on the switches used in the iPexpert pods

mac address-table notification history-size 500 < not supported on the switches used in the
iPexpert pods

snmp-server host 10.1.99.99 traps iPexpertl
snmp-server enable traps mac-notification

int E1/1

snmp trap mac-notification added < not supported on the switches used in the iPexpert pods

Task 6.3 On Catl configure interface E1/1 as an access port in VLAN 120.

On Catl, configure the following:
vtp mode transparent
vlan 120

int E1/1
switchport mode access
switchport access vlan 120

Task 6.4 On Catl, disable MAC address learning in VLAN 120 and add a static entry
that indicates the MAC address of the interface EQ/O of R5 is located in
VLAN 120 behind interface E1/1.

On Catl, configure the following:

no mac-address-table learning vlan 120 < not supported on the switches used in the iPexpert
pods

mac-address-table static aabb.cc00.0500 vlan 120 interface E1/1

We can check that the MAC address-table entry for the MAC address of R5 is now static.
SWl#sh mac address-table vlan 120

Mac Address Table

Vlan Mac Address Type Ports

120 aabb.cc00.0500 STATIC Etl/1
Total Mac Addresses for this criterion: 1
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Task 6.5 On Catl, enable unicast MAC address filtering in VLAN 120 and configure
the switch to drop packets that have a source or destination address of
cafe.2222.2222.

On Cat 1, configure the following:
mac address-table static cafe.2222.2222 vlan 120 drop < not supported on the switches used
in the iPexpert pods

Task 6.6 On Catl, ensure that a server connected to the interface E5/1 and a server
connected to the interface E1/2 cannot send traffic to each other at layer 2.
Do not use port-security.

We are going to use the protected port feature. It is a more limited version of port-security. The key
rule is that, within the same VLAN, traffic between two protected ports is blocked but traffic
between a protected and unprotected port is allowed.

On Catl, configure the following:
int e5/1
switchport protected < not supported on the switches used in the iPexpert pods
int el/2
switchport protected < not supported on the switches used in the iPexpert pods

Task 6.7 On Cat4, prevent traffic on the LAN from being disrupted from a broadcast
and unicast storm on the interface E2/1. A storm is considered a storm
when more than 50% of the bandwidth is used by broadcast packets and
when more than 80% of the bandwidth is used by unicast packets.

On Cat4, configure the following:
int e2/1
storm-control unicast level 80 < not supported on the switches used in the iPexpert pods
storm-control broadcast level 50 < not supported on the switches used in the iPexpert pods

Task 6.8 Multicast packets should always be dropped on the interface E2/1. Use
storm-control.

If you are configuring the storm-control to 0% of the bandwidth, you are actually suppressing all the

traffic.
int e2/1
storm-control multicast level 0

Task 6.9 Configure a dotlq trunk between Cat2 and R6. This trunk should be allowed
on VLAN 121 and VLAN 122.

On R6, configure the following:
interface Ethernet0/0.121
encapsulation dotlQ 121

interface Ethernet0/0.122
encapsulation dotlQ 122

On Cat2, configure the following:
vtp mode transparent
vlan 121
vlan 122

40 ipexpert.com Copyright © by iPexpert. All rights reserved.

https://t.me/learningnets



iPexpert's Cisco CCIE Routing & Switching Technology Detailed Solutions Guide (Vol. 1)

interface Ethernetl/2

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 121,122
switchport mode trunk

We can check that E1/2 is trunking VLAN 121 and 122.
SW2#sh int el/2 trunk

Port Mode Encapsulation Status Native wvlan
Etl/2 on 802.1qg trunking 1

Port Vlans allowed on trunk

Etl/2 121-122

Port Vlans allowed and active in management domain

Etl/2 121-122

Port Vlans in spanning tree forwarding state and not pruned
Etl/2 121-122

Task 6.10 A laptop called Laptopl with a Wireshark sniffer is connected on Cat2 on
the port E1/3. Configure this port with a dot1q trunk encapsulation
allowing all the VLANSs.

On Cat2, configure the following:
interface Ethernetl/3
switchport trunk encapsulation dotlg
switchport mode trunk

Task 6.11  Configure the Cat2 switch to mirror all the traffic transiting in VLAN 121
on Cat2 on E1/2 to the port where the sniffer Laptop1l is connected. Use
session number 60.

On Cat2, configure the following:
monitor session 60 source vlan 121 < not supported on the switches used in the iPexpert
pods
monitor session 60 destination interface E1/2 < not supported on the switches used in the
iPexpert pods

Task 6.12  The port where the Sniffer is connected should accept incoming traffic
with a dotlq encapsulation. Default ingress VLAN is VLAN 121.

On Cat2, configure the following:
monitor session 60 destination interface E1/2 ingress dotlg vlan 121 < not supported on the
switches used in the iPexpert pods

Please note that a destination port in a SPAN never accepts any incoming traffic. However, this
ingress command added to the monitor session command is used when you need to receive some
traffic incoming on the SPAN destination port.

Task 6.13  Configure a LACP port-channel between Catl and Cat2. Bundle interface
E3/0 with E3/1 on both sides. This port-channel is a dot1q trunk allowing
VLAN 121, VLAN 122, and VLAN 500.

On Catl and Cat2, configure the following:
vtp mode transparent
vlan 121
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vlan 122
vlan 500

int range e3/0-1

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 121,122,500
switchport mode trunk

channel-group 1 mode active

int pol

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 121,122,500
switchport mode trunk

Task 6.14 A laptop called Laptop2 with a Wireshark sniffer is connected on Catl on
the port EO/3. Configure this port with an access port in VLAN 1.

On Catl, configure the following:
int EO0/3
switchport mode access
switchport access vlan 1

Task 6.15  Configure the mirroring of the sent traffic transiting in VLAN 122 on Cat2
on E1/2 to the port where the sniffer Laptop2 is connected. Use session
number 61 and VLAN 500 as RSPAN VLAN.

The vlan 500 will be used as our VLAN dedicated to carry the rspan traffic between the source and
the destination Laptop2. Remote span is a vlan type.

On Cat2 and Cat3, configure the following:
vlan 500

remote span < not supported on the switches used in the iPexpert pods

On Cat2, configure the following:
monitor session 61 source interface ethernetl/2 tx
monitor session 61 filter vlan 122
monitor session 61 destination remote vlan 500

On Catl, configure the following:
monitor session 61 source remote vlan 500
monitor session 61 destination interface Ethernet0/3

Please note that the session ID used on Catl and Cat2 for Rspan has to match.

Task 6.16  On Cat3, there will be a Cisco IP phone connected to the port E1/0. Enable
QOS on the Cat3 and configure the port E1/0 to trust COS.

On Cat 3, configure the following:
mls gos < not supported on the switches used in the iPexpert pods
int E1/0
mls gos trust cos

Task 6.17  Configure a VLAN of 33 reserved for voice traffic on Cat3. The voice traffic
on E1/0 should use this voice VLAN.
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On Cat 3, configure the following:
int E1/0
switchport voice wvlan 33

The IP packets with IP precedence 5 will be switched to vlan 33. The IP packets with other IP
precedence will end up in the “normal” access VLAN configured on the port.

Task 6.18 The incoming Data frames coming from a computer connected on the
Cisco IP phone should be tagged by the switch with a COS of 2.

There is a port on the IP phone, where a computer can be connected in order to simplify the cabling
and reduce the costs. We have to mark this traffic with an IP precedence of 2.

On Cat3, configure the following:
int E1/0
switchport priority extend cos 2

Task 6.19 On Cat3, configure a macro called “Bounce-int” to bounce (shut followed
by a no shut) an interface. Use a variable called Sint. Test and run the
macro for int E1/0.

On Cat3, configure the following:
macro name Bounce-int
int $int
shut
no shut
end
@

To test and run the macro, we can issue the following command in configuration mode on Cat3:
macro global apply Bounce-int $int E1/0

Task 6.20 On Cat3, there will be an additional Cisco IP phone connected to the E1/1.
Use the preconfigured macro called “cisco-phone” to configure the port.
Voice VLAN has to be VLAN 2 and Data VLAN has to be VLAN 1.

There is a preconfigured macro called cisco-phone that will configure the voice and data VLAN on a
port as well as all the QOS features.

On Cat3, configure the following:
int el/1
macro apply cisco-phone $AVID 1 $VVID 3

Task 6.21  On Catl and on Cat4, configure VLAN 120 as the primary VLAN, VLAN 130
as the isolated VLAN, and VLAN 140 as the community VLAN. Configure
E4/1 Cat4 as the PVLAN promiscuous port. Configure interface E4/0 and
int E5/0 Cat1 as the PVLAN host port for VLAN 130, interface E5/1, and
interface E3/0 Catl as the PVLAN host port for VLAN 140. The connection
between Catl and Cat4 has to be configured as a trunk port that will
support the setup.

We are first going to configure the Vlans and the trunk between Catl and Cat4:
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On Catl, configure the following:
vtp mode transparent

vlan 120
private-vlan
private-vlan
vlan 130
private-vlan
vlan 140
private-vlan
int e4/0
switchport

primary
association 130,140

isolated

community

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 120,130,140
switchport mode trunk

Then, we have to configure the ports as promiscuous or host ports.
On Catl, configure the following:

interface E4/1

switchport mode private-vlan promiscuous

switchport private-vlan mapping 120 130,140

On Cat4, configure the following:

interface E4/0

switchport mode private-vlan host

switchport private-vlan host-association 120 130

interface E5/0
switchport mode private-vlan host
switchport private-vlan host-association 120 130

interface E5/1
switchport mode private-vlan host
switchport private-vlan host-association 120 140

interface E3/0
switchport mode private-vlan host
switchport private-vlan host-association 120 140

You have completed Lab 6

For verification of your work, please refer to this Workbook's accompanying Detailed Solutions
Guide. If you need assistance with any of this book's content, please visit our Member Community at
http://community.ipexpert.com.
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Lab 7: HDLC and PPP/PPPoE

Technologies covered

* HDLC

*  PPP PAP, CHAP
*  PPPOE

*  MLPPP

* PPPinter-leaving
®* RTPreserve
* Virtual-assembly

Overview

You have been tasked to configure the serial connections of your network with the HDLC and PPP
encapsulation. PPP connection may have to be authenticated or aggregated in a bundle.

The topology used in the lab will be the following:

10.1.35.0/24 10.1.34.0/24

@ s4/0 s4/0

S4/3 s4/0

o

10.1.36.0/24

$3/0 $3/0

0

5

s3/1 S3/1

Estimated time to complete: 2 hours

Pre-Lab Setup

Logically connect and configure your network as displayed in the drawing below. You may also refer
to the Diagram located within your configuration files for topology information.

This lab is intended to be used with online rack access provided by www.proctorlabs.com. Connect to
the terminal server for the online rack, and complete the configuration tasks as detailed below.

Prerequisites

Load the initial configuration files before starting to work on the tasks.
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Task 7.1 The link between R3 and R4 should be using the HDLC encapsulation. Check
that you can ping from R3 to R4.

The link has been pre-configured with PPP and we have to configure the HDLC encapsulation instead.

On R3, configure the following:
int s4/3
encapsulation hdlc

On R4, configure the following:
int s4/0
encapsulation hdlc

The ping from R3 to R4 is working:
R3#ping 10.1.34.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.34.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/8/9 ms

Task 7.2 The link between R3 and R5 should be using the PPP encapsulation. Turn on
the CHAP authentication with the password of “Password35”. Check that
you can ping from R3 to R5.

On R3, configure the following:
username R5CHAP1 password Password35

int s4/0

encapsulation ppp

ppp authentication chap
ppp chap hostname R3CHAP1

On R5, configure the following:
username R3CHAP1l password Password35

int s4/0

encapsulation ppp

ppp authentication chap
ppp chap hostname R5OCHAP1

Let’s check that we can still ping from R5 to R3.
R5#ping 10.1.35.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.35.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/8/9 ms

Task 7.3  The link between R3 and R6 should be using the PPP encapsulation. Turn on
the PAP authentication with the password of “Password361”. If the PAP
authentication is unsuccessful, CHAP authentication has to kick in with a
password of “Password362”. Check that you can ping from R3 to R6.

On R3, configure the following:
username R6USERPAP password Password361
username R6CHAP2 password Password362
int s4/2

encapsulation ppp
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ppp authentication pap chap
ppp pap sent-username R3USERPAP password Password36l
ppp chap hostname R3CHAP2

On R6, configure the following:
username R3USERPAP password Password361
username R3CHAP2 password Password362

int s4/0

encapsulation ppp

ppp authentication pap chap

ppp pap sent-username R6USERPAP password Password36l
ppp chap hostname R6CHAP2

Let’s check that we can still ping from R6 to R3.
Ré6#ping 10.1.36.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.36.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/8/9 ms

In order to test that CHAP is working when PAP is not working, we can use the command ppp pap
refuse.

Task 7.4 Configure PPPoE between the R6 and the R2 routers. R6 is the server side
and R2 is the client side. On the server side, a BBA is called “iPexpertgroup”.
The IP pool is called” iPexpertpool” and the range is from 10.1.26.10 to
10.1.26.20. The virtual-template number should use id 23 and the IP
address configured on the virtual template is 10.1.26.6 255.255.255.0.

On the server side R6, configure the following:
bba-group pppoe iPexpertgroup
virtual-template 23

interface E0/0
no ip address
pppoe enable group iPexpertgroup

interface virtual-template 23
ip address 10.1.26.6 255.255.255.0

peer default ip address pool iPexpertpool

ip local pool iPexpertpool 10.1.26.10 10.1.26.20

Task 7.5 Limit the number of sessions established (per client MAC address) to 3.

This task should be configured in the broadband aggregation (BBA) group.

On the server side R6, configure the following:
bba-group pppoe iPexpertgroup
sessions per-mac limit 3

Task 7.6 On the client side, use the id 26 for both the dialer interface and the dialer-
pool-number interface. Check that you can ping from R6 to R2.

On the client side R2, configure the following:
interface EO0/1
no ip address
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pppoe enable
pppoe-client dial-pool-number 26

interface dialer 26
ip address negotiated
encapsulation ppp
dialer pool 26

The client side has been assigned the IP address 10.1.26.10 by the server.

R2# sh int dialer 26
Dialer26 is up, line protocol is up (spoofing)

Hardware is Unknown

Internet address is 10.1.26.10/32

MTU 1500 bytes, BW 56 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PPP, LCP Closed, loopback not set

Keepalive set (10 sec)

DTR is pulsed for 1 seconds on reset

Interface is bound to Vi2

Last input never, output never, output hang never

Last clearing of "show interface" counters 00:08:17

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
5 packets input, 68 bytes
5 packets output, 62 bytes

Bound to:
Virtual-Access2 is up, line protocol is up

Hardware is Virtual Access interface

MTU 1500 bytes, BW 56 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PPP, LCP Open

Stopped: CDPCP

Open: IPCP

PPPoOE vaccess, cloned from Dialer26

Vaccess status 0x44, loopback not set

Keepalive set (10 sec)

Interface is bound to Di26 (Encapsulation PPP)

Last input 00:00:00, output never, output hang never

Last clearing of "show interface" counters 00:00:43

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
11 packets input, 148 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
12 packets output, 142 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out
0 carrier transitions

| can ping from R6 to R2 using PPPoE.
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Ré#ping 10.1.26.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.26.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms
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Task 7.7 Make sure that unnecessary fragmentation is avoided.

The PPP header adds 8 bytes of overhead to each frame. As the default Ethernet MTU is 1500 bytes,
it is recommended to lower our MTU on the dialer interface to 1492 to avoid unnecessary
fragmentation.

On the client side R2, configure the following:
interface dialer 26
mtu 1492

Task 7.8 The client R2 should authenticate when connecting on the server. Create a
local account username called R2 with the password of “Password26”.

On the R6, configure the following:

username R2 password Password26

interface virtual-template 23
ppp authentication chap callin

On R2, configure the following:
interface dialer 26
ppp chap password Password26

Let’s check that the ping between R6 and R2 using PPPoE is working.
Ro#ping 10.1.26.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.26.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

Task 7.9 Bundle with PPP multilink the two serial connections between R6 and R9.
Use a group ID of 69.

On R6 and R9, configure the following:
int multilink 69

interface serial 3/0
encapsulation ppp

ppp multilink group 69
interface serial 3/1
encapsulation ppp

ppp multilink group 69

Task 7.10  Configure the IP address of 10.1.69.6/24 on the R6 PPP multilink69.
Configure the IP address of 10.1.69.9/24 on the R9 PPP multilink69. Check
that you can ping from R6 to R9.

On R6, configure the following:
interface multilink 69
ip address 10.1.69.6 255.255.255.0
no shut

On R9, configure the following:
interface multilink 69
ip address 10.1.69.9 255.255.255.0
no shut
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| can ping over the multilink circuit:
Ré#ping 10.1.69.9

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.69.9, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/8/9 ms

Task 7.11 Ensure that it is checked on the PPP multilink interfaces that all the

fragments of an IP datagram are received on the virtual interfaces before
forwarding them.

On R6 and R9, configure the following:
int multilink69

ip virtual-reassembly

Task 7.12  There will be voice traffic running over the multilink PPP connection.
Ensure that a small voice packet is delayed a maximum of 20 ms because
of the transmission of a big data packet.

On R6 and R9, configure the following:
int multilink69

ppp multilink fragment delay 20
ppp multilink interleave

Task 7.13  Reserve 1 Mbps in a special queue for real-time packet flows designated
to the UDP port starting 32768 and ending 32867.

On R6 and R9, configure the following:
class-map match-all RTP
match ip rtp 32768 100

policy-map RTP
class RTP
priority

int multilink69
ppp multilink multiclass
service-policy output RTP

You have completed Lab 7
For verification of your work, please refer to this Workbook's accompanying Detailed Solutions

Guide. If you need assistance with any of this book's content, please visit our Member Community at
http://community.ipexpert.com.
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Lab 8: Configure and troubleshoot Basic IP routing

Technologies covered

* Static route

* Traffic engineering
* Floating static route
* Object tracking

* PBR
* GRE
Overview

You have been tasked to configure the routing in your network.

The topology used in the lab will be the following:

v

3/0

0

EQ/O

10.1.14.0/24

EQ/O

&S

10.1.45.0/24

DMVPN

10.1.123.0/24 £0/0 10.1.35.0/24

EO0/1

10.1.236.0/24

EO/O

&S

10.1.69.0/24
s3/0 53/0

Estimated time to complete: 4 hours

Pre-Lab Setup

Logically connect and configure your network as displayed in the drawing below. You may also refer
to the Diagram located within your configuration files for topology information.

This lab is intended to be used with online rack access provided by www.proctorlabs.com. Connect to
the terminal server for the online rack, and complete the configuration tasks as detailed below.

Prerequisites

Load the initial configuration files before starting to work on the tasks.
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Task 8.1 R1,R2,and R3 are in a hub and spoke topology where R1 is the hub and R2
and R3 are the spokes. Configure DMVPN phase 2 as the underlying
technology. Multicast support has to be configured.

On R1, configure the following:
interface Tunnel23
ip address 11.1.1.1 255.255.255.0
no ip redirects
ip nhrp map multicast dynamic
ip nhrp network-id 11
tunnel source 10.1.123.1
tunnel mode gre multipoint

On R2, configure the following:
interface Tunnel23
ip address 11.1.1.2 255.255.255.0
no ip redirects
ip nhrp map 11.1.1.1 10.1.123.1
ip nhrp map multicast 10.1.123.1
ip nhrp network-id 11
ip nhrp nhs 11.1.1.1
tunnel source 10.1.123.2
tunnel mode gre multipoint

On R3, configure the following:
interface Tunnel23
ip address 11.1.1.3 255.255.255.0
no ip redirects
ip nhrp map multicast 10.1.123.1
ip nhrp map 11.1.1.1 10.1.123.1
ip nhrp network-id 11
ip nhrp nhs 11.1.1.1
tunnel source 10.1.123.3
tunnel mode gre multipoint

From R3, | can ping the tunnel interfaces of R1 and R2 and the traceroute from R3 to R2 is not

transiting via the hub (as it should be in phase 2).
R3#ping 11.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 11.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
R3#ping 11.1.1.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 11.1.1.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/12 ms

R3#traceroute 11.1.1.2

Type escape sequence to abort.

Tracing the route to 11.1.1.2

VRF info: (vrf in name/id, vrf out name/id)
1 11.1.1.2 0 msec * 1 msec

Task 8.2 On R1, configure a static route to the loopback0 of R3 using the tunnel
interface on R3 as the next-hop. Check that you can ping the loopbackO of
R3 with a ping sourcing on the tunnel interface of R1.

On R1, configure the following:
ip route 10.1.3.3 255.255.255.255 11.1.1.3
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| can ping the loopback0 R3 from a ping sourcing from the tu23 of R1:
Rl#ping 10.1.3.3 source 11.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.3.3, timeout is 2 seconds:
Packet sent with a source address of 11.1.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Task 8.3 On R2 tunnel interface, disable proxy-arp.

On R2, configure the following:
int tu23
no ip proxy-arp

Task 8.4 On R1, configure a static route to the loopback0 of R2 using the tunnel
interface on R2 as the egress interface.

On R2, configure the following:
ip route 10.1.2.2 255.255.255.255 11.1.1.2

Task 8.5 On R1, ensure that you can ping the loopback0 of R2 with a ping sourcing on
the tunnel interface of R1. Create a static arp entry to achieve this task.

| can ping the loopback0 of R2 with a ping sourcing on the tunnel interface of R1. Please note that we
are not seeing any ARP entry for the 11.1.1.2 next-hop, which is expected as the tunnel interface
does not have any MAC address. As a matter of fact, the IP payload is encapsulated into a GRE packet
which is encapsulated into the IP packet using the physical addresses. ARP is mapping those physical
IP interfaces to MAC addresses.

Rl#sh arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.14.1 - aabb.cc00.0100 ARPA Ethernet0/0
Internet 10.1.123.1 - aabb.cc00.0110 ARPA Ethernet0/1
Internet 10.1.123.2 47 aabb.cc00.0200 ARPA Ethernet0/1
Internet 10.1.123.3 51 aabb.cc00.0300 ARPA Ethernet0/1

We have to create a static ARP entry to achieve this task. It is not necessary to crest this entry for the
ping to work because we have a dynamic entry for 10.1.123.2, but we are going to configure a static
entry for the ARP entry that is used by the ping.

On R1, configure the following:
arp 10.1.123.2 aabb.cc00.0200 arpa

Task 8.6 On R6, configure a static route to network 10.1.0.0/16 pointing to E0/O.
Check that you can ping the loopback0 of R2 and R3.

On R6, configure the following:
ip route 10.1.0.0 255.255.0.0 EO/O

We can ping the loopbackO of R2 and R3.
Ré#ping 10.1.2.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.2.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Ré#ping 10.1.3.3
Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 10.1.3.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Let’s analyze what is happening now. When pinging 10.1.2.2, the router, R6 sends an ARP request on
the 10.1.236.0/24 network, to get 10.1.2.2’s MAC address. It is due to the fact that R6 thinks that the
10.1.2.2 host is directly connected through the 10.1.0.0/16 LAN as we can see in the routing table of

R6.

R6#sh ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, $ - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 7 subnets, 3 masks
10.1.0.0/16 is directly connected, Ethernet0/0
10.1.6.0/24 is directly connected, Loopback0
10.1.6.6/32 is directly connected, Loopback0
10.1.36.0/24 is directly connected, Serial4d/0
10.1.36.4/32 is directly connected, Serial4/0
10.1.236.0/24 is directly connected, Ethernet0/0
1

10.1.236.6/32 is directly connected, Ethernet0/0

H Q& Qe Qwm

R2 sees the ARP request on the EQ/1 interface. As Proxy-ARP is enabled by default and because R2
knows how to route to the 10.1.2.2 host, it will respond to the ARP request with the MAC address of
the EQ/1 interfaces and the IP connectivity is established. Same happens for R3.

Task 8.7 Disable proxy-arp on EO/1 of R2 and R3. Ensure that you can ping the
loopback0 of R2 and R3 with a ping sourcing from the EO/O ip address of R6.

On R2 and R3, configure the following:
int £0/1
no ip proxy-arp

Now that we have disable ip proxy-arp, let’s see if the pings from R6 to R2 and R3 are still working.
Pings are still successful. This is not what we expect, isn’t it? It is due to the fact that the ARP entries
have not timed out yet. So the pings are still using information that was collected when proxy-arp

was running on R2 and R3. As ARP entry is not timing out before four hours!
Ré6#ping 10.1.3.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.3.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/5 ms
Ré#ping 10.1.2.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.2.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Ré6#sh arp
Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.2.2 22 aabb.cc00.0210 ARPA Ethernet0/0
Internet 10.1.3.3 17 aabb.cc00.0310 ARPA Ethernet0/0
Internet 10.1.236.2 23 aabb.cc00.0210 ARPA Ethernet0/0
Internet 10.1.236.6 - aabb.cc00.0600 ARPA Ethernet0/0
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| am using the clear arp command to try to get rid of those 2 entries but for some reason, it doesn’t
work. I'm reloading the router R6 (after having saved the configuration). That is the ultimate way to
clear the ARP cache!

After the reload, the ARP cache has been finally emptied and the pings from R6 to R2 and R3 are not
working because ip proxy-arp has been disabled.

R6#sh arp
Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.236.6 - aabb.cc00.0600 ARPA Ethernet0/0

Ré#ping 10.1.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.2.2, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Ré6#ping 10.1.3.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.3.3, timeout is 2 seconds:

Success rate is 0 percent (0/5)

We have to ensure that those pings are working! What we have to do now is to manually configure
what proxy-arp is automatically doing.

On R6, configure the following:

arp 10.1.2.2 aabb.cc00.0210 arpa
arp 10.1.3.3 aabb.cc00.0310 arpa

The ping are again successful.

Ré#ping 10.1.2.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.2.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Ré#ping 10.1.3.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.3.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Task 8.8 Configure a GRE tunnel interface TunnelO between the loopback0 of R6 and
the loopbackO of R3. Use ip address 36.0.0.3/24 on R3 and 36.0.0.6/24 on
R6. Configure default routes on R6 and R3 with an AD of 250.

On R6, configure the following:

int tul

ip address 36.0.0.6 255.255.255.0
tunnel source 1lo0

tunnel destination 10.1.3.3

ip route 0.0.0.0 0.0.0.0 10.1.236.3 250

On R3, configure the following:
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int tul

ip address 32.0.0.3 255.255.255.0
tunnel source 1lo0

tunnel destination 10.1.6.6

ip route 0.0.0.0 0.0.0.0 10.1.236.6 250
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On R3, | can ping the other side of the tunnel interface.
R3#ping 36.0.0.6

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 36.0.0.6, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Task 8.9 On R6, configure a static route to the loopback network of the router R3
using the TuO as egress with an AD of 5. The tunnelO interface should go
down because of a recursion issue. Leave this tunnelO down as it is.

On R6, configure the following:
ip route 10.1.3.3 255.255.255.255 36.0.0.3 5
Ré#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R6 (config) #ip route 10.1.3.3 255.255.255.255 36.0.0.3 5

$ADJ-5-PARENT: Midchain parent maintenance for IP midchain out of TunnelO - looped chain
attempting to stack

$SYS-5-CONFIG_I: Configured from console by console
RG#

STUN-5-RECURDOWN: TunnelO temporarily disabled due to recursive routing
$SLINEPROTO-5-UPDOWN: Line protocol on Interface Tunnel(O, changed state to down

The tunnel is going down because the tunnel0 destination, that is to say 10.1.3.3 is routed through
the tunnel. It is a recursion issue.

Task 8.10  Configure static routing so that you can ping the loopbackO of R1 with a
ping sourcing from the loopbackO ip address of R6. The ping should follow
the R6-R3-R1 route and use the DMVPN tunnel.

On R1, configure the following:
ip route 10.1.6.6 255.255.255.255 11.1.1.3

On R3, configure the following:
ip route 10.1.1.1 255.255.255.255 11.1.1.1

This is not enough! On R6, we have a default route towards 10.1.236.3, but this default route will not
enter into action because there is a more specific route, that is to say the route to 10.1.0.0/16 added
in an earlier question. This route will be used to route to 10.1.1.1. As we have seen before, R6 will
ARP for 10.1.1.1. R3 will not reply to this ARP request because Proxy-ARP has been disabled.

On R6, configure the following:
arp 10.1.1.1 aabb.cc00.0310 ARPA

Task 8.11  Configure a GRE tunnel interface Tunnell6 between the loopbackO of R6

and the loopback0 of R1. Use ip address 16.0.0.1/24 on R1 and
16.0.0.6/24 on R6.

On R6, configure the following:
int tulé6
ip address 16.0.0.6 255.255.255.0
tunnel source 1lo0
tunnel destination 10.1.1.1
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On R1, configure the following:
int tulé6
ip address 16.0.0.1 255.255.255.0
tunnel source 1lo0
tunnel destination 10.1.6.6

The tunnel 16 is up and running.
Rl#ping 16.0.0.6 source 16.0.0.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 16.0.0.6, timeout is 2 seconds:
Packet sent with a source address of 16.0.0.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Task 8.12 On R3, configure a floating static route that will be used in the case that
the tunnel interfac