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Factoring integers with sublinear resources on a superconducting quantum processor
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Shor’s algorithm has seriously challenged information security based on public key cryptosystems.
However, to break the widely used RSA-2048 scheme, one needs millions of physical qubits, which is
far beyond current technical capabilities. Here, we report a universal quantum algorithm for integer
factorization by combining the classical lattice reduction with a quantum approximate optimization algo-
rithm (QAOA). The number of qubits required is O(log/N/loglog V'), which is sublinear in the bit length
of the integer NV, making it the most qubit-saving factorization algorithm to date. We demonstrate the
algorithm experimentally by factoring integers up to 48 bits with 10 superconducting qubits, the largest
integer factored on a quantum device. We estimate that a quantum circuit with 372 physical qubits and
a depth of thousands is necessary to challenge RSA-2048 using our algorithm. Our study shows great
promise in expediting the application of current noisy quantum computers, and paves the way to factor

large integers of realistic cryptographic significance.

Quantum computing has entered the era of noisy inter-
mediate scale quantum (NISQ) [1, 2]. A milestone in the
NISQ era is to prove that NISQ devices can surpass classi-
cal computers in problems with practical significance, that is,
to achieve practical quantum advantage. Low-resource algo-
rithms, which harness only limited available qubits and cir-
cuit depths to perform classically challenging tasks, are of
great significance. Variational quantum algorithms, adopt-
ing a “classical+quantum” hybrid computing framework, hold
great promise for a meaningful quantum advantage in the
NISQ era [3-6]. One representative is the quantum approx-
imate optimization algorithm (QAOA) [5], which was pro-
posed to solve eigenvalue problems, and has subsequently
been widely used in various fields such as chemical simu-
lation [7, 8], machine learning [9], and engineering applica-
tions [10, 11].

Integer factorization has been one of the most impor-
tant foundations of modern information security [12]. The
exponential speedup of integer factorization by Shor’s al-
gorithm [13] is a great manifestation of the superiority of
quantum computing. However, running Shor’s algorithm
on a fault-tolerant quantum computer is quite resource-
intensive [14, 15]. Up to now, the largest integer factorized
by Shor’s algorithm in current quantum systems is 21 [16—
18]. Alternatively, integer factorization can be transformed
into an optimization problem, which can be solved by adi-
abatic quantum computation (AQC) [19-22] or QAOA [23].
Larger numbers have been factored using these approaches, in
various physical systems [24—27]. The maximum integers fac-
torized are 291311 (19-bit) in NMR system [26], 249919 (18-
bit) in D-Wave quantum annealer [25], 1099551473989 (41-
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bit) in superconducting device [27]. However, it should be
noted that some of the factored integers have been carefully
selected with special structures [28], thus the largest integer
factored by a general method in a real physical system by now
is 249919 (18-bit).

In this paper, we propose a universal quantum algorithm
for integer factorization that requires only sublinear quantum
resources. The algorithm is based on the classical Schnorr’s
algorithm [29, 30], which uses lattice reduction to factor in-
tegers. We take advantage of QAOA to optimize the most
time-consuming part of Schnorr’s algorithm to speed up the
overall computing of the factorization progress. For an m-bit
integer N, the number of qubits needed for our algorithm is
O(m/logm), which is sublinear in the bit length of N. This
makes it the most qubit-saving quantum algorithm for integer
factorization compared with the existing algorithms, includ-
ing Shor’s algorithm. Using this algorithm, we have success-
fully factorized the integers 1961 (11-bit), 48567227 (26-bit)
and 261980999226229 (48-bit), with 3, 5 and 10 qubits in a
superconducting quantum processor, respectively. The 48-bit
integer, 261980999226229, also refreshes the largest integer
factored by a general method in a real quantum device. We
proceed by estimating the quantum resources required to fac-
tor RSA-2048. We find that a quantum circuit with 372 phys-
ical qubits and a depth of thousands is necessary to challenge
RSA-2048 even in the simplest 1D-chain system. Such a scale
of quantum resources is most likely to be achieved on NISQ
devices in the near future.

The framework of the algorithm
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FIG. 1. Workflow of the sublinear-resource quantum integer factorization (SQIF) algorithm. The algorithm adopts a “classical+quantum”
hybrid framework where a quantum optimizer QAOA is used to optimize the classical Schnorr’s factoring algorithm. First, the problem is
preprocessed as a closest vector problem (CVP) on a lattice. Then, the quantum computer works as an optimizer to refine the classical vectors
computed by Babai’s algorithm, and this step can find a higher quality (closer) solution of CVP. The optimized results will feedback to the
procedure in Schnorr’s algorithm. After post-processing, finally output the factors p and g.

The workflow of the sublinear-resource quantum integer fac-
torization (SQIF) algorithm is summarized in Fig. 1, which
essentially manifests itself as a “classical+quantum” hybrid
framework. The core idea is to utilize the quantum opti-
mizer QAOA to optimize the most time-consuming part of
Schnorr’s algorithm, as a result, improving the whole effi-
ciency of the factoring process. As illustrated in the left panel
of Fig. 1, Schnorr’s algorithm involves two substantial steps,
finding enough smooth relation pairs (sr-pairs for short) and
solving the resulted linear equation system. Generally, find-
ing sr-pairs is the most important and consuming part of the
algorithm while solving equation system can be done in poly-
nomial time. In Schnorr’s algorithm [31], the sr-pair problem
is converted to the closest vector problem (CVP) on a lattice,
and resolved by lattice reduction algorithms such as Babai’s
algorithm [32]. Based on the fact that CVP is a famous NP-
hard problem [33], we are supposed to have only the approxi-
mate other than the severe solution of CVP in polynomial time
or other acceptable time consuming. Meanwhile, the proba-
bility of getting an sr-pair is proportional to the quality of the
CVP solution [29]. Namely, the closer the solution vector of
CVP, the more efficient the sr-pair acquaintance. Based on
the facts mentioned above, we propose a scheme which uti-
lizes QAOA to further optimize the CVP solution obtained by
Babai’s algorithm. The whole process of the SQIF algorithm
is presented by detailed examples in [31]. We mainly focus
on the quantum procedures of the algorithm in the following
part.

We combine Babai’s algorithm with QAOA to solve the
CVP on a lattice. Given a lattice A with a group of basis
B = [by,...,b,] € R"HDX" and a target vector t € R"*,
Babai’s algorithm can find a vector b,, € A which is approx-
imately closest to the target vector t via two steps. First, per-
form LLL-reduction with parameter § for the given basis B =
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[by, ..., b,]. Consequently, we have a set of LLL-reduced ba-
sis denoted by D = [dy, ..., d,], and the corresponding Gram-
Schmidt orthogonal basis denoted by D = [dy, ...,d,,]. The
second step is a “size-reduction” of the target vector t using
the LLL-reduced basis. Then we have the approximate closest
vector, denoted by

bop = (b(l);m --~7b2;:_1)/ = Zcidiv (1)
i=1

where the coefficient ¢; = [x;] = [(d,d;)/(d;,d;)] is ob-
tained by rounding to the nearest integer to the Gram-Schmidt
coefficient p;. Here, we notice that the round-to-nearest func-
tion takes only one approximation at a time. In fact, if the
values of the two rounding functions can be taken into the
calculation simultaneously, a higher-quality solution can be
obtained [31]. This process will exponentially increase the
amount of classical operations, which is unaffordable for a
classical computer. Here we adopt the idea of quantum com-
puting, using the superposition effect of qubits to encode the
coefficient values obtained by the two rounding functions at
the same time. Then we construct the optimization problem
based on the Euclidean distance between the new lattice vec-
tor and the target vector. The details of the construction are as
follows.
Let v, be the new vector obtained by randomly floating
x; € {0,£1} on the coefficient ¢;, satisfying
n n
Vinew = Z (Ci + xz)dz = szdz + bop~ (2)
i=1 i=1
We construct the loss function of the optimization problem as
follows

P21, @n) = [t = Vnew|® = [t =Y zidi — by . (3)

i=1
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FIG. 2. Experimental setup and the QAOA circuit of the SQIF algorithm. A, The 10 qubits selected on a superconducting quantum
processor, with each qubit coupled to its nearest neighbors mediated by frequency-tunable couplers. B, Native interaction topology of the
problem Hamiltonian for the 10-qubit factoring case, mapped into a chain topology depicted in A. C, Circuit diagram of a p-layer QAOA. All
qubits are initialized into |4}, followed by p layers of repeated application of the problem Hamiltonian (orange) and the mixing Hamiltonian
(green), finished by population measurements (gray). Note that the variational parameters {~y, 8} are different for all layers. D, Routing circuit
for the 10-qubit all-to-all Hamiltonian into the linear nearest neighbor topology, built by a brickwork of two similar SWAP blocks with two
layers of Hardamard gates (H) applied at the start and end, followed by a layer of R.(6) gates. Here, the rotation angle is omitted. The
depth of the circuit is proportional to the number of qubits used. E, Detailed compilation of the quantum circuit into the native gates of the

superconducting quantum processor.

The function value ||t — V0. ||? represents the squared Eu-
clidean distance from the new vector to the target vector. The
lower the loss function value, the closer the new vector is
to the target vector t, and the higher the quality of the so-
lution. When all variables x; ;—1 ..., take 0, the optimal solu-
tion based on Babai’s algorithm is obtained.

By mapping the variable x; to the Pauli-Z terms, the prob-
lem Hamiltonian corresponding to Eq. 3 can be constructed
as

n+1 n

n
He= [t = &id; —bop|* = |t; = Y didi; — b), [,
Jj=1 1

i=1 j i=

“)

where ; is a quantum operator mapped to the Pauli-Z ba-

sis according to the single-qubit encoding rules, which can be
found in [31].

In this case, the number of qubits needed for the quantum
procedure to optimize Babai’s algorithm is equal to the dimen-
sion of the lattice. According to the analysis in [31], the lattice
dimension satisfies n ~ 2clog N /loglogN, with ¢ a lattice pa-
rameter close to 1. Therefore, to factorize an m-bit integer IV,
the number of qubits required in the algorithm is O(m/logm),
which is a sublinear scale of m, compared to O(m) qubits in
Shor’s algorithm [13] and O(m?) qubits in the product table
method [25]. This makes our algorithm the most qubit-saving
method to date, and it is also the first general quantum factor-
ing algorithm with sublinear qubit resources.

The experiment and results
We demonstrate the algorithm by experimentally factoring
three integers on a superconducting quantum processor, where
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ten qubits and nine couplers arranged in a chain topology are
selected. All qubits and couplers are frequency-tunable trans-
mons, with single-qubit rotations around the x- or y-axis of
the Bloch sphere realized by applying drive signals with gate
information encoded in the amplitude and phase of the mi-
crowave pulses. We adopt virtual-z gates to implement single-
qubit rotations around z-axis. Two-qubit controlled-Z (CZ)
gates can be achieved by swapping the joint states |11) and
|02) (or |20)) of the neighboring qubits, when the interac-
tion mediated by the coupler is activated [34]. Cross-entropy
benchmarkings (XEB) in parallel yield average fidelities close
t0 99.9% and 99.5% for the single-qubit rotations and the CZ
gates, respectively. More details of the experimental setup and
characteristics of the quantum processor in [31].

We factorize the 11-bit integer 1961, 26-bit integer
48567227 and 48-bit integer 261980999226229 with 3, 5 and
10 superconducting qubits, respectively. Here we demonstrate
the process of obtaining one sr-pair by quantum method in
each group of experiments. The calculations of other sr-pairs
are similar and will be obtained by numerical method. The de-
tails of all the sr-pairs and the corresponding linear equation
systems are presented in [31].

The topology of the ZZ-items in the problem Hamiltonian
is an n-order complete graph (Kn) according to Eq. 4 [31].
An example for the 10-qubit case is shown in Fig. 2B. To
make the Kn-type Hamiltonian work on the 1D-chain of phys-
ical qubits, we have adopted a routing method based on the
classical parallel bubble sort algorithm, in which the all-to-all
qubits interactions can be mapped into the nearest-neighbor
two-qubit interactions on a chain through elaborate swap net-
works, as shown in Fig. 2D. In fact, the routing method is



optimal with only a linear increase of circuit depth overhead.
The swap networks are further complied into the native gates
(Fig. 2E), which can be directly executed on the quantum pro-
cessor. Notably, a tiny skill has been used by an up-down
combination of the ZZ-SWAP block in the even and odd lay-
ers of swap networks. As a result, a linear depth of H gates
can be reduced.

QAOA can find the approximate ground state of the Hamil-
tonian system by updating the parameters (Fig. 2C, a detailed
description can be found in [31]). The parameter optimization
process of QAOA can be understood through the landscape
of the energy function E(~,). The comparison between
the theoretical and the experimental landscapes is a qualita-
tive diagnostic for the application of QAOA to real hardware.
For the hyperparameter p = 1, we can visualize the energy
landscape as a function of the parameters (v, ) in a three-
dimensional plot in Fig. 3. Here, the energy function values
are normalized by E* = (E — Enin)/ (Emaz — Emin)- Fig. 3
shows the noiseless simulated (left) and experimental (right)
energy maps for the 3, 5 and 10 qubits cases, respectively.
The different colors of the pixel blocks in the figure represent
different function values. We overlay the convergence path of
the classical optimization procedure, as the red curve shown in
Fig. 3. To optimize the parameters, we use the model gradient
descent method, which performs well both numerically and
experimentally on some variational quantum ansatzes. We
find that the algorithm can converge to the region of global
minimum within 10 steps in all three cases. We can see that
the convergence paths of the experiments differ from those of
the theoretical results, however, converged to the optimum in
comparable steps. This indicates that the algorithm is robust
to certain noise.

In QAOA, the core work of the quantum computer is to
prepare the quantum states according to the given variational
parameters. The performance of QAOA will be improved by
increasing the depth of hyperparameter p in theory. How-
ever, the errors are accumulated during the increasing of cir-
cuit depth and the bonus of the computation can be counter-
acted. Here we report the performance of the superconducting
quantum processor on running circuits at the optimal 3, v pa-
rameters. We show QAOA layers up to p = 3 for the cases
of 3 and 5 qubits, and a single-layer QAOA for the 10-qubit
case. The results of p = 3 for the 10-qubit case have also
been performed and are apparently better than random guess,
however, not as good as that of p = 1 [31]. We can observe in
Fig. 4A-C that the probability of the target state (red dashed
box) increases as the hyperparameter p grows. Although the
increase is not as large as the theoretical value, it is in good
agreement with the noise simulation. Similar results can be
found in the 5-qubit experiment, see Fig. 4D-F. The results
for the 10-qubit case with p = 1 are shown in Fig. 4G. We
only show the most significant 120 states according to the the-
oretical results for illustration. We can find that the theoreti-
cal probability of the target state is 0.02 (the highest), while
the experimental result is around 0.008, which is close to the
noise result 0.009. The experimental results are significantly
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FIG. 3. Energy landscapes and convergence paths of QAOA for
p = 1. A, B, Numerical and experimental landscapes for the 3-qubit
case, C, D 5-qubit case, and E, F 10-qubit case. In each group of
the experiment, 41 x 41 combinations of (v, 3) have been evalu-
ated, which are evenly distributed grid points in a sub-zone of the
entire 2-dimensional parameter space. For each grid point, the ex-
pectation value is estimated using 30,000 circuit repetitions. The
comparison of the experimental and numerical landscapes shows a
clear correspondence of landscape features. An overlaid optimiza-
tion trace (red, initialized from the square marker and converged into
the triangle) demonstrates the ability of a classical optimizer to find
optimal parameters.

larger than that of random guess 0.001, which means the com-
putation bonus of QAOA is still considerable. In addition, the
shape of the probability distribution of each quantum state is
symmetric with that of the simulation results, which shows
that the experimental results are in good agreement with the
theoretical values.

The quantum resource estimation

Here we report the quantum resources needed to challenge
some real-life RSA numbers based on the SQIF algorithm in
this paper. The main quantum resources mentioned include
the number of qubits and the quantum circuit depth of QAOA
in one layer. Usually, quantum circuits cannot be directly exe-
cuted on quantum computing devices, as their design does not
consider the qubits connectivity characteristics of actual phys-
ical systems. The execution process often requires additional
quantum resources such as ancilla qubits and extending circuit
depths. We have discussed the quantum resources required in
quantum systems under three typical topologies, including all
connected system (Kn), 2D-lattice system (2DSL), and 1D-
chain system (LNN). We demonstrate with specific schemes
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FIG. 4. Experimental performance of QAQOA for the three factoring cases. A-C, QAOA performance of the 3-qubit case withp = 1, p = 2
and p = 3, respectively. D-F, QAOA performance of the 5-qubit case with p = 1, p = 2 and p = 3, respectively. G, p = 1 performance
of QAOA for the 10-qubit case . The experimental results shown in orange are averaged over 20 repeated experiments with error bars giving
a confidence interval of one standard deviation. The theory(yellow) and 0.01-noise(taupe) results are also given for comparison. It can be
observed that all the three groups of experimental results on the superconducting quantum processor are in good agreement with the theoretical
and 0.01-noise values. H, Representations of the color blocks that are basis states of different qubits in x-tick labels.

that the embedding process needs no extra qubits overhead
and the circuit depths of QAOA in one layer are O(n) for all
three systems. As a result, a sublinear quantum resource is
necessary for factoring integers using our algorithm. Taking
RSA-2048 as an example, the number of qubits required is
n = 2 % 2048/10g2048 ~ 372. The quantum circuit depth
of QAOA with a single layer is 1118 in Kn topology system,
1139 in 2DSL system and 1490 in the simplest LNN system,
which is achievable for the NISQ devices in the near future.
The quantum resources required for different lengths of RSA
numbers are shown in Table I. The detailed analysis can be
found in [31].

Conclusion

The integer factorization problem is the security cornerstone
of the widely used RSA public key cryptography nowadays.
In this paper, we have proposed a general quantum algorithm
for integer factorization based on the classical lattice reduction
method. To factor an m-bit integer IV, the number of qubits
needed for the algorithm is O(m/logm), which is a sublinear
scale of the bit length of N. This quantum factoring algo-
rithm uses the least qubits compared with previous methods,
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including Shor’s algorithm. We have demonstrated the factor-
ing principle for the algorithm on a superconducting quantum
processor. The 48-bit integer 261980999226229 in our work
is the largest integer factored by the general method in a real

TABLE I. Resource estimation for RSA numbers. The main quan-
tum resources mentioned are the number of qubits, the quantum cir-
cuit depth of QAOA with a single iteration in three typical topologies,
including all connected system (Kn), 2D-lattice system (2DSL) and
1D-chain system (LNN). The results are obtained without consid-
ering the native compilation of the ZZ-basic module (or ZZ-SWAP
basic module) in a specific physical system.

RSA number Qubits Kn-depth 2DSL-depth  LNN-depth
RSA-128 37 113 121 150
RSA-256 64 194 204 258
RSA-512 114 344 357 458
RSA-1024 205 617 633 822
RSA-2048 372 1118 1139 1490




quantum system to date. We have analyzed the quantum re-
sources required to factor RSA-2048 in quantum systems un-
der three typical topologies. We find that a quantum circuit
with 372 physical qubits and a depth of thousands is neces-
sary to challenge RSA-2048 even in the simplest 1D-chain
system. Such a scale of quantum resources is most likely to
be achieved on NISQ devices in the near future. It should
be pointed out that the quantum speedup of the algorithm is
unclear due to the ambiguous convergence of QAOA. How-
ever, the idea of optimizing the “size-reduce” procedure in
Babai’s algorithm through QAOA can be used as a subroutine
in a large group of widely used lattice reduction algorithms.
Further on, it can help to analyze the quantum-resistant cryp-
tographic problems based on lattice.
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I. BACKGROUND KNOWLEDGE ABOUT LATTICE

In recent years, lattices are used as algorithmic tools to
solve a wide variety of problems in computer science, math-
ematics and cryptography, especially in quantum-resistant
cryptography protocols. The following introduces some ba-
sic concepts and well-known algorithms in lattices that are
closely related to our work.

A. Basic concepts

Let || - ||be the Euclidean norm of the vectors in R™. Vec-
tors will be written in bold and we use row-representation for
matrices. For a matrix M, we usually denote its coefficients
by m; ;. We also use superscript "T” to represent the transpose
of matrices or vectors.

 Lattice: Let by,...,b,, € R™ be a group of linearly
independent column vectors, then we call the set gener-
ated by the linear combination of its integer coefficients
a lattice, denoted as

A(B)={Bx| xeZ"} D)
={b=x1by + ..+ z,by | z1,..,2, € Z},

where B = [by,...,b,] € R™*™ is called a basis ma-
trix, which could also be used to represent a lattice for
simplicity. {bq, ..., b, }is a group of basis of lattice
A(B). The dimension of lattice A is n. The determi-
nant of A is det A = (det BT B)'/2, here B” is the
transpose of B. For a square matrix B, it is directly
det A = det B. The determinant also represents the
volume of the lattice in geometry perspective, denoted
as vol(A). The length of the lattice point b € R™ is
defined as ||b|| = (bTb)'/2.

Successive minima: The successive minima of an
n-dimensional lattice A are the positive quantities
A(A) < A2(A) < ..o < Au(A), where Ai(A) is the
smallest radius of a zero-centered ball containing & lin-
early independent vectors of A. Denote A\; = A1(A) as
the length of the shortest nonzero vector of A.

Hermite’s constant: The Hermite invariant of the lat-
tice A is defined by

7(A) = N (4)/vol(A)*/™ = N2 (A) det(A)*/". (S2)
Hermite’s constant +,, is the maximal value «(A) over
all n-dimensional lattices, or the minimal constant
which enables A;(A)? < ~(det A)?/™ satisfied for all
n-dimensional lattices equivalently.

¢ (QR-decomposition: The lattice basis matrix B has
the unique decomposition B = QR € R™*" R =
[7ijli<ij<n € R™™here @ € R™*™ is isometric
(with pairwise orthogonal column vectors of length 1)



and R € R™*" is an upper-triangular matrix with posi-
tive diagonal entries r; ; . The Gram-Schmidt (GS) co-
efficients 1, ; = r; j/7;; can be obtained easily by the
) R-decomposition. For an integer matrix B , the GS
coefficients are usually rational.

Shortest Vector Problem (SVP): Given a group of ba-
sis B of a lattice A,

Shortest Vector Problem (SVP): Find a vector v €
A, such that ||v]| = A\ (A).

Approximate Shortest Vector Problem (a-SVP):
Find a nonzero vector v. € A, such that
vl < - Ar(A).

Hermite Shortest Vector Problem (r-Hermite

SVP): Find a nonzero vector v € A, such that ||v|| <
7 - det(A)V/",
The parameter @ > 1 in a-SVP is called the approx-
imation factor. Usually, the problem becomes easier
when «a gets bigger. When o« = 1, a-SVP and SVP
are the same problem. The real value of \; in a-SVP
is hard to obtain because of the hardness of SVP. Thus
the solution of a-SVP is hard to check in some cases.
The problem r-Hermite SVP is defined by a computable
(ralatively easy to compute) value det(A)l/ " instead of
A1 to qualify the solution. As a result, we can check the
solution easily but lack a comparison with the shortest
vector.

Closest Vector Problem (CVP): Given a group of basis
B of alattice A, and a target vector t € span(B),

Closest Vector Problem (CVP): Find a vector v €
A, such that the distance ||v — t|| could be
minimized, namely ||v — t|| = dist(A, t).

a-Approximate Closest Vector Problem (a-CVP):
Find a vector v € A, such that the distance
lv —t]| < a-dist(A,t).

r-Approximate Closest Vector Problem (r-
AbsCVP): Find a vector v € A, such that the distance
v —t] <.

Here the problem definitions are similar to those in SVP,
the role of parameter & > 1 in @-CVP is the same as
a-SVP. In r-AbsCVP, the parameter r can be any rea-
sonable value which is comparable to dist(A,t), such
like det(A)/™ in r-Hermite SVP.

B. LLL algorithm

The LLL algorithm is one of the most famous algorithms in
the field of lattice reduction, proposed by A. K. Lenstra, H. W.
Lenstra, Jr., and L. Lovasz in 1982 [35]. For an n-dimensional

lattice, the algorithm can be used to solve the a-SVP with
a = (%)" in polynomial time. The related concepts and

algorithms are as follows.
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¢ LLL basis: A basis B = QR is called LLL-reduced or
a LLL basis, given LLL-reduction parameter 6 € (i ,1],
if it satisfies:
i. | Tij | /ri,i < %,fOI’ all] >
i 0r7; <riig + i .fori=1,.,n—1
Obviously, LLL basis also satisfies 77, < ar? ;.
fora =1/(6 — %)
The parameters considered in the original literature of
the LLL algorithm are § = 3/4, a = 2. A well-known
result about LLL basis shows that for any 6 < 1, LLL
basis can be obtained in polynomial time and that they
nicely approximate the successive minima :
iii. a7 < ||b;|I2PA;2 < @Y fori =1, ..., n;

n—1

iv. |by|? < a™7 (det A)*/™.

e LLL algorithm: Given a group of basis B =
[b1,...,by,] € Z™*™, the algorithm can make it LLL-
reduced or convert it into a LLL basis. The algorithm
consists of three main steps: Gram-Schmidt orthogo-
nalization, reduction, and swap. The specific steps can
be found in Algorithm 1.

Algorithm 1: LLL-reduction algorithm

Input: lattice basis b1, ..., b, € Z™, parameter ¢
Output: §-LLL-reduced basis
1.Gram-Schmidt orthogonalization
Imply the Gram-Schmidt orthogonalization to basis
b1, ..., by, denote the results as: by, ..., b, € R™.
2.Reduction step
for i from 2 to n do
for j from i-1 to 1 do
b; <~ b; — Ci’jbj, where Ci,j = |_<b17 bj><b]', b7>J .
end
end
3.Swap step _ _ B
ifdis. t (5”]32”2 > Hpn;Jrl,ibi + b¢+1||2 then
i <> biy,
goto 1.
end
4.0Output by, ..., by,.

C. Babai’s nearest plane algorithm

Babai’s nearest plane algorithm [32] (Babai’s algorithm
for short) can be used to solve CVP. For an n-dimensional
lattice, the algorithm can obtain an approximation factor of
o= 2(%)” for a-CVP. The algorithm consists of two steps,
the first is to reduce the input lattice basis with the LLL algo-
rithm. The second is a size reduction procedure, which mainly
calculates the linear combination of integer coefficients clos-
est to the target vector t under the LLL basis. This step is
essentially the same as the second step in LLL reduction. The
specific steps of the algorithm can be found in Algorithm 2.



Algorithm 2: Babai’s algorithm

Input: lattice basis b1, ..., b, € Z™, parameter § = 3/4
and targett € Z™
Output: a vector x € A(B), such that
|x — t| < 2%dist(t, A(B))
1. LLL reduction
Apply the LLL reduction on basis B with parameter d.
Denote the results as by, ..., b, € R™.
2.Size reduction
b+t
for j from n to 1 do
b < b —¢;b;, where ¢; = [(b,b,)/(b;, b;)].
end
3.0utput t — b.

II. SCHNORR'’S INTEGER FACTORING ALGORITHM

A. Schnorr’s sieve method

Consider a general integer factoring situation in which the
integer to be factored into two non-trivial factors, namely
given N, finding the factors p, ¢ (p < ¢) such that N = p X q.
The sieve method to factor an integer firstly needs to define
the smooth relation pair. Let p;,¢ = 1,...,n be the first n
primes together with py which satisfy —1 =pg < 1 < p; <

. < pn < p. Theset P = {p;}i=0,...n is called a prime
basis. The pg = —1 is not a prime, nevertheless, it is included
to characterize the sign of an integer. An integer is called
pr-smooth if all of its prime factors are less than p,,, here
Pr, 18 also called the smooth bound. The integer pair (u;, v;)
is called p,-smooth pair, if both u; and v; are p,-smooth.
Further more, a pair of integers (u;,v;) is called p,,-smooth
relation pair (abbreviate as sr-pair), if:

n n
w =0 w N =[[w. S3)
i=1 i=0
where e; ;, e;j € N, then we have
n ’
(uj —v;N)/u; = [[p;™? "7 =1 modN.  (S4)
i=0

It should be noted that the smooth pair is different with
sr-pair in which the sr-pair not only need to be smooth, but
also to meet more severe conditions in Eq. S3. Let S =
{(uj,v;)}j=1,...n+1 be aset with n+1 sr-pairs. If there exists
a group of coefficients t1, ..., t,,+1 € {0, 1}, such that

> tilef;—€i;) =0 mod2,i=0,1,.,n (S5

j=1

v+ 1
L3t ti(el j—ess)

Denote X =[]}, p; , then we have

X2 -1=(X+1)(X—-1)=0 modN.  (S6)
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If X £ +1 modN, then we’ll obtain a nontrivial factor of
N by ged(X £ 1, N).

Since the dimension of the linear equation system is O(n),
and it can be solved within O(n?) operations. We neglect this
minor part of the workload for factoring V. Hence the factor-
ing problem is reduced to the sr-pair problem. This problem
will be transformed into the closest vector problem on a lattice
in the following part.

B. The construction of the lattice and target vector

The sr-pairs will be obtained from the approximate solu-
tion of CVP in Schnorr’s algorithm. We first introduce the
construction of the prime lattice A(B,, ) and the target vector
t € R"!, here ¢ > 0 is an adjustable parameter. The matrix
form of the lattice B,, . = [b1,...,b,] € R+DX7 can be
constructed as

f() 0 0
0
0 f(2) 0
Bn,c = ) t=
0
0 0 f(n)
N€¢nN
N¢np; NC€nps N¢np,
(S7)

where the functions f(¢) for i = 1, ..., n are the random per-
mutations of diagonal elements (v/Inpy, v/Inpa, ..., v/Inp,).

A lattice point or vector can be represented by
the integer combination of the lattice basis as b =
Yo eb; € A(By,c), heree; € Zfori =1,...,n. In the fol-
lowing, we’ll assume (u,v) is p,-smooth and ged(u,v) = 1.
Then u, v can be represented by the product of primes on the
prime basis, namely:

u=[Toc v=]]w" (S8)

e; >0 e; <0

Under this representation, the smooth pair (u, v) corresponds
to the vector b = (ey, ..., e,) in the lattice one-to-one, de-
noted as b ~ (u, v). Therefore, a vector on a lattice encodes
a smooth pair.

The closest vector problem (CVP) is to find a vector by €
A(B,,c) which s closest to the target vector t, mathematically
expressed as

by = arg min|b — ¢ (S9)

According to the above definition, the following relationship
is established

b—t)2>1 N2 | -2 2 S10
b 6]? = In(ue) + N** [0 2 (510)

The equation is established if and only if e; € {—1,0, 1}, that
is, u , v do not contain square factors. The constant NV 2¢ acts



as a “weight” which is controlled by adjusting the parameter
c. When N2¢ >> In(uv), the body of the equation is N2¢ |
In-% |2, Hence the quality | In-% |? , or further on, | u—v N |
can be effected by parameter ¢, which is also called precision
parameter. According to the inequality S10, we can find that
the shorter the length of distance vector b — t , the smaller
| w— vN | could be, hence the higher probability for (u,v)
being an sr-pair. Further discussion about this relationship can
be found in the next part of this Material.

C. Solving the CVP

There are mainly two well-studied approaches to solve
CVP or approximate CVP. One is based on the sieve method
which is firstly proposed by Ajtai et al. in 2001 [36]. The
other is based on Babai’s algorithm, in which a lattice reduc-
tion method such as LLL algorithm is firstly implemented
to obtain a group of relatively short basis, then apply the
size-reduction procedure to get the approximate closest vec-
tor solution. Schnorr adopted the latter approach to solve
CVP. In fact, some superior lattice reduction methods such as
BKZ [37], HKZ, ENUM [37-40] and so on, are involved to
get a better efficiency of the algorithm. However, these meth-
ods are too complicated and need more professional knowl-
edge which is out of the scope of this paper. We adopt the
LLL lattice reduction algorithm when we mention Babai’s al-
gorithm in the following part (and in the main text), which is
simple and relatively easy to understand. Besides the princi-
ple of quantum enhancement of Babai’s algorithm is general
for any of the lattice reduction algorithm.

III. THE SUBLINEAR SCHEME ABOUT LATTICE
DIMENSION

A. The history results

In this section, we discuss the dimension selection of lat-
tices in Schnorr’s algorithm. The dimension n of the lattice
depends on the size of the prime basis, meantime has an im-
portant influence on the efficiency of the algorithm. On the
one hand, the number of smooth relation pairs on the prime
basis will increase greatly when n is large, which is more con-
ducive to obtaining smooth relation pairs. On the other hand,
n cannot be too large, because the time complexity of the lat-
tice reduction process and the linear equations solving proce-
dure is positively correlated with n. Choosing an appropriate
n requires a balance between the two facts. This issue is not
clearly explained by Schnorr in the original text [29, 30, 41],
and there are different descriptions or applications in different
places. In Schnorr’s near edition in 2021 [30], when analyzing
specific examples, a sub-linear magnitude of lattice dimension
is used, but the author does not explain the choice of the lattice
dimension scheme. For example, when discussing the factor-
ing of a 400-bit integer, the lattice dimension is 48, which is
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close to the sublinear scheme 400/10g,400 ~ 46. In many
other works, however, the lattice dimension n is usually as-
sumed to be polynomial order of the binary length m of a large
integer IN. The specific description is given based on the re-
striction of the smooth bound p,,. In Schnorr’s sieve method,
it is usually assumed that the smooth bound p,, satisfies

Pn = (logN)* =m®*, a > 0. (S11)
According to the prime number theorem, we have
(logN)*
~N———"— =m*/al . S12
" aloglog N m* falogm (512)
When taking o = 1, the dimension is
n = m/logm, (513)

which is a sublinear scale of the bit length of N. When o > 1,
n is typically polynomial scale of m. Therefore, the specific
value of ar determines the dimension of the lattice.

The value of « is mainly determined by the mathematical
relationship between the short vector and the smooth relation
pair. Regarding what conditions short vectors satisfy to obtain
smooth relation pairs, Schnorr gives the following lemma:

Lemmallf |b — t|> = O(logN) and v <
N¢1p,(n/logN)/?, then most likely | u — vN |= O(py,).

Here c is the precision parameter. The lemma answers that
when the square norm of a short vector is O(log V'), then most
likely the sr-pairs can be obtained. Here we set the short vec-
tor length O(logN) as a theoretical bound.

The next important question is whether short vectors sat-
isfying this condition exist, or whether there are enough of
them. Schnorr proved that there will be a large number of
short vectors that satisfy the theoretical bound when o > 2.
Specifically, the size of « is proportional to the size of the
smooth bound according to the Eq. S11. In the sieve method,
the larger the smooth bound p,, is, the easier it is to obtain
smooth relation pairs. However, the number of smooth rela-
tion pairs required as whole increases accordingly. Schnorr
pointed out that there will be a large number of short vectors
that can generate smooth relation pairs according to the den-
sity polynomial of smooth numbers when a > (2¢ — 1)/(c —
1) > 229, 30, 41], which leads to a polynomial dimension
scheme.

We discuss the relationship between the short vector and the
smooth relation pair based on the former. That is, to discuss
the condition that o or the dimension n of the lattice needs
to satisfy from the perspective of the existence of the short
vector. We first give a linear scheme of the lattice dimension
n under Minkowski’s first theorem [42]. Under the density
assumption in Schnorr’s algorithm [30], a sublinear dimension
scheme is given.



B. Linear scheme

The existence problem refers to whether there is a vector
b € A(By,.), such that ||b — t||> = O(logN) holds. Here,
we estimate the distance from the target vector t to the lattice
A by considering the length A; of the shortest vector on the
extended lattice B,, . = [By ., t]. Further, since the determi-
nant of the extended lattice Bn’c can be obtained, the upper
bound of \; can be estimated according to Minkowski’s first
theorem, which is described as follows.

Lemma 2 (Minkowski’s first theorem) For any full rank lat-
tice A with dimension n,

A1 (A)? < n(deth)?/™. (S14)

Minkowski’s first theorem considers the upper bound of the
shortest nonzero vector, i.e., the first successive minimum .
With this bound, we have the following results.

Proposition 1 [f the dimension n of the lattice B, . satisfies
n = logN, then there exists a vector b € A(B,, ), such that

b —t||*> = O(logN). (S15)
Proof Let the length of the shortest vector on the extended
lattice By, . be \i. Here we use the scale of Ay to estimate
the dist(By, ., t) between the lattice and the target vector,
that is, assuming dist(By, ,t) = O(A1). Then according to
Minkowski’s first theorem, we have

A2 < (n+1)(detB,, .)*/" . (S16)

According to the construction of the lattice, we have

(de[anc)Q/nJrl _ (H f(i))Q/n+1(NCIOgN)2/n+1. (S17)

i=1

Here we set the diagonal elements belong to the set {1,2}.
And, we choose the diagonal elements as 2 in a proportion of
(n+1)/3n, to ensure the number of different arrangements is
large enough to generate random lattices. Then, we have

(H f(Z))Q/(n+1) _ (2(n+1)/3)2/(n+1) — 22/3 _ 0(1)
i=1
(S18)
Then substitute Eq. S18 andn = logN into Eq. S17, we have

(detB,, )%/ (") = O(N?¢/(mt1)) = O(2751) = O(1).
(S19)
Hence we have

A2 <nO(1) = O(logN). (S20)
This completes the proof.

It should be point out that the construction of the lattice is
modified in that the diagonal elements are generated from the
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set {1,2}, and the number of 2s is about (n + 1)/3n. This
condition can be further generalized on the condition of

n

[T @) ~ o).

i=1

(S21)

In Minkowski’s first theorem, a tighter upper bound can be
obtained when we introduce Hermitian constants. Consider
the following relationship
A2(A
v = A (S22)
(detA)2/m

Definition 1 Denote ,, as the maximum value (upper bound)
that satisfies Eq. S22 in all n dimensional lattices, then y,, is
called the Hermitian constant of dimension n.

In fact, , is also a supremum, that is, for any n > 1, there is
an n dimensional lattice A such that v, = \?(A)/(detA)?/"
holds. Such lattices are also commonly referred to as being
critical. But calculating the exact v, is usually difficult, which
is also the central problem in the study of Minkowski’s ge-
ometric numbers [42]. Currently, we only know the results
when 1 < n < 8 and n = 24. Asymptotically, the tightest
bound [43] known is

A2 < (deth)2/m < %(dem)”".
By using Eq. S23 to estimate A;, the same conclusion as
Proposition 1 can be obtained.

(S23)

C. Sublinear scheme

Since Minkowski’s first theorem gives an upper bound on
the value of the shortest vector, for many random lattices, the
real shortest vector is quite different from this upper bound.
This gap can be measured by the relative density rd(A) of
the lattice. The relative density rd(A) of the lattice refers to
the ratio between the actual length of the shortest vector Ay
and the upper bound of the shortest vector estimated by the
Hermitian constant. According to Eq. S23, it is obvious that
0 < rd(A) < 1, and we specifically defined as

AL
VA (et )1/

When the relative density is close to 1, it indicates that the op-
timal lattice basis vectors are of the same size, and the lattice
points are dense.

Schnorr has made the following assumption about the rel-
ative density of the lattices used for finding smooth relation
pairs when discussing the efficiency of the algorithm.

rd(A) = (S24)

Assumption 1 The random lattice A with basis B =
[b1, ..., by] has relative density which satisfies

er A\ )1/

rA) < g T

(S25)



That is, both by and rd(A) are relatively small. Since
A1/|[b1|| < 1, according to this assumption, we have
A
rd(A) = L < (yr/a, (S26)

/n(detA)/n = 2 2p
Hence we have the following results.

Proposition 2 If the dimension n of the lattice B, . satisfies
n = 2clogN/loglogN, and the relative density of the lattice
satisfies Assumption 1, then there exists a vectorb € A(B,, ),
such that:

b —t||* = O(log N). (S27)
Proof According to Eq. S26, we have
M2 < (%)1/2%(51%)2/”. (S28)

Substituting Eq. S17 and Eq. S18 into the above equation, we
have

M2 < (E

< Qn)l/Q'Yn(N)QC/n~

(S29)

At this time, if we choose n = 2clogN/loglog N, then we have

1.744

M2 < (%)1/2% v 2clogN /loglogNlogN = O(logN).
em

(S30)

Here, since \/2clogN/loglogN is a lower order quantity

compared to logN, it is ignored in the final expression.
This completes the proof.

It is reasonable to ignore this lower order quantity men-
tioned in the proof. Choosing ¢ = 1, for N ~ 20?4 a5 an
example, we have

1.744
1/2 - 0%F
(5) 2er

em

5 2cInN/loglogN =~ 3.0960 ~ O(1). (S31)

Or for N ~ 22048 45 another example, we have

1.744
(%)1/2%s/2010g]\7/10g10g]\7 ~ 4.1641 ~ O(1).
em

(S32)
This indicates that under the density assumption in As-
sumption 1, taking the dimension of the lattice n as

2clogN/loglogN is reasonable, and the length (square norm)
of the shortest vector in the lattice can be guaranteed to be
O(logN). That is, a smooth relation pair can be obtained from
the closest vector of the lattice with a high probability, as de-
scribed in Lemma 1.

IV. PREPROCESSING: THE DETAILS ABOUT THE
FACTORING CASES

A. The construction of the lattice and target vector

We’ll take the factorization of N = 48567227 in 5 qubits
as an example to introduce the computational steps before
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the quantum part, which include the construction of lattice
and target vector, LLL-reduction and the solution process of
Babai’s nearest plane algorithm. The 3-qubit case and 10-
qubit case will be shown directly. Here we adopt the sublin-
ear lattice dimension scheme. The lattice dimension required
to factorize the integer N = 48567227 is logN/loglogN =
26/5 ~ 5. The prime basis consists of the first five prime
numbers, which is {—1,2,3,5,7,11}.

In order to generate enough random integer lattices, we
roughly adjust the lattice construction in Eq. S7. Firstly, us-
ing [4/2] to replace the original diagonal v/Inp;, where [ | is
the nearest rounding function. Secondly, in order to get dis-
tinct fac-relations, a random permutation function f is used to
perform random permutation on the diagonal elements of the
lattice. In addition, using ”10°” to replace the *weight’ item
”N€°” in the original lattice. In this way, if c is an integer, it
will be easy to convert the lattice to an integer lattice and the
parameter c will directly represent the precision. The specific
lattice structure is presented in S33 and S34:

f(1) 0 0
0 f(2) 0
By = (S33)
0 0 f(n)
[10°In2] [10°In3] [10°In11]
0
t, = (834)
0
[10°InNV |

Here B,, . is the matrix form of the lattice with every column
as a basis vector. The subscript represents the dimension n
of the lattice and the precision parameter c. In the 5-qubit
case, the dimension is 5 and the precision parameter is 4. The
f (@) elements on the diagonal are random permutations of ele-
ments in {[1/2],...,[5/2]} = {1,1,2,2,3}. Thus, the exact
lattice and the target vector corresponding to the sr-pair are
presented in S35 and S36:

2 0 0 0 0
0 1 0 0 0
0 0 3 0 0
Bs, = (S35)
0 0 0 2 0
0 0 0 0 1

6931 10986 16094 19459 23979



ts

(S36)

o O o o O

176985

Similarly, in the 3-qubit case, the dimension satisfies n = 3
and the precision parameter satisfies c = 1.5. The exact lattice
and the target vector corresponding to the sr-pair are

1 0 O 0
0 1 O
B35 = , tz= (S37)
0 0 2 0
22 35 51 240

In the 10-qubit case, the dimension satisfies n = 10 and the
precision parameter satisfies ¢ = 4. The exact lattice and the
target vector corresponding to the sr-pair are presented in S38
and S39:

to=(0 0 0 0 0 0 0 0 0 0 331993)7.
(S39)

B. Solving the CVP using Babai’s algorithm

The smooth relation pair can be obtained by solving the
CVP on the above lattice. Before using the quantum method,
an approximate optimal solution of the CVP can be obtained
by the classical lattice reduction algorithm (the Babai’s al-
gorithm). Firstly, a LLL-reduction with parameter § = 3/4
is performed on the lattice basis. The LLL-reduced basis is
D3 1.5 (S40), Ds 4 (S41) and D1 4 (S42) for the three factor-
ing cases respectively.

1 -4 -3
-2 1 2

D35 = (540)
2 2 0
3 -2 4
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-4 -3 11 -5 -3

Dsy= : (S41)
4 -2 0 12 4
-2 2 —6 -2 1
-3 5 -3 4 —17
00 3 0 0 0 3 0 -3 -3
0 0 2 0 4 —4 0 4 =2
30 0 0 0 0 -3 0 0
1 2 1 4

-3 10 1 2 1 2 -2 -1
0 -2 0 1 2 -1 1 -3 3 -3
0 -2-20 -20 0 0 2 2
2 -2 0 -2 0 2 -2 2 0 0
0 -2-20 1 3 1 -2 -2-1
(842)

Secondly, perform the size reduction procedure. This pro-
cess takes the largest basis vector in the LLL basis (the right-
most column of the matrix Ds 4) as the starting point, sub-
tracts it from the target vector t5 in turn according to the round
function of GS-coefficient values u;,7 = 1,...,5, until the
shortest basis vector in the LLL basis (the leftmost column)
is subtracted. The distance vector ts and the approximate
nearest vector b,, are obtained at the end of this procedure.
Since the length of the distance vector represents the quality of
the CVP solution, we also referred it the short vector in CVP.
Here, the classical optimal solutions obtained by the Babai’s
algorithm are presented in S43 to S46.

The approximate closest vector is relatively far from the
target vector t;, which is ||t5]|? = 229. In the three factoring
cases, a vector that is closer (or shorter) than that of Babai’s
algorithm can be obtained by the quantum optimization.

C. The problem Hamiltonian

In the main text, we have introduced the construction of
the problem Hamiltonian by mapping the binary variables
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3 0 0 0 0 0 0 0 0 0
0 2 0 0 0 0 0 0 0 0
0 0 3 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0
Bio,a = 0 0 0 0 0 3 0 0 0 0 ) (S38)
0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 2 0
0 0 0 0 0 0 0 0 0 2
6931 10986 16094 19459 23979 25649 28332 29444 31355 33673
bop=(2 4 9 8 0 176993)7, T5 = bop — t5 = (2 1980 8)T. (S43)
The corresponding results for the 3-qubit case are:
bop=(0 4 4 242)", Ty =bo —ts = (0 4 4 2)T. (S44)
The corresponding results for the 10-qubit case are:
bop,=(3 4 0 1 2 3 2 3 2 2 331993)7, (S45)
to=bop—to=(3 4 01 2 3 2 3 2 2 0. (S46)

xi, {i = 1,...,n} to the Pauli-Z items, namely

n n+1 n
He=[[t=) ;i —boy|® =Y | t; =Y ddi; — b, %,
i=1 j=1 i=1
(S47)
We use a single qubit to encode the floating variables z; €
{-1,0,1},i = 1,2,...,n, according to the intermediate cal-

culation results of Babai’s algorithm. The quantum operator
Z; is mapped to the Pauli-Z basis according to the following

rules:
1702
A 2
Ti = o, —1
2 b

As shown above, if the function is rounding down to the near-
est integer, namely ¢; < u;, the coefficient value c¢; will be
floated up by 1 or unchanged. In this case, the floating value
x; € {0, 1} corresponds to the eigenvalues of quantum opera-
tor 1—20; , and vice versa. Therefore, we can use the rounding
information of the coefficient ¢; in Babai’s algorithm to deter-
mine the encoding of the floating value z;. It is easy to see that
the lower energy state of the Hamiltonian system will result in
an approximate close vector solution in lattice A according
to the correspondence of the problem Hamiltonian and loss
function.

ifc; < (S48)

if ¢; > L
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The problem Hamiltonian for the 5-qubit case can be con-
6 =
struct as Hos = =1 h;, where

hi = (6&1 — 8y + 283 — 4d4 — 45 + 2)2

hy = (=41 — 3&y + 1145 — bty — 3d5 + 4)2

/}3 = (621 + 6d + 3@3 — 0dy — 325 + 9)2 (549)
hy = (421 — 2% + 0@3 + 1224 + 435 + 8)2

hs = (=281 + 249 — 645 — 204 + 25)2

he = (—3&1 + Biy — 3dg 4 4dy — 1785 + 8)2

We can determine the specific encoding process of each vari-
able x;,7 = 1,...,5 according to the intermediate calculation
results of Babai’s algorithm, which is shown in Table S2.

Thus, the 5-qubit Hamiltonian is reduced to Eq. S50. The
qubits encoding information and the problem Hamiltonian
corresponding to the 3-qubit case are presented in Table S3
and Eq. S51. The qubits encoding information and the prob-
lem Hamiltonian corresponding to the 10-qubit case are pre-
sented in Table S4 and Eq. S52.

D. The energy spectrum and the target state

We numerically traverse the energy spectrum of the prob-
lem Hamiltonian. Here we only show the lowest ten energy
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H.s =7811 — 1420} — 6402 — 810> — 21302 — 4.50° — 13.50L02 + 3.50L0° + 1800t + 17.50L0>

— 290202 +19.50%02 — 340%0° — 31.50%02 — 250302 + 4.50205.

H.s =43.51 — 40@03 + 2.50202 — 1.502 + 30303 — 3.505 — 402.

TABLE S2. Qubits encoding information for the 5-qubit case. The
subscript 757 decreases sequentially from left to right.

steps 1 (z5) 2 (x4) 3(xs)  4(z2) 5 (x1)
L -8731.5607 3882.5019 -1837.4760 -354.467 -3092.4957
cj -8732 3883 -1837 -354 -3092
p; —c; 04393 -0.4981 -0.4760  -0.4669  -0.4957
coding ©O,1) 0,-1) 0,-1) 0,-1) 0,-1)

TABLE S3. Qubits encoding information for the 3-qubit case. The
subscript 5’ decreases sequentially from left to right.

steps 1 (xz3) 2 (z2) 3 (x1)
[ 33.5812 -20.4974 21.6667
¢ 34 20 2
wi— ¢ -0.4188 -0.4974 103333
coding 0,-1) 0,-1) 0,-1)

levels and the corresponding quantum states, meantime, the
corresponding sr-pairs, if there are. It should be noted that
the smooth bound Bs about | v — vN | is different from the
smooth bound B; of (u,v). In the 5-qubit case, we choose
By = pso = 229, and the dimension of the corresponding
linear equation system (denote by eq-dim) is 51. The de-
tails for the 3- and 10-qubit case can be found in Table S5.
The dimension of the corresponding linear equation system
is ~ 2n2, which is the polynomial scale of n. Hence it is
reasonable to relax the Bs bound here. On the one hand, the
dimension of the prime basis (lattice dimension) is low in the
Schnorr’s sieve method, solving the system of linear equa-
tions consumes relatively less computational resources. On
the other hand, the algorithm has higher quality requirements
for short vectors, which increases the overall computational
complexity of the algorithm drastically. Therefore, we can re-
duce the quality requirements of the algorithm for short vec-
tors by appropriately relaxing the smooth bound Bs, which
will increase the amount of the linear equation system. How-
ever, with the balance between the amount of calculation the
short vector and solving the linear equation system, the effi-
ciency of the whole algorithm is improved.
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(S50)

(S51)

In Table S6, the first column represents the first ten lowest
energy levels of the Hamiltonian in Eq. S50, and the second
column represents the energys corresponding to the energy
level. It also represents the square norm value of the short
vector. Columns 3 represent the eigenstate of the Hamilto-
nian. The first row represents the ground state, and the cor-
responding energy value is 186. Here we find that the length
of the solution vector corresponding to the ground state is the
shortest, but no sr-pair is obtained. This is because the relation
between the short vector and the sr-pair is probabilistic. The
energy corresponding to the fourth excited state is 215, and the
corresponding | u — vN |= 12097706 = 2% 41 % 43 % 47 % 73
is smooth on the By bound. A set of sr-pair is obtained from
the state (00111). Meanwhile, the square norm of the solu-
tion vector corresponding to the seventh excited state (00000)
is 229, which is the optimal solution obtained by the Babai al-
gorithm. Hence we can see that the quantum method leads to
shorter vectors and obtains an sr-pair for factoring. Therefore,
the quantum state (00111) is the target state required in the
following.

Making a relatively low energy state as a target state is a
good idea since QAOA is often challenging to iterate to the
lowest energy state. When the energy of the quantum state
prepared by the QAOA circuit is low enough, the quantum
states of low energy levels will prevail. Therefore, even if the
target state is not the ground state, there will be a consider-
able probability of being measurable. This is verified by the
experiments results in the next part.

Likewise, we give the first four low-energy eigenstates for
the 3-qubit case. In Table S7, we find that sr-pairs can be
obtained from the first three low-energy states including the
ground state. Here the second excited state (000) corresponds
to the optimal solution obtained by the Babai’s algorithm. Al-
though the solution itself can obtain an sr-pair, after quan-
tum optimization, shorter vectors are obtained with the square
norms of 33 and 35 respectively. And new sr-pairs can also
be obtained. We set the target state in the 3-qubit case as the
ground state (001) which will be prepared in the experiments.
For the 10-qubit case, the details are shown in Table S8. The
ground state (0100010010) would lead to an sr-pair, which
makes it a target state in the 10-qubit case.



17

TABLE S4. Qubits encoding information for the 10-qubit case. The subscript "5’ decreases sequentially from left to right.

steps 1 (210) 2 (x9) 3 (xs) 4 (z7)

5 (ws)

6 (x5) 7 (x4) 8 (x3) 9 (z2) 10 (z1)

i 21514.149 -45688.541 -29225.45 -5953.325 29891.446 23868.721 42395.337 -18221.276 -29823.805 5952.889

Cj 21514 -45689 -29225 -5953
wj —c;  0.149 0.459 -0.45 -0.325
coding 0,1) 0,1) 0,-1) (0,-1) 0,1)

29891
0.446

23869 42395 -18221 -29824 5953
-0.279 0.337 -0.276 0.195 -0.111
©,-1) 0,1 0,-1 0.1 0,-1)

Hco = (7081 + 220;03 + 160iag’ + 80;03 — 140i0§ + SGiag + 40;02 — 8(7;02 — 100;02 — 220i0;0 — 460; — 140502

2 _10

+ 200203 + 14030? — 120205 + 20302 — 240505 — 280302 + 20,0, — 1603 — 180303 + 100’302 + 3602’02 + 120§UZ

3 10

+ 160303 + 60302 — 300,00, — 78(723 + 280302 — 260302 + 100302 + 100303 + 160302 — 40;10;0 — 72(721 + 100?02

+ 240202 + 200203 + 120202 — 802(7;0 — 11602 — 80'SO'Z + 22020§ — 60302 — 360203) — 1205 — 160202 + 160202

+ 20020;0 — 840'Z + 340502 — 42050’20 — 360'§ + 180’20i0

TABLE S5. Two smooth bounds for the three factoring cases.

case Bl-dim Bl B2-dim B2 eq-dim
3-qubit 3 5 15 47 16
5-qubit 5 11 50 229 51

10-qubit 10 29 200 1223 201

V. EXPERIMENTAL DETAILS

A. Device parameters

We perform our experiment on a flip-chip superconduct-
ing quantum processor [44] with 10 qubits (Q1 ~ @Q10) and
9 couplers (Cy ~ Cy) alternately arranged in a chain topol-
ogy (Fig. 2A). All qubits and couplers are of transmon type,
and their frequencies can be tuned independently by applying
slow flux pulses (up to hundreds of microseconds in length)
or fast Z flux pulses (up to tens of microseconds in length) on
their corresponding control lines. The maximum frequencies
of the qubits (couplers) are around 4.7 GHz (9.0 GHz) with
nonlinearities around -210 MHz (-150 MHz). The coupling
strength between each pair of neighboring qubits can be tuned
from nearly off to -10 MHz by modulating the frequency of
the coupler between them. Control lines for all qubits can
also be used to apply microwave pulses to implement single-
qubit gates. The energy relaxation times, dephasing times,
gate fidelities and other relevant parameters are summarized
in Table S9.
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— 7409 — 240%) /4.
(852)

TABLE S6. The first ten lowest energy levels and the corresponding
quantum states. The fourth excited state generates a smooth relation
pair, and its corresponding value | u — v N |= 12097706 = 2 % 41
43 % 47 % 73 is smooth on the B> bound, which made it a target state
required for the 5-qubit case.

level energy state u v |u—vN| smooth

0 186 00110 21435888100 441
189 01110 340139712 7

89%199337 no

—

53*3191 no

2 193 11100 1215290846 25 3%*370057 no
3 198 10001 776562633 16 512999 no
4 215 00111 11789738455 243 2*41*43*47*73  yes
5 218 11000 243045684 5 209549 no
6 222 11110 4.16714E+11 8575 249693139 no
7 229 00000 48620250 1 17*3119 no
8 230 10000 194500845 4 41%5657 no
9

232 10111 2.85312E+11 5880 37*7124977 no

B. Benchmarking the experimental gates

We initialize all qubits in the ground states via a reset pro-
cedure. More specifically, we first tune one of the qubit’s
adjacent couplers into resonance with the qubit for several
nanoseconds, which swaps the excitation into the coupler. We
then tune this coupler to its maximum frequency, where it has
a very short 77, so that the excitation decays quickly. We
repeat the above steps several times until the qubit is thor-
oughly initialized to the ground state. Then we implement the
experimental circuits (Fig. 2D). Note that for some long idle



TABLE S7. The first four lowest energy levels and the correspond-
ing quantum states for the 3-qubit case.

levels energy state u v |u—ovN| smooth
0 33 001 1800 1 7%23 yes
1 35 110 1944 1 17 yes
2 36 000 2025 1 26 yes
3 42 100 3645 2 277 no

positions, we insert double R, (7) gates to protect the qubit
from dephasing. After measuring the raw probabilities of all
bitstrings, a readout correction is performed to eliminate the
readout errors [45].

The experimental circuit consists of R,(0), R,(0), R.(6)
(rotations around z-, y- and z-axis by #), Hadamard and
CZ gates. R,(0), R,(0) gates are implemented by 30-ns-
long microwave pulses with controlled phases and ampli-
tudes. R,(0) gates are implemented by virtual Z gates that
could be considered ideal gates that take zero time sim-
ply by changing the phases of all subsequent microwave
pulses [46]. Hadamard gates are implemented by the com-
position of R () gates followed by R, (7/2) gates, written as
H = Ry(n/2)R.(m). CZ gates are realized by applying a
well-designed flux pulses on the neighboring qubits and their
shared coupler, and detailed procedures for the individual im-
plementation of them on neighboring qubits were described
in our previous study [34, 47]. If possible, consecutive single-
qubit gates are combined to one gate in order to reduce the
total circuit depth.

Here we discuss the case of optimizing the gate fidelities
when executing the CZ gates in parallel, which is similar
to the individual implementation except for optimizing the
pulse parameters for the couplers. As requested by the exper-
imental circuit, we divide the nine couplers into two groups,
{C1,C3,C5,C7,Cy} for group A and {Cs,Cy4,Cs, Cs} for
group B. We apply sine-decorated rectangular flux pulses of
the form A(t) = z¢; - [1 —rg; +ro; sin (ﬂ'ﬁ)} to all cou-
plers in group A or B simultaneously. Here z¢; is the maxi-
mum flux amplitude applied on C};, 7¢; is a modulated param-
eter fixed around 0.1 and Z, is 50 ns. Note that 5-ns spacings
are applied before and after this flux pulse. To optimize z¢;,
we prepare (Q;, ;41 in the state of |11) and apply m cycles
of CZ pulses with m € {1,3,5}. Then we directly measure
the |2)-state leakage of the qubit that has a higher resonant
frequency in a pair, and minimize the leakage populations for
all pairs simultaneously by fine-tuning all z¢;s.

We adopt the cross entropy benchmarking (XEB) [2] to
evaluate the performance of our quantum gates. The Pauli
errors for simultaneous single-qubit gates average to 0.09%.
The Pauli errors for CZ gates in group A and B average to
0.69% and 0.60%, respectively. Note that the structure of the
experimental circuit is different from the standard benchmark-
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ing circuits. As such, we take alternative quantum circuits to
further verify the performance of our CZ gates, which have
structures similar to the circuits for our algorithm (Fig. S1).
Figure S1C depicts the XEB fidelity as a function of cir-
cuit depth (number of cycles), showing a cycle error around
3.45%, based on which we estimate an average CZ gate error
of 0.55%.

C. QAOA procedure and the convergence

QAOA can find the approximate ground state of the Hamil-
tonian system by updating the parameters. For the p-layer
QAOA, 2p variational parameters v = (y1,...,%),8 =
(b1, ..., Bp) are involved. The main job for the quantum pro-
cessor is to repeatedly prepare the following parameterized
wave function

|77ﬂ> _ 6*iﬁpre*i’YpHc'.'67i61Hb€*i“/1Hc ‘+>"7 (S53)

where H, = )77, o} is the mixing Hamiltonian. This state
can be prepared by applying the unitaries U (H., ) = e~ /e
and U (H,, ) = e *#Hv alternately with different parameters
in the uniform superposition state |+)". A classical optimizer
is used to find the optimal parameters (*, 5*) that minimize

the expected energy value of the problem Hamiltonian:

E(v,B) = (7.8 Hc |, B) -

This energy function can be calculated by repeatedly
preparing the wave function |y, 8) in the quantum register and
measuring it on the computational basis. Finally, the quantum
state |[y*, 5*) corresponding to the approximate solution is ob-
tained. The algorithm is shown graphically in Fig. 2C.

Here we briefly introduce the classical optimizer adopt in
QAOA during the parameter optimization procedure. The op-
timizer is called model gradient descent(MGD) method [48].
In fact, there are a lot of other classical optimization algo-
rithms can be considered for the optimizer, like Nelder-Mead
simplex method [49], quasi-Newton method [50, 51]. The
performance of these methods often varies depending on the
problem. Model gradient descent has been shown both numer-
ically and experimentally perform well on some variational
quantum ansatz [11, 48]. The core idea of MGD is using
model to estimate the gradient of the objective function, which
is a continuous surface or hypersurface. To estimate the gradi-
ent of a given point in the surface, several points in the vicinity
are randomly chosen and their objective function values need
to be evaluated. Then a quadratic model is fit to the surface
of these points in the vicinity using least-squares regression.
The gradient of this quadratic model is then used as a surro-
gate for the true gradient, and the algorithm descends in the
corresponding direction. The pseudocode is given in Algo-
rithm 3.

In our experiment, the MGD method performs well for the
three factoring cases. It can converge to the local or global
optimum within 10 steps from randomly chosen initial points.

(S54)
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TABLE S8. The first ten lowest energy levels and the corresponding quantum states for the 10-qubit case. The ground state (0100010010)
generates a smooth relation pair, and its corresponding value | u — v N |= 2 % 31 % 97 % 109 * 163 * 433 is smooth on the By bound, which
made it a target state required for 10-qubit case.

level  energy

state

u v | u—ouN | smooth

0

—_

O 0 9 A W Bk W

51
57
60
60
61
65
66
68
70
70

0100010010
0100000010
0000000000
0001010000
0100001100
0100000100
0000001100
0000000010
0000001000
0000100000

785989264048241 3 2% 31 %97 %109 * 163 * 433 yes

261933899831373 1 23 % 29 % 203014633 no
262049748526566 1 47 x 139 * 10523389 no
262123789565918 1 3803 * 37546763 no
262027921960805 1 2% % 457 % 2243 * 2861 no
7599879238585630 29 3% % 211 * 1531 * 835897 no
4455399847833940 17 2 % 3 % 24407 * 11764801 no
261988302332823 1 2% 7% 22717 x 22963 no
262012871275155 1 2 % 1693 * 9412891 no
262002304109546 1 21304883317 no

TABLE S9. Device parameters. wjo- is the idle frequency of Q; where the qubit is initialized. 7; is the nonlinearity of Q);. 71,; and 75 ; are
the energy relaxation time and Ramsey dephasing time of (Q; at idle frequency, respectively. Fp ; and F) ; are the measure fidelities of )
prepared in |0) and |1) respectively. ef is the simultaneous single-qubit gate Pauli error of Q. eJC.?A () 1s the simultaneous CZ-gate Pauli error

of Q; and Q1 in group A (B). (w;‘(B) , w;\ff)) are the estimated qubit frequencies of (); and ();4+1 in group A (B) when we perform CZ
gates.
Qubit Q1 Q2 o8 Q4 Qs Qs Q7 Qs Qo | Qio | mean
w?/27r (GHz) 4.420 | 4.500 | 4.553 | 4.460 | 4.370 | 4.600 | 4.430 | 4.515 | 4.445 | 4.570 | 4.486
n; /27 (MHz) -213 -209 -208 209 2211 2211 -209 -210 2211 -210 -210
T1,5 (us) 91.4 833 | 113.6 | 131.1 | 111.6 | 99.5 | 116.0 | 108.2 | 123.3 | 115.1 | 109.3
T5 5 (us) 53 7.0 5.7 7.2 43 6.2 49 5.8 8.2 6.9 6.2
Fo ; (us) 0.982 | 0.984 | 0.976 | 0.991 | 0.972 | 0.990 | 0.981 | 0.978 | 0.974 | 0.978 | 0.981
Fu 5 (us) 0.949 | 0.967 | 0.942 | 0.957 | 0.951 | 0.958 | 0.960 | 0.958 | 0.927 | 0.923 | 0.949
e]S (%) 0.11 0.07 0.09 0.09 0.15 0.12 0.06 0.07 0.08 0.09 0.09
(wf‘, w_;f‘+1)/27r (GHz) | 4.315,4.520 4.666, 4.460 4.600, 4.392 4.335, 4.540 4.570, 4.364 -
5% (%) 0.65 0.72 0.65 0.67 0.76 0.69
(w]B, wf+1)/27r (GHz) - 4.348, 4.553 4.510, 4.304 4.609, 4.400 4.532,4.325 - -
5% (%) - 0.54 0.70 0.58 0.57 - 0.60
Meantime, the experimental convergence results are compa- D. 10-qubit caseuptop =3

rable to the theoretical results at the current scale. The details
about the convergence traces can be found in Fig. S2.
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Here we present the whole statistical histogram for the 1024
states in the experiment of 10-qubit factoring case. We also
present the noiseless simulation results and 0.01-noise simu-
lation results for comparison. For the noisy simulation, we
randomly implement a group of single qubit Pauli gates in
[X,Y, Z, I, and two-qubit Pauli gates in [X,Y, Z, I|®? after
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FIG. S1. Alternative quantum circuits used to benchmark the CZ gates, for even (A) and odd (B) number of qubits. Green squares
represent randomly chosen half-7 rotations around 8 axes, where 6 is the angle between the rotation axis and z-axis. Yellow squares represent
gates randomly chosen from SU(2). C, XEB fidelity as a function of numbers of gate cycles for the 10-qubit case. The cycle error is fitted to
be around 3.45%, where each cycle contains a layer of 11 single-qubit gates followed by a layer of 4.5 CZ gates on average.
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FIG. S2. Details about the convergence paths for the three factoring
cases. The squares, circles and triangles represent for the 3, 5 and
10 qubits cases respectively. The solid (hollow) symbols represent
the experiment (theory) results. The vertical coordinates represent
the normalized energy function value E* while the horizontal coor-
dinates represent the computational iteration steps.

every operation in the quantum circuit with error rates of 0.2%
and 1%, respectively. As shown in Fig. S3A, the histogram re-
sults are obtained by excuting the QAOA circuit 30000 times
repeatedly. The states are sorted by the probability of the
noiseless simulation results which can be take as theory re-
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sults. The target state is pointed out with an arrow which can
be found in the far left of the histogram. The experimental
results for p = 2 and p = 3 are also given, see Fig. S3B, C.

The performance of QAOA will be improved by increas-
ing the depth of hyperparameter p in theory. However, the
errors are accumulated during the increasing of circuit depth
and the bonus of the computation can be counteracted. The
best performance of QAOA should make balance of the com-
putation bonus and the effects of noise. As can be found in
Fig. S3, the relative ratio of the target state is more significant
than the other states as p grows. However, the absolute ratio
is reduced. Meanwhile, it is still significantly higher than the
results of random guess when p = 3.

VI. POSTPROCESSING: THE SMOOTH RELATION

PAIRS AND LINEAR EQUATIONS

Attached here are other smooth relation pairs obtained
in the examples of factoring integers 1961, 48567227 and
261980999226229, as shown in the following lists. The first
column is the sequence number of the sr-pair, and | u—vN | is
presented in terms of the corresponded prime basis. In the 3-
qubit case, we give 20 independent smooth relation pairs, and
the corresponding Boolean matrix is combined by 20 vectors
of 16 dimension. Hence there must be a group of linearly de-
pendent vectors, that is, the linear equation system has at least
one group of solution.
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FIG. S3. Whole statistical histogram for the 1024 states in the experiment of 10-qubit factoring case, A for p = 1 case, B, C for p = 2 and
p = 3 cases respectively. The states are sorted by the probability of the noiseless simulation results and the target state can be found in the far
left of the histogram. The horizontal red lines represent the results of random guess. The inner plot gives the amplified details of the highlight

zone.

A. The 3-qubit case

Table S10 shows a list of Boolean vectors corresponding to
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the exponents of the prime basis consist of u/(u — vN'). We
can see that the fourth vector is an all-zero vector, which is it-
self a linear correlation vector. The 10-th vector and the 17-th
vector, the 5-th vector and the 16-th vector, are two groups of



The smooth relation pairs

sn u

1 2°3 % 375

2 274 % 573

3 2°7 % 3 % 5

4 3°4 % 572

5 3 % 574

6 273 % 372 % 572
7 2 % 372 % 573
8 272 % 374 % 5
9 2°6 % 572

10 272 % 574

11 2 % 373 % 572
12 274 % 374

13 372 % 573

14 2°3 % 573

15 272 % 375

16 2°5 % 572

17 274 % 376

18 274 % 375

19 3°5 % 572

20 3 % 575

linearly dependent vectors. Other linearly dependent vectors
need to be obtained by solving linear equations. Here each
group of linear correlations will correspond to a quadratic con-
gruence equation of the form X? = Y2 mod N. There is a
high probability that the factorization of the integer N will
be obtained by this equation. Below we will give the details
about factorization of N = 1961 in combination with the spe-
cific smooth relation pairs.

According to the above discussion, from the above smooth
relation pairs we can find the solutions of linear equations,
such as

* Eg.1: The 4th pair, where u = 3* x 52,0 = 1,| u —
vN |= 26, which made a quadratic congruence: (9 *
5)2 — 82 = N. Then we have: p = gcd(45 + 8, N) =
53,q = ged(45 — 8, N) = 37.

 Eg.2: The 9th pair, where u = 26 x 52 v = 1,| u —
vN |= (19)2, (8 * 5)? + 192 = N, then according the
factoring method of Gauss, it’ll lead to a pair of factors.

Let
p=2"+y>, q=d" +b (855)
Then, we have
{|aa:—by=40, or {ax—by|=19, (S56)
| bx + ay |= 19, | bz + ay |= 40.

Solving the above equations, wehavea = 1,b = 6,2 =
2,y = 7. Substitute the result into Eq. S55, we have
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for the 3 qubits
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factoring case:

| u—oN |

17

3 % 13

41

276

2 % 43

7 % 23
1772

11 = 31
1972

7°2 % 11
13 = 47

5 % 7 % 19
272 %1119
3172

23 x 43
373 % 43
11 = 1372
41 = 47

2 x1172%17
7 %19%41

p=>53,q=37.0ra=2b="72=06,y =—1, we
have p = 37,q = 53.

e Eg.3: The combination of the 10-th and 17-th pair, we

have
(2%5%%2%2%3%)2 = (T%11%13)> mod 1961.  (S57)
Then we have
p = ged(5400 + 1001, 1961) = 37, (S58)
q = ged(5400 — 1001, 1961) = 53. (S59)

* Eg.4: The combination of the 5-th and 16-th pair, we

have
2% %52 %3%5* =2%43%3%%43 mod 1961,  (S60)
namely
(22 % 5%)2 = (43% 3)> mod 1961. (S61)
Hence we have
p = ged(500 + 129,1961) = 37, (S62)
q = ged(500 — 129,1961) = 53. (S63)

In addition, prime factors can also be obtained from the solu-
tion of linear equations of other relationships, which will not
be listed here.



Algorithm 3: Model Gradient Descent

Input: Initial point x, learning rate -y, sample radius J,
sample number k, rate decay exponent «, stability
constant A, sample radius decay exponent &,
tolerance €, maximum evaluations n

1 Initialize a list L.

2 Letx < x9.

3 Letm « 0.

4 while (#function evaluations so far)+ k does not exceed n do
5 Add the tuple (z, f(x)) to the list L.

6 Let &' < 8/(m 4 1)°.

7 Sample k points uniformly at random from the
§’-neighborhood of x. Call the resulting set S.

8 for each ' in S do

9 Add(z', f(z')) to L.

10 end

11 Initialize a list L'.

12 for each tuple (z',y') in L do

13 if | 2’ — z |< &' then

14 Add (2, y")to L.

15 end

16 end

17 Fit a quadratic model to the points in L’ using least
squares linear regression with polynomial features.

18 Let g be the gradient of the quadratic model evaluated at
x

19 Lety =~/(m+1+ A)“.
20 ify'- | g |< e then

21 return x

22 end

23 Letz <2 —7+ - g.
24 Letm < m+ 1.
25 end

26 return x.

B. The 5-qubit case

In the 5-qubit case, we present 55 independent smooth re-
lation pairs in the following list. The corresponding Boolean
matrix containing 55 vectors of 51 dimension (50 dimension
for the prime basis plus 1 dimension sign basis). Similarly,
there must be a group of linearly dependent vectors.

Due to the large dimension of the vectors corresponding to
the 5-qubit case, we just present a set of solution for the linear
equation system:

z =(0,0,0,0,0,0,0,0,0,1,0,0,1,1,0,0,0,1,0,0,
11,0,0,0,1,0,0,0,0,0,1,0,1,0,0,0,0,0,0,
0,0,0,0,0,0,0,0,1,1,0,0,0,0,0).

(S65)

The corresponding solution for the quadratic conjugation is

X = 639232456435359657331994419097900390625,

Y = 12136572734325633629343926054845304.
(S66)
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TABLE S10. Boolean exponential vectors corresponding to smooth
relation pairs. The first column represents the sequence number of
the smooth relation pair (u,v). The second column is the sign basis,
which represents the positive or negative of u/(u — vN'). Columns
3 to 17 represent the Boolean exponents on the first 15 prime basis,
respectively.

Sn Sign p1 P2 P3 Pa Ps5 Pé Pr Ps P9 Pio P11 P12 P13 P14 P15

1 1.1 1000010O0O0OO0OO0OO0 O0 O
20 01 00O0OT100O0O0OUO0OO0O O O O
31 110000O0O0OO0OCO0OO0OCO0OT1T OO
4 0 0000O0OO0OO0ODO0OO0OOTO O O O O
51 11000O0O0OO0OO0OOTOO O T1T O
6 1100100001 0 O0 O O 0 O
7 0 1000O0O0OO0ODO0OOOUO O O OO
8§ 1. 00O0OOT1 0O0O0O0OO0CO0OCT1T OO0 O O
91 00000O0O0O0ODO0OO0OUOTO OO OO
100 000O01O0O0OO0OO0OOTO0O O O O O
1.1 110001 00O0TO0OO0OO0OO0 O0 1
21 001100010 O0O0O0O0 O O
31 000010010 O0 O0OO0OO0O O O
41 10000O0O0OO0OO0COCOO O O O
51 01 00O0OO0OO0OO0OT1O0OO0OO0OO0 1 O
%61 110000O0O0OO0CO0OO0CO0O O 1 O
7 0 00001 0O0OO0OO0OO0OO0O O O O0 O
8 0 01 00O0O0OO0OO0OCOO0OO0OO0OT1T O 1
9 0 1100001 00O0OO0OO0O O0 O0 O
200 01 01 00010 0 0 0 1 0 O

It is easy to verify that the solution satisfies the equation:

X?2=Y? mod N (S67)

Furthermore, we have

p=ged(X +Y,N)
= (639232456435359657331994419097900390625-+
12136572734325633629343926054845304, 48567227)
= 7919,

g =ged(X ~Y,N)
= (639232456435359657331994419097900390625—
12136572734325633629343926054845304, 48567227)

= 6133.
(S68)

Finally, we obtain the factorization result: N =



The smooth relation pairs for the 5 qubits factoring case:

sn u v [ u—vN |

1 56 x 7 % 1173 3 2°2 % 17 %= 23 % 79

2 5711 1 2 % 3 % 11 % 59 = 67

3 33 x5 % 772 % 1174 2 31 % 53 % 173

4 5 % 1177 2 34 % 6172

5 372 % 576 % 773 1 272 % 13 % 37 = 173

6 2 % 3 % 53 % 772 % 1173 1 37 x 83 % 113

7 36 % 573 % 772 x 11 1 272 % 23 x 47 x 127

8 2 %« 3 % 779 5 13 % 17 % 53 % 61

9 33 % 1176 1 2°3 % 5 % 17 = 23 = 47
10 372 % 579 % 11 4 53 % 13172

11 2°3 % 374 % 5 % 1174 1 37 % 137 = 223

12 274 x 572 % 776 1 11 = 23 % 59 % 101

13 32 % 573 % 7°3 % 11°2 1 2°7 % 107 = 137

14 274 % 377 % 1173 1 5°3 % 107 = 149

15 2°7 % 3 %« 5 % 774 x 11 1 13 = 37 = 61 = 73

16 2°8 % 577 =% 7 3 1772 % 109 = 181

17 2°7 % 377 % T % 1172 5 17 = 19 = 113 = 157

18 2 %« 3 % 54 « 1174 1 23 % 4372 = 149

19 7°3 % 1175 1 2 % 376 % 23 % 199

20 2°7 % 5 % 772 % 1173 1 372 % 13 % 23 % 43 % 59
21 57 % 1173 2 3 % 13 % 37 = 47 * 101
22 272 % 573 % 776 1 35 % 13 % 17 = 191

23 276 x 375 % 774 1 5% % 11 % 23 % 71

24 37 % 572 % 773 % 11 4 17 = 61 % 67 = 173

25 5 % 1179 243 2 % 41 % 43 % 47 x 73
26 5% 7 % 1176 1 2°5 % 3 % 19 % 53 % 139
27 272 % 378 % 774 1 1172 % 19 = 61 * 103

28 272 % 3 % 578 = 1 31 % 43 = 53 = 223

29 2°6 * 572 % 7 % 1174 3 1372 % 37°2 = 79

30 274 % 1176 1 7°3 % 19 % 29 = 107

31 34 x5 % 7°5 % 11 2 29 % 41 % 97 % 193

32 2°2 % 577 = 7 x 11 1 13 = 71 % 139 = 191

33 272 % 578 % 7 = 11 3 29 % 67 x 73 x 179

34 32 % 572 % 7 % 1174 1 2°2 % 19 % 37 % 47 % 193
35 2°7 % 376 % 5 % 772 1 37 % 43 = 107 % 151

36 3°3 x 777 1 2 % 43 % 5372 % 109

37 272 % 572 % 775 x 11 1 3 % 19 % 41 = 61 = 211
38 2°5 % 373 % 572 % 7 % 1172 1 29 % 31 % 151 = 223

39 2 % 576 % 772 % 11 1 29 % 61 = 79 = 227

40 272 % 572 % 1175 1 35 % 19 % 79 % 89

41 372 % 574 % 1174 1 2 %= 7 % 97 % 139 % 179
42 57 % 774 % 1172 3 273 % 17 % 31 % 67 = 127
43 2°3 % 372 % 576 % 7 % 11 1 13 % 2972 % 5972

44 32 % 574 % 7°3 x 11°2 4 1973 % 29 x 197

45 7°4 % 1175 9 2°3 % 13 % 17 % 1972 =% 79
46 2 % 574 % 1175 3 19 % 103 =% 157 = 181

47 3 % 572 % 1176 4 37 % 73 = 127 = 179

48 272 % 374 % 5°5 % 1172 1 29 % 109 % 149 % 157

49 272 % 573 % 772 % 1174 9 13 % 2972 % 71 = 101

50 377 % 572 % 774 1 273 % 17 % 23 % 137 % 193
51 2 x5 % 7°3 % 1174 3 23 % 29 % 37 x 53 % 73
52 2°2 % 3 % 7°7 % 11 5 47 % 107 % 149 = 179

53 3 % 1178 10 7 % 29 % 67 % 71 % 163
54 2 %= 575 % 776 11 3 % 43 % 83 % 89 = 211
55 3 % 5°5 % 772 % 1173 8 23 % 41 % 4772 = 107
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X = 75695763106501556705305764502754936587819598184067351577433032507856332859
5679423010251901850133526999585453943501610097294132617819824833831101214591
4436530877754829641771815233949422940291369528064063220752769498277701462410
8310326460216549269998237692558639726079463565070924375206289830057722589435
9044218428126425544707265515259392507522823290552782790244143095915540083328
6647355489098701203665266097543096430161981191012698547957753245615400642156
6009521484375000000000000000000000000000000000000000000, (S64)

Y = 89703025676439146909634318953050859996463498582497692905363926386871531215
1470596839682183291916847167330486410267725009210425053361066685989493430651
6222448335298694730188139419712140836303477738769684013638969809410021181628
1484584566446454557099758814179896192053526153001893986178123643916393821728
8509975066081055665376292175821267217313751458334859802980440111341258224039
13885046671262199158753471668113044162973340975659170623801.

48567227 = 7919 x 6133. A,

I Babai
QAOA

T
n=7,c=10

30 35 40 45
x =(1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, B ., .
n=10, c=7

15 20 25
Random samples
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 1, —T5v
1,1,0,1,0,0,0,0,0,1,0,0,0,0,0,1,0,1,0,0,0,
0,0,0,0,1,1,0,0,0,1,0,1,1,1,1,1,0,0,1,0,1, |
45 50

C. The 10-qubit case 15

In the 10-qubit case, we present 221 independent smooth

relation pairs in the Supplementary Data. The corresponding
Boolean matrix containing 221 vectors of 201 dimension (200 05 ‘ ‘ l
5 10

Relative length
T

dimension for the prime basis plus 1 dimension sign basis).
We present a set of solution for the linear equation system: 0

1,11,0,1,0,0,1,0,1,0,1,1,1,0,0,1,1,0, 1,0,
0,1,1,1,0,0,1,0,1,0,0,0,0,1,0,0,1,1,0,1,1, (S69) 04
10,0,0,1,1,0,0,0,0,0,1,0,0,1,1,0,0,1,1,1,

15

Relative length

0? O, 07 17 0’ O? 07 07 07 O’ 17 07 17 17 17 17 07 17 07 O’ 17
0,0,0,0,0,0,0,0,1,1,1,0,0,1,0,0,0,0,0,0,0,
0,1,0,0,0,0,1,1,1,0,0,0,1,0,0,0,1,1,1,1,1,
1,0,0,0,0,0,1,0,0,1,0, 0), FIG. S4. Performance on random samples for the quantum optimizer
(QAOA) over Babai’s algorithm. A (B) for the results of 50 random

The corresponding solution for the quadratic conjugation is ~ CVP samples under the conditionof n = 7,¢ = 10 (n = 10,c = 7).
presented in Eq. S64. The yellow (blue) bars represent the results of the quantum optimizer

It is easy to verify that the solution satisfies the equation: (classical Babai’s algorithm). We can observe that the quantum opti-
mization results are better than the classical results in many cases.

20 25 30 35 40
Random samples

X?=Y? mod N (S70)
Furthermore, we have VII. THE EXPLORATION OF QUANTUM ADVANTAGE
p=ged(X +Y,N) = 15538213, S71)
g =ged(X —Y,N) = 16860433. In this part, we explore the advantage of the quantum opti-
mizer compared to Babai’s algorithm numerically. The mea-
surable criteria considered is the quality of the short vectors

N = 261980999226229 = 15538213 x 16860433. (S§72)  for CVP. The quality of the short vector is positively related to
the efficiency of obtaining smooth relation pairs in Schnorr’s

Finally, we obtain the factorization result:
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sieve method. The higher the quality of the short vector, the
more efficient the factoring method. Since it is an open ques-
tion to estimate the analytical complexity of the QAOA algo-
rithm at present, in the discussion here, it is assumed that the
QAOA procedure can give the optimal solution to the opti-
mization problem in a limited time. Here we use the relative
distance parameter r to measure the length of the vector in-
stead of the Euclid norm or square norm. The parameter is
specifically defined by

r= b — t|?/det(BI, )", (S73)

where Bj, . = [B,,N.]. This parameter uses the 2/n-
power of the determinant of the extended lattice B;, . to mea-
sure the relative length of the short vector b — t, which can
reduce the effects of different determinant of lattices to a cer-
tain extent on short vector quality.

A. The random sample results

We first study the performance of the quantum optimizer
and the classical Babai’s algorithm on random samples of
CVP. Here, we generate 50 random CVP (lattice and tar-
get vector) samples under the condition of lattice dimension
n = 7, precision ¢ = 10 and n = 10, ¢ = 7 respectively.
For each random sample, the lattice determinant and the tar-
get vector are the same, only the main diagonal elements of
the lattice are randomly permuted. The results can be found
in Fig. S4. Here the horizontal axis represents random sam-
ples, and the vertical axis represents the relative quality r of
the result vector. The blue (yellow) bars represent the results
of the classical Babai’s algorithm (quantum optimization). As
shown in the picture, the quantum-optimized results are not
worse than the classical results. And in many cases, the quan-
tum optimization results are significantly better than the clas-
sical results, i.e., shorter vectors are obtained.

B. Quantum advantage and lattice precision

We further study the advantage of the quantum optimizer
with increasing precision parameter c¢ of the lattice. In
Fig. S5A, we present the numerical results when the param-
eter ¢ increases from 5 to 14 in the dimension of n = 12,14
separately. The results are averaged by 40 randomly gener-
ated CVP samples for each set of parameters {n,c}. Among
them, the circles (triangles) represent the calculation results
of n = 12 (n = 14). The solid (hollow) symbols represent
the results of quantum (classical). The error bars give a con-
fidence interval under a unit standard deviation. In both the
case of n = 12 and n = 14, a shorter vector is obtained after
quantum optimization. Taking the n = 14 case as an example,
we can see that the quality gap between the results of Babai’s
algorithm and the quantum algorithm gradually increases with
the increase of the parameter ¢, which indicates that the vec-
tor quality after quantum optimization is higher than that of
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FIG. S5. Performance of the quantum optimizer with the increasing
precision of the lattice. A, Relative length results for the quantum
and classical methods. The horizontal axis represents precision pa-
rameter ¢, which is positively correlated with the determinant of the
lattice. B, Advantage ratio for the 40-random samples, blue (orange)
bars for the n = 12 (n = 14) case. We can see from the picture
that the quantum optimization results is better than that of Babai’s in
average cases, especially when the determinant (positively correlated
with c) of the lattice is large.

Babai’s algorithm in an average sense when the determinant
of the lattice grows. In addition, we have counted the advan-
tage sample ratio for the quantum results over the 40 random
samples, shown by the blue and orange bars in Fig. S5B. We
found that the ratio of quantum advantages at n = 12 is about
0.5, and this proportion increases to 0.65 when n = 14. The
results indicate that quantum advantage becomes more signif-
icant when the lattice dimension increases. This results will
be further demonstrated in the following part.

C. Quantum advantage and lattice dimension

Here we study the the relation between the advantages
of quantum optimizer versus the dimension of lattice up to
n = 14. For each dimension n, the results are averaged over
40 random samples with ¢ = n. As can be found in Fig. S6A,
the vector quality after quantum optimization is higher than
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FIG. S6. Performance of the quantum optimizer with the increasing
dimension of the lattice. A, Relative length results for the quantum
and classical methods. The horizontal axis represents lattice dimen-
sion n. The results are averaged over 40 random samples with ¢ = n.
The error bars give a confidence interval under a unit standard devi-
ation. B, Advantage ratio for the 40-random samples. We can find
that the relative distance gap between the quantum and classical re-
sults becomes more significant as the dimension of the lattice grows.

the result of the classic Babai algorithm in the average sense.
That is, we can find a shorter vector through quantum opti-
mization. The quality gap between the quantum and clas-
sical results becomes more significant as the dimension of
the lattice grows, which means the advantage of the quan-
tum method becomes more significant in the larger system.
At the same time, we have counted the ratio of the quantum
advantage over the 40 random samples, showing the results in
Fig. S6B. The advantage ratio is highlighted when the dimen-
sion increases, which is consistent with the different trends of
the vector quality curves in Fig. SOA. Both results indicate that
the advantages of quantum methods will become more and
more obvious when the dimension of the lattice is increased.
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VIII. THE RESOURCE ESTIMATION FOR RSA-2048

A. Introduction

How many quantum resources does it take to factor a 2048-
bit RSA integer? This part we focus on the specific quan-
tum resources required to factor a 2048-bit RSA integer based
on the SQIF algorithm. The quantum resources considered
mainly include the number of physical qubits and the depth
of the QAOA circuit with single layer. Usually, quantum
circuits cannot be directly executed on quantum computing
devices, as their design does not consider the qubit connec-
tivity characteristics or the topology construction of actual
physical systems. The execution process often requires addi-
tional quantum resources such as ancilla qubits and extend-
ing circuit depths. We discuss the quantum resources re-
quired to factor real-life RSA numbers in terms of complete
graph topology (Kn), 2-dimensional lattice topology (2DSL),
and one-dimensional chain topology (LNN), respectively. We
demonstrate with specific schemes that the embedding pro-
cess needs no extra qubits overhead. Furthermore, the cir-
cuit depth of QAOA with a single layer is linear to the di-
mension n of the quantum system for all the three topology
systems. As a result, we consume a sublinear quantum re-
sources to factor integers using the SQIF algorithm. Taking
RSA-2048 as an example, the number of qubits required is
n = 2% 2048/10g2048 ~ 372. The quantum circuit depth of
QAOA with single layer is 1118 in Kn topology system, 1139
in 2DSL system and 1490 in the simplest LNN system, which
is achievable for the NISQ devices in the near future or even
today.

B. Problem description

First, we review the construction of the problem Hamilto-
nian He. Using the single-qubit encoding rules, the corre-
sponding Hamiltonian H ¢ could be taken as a 2-dimensional
Ising model of the following form:

n n
Hc= h1'0'2+ JiJ’(TZO';,
i=1

i,j=1

(S74)

where the parameters h;, J; ; are determined by the coeffi-
cients of the primary and quadratic terms of the quadratic
unconstrained binary optimization (QUBO) problem . The
summation symbol on the right side of the second equation
above traverses all subscript combinations. If we regard each
quadratic term as an edge in an undirected graph, all the ZZ-
terms {00 };~; will form an n-order complete graph Kn.
Namely, the connectivity topology of the logical qubits is a
Kn-graph. Take the 3-qubit case and 5-qubit case in the main
text as examples, the qubit topology of the problem Hamil-
tonian is a 3-order and 5-order complete graph, as shown in
Fig. S7A, B, respectively.
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A B D
ZZ-basic module:
e—i)/]j,ktféffé{ -

U, (B) = e FHp

FIG. S7. Qubits connectivity and the typical quantum circuit of QAOA. A represents the qubits connectivity for the 3-qubit case, which is a
K5 graph. B for the 5-qubit case, which is a K5 graph. C. A typical QAOA circuit with single layer for the 3-qubit QUBO Hamiltonian. It
manly consists of two U1 () and Uz (), which correspond to the evolution operator of the problem Hamiltonian H. and mixing Hamiltonian
Hy. D. ZZ-basic module. It is consist of two CNOT gates and a single qubit Rz rotation arranged together as a sandwich.

A typical QAOA circuit for the Kn-type Hamiltonian is
shown in Fig. S7C. Two types of unitaries are involved in the
quantum circuit of single-layer QAOA iteration. Uy () is the
evolution operator of the problem Hamiltonian H.. Us(f) is
the evolution operator of the mixing Hamiltonian Hj, which
consists of single qubit rotations around the x-axis. Uj(7)
can be implemented by the single qubit Rz-rotations and the
two-qubit blocks, which are corresponding to the local terms
(primary) and ZZ-terms of the problem Hamiltonian H.. We
mainly focus on the two-qubit blocks which is specifically de-
fined as

ZZ;5(7) = e NIinotr (S75)

The ZZ; ;.(vy) unitary can be realized by the combination of
two CNOT gates and one Rz gate like a sandwich, as shown
in Fig. S7D. In the following discussions, we’ll take the gate-
combination as a basic module of depth 3 without considering
its compilation in a specific physical system. The actual phys-
ical system often compiles this module according to its native
universal quantum gates, and this often increases at most O(1)
additional quantum operations and circuit depths.

Since the circuit depth of the single-qubit operations in
Ui(y) and Uz(3) is at most 2 in a physical system, we will
not discuss them later. We focus on the embedding problem of
the quadratic terms in Uy (y) into the physical system. Specif-
ically, to estimate the overhead of qubits and the circuit depth
after embedding a group of ZZ-terms which form a Kn-type
circuit. This problem will be referred to as a Kn-type embed-
ding problem in the following part.

https://t.me/learningnets

C. Circuit depth under complete graph topology

We first consider an ideal situation that any two qubits can
interact directly. Namely, the qubits connectivity of the phys-
ical system is a complete graph. In this scenario, the Kn-type
embedding problem does not need additional qubits or quan-
tum SWAP gates. Therefore, the depth of the quantum circuit
can be made optimal.

The n-node complete graph Kn contains n(n — 1)/2 edges,
which means the QAOA circuit contains O(n?) ZZ-basic
modules. The depth of the single-layer QAOA circuit is
O(n?) without optimization. Since the ZZ-terms in opera-
tor U; () are mutual commutes, we are free to rearrange the
order of all two-qubit interactions to minimize the depth of
the embedded circuit. Here we introduce an optimization
scheme based on the maximum matching theory in an undi-
rected graph, which will reduce the depth of the circuit to
O(n). The scheme is optimal when considering the ZZ-term
as a basic module.

Definition 2 Matching and maximum matching: Denote an
undirected graph by G(V, E), and M C E(G) is a subset of
edges, satisfying: V(e;,e;) € M, e;,e; are not adjacent in
G. Edges in M do not share a common vertex. Then M is
said to be a matching of G. For each edge e = (u,v) in the
matching M, we call the edge e, or the vertices u,v matched
by M. Each vertex in the graph is either not matched by M or
only matched by one edge in M. If there is no matching M’
in G such that |M'| > |M|, then M is said to be a maximum
matching in G. If every vertex in G is matched by M, then M
is said to be a perfect matching of G.

According to the definition, a perfect matching must be a max-



imum matching. The number of maximum matchings in a
complete graph can be answered by the following lemma.

Lemma 3 (Maximum matching in the complete graph) There
are 2n — 1 perfect matchings with non-repeated edges in an
even-order complete graph Ko,,. There are 2n — 1 maximum
matchings with non-repeated edges in an odd-order complete
graph Kop_1.

Proof For an even-order complete graph Ko, let the vertices
of a (2n — 1)-regular polygon be vy, v, ..., Vo, —1, and add a
vertex vo,, at the center. Take any vertex v;, 1 < i < 2n — 1,
construct a matching M, including edge (v;, vay,) and all the
edges perpendicular to it. It is easy to prove that M; is a per-
fect match for any 1, and there is no common edge between
M; and M; when i # j. Therefore, an even-order complete
graph Ko, has 2n — 1 perfect matchings with non-repeated
edges. Since there are total n(2n — 1) different edges in Ko,
and the 2n — 1 different perfect matchings already matched
n(2n — 1) non-repeated edges, there are no other matching
with non-repeated edges. For the odd-order complete graph
Koy 1, we need to add an auxiliary vertex vay,, then the situa-
tion is turned to the even-order case. The difference is that we
need to remove the edge (v;, vay,) in each perfect match. As a
result, we get 2n — 1 maximum matchings for the odd-order
case. This completes the proof.

Proposition 3 [f the qubits connection of the physical system
forms a complete graph, then the Kn-type Hamiltonian can
be embedded in the physical system without additional qubits,
and the depth of the embedded quantum circuit is O(n).

Proof According to the definition of matching in Definition 2,
there is no common vertex between the edges that belong to
the same matching. So the corresponding two-qubit interac-
tions can be performed on the quantum circuit simultaneously
and in parallel. Suppose each ZZ-term is compiled using the
ZZ-basic module shown in Fig. S7D, then the circuit depth of
the ZZ-terms in the same matching is 3. According to Lemma
3, when n is even, there are n-1 non-repeated perfect match-
ings in a complete graph, and these perfect matchings infil-
trate all edges in graph Kn. Therefore, we can construct a
quantum circuit with n — 1 layers according to the n — 1 per-
fect matchings. And each layer executes n/2 ZZ-basic mod-
ules without common qubits in parallel. As the circuit depth
of each layer is 3, the total circuit depth is 3(n — 1). When
n is odd, the complete graph Kn has n maximum matchings
with non-repeated edges by Lemma 3. Each maximum match-
ing infiltrates (n — 1) /2 edges, so these maximum matchings
infiltrate all edges in Kn. Similarly, a quantum circuit with n
layers can be constructed, and each layer executes (n — 1)/2
ZZ-terms without common qubits in parallel, with a total cir-
cuit depth of 3n. In summary, the Kn-type embedding process
can be implemented without additional qubits and the depth
of the embedded quantum circuit is O(n). This completes the

proof.
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The proof of Lemma 3 gives the exact construction of each
perfect matching of the complete graph Kn, which means an
exact construction scheme of the embedded quantum circuit
with depth O(n) is given. The scheme is optimal when con-
sidering the ZZ-term as a basic module. In this situation,
the number of ZZ-terms in a perfect matching is maximized,
namely, the quantum gate operations have the highest paral-
lelism. Since all the maximum (perfect) machines cover all
the edges non-repeatedly, the scheme is optimal.

The qubit connectivity is a valuable resource in NISQ de-
vices. Usually, it is difficult to achieve large-scale fully con-
nected topology for actual quantum systems. However, it is
easier to realize in some special quantum systems such as the
trapped ions system [52], the optical quantum system, and the
system with large quantum memory [15].

D. Circuit depth under linear chain topology and lattice
topology

The linear chain topology is one of the most common struc-
tures, which can be realized relatively easily in real quantum
systems. This topology, also known as linear nearest neigh-
bor (LNN) architecture, in which the qubits are arranged on a
line and only the nearest neighbor couplings are available. In
this section, we focus on discussing the resource of quantum
gate and circuit depth when embedding a Kn-type Hamilto-
nian into a one-dimensional linear chain system. The results
for the lattice system can be made as a corollary.

The embedding problem from arbitrary types of Hamilto-
nian topology into LNN has been widely studied [53-59], and
some mature methods have been formed. In 2007, Donny
Cheung et al. studied the overhead of mutual conversions be-
tween various topology models based on the graph-theoretic
model [55]. They pointed out that mapping arbitrary circuits
to LNN would require at most O(n) extra depth overhead
based on the linearity of parallel sorting. However, no spe-
cific conversion scheme is given for mapping Kn-type Hamil-
tonian to LNN. In 2009, Yuichi Hirata proposed an efficient
method to map arbitrary quantum circuits to LNN based on
the idea of bubble sorting [56]. In 2021, the researchers of
Google applied the circuit of parallel bubble sorting to com-
plete the embedding from K to LNN and conducted related
experiments on Sycamore superconducting quantum proces-
sor [11]. Overall, mapping Kn to LNN requires an additional
O(n?) SWAP operations and an additional O(n) circuit depth
overhead based on the parallel bubble sorting circuit. In the
following, we will give proof of this conclusion independently
based on the parallel bubbling algorithm.

To embed a fully connected graph Kn into LNN, additional
SWAP operations are required to swap the positions of the
qubits, i.e. to permute (or sort) the vertices of the graph into
some specifical order. How to reduce the overhead of the
SWAP gates is the crucial issue. According to Ref. [56], the
swap network of bubble sort is optimal to fulfill the corre-
sponding permutation job, and the following lemma holds.



Lemmad Let x1,x2,...,x, be the initial order of n qubits
under the LNN architecture. Consider a permutation to
change the order into z;,,x;,,...,x;, , the least SWAP gates
overhead is equivalent to the number of swap operations in
the bubble sort.

Lemma 4 indicates that the bubble sort algorithm is optimal
for qubits order permutation in the case that only the nearest
neighbor qubits are coupled. Therefore, the quantum SWAP
circuit for exchanging qubits is equivalent to the classical
swap circuit for bubble sort. Bubble sort is a sort algorithm
for a given dataset. The algorithm starts from the head of the
dataset, compares the first two elements, and if the first ele-
ment is greater than the second, swaps them. This process is
performed for each pair of adjacent elements in the dataset un-
til the tail of the dataset is reached. The whole process repeats
until the last round with no swap happening. Since any two
elements are compared only once during the process of bubble
sort, the average and worst-case running time of bubble sort
are both O(n?).

Consider the worst case which would be useful for our anal-
ysis later. Let the initial order of n qubits be 1,2, ...,n, and
now we want to sort them reversely as n,n — 1,...;1. Ac-
cording to Lemma 4, the number of swap gates used in the
bubble sort algorithm is the least for this purpose. According
to the rules of bubble sort, any two qubits are swapped and
only swapped once, and a total n(n—1)/2 swaps are required,
which made an exact cover of the edges in the complete graph
Kn. Therefore, the classical swap network of bubble sort that
implements the reverse order permutation just corresponds to
the embedding of Kn-type Hamiltonian to LNN.

The parallel bubble sort algorithm is a parallel version of
the bubble sort algorithm which can reduce the running time
to O(n). The main idea of parallel bubble sort is to compare
all adjacent pairs of input data at the same time and then iter-
ate alternately between odd and even phases. A pseudocode
description of this algorithm can be found in Algorithm 4. As-
suming the size of the input data is n, the parallel bubble sort
will perform n iterations of the main loop. For each itera-
tion, it is divided into odd and even phases according to the
parity of the main loop. When n is an odd number, both the
odd and even phases perform (n — 1) /2 compare-swap opera-
tions, which can be performed in parallel; When n is even, the
odd and even phases perform n/2 and n/2 — 1 compare-swap
operations, respectively. The following lemma holds for the
parallel bubble sort algorithm.

Lemma 5 Let n be the size of the input data and p < n/2
be the number of processors, then the time complexity of the
algorithm is O(n?/2p). The algorithm achieves the minimum
when p = |n/2] with at most n iterations.

If the number of processors is less than n/2, a single proces-
sor will perform about |n/2p| the compare-swap operations
for the inner loop of each phase. In this case, the complex-
ity of the algorithm is O(n?/2p). Here, the optimal number
of processors is |[n/2]. Each processor in the inner loop will
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Algorithm 4: parallel bubble sort

Input: Data, which is a dataset with n elements
Output: Data, with reversed order
for i from I to n do
Flag=mod(i,2), # a flag for odd and even phases.
for j from I to |(n — 1+ Flag)/2| do
if Data[2j-Flag]< Data[2j+1-Flag] then
swap Data[2j-Flag] and Data[2j+1-Flag]
end
end
end

perform at most one compare-swap operation. The outer loop
of the algorithm can complete the entire bubble sort task with
at most n iterations. In quantum computing, it is often as-
sumed that the quantum device has enough control processors
to enable two-qubit operations executed in parallel if they do
not share the same qubit. Therefore, the following conclusion
is established.

Proposition 4 The Kn-type circuit can be embedded in the
LNN physical system without additional qubits, and the depth
of the embedded quantum circuit is O(n).

Proof Let the initial order of the n qubits LNN system be
1,2,...,n, and now it will be rearranged into n,n — 1, ..., 1.
The number of swaps required by the bubble sort algorithm
is n(n — 1)/2. The swap network of bubble sort covers the
edges of the complete graph Kn exactly, which made an em-
bedding from Kn to LNN. This process can be fulfilled by the
parallel bubbling circuit I with n/2 processors. Then the cir-
cuit needs at most n loops according to Lemma 5, and each
loop executes |n/2| swap operations in parallel. The spe-
cific parallel swap network that implements this process can
be found in Fig. S8. Hence the embedded circuit in the LNN
system can be constructed by replacing the swap gate in T’
with the ZZ-SWAP basic module (shown in Fig. SSC). Since
the depth of the ZZ-SWAP basic module is 4, the depth of the
embedded circuit is 4n. The whole embedding process can
be implemented without additional qubits. This completes the

proof.

In addition, since the ZZ-basic module corresponding to each
edge in Kn becomes the ZZ-SWAP basic module, an addi-
tional overhead including n(n — 1)/2 SWAP operations and
n-depth circuit are required after embedding. Meanwhile, the
order of the qubits will be reversed after the execution of the
circuit, and the qubit order will be restored by iterating the
QAOA circuit again.

The lattice topology system is also referred as a 2-
dimensional square lattice (2DSL), in which the qubits are ar-
ranged as a two-dimensional lattice, and only the adjacent in-
teractions are allowed. Since a one-dimensional chain can be
directly embedded into the 2-dimensional lattice (find a one-
dimensional path in 2DSL), the embedded circuit depth of the
Kn type Hamiltonian will not exceed the LNN case. Hence
the following corollary is established.



2k+1 layers
A

Qi —

SWAP
SWAP

Q —

SWAP
SWAP

Qi —

2 [iw )-
”[ S]W#[ ]
| L
J (
o

)
)
)

Qo

WAP

I
(s
[

|

SWAP
SWAP
SWAP

Qac

Qa1

[l
(

ZZ-SWAP basic module:

e~ WIikolokSwap =

-

31

2k layers
A

Qi

Q2

Qs

Qs

) ¢
:[sw'n'sw}
| G

Qa2

Qaict

FIG. S8. Circuit of parallel bubbling swap network implementing reverse order sorting. A for the odd qubits case and B for the even qubits
case. Both cases have the same layers of outer loops to n, which leads to an O(n) depth circuit. C. ZZ-SWAP basic module. It is a 4-depth
quantum circuit constructed by a SWAP operation after a ZZ-basic module.

Corollary 1 The embedded circuit depth for Kn-type Hamil-
tonian into a 2-dimensional square lattice (2DSL) system is
O(n) without additional qubits.

In summary, the complete graph topology is the ideal topol-
ogy, and the circuit for the Kn type Hamiltonian can be em-
beded optimally in depth O(n) without any additional quan-
tum resources. For the LNN topology, additional O(n) circuit
depth is required. Since the embedded circuit scheme based
on parallel bubble sorting shares the same depth overhead
O(n), itis also optimal for both the LNN and 2DSL systems in
the meaning of the O’ symbol. Moreover, Ref. [55] provides
a more efficient method to embed a Kn-type Hamiltonian into
a 2DSL system with O(y/n) additional circuit depth, which
takes advantage of the convenience of two-dimensional lattice
structure.

E. Resource estimation for RSA-2048

Here we discuss the quantum resources needed to challenge
real-life RSA numbers based on the results above. Since no
additional qubits in the process of circuit embedding con-
sumed, the number of qubits required to factor an m bit in-
teger is n = 2m/logm (here we take the precision param-
eter c = 1). The embedded circuit depths for the Kn-type
Hamiltonian are 3n and 4n in the complete graph system and
the LNN system, respectively. The circuit depth for a 2DSL
system can be optimized to 3n + \/n, according to Donny
Cheung et al. [55]. The results are obtained without con-
sidering the native compilation of the ZZ-basic module (or
ZZ-SWAP basic module) in a specific physical system. Tak-
ing RSA-2048 as an example, the number of qubits is about
2 % 2048 /1022048 ~ 372, and the circuit depth of the single
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layer QAOA is ~ 3 + 2 = 1118 in completely connected sys-
tems, which includes 1-depth single qubit Rz operations and
1-depth single qubit Rx operations. Itis ~ 4n + 2 = 1490
and ~ 3n + y/n + 2 = 1139 in a one-dimensional chain sys-
tem and a 2-dimensional square lattice system, respectively.
The quantum resources required for different lengths of RSA
numbers are shown in Table S11.

TABLE S11. Quantum resource estimation for RSA numbers. The
principal quantum resources mentioned are the number of qubits, and
the quantum circuit depth of QAOA with one layer in three typical
topologies, including an all-to-all connected system (Kn), 2d-lattice
system (2DSL), and one-dimensional chain system (LNN). The re-
sults are obtained without considering the native compilation of the
Z7Z-basic module (or ZZ-SWAP basic module) in a specific physical
system.

RSA number Qubits Kn-depth 2DSL-depth LNN-depth

RSA-128 37 113 121 150
RSA-256 64 194 204 258
RSA-512 114 344 357 458
RSA-1024 205 617 633 822
RSA-2048 372 1118 1139 1490

We have also analyzed the scale of RSA-numbers, namely
the touch-size that existing quantum computing devices can
reach under some ideal conditions, in which the claimed
qubits are all relatively ideal or with high fidelity. The results
are given according to the qubits connectivity of the quantum
devices by using the SQIF algorithm. The quantum processors
considered mainly including Sycamore, Eagle, Aspen-M, Zu-



TABLE S12. Touch-size of RSA numbers for some famous real
quantum devices. The results are given according to the qubits con-
nectivity and basic logical gate groups of the quantum devices by
using our algorithm. The last column gives the basic depth condi-
tion needing to satisfy for the devices. The circuit depth in systems
with “others” topology type will be calculated according to the LNN
model.

system devices  qubits topology touch-size depth-least
Sycamore 53 2DSL 201 170
Eagle 127  others 581 510
supercon
-ducting  Aspen-M 80  others 334 322
qubits
Zuchongzhi2 66  2DSL 264 210
Tianmu-1 36 2DSL 124 118
trapped ~ Maryland 40 Kn 142 122
ions lonQ 79 Kn 329 239
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chongzhi2, Tianmu-1, and trapped-ion devices from Maryland
and Ion Q. All the devices are released publicly or could be
visited through quantum cloud platforms. Meawhile, we give
the “depth-least” results for the devices to try the touch-size
RSA numbers , which represent the necessary depth condi-
tion and estimated by the depth of single layer QAOA circuit.
Specifically, if the quantum processor is a two-dimensional
grid topology, the circuit depth is calculated according to the
2DSL model. For the topology type of “others”, the depth
will be calculated according to the LNN model. The detailed
results are shown in Table S12 .

We can find from Table S12 that the touch-size of NISQ
devices is close to the real life RSA numbers today. Such as
the 127 qubits ibm-eagle machine, whose touch-size is 581
and the least circuit depth necessary is 510, which means if
all the qubits work well and reaches a considerable fidelity
after 510 circuit depth, it can be used to try factoring RSA-
581. However, the touch-size is an ideal basic situation, the
QAOA usually works more than one layer and deeper circuit
required. Besides, the quantum speedup is unknown, it is still
a long way to break RSA quantumly.
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