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Course Introduction

Overview

This lesson includes the following topics:
m  Course objectives

m  Course agenda

m  Participant responsibilities

m  General administration

m  Graphic symbols

m  Participant introductions

m  Cisco Security Career Certifications

m Lab topology overview

https://t.me/learningnets



Course Objectives

This topic introduces the course and the course objectives.

Course Objectives

1l Cisco.com

Upon completion of this course, you will be able to perform
the following tasks:

- Describe the features, functions, and benefits of Cisco VPN
products.

- Explain the IPSec and IKE component technologies that are
implemented in Cisco VPN products.

« Install and configure the Cisco VPN Software Client.

» Configure the Cisco VPN 3000 Series Concentrators for remote
access using digital certificates.

» Configure the Cisco VPN Client for auto-initiation.

» Configure the Cisco VPN 3000 Series Concentrator firewall
feature.

« Configure the Cisco VPN 3002 Hardware Client for remote
access using pre-shared keys.

2003, Cisco Systems, Inc. Al rights reserved. CSVPN 40—1-3

Course Objectives (cont.)

I Cisco.com

» Configure the Cisco VPN Client for software auto-update.

» Configure the Cisco VPN 3002 Hardware Client for
interactive unit and individual user authentication.

» Configure the Cisco VPN Client for a backup server and
load balancing.

» Configure the Cisco VPN 3000 Series Concentrator for
IPSec over TCP or IPSec over UDP.

» Configure the Cisco VPN 3000 Series Concentrator for
LAN-to-LAN with pre-shared keys.

» Configure the Cisco VPN 3000 Series Concentrator for
LAN-to-LAN with NAT.

» Configure the Cisco VPN 3000 Series Concentrator for
LAN-to-LAN with digital certificates.

2003, Cisco Systems, Inc. Al rights reserved. CSVPN 4.0—1-4
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Course Agenda
Day 1
* Lesson 1—Course Introduction
* Lesson 2—Security Fundamentals

* Lesson 3—Overview of Virtual Private Networks and IPSec
Technologies

* Lunch

« Lesson 4—Cisco Virtual Private Network 3000 Concentrator
Series Hardware Overview

» Lesson 5—Configure the Cisco VPN 3000 Series Concentrator
for Remote Access Using Pre-shared Keys

Day 2

» Lesson 6—Configure the Cisco VPN 3000 Series Concentrator
for Remote Access Using Digital Certificates

» Lesson 7—Configure the Cisco Virtual Private Network Firewall
Feature for the IPSec Software Client

Il Cisco.com

2003, Cisco Systems, Inc. Al rights reserved. CSVPN 40—1-5

Course Agenda (cont.)

Il Cisco.com

* Lunch

» Lesson 8—Configure the Cisco Virtual Private Network Client
Auto-Initiation Feature

* Lesson 9—Monitor and Administer the Cisco VPN 3000 Series
Concentrator Remote Access Networks

Day 3

» Lesson 10—Configure the Cisco VPN 3002 Hardware Client for
Remote Access Using Pre-Shared Keys

» Lesson 11—Configure the Cisco VPN 3002 Hardware Client for
Unit and User Authentication

* Lunch

» Lesson 12—Configure the Cisco Virtual Private Network 3002
Hardware Client for a Backup Server, and Load Balancing

» Lesson 13—Configure the Cisco Virtual Private Network Client
for Software Auto-Update

2003, Cisco Systems, Inc. Al rights reserved. CSVPN 40—1-6
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Course Agenda (cont.)
T TN Cisco.com

Day 4
» Lesson 14—Configuring the Cisco Virtual Private Network 3000
Series Concentrator for IPSec over UDP and IPSec over TCP

* Lesson 15—Cisco Virtual Private Network 3000 Series
Concentrator LAN-to-LAN with Pre-Shared Keys

* Lunch

* Lesson 16—Cisco Virtual Private Network 3000 Series
Concentrator LAN-to-LAN with NAT

* Lesson 17—Configure the Cisco Virtual Private Network 3000
Series Concentrator LAN-to-LAN Using Digital Certificates

©2003, Cisco Systems, Inc. Al rights reserved. CSVPN 4.0—1-7

Participant Responsibilities
T TN Cisco.com

Student responsibilities
« Complete prerequisites

- Participate in lab exercises
» Ask questions

* Provide feedback

©2003, Cisco Systems, Inc. Al rights reserved. CSVPN 40—1-8

1-4 Cisco Secure Virtual Private Networks 4.7 Copyright © 2005, Cisco Systems, Inc.

https://t.me/learningnets



General Administration

Class-related
 Sign-in sheet

* Length and times

* Break and lunch room

Cisco.com

Facilities-related
 Participant materials

- Site emergency
procedures

locations * Restrooms
- Attire » Telephones/faxes
Graphic Symbols
Cisco.com
~ | —
>
e S = =y
o — ol
P
10S Router PIX Firewall VPN 3000 IDS Sensor Catalyst 6500 10S Firewall
with IDS Module
o [ | =
By D! ] =
== = > & O
Network Policy Manager CA PC Laptop Server
Access Server Server Web, FTP, etc.
— @G
Hub Modem Ethernet link VPN tunnel Network
cloud
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Participant Introductions

Cisco.com

* Your name

* Your company

> Pre-requisites skills
* Brief history

* Objective

CSVPN 4.0—1-11

©2003, Cisco Systems, Inc. Al rights reserved.

Cisco Security Career Certifications
T T T Cisco.com

Expand Your Professional Options ——
and Advance Your Career

Cisco Certified Security Professional (CCSP) Certification

Professional-level recognition in designing
and implementing Cisco security solutions

Exp- Eequired R?commend_ed Training through
xam Cisco Learning Partners
CCIE 642-501 Securing Cisco 10S Networks
? Profess- h" 642-511 Cisco Secure Virtual Private Networks
642-531 Cisco Secure Intrusion Detection System
642-521 Cisco Secure PIX Firewall Advanced
642-541 Cisco SAFE Implementation

Network Security

www.cisco.com/gol/training

CSVPN 4.0—1-12
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Cisco Security Career Certifications

T Cisco.com

Enhance Your Cisco Certifications —
and Validate Your Areas of Expertise

Cisco Firewall, VPN, and IDS Specialists

Cisco Firewall Specialist Required | Recommended Training through
Cisco Learning Partners

Exam
] Pre-requisite: Valid CCNA certification
642-501 Securing Cisco I0S Networks
642-521 Cisco Secure PIX Firewall Advanced
Cisco VPN Specia“st Required Recommended Training through
Exam Cisco Learning Partners
I Pi isite: Valid CCNA certificati
642-501 Securing Cisco I0S Networks
642-511 Cisco Secure Virtual Private Networks
Cisco IDS Specialist Required Recommended Training through
Exam Cisco Learning Partners
h“ P isite: Valid CCNA certificati
642-501 Securing Cisco I0S Networks

642-531 Cisco Secure Intrusion Detection System

www.cisco.com/gol/training

CSVPN 4.0—1-13
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Lab Topology Overview

This topic explains the three lab topologies that are used in this course.

CSVPN Software Client-to-LAN
Lab Visual Objective
[T Cisco.com
CAseNer , 172.26.26.51
172.26.26.P E \ 171207)1 .26.0
Student PC
VPN Client 192.468.P.0
EEEE Concentrator
s
CSVPN 3002 Hardware Client-to-LAN
Lab Visual Objective
li Cisco.com

Hardware Client

192.168.1PP.2 ﬁ "\ 192.168.1PP.0 E=;E1PP 150@
—= ) | 172.26.26.0

Student PC
RTS 192.168.P.0

.5
g e
EE Concentrator
—
5

10.0.P.0

10

Web and
- FTP server

©2003, Cisco Systems, Inc. Al rights reserved. CSVPN 4.0—1-16
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Web and
FTP server

CSVPN LAN-to-LAN
Lab Visual Objective

Cisco.com

Pods 1-3 Pods 6-10

192.168.P.0 RBB 192.168.0.0
S 5

===z Concentrator _SH

c— =

E=E Concentrator E==E
5 sl
10.0.P.0 10.0.Q.0

10 RTS N.100 y § 100l 10
e =Y . N pe E
g . @‘RTS Web and

©2003, Cisco Systems, Inc. Al rights reserved. CSVPN 4.0—1-17

~— =N FTP server

10.0.P.15

] 10.0.Q.15
— =1

Student PC Student PC

In this lab exercise each pair of students will be assigned a pod. In general, you will be setting

up VPNs between your pod (Pod P) and your assigned peer pod (Pod Q).

Note The P in a command indicates your pod number. The Q in a command indicates the pod
number of your peer router.
Copyright © 2005, Cisco Systems, Inc. Course Introduction 1-9
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Security Fundamentals

Overview

This lesson describes security fundamentals. It includes the following topics:
m  Objectives

m  Need for network security

m  Network security policy

m  The security wheel

m  Network attack taxonomy

m  Management protocols and functions

®  Summary

https://t.me/learningnets



Objectives

This topic lists the lesson’s objectives.

Objectives

1l Cisco.com

Upon completion of this lesson, you will be able to
perform the following tasks:

 Describe the need for network security.

+ Identify the components of a complete security policy.
* Explain how security is an ongoing process.

» Describe the four types of security threats.

» Describe common attack methods and techniques used
by hackers.

* List the general recommendations for mitigating common
attack methods and techniques.

* Identify the security issues implicit in common
management protocols.

2-2 Cisco Secure Virtual Private Networks 4.7 Copyright © 2005, Cisco Systems, Inc.
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Need for Network Security

Over the past few years, Internet-enabled business, or e-business, has drastically improved
companies’ efficiency and revenue growth. E-business applications such as e-commerce, supply-
chain management, and remote access enable companies to streamline processes, lower
operating costs, and increase customer satisfaction. Such applications require mission-critical
networks that accommodate voice, video, and data traffic, and these networks must be scalable
to support increasing numbers of users and the need for greater capacity and performance.
However, as networks enable more and more applications and are available to more and more
users, they become ever more vulnerable to a wider range of security threats. To combat those
threats and ensure that e-business transactions are not compromised, security technology must
play a major role in today’s networks.

The Closed Network

Cisco.com

Closed network

\ .
-«= J\TJ;:.|

@ Remote site Frame relay
g X.25 leased
- - .I line
S @
é{b Q PSTN 50

©2003, Cisco Systems, Inc. Al rights reserved. CSVPN 4.0—2-4

The closed network typically consists of a network designed and implemented in a corporate
environment, and provides connectivity only to known parties and sites without connecting to
public networks. Networks were designed this way in the past and thought to be reasonably
secure because of no outside connectivity.

Copyright © 2005, Cisco Systems, Inc. Security Fundamentals 2-3
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The Network Today

Open network

Mobile
and
remote
users

©2003, Cisco Systems, Inc. Al rights reserved.

Cisco.com

CSVPN 40—2:5

Networks of today are designed with availability to the Internet and public networks, which is a

major requirement. Most of today’s networks have several access points to other networks both

public and private; therefore, securing these networks has become fundamentally important.

2-4 Cisco Secure Virtual Private Networks 4.7
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Threat Capabilities—More

Dangerous and Easier to Use
T TATATTATATAT Cisco.com

Packet forging/
i spoofin
High A ]

Stealth diagnostics

s Sophistication

Si v’
Back Banies of hacker tools

doors
e .
P Sniffers

vulnerabilities' P < Hijacking

sessions
Self replicating
code /
Password

/ cracking

isabling

Technical
knowledge

& required
Password
guessing
—
Low 1980 1990 2000

©2003, Cisco Systems, Inc. Al rights reserved. CSVPN 40—2:6

With the development of large open networks there has been a huge increase in security threats
in the past twenty years. Not only have hackers discovered more vulnerabilities, but the tools
used and technical knowledge required to hack a network have become simpler. There are
downloadable applications available that require little or no hacking knowledge to implement.
There are also inherent applications for troubleshooting a network that when used improperly
can pose severe threats.

Copyright © 2005, Cisco Systems, Inc. Security Fundamentals 2-5
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The Role of Security is Changing

1 Cisco.com

The need for security is
becoming more important
because of the following
reasons:

* Required for e-business

* Required for communicating
and doing business safely in
potentially unsafe environments

* Result has been that networks
require development and
implementation of a corporate-
wide security policy

©2003, Cisco Systems, Inc. Al rights reserved. CSVPN 40—2.7

Security has moved to the forefront of network management and implementation. It is necessary
for the survival of many businesses to allow open access to network resources, and ensure that
the data and resources are as secure as possible.

The need for security is becoming more important because of the following:

m  Required for e-business—The importance of e-business and the need for private data to
traverse public networks has increased the need for network security.

m  Required for communicating and doing business safely in potentially unsafe environments—
Today’s business environment requires communication with many public networks and
systems which increases the need for as much security as is possible when this type of
communication is required.

m  Networks require development and implementation of a corporate-wide security policy—
Establishing a security policy should be the first step in migrating a network to a secure
infrastructure.

2-6 Cisco Secure Virtual Private Networks 4.7 Copyright © 2005, Cisco Systems, Inc.
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The E-Business Challenge

T T Cisco.com
4 . \g 1
NS V)
Internet E-commerce Supply chain Customer care
business
value

Workforce E-learning
optimization

Internet
presence

Expanded access

Internet
dCGESS
heightened security risks

©2003, Cisco Systems, Inc. Al rights reserved. CSVPN 40—2:8

Business security
requirements
« Defense-in-depth
Multiple components

Integration into e-business
infrastructure

Comprehensive blueprint

Corporate
intranet

Security must be a fundamental component of any e-business strategy. As enterprise network
managers open their networks to more users and applications, they also expose these networks to
greater risk. The result has been an increase in the business security requirements.

The Internet has radically shifted expectations of companies’ abilities to build stronger
relationships with customers, suppliers, partners, and employees. Driving companies to become
more agile and competitive, e-business is giving birth to exciting new applications for e-
commerce, supply-chain management, customer care, workforce optimization, and e-learning—
applications that streamline and improve processes, speed up turnaround times, lower costs, and
increase user satisfaction.

E-business requires mission-critical networks that accommodate ever-increasing constituencies
and demands for greater capacity and performance. These networks also need to handle voice,
video, and data traffic as networks converge into multiservice environments.

Copyright © 2005, Cisco Systems, Inc. Security Fundamentals 2-7
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Legal and Governmental
Policy Issues

» Organizations that operate
vulnerable networks will face
increasing and substantial
liability.

+ US Federal legislation
mandating security includes the
following:

— GLB financial \
services legislation N

— Government Information
Security Reform Act

— HIPAA

©2003, Cisco Systems, Inc. All rights reserved.

Cisco.com

CSVPN 4.0—2:9

The legal ramifications of breaches in data confidentiality and integrity can also be extremely

costly for organizations. The US Government has enacted and is currently developing

regulations to control the privacy of electronic information. The existing and pending regulations

generally stipulate that organizations in violation could face a range of penalties. The following

are some examples:

m  Gramm-Leach Bliley (GLB) Act—Includes several privacy regulations for US financial

institutions. These institutions could face a range of penalties from termination of their FDIC

insurance to up to US $1 million in monetary penalties.

m  Government Information Security Reform Act of 2000—Agencies must undergo annual self-

assessments and independent assessments of their security practices and policies, which are

required for submission.

m  The Health Insurance Portability and Accountability Act (HIPAA) of 1996 (Public Law 104-
191)—Part of a broad Congressional attempt at incremental healthcare reform. The

“administrative simplification” aspect of that law requires the United States Department of

Health and Human Services (DHHS) to develop standards and requirements for maintenance

and transmission of health information that identifies individual patients. These standards are

designed to do the following:

— Improve the efficiency and effectiveness of the healthcare system by standardizing the

interchange of electronic data for specified administrative and financial transactions

Protect the security and confidentiality of electronic health information

2-8
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Even if an external hacker is the perpetrator of an attack, the company storing that information
can potentially be found negligent by the courts if the information was not adequately
safeguarded. Furthermore, companies that suffer breaches in data integrity might be required to
defend against lawsuits initiated by customers who are negatively affected by the incorrect or
offensive data and seek monetary or punitive damages.

Copyright © 2005, Cisco Systems, Inc. Security Fundamentals 2-9

https://t.me/learningnets



Network Security Policy

A security policy can be as simple as an acceptable use policy for network resources or it can be
several hundred pages in length and detail every element of connectivity and associated policies.

What Is a Security Policy?

£ Cisco.com

“A security policy is a formal statement of
the rules by which people who are given
access to an organization’s technology and
information assets must abide.”

—(RFC 2196, Site Security Handbook)

2003, Cisco Systems, Inc. Al rights reserved. CSVPN 4.0—2-11

According to the Site Security Handbook (RFC 2196), “A security policy is a formal statement
of the rules by which people who are given access to an organization’s technology and
information assets must abide.” It further states, “A security policy is essentially a document
summarizing how the corporation will use and protect its computing and network resources.”

2-10 Cisco Secure Virtual Private Networks 4.7 Copyright © 2005, Cisco Systems, Inc.
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Why Create a Security Policy?
TN

Cisco.com

* To create a baseline of your current security posture
* To set the framework for security implementation

* To define allowed and not allowed behaviors

* To help determine necessary tools and procedures

* To communicate consensus and define roles

* To define how to handle security incidents

©2003, Cisco Systems, Inc. All rights reserved. CSVPN 4.0—2-12

Security policies provide many benefits and are worth the time and effort needed to develop
them. Developing a security policy:

m  Provides a process to audit existing network security.

m  Provides a general security framework for implementing network security.

m  Defines which behavior is and is not allowed.

m  Helps determine which tools and procedures are needed for the organization.

m  Helps communicate consensus among a group of key decision makers and define
responsibilities of users and administrators.

m  Defines a process for handling network security incidents.
m  Enables global security implementation and enforcement. Computer security is now an
enterprise-wide issue and computing sites are expected to conform to the network security

policy.

m  Creates a basis for legal action if necessary.

Copyright © 2005, Cisco Systems, Inc. Security Fundamentals 2-11
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What Should the

Security Policy Contain?
T T TN TTTATIAATANT Cisco.com

- Statement of authority and scope

* Acceptable use policy

+ Identification and authentication policy
* Internet use policy

« Campus access policy

* Remote access policy

* Incident handling procedure
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The following are some of the key policy components:

m  Statement of authority and scope—This topic specifies who sponsors the security policy and
what areas the policy covers.

m  Acceptable use policy—This topic specifies what the company will and will not allow
regarding its information infrastructure.

m Identification and authentication policy—This topic specifies what technologies, equipment,
or combination of the two the company will use to ensure that only authorized individuals
have access to its data.

m Internet access policy—This topic specifies what the company considers ethical and proper
use of its Internet access capabilities.

m  Campus access policy—This topic specifies how on-campus users will use the company’s
data infrastructure.

m  Remote access policy—This topic specifies how remote users will access the company’s
data infrastructure.

m Incident handling procedure—This topic specifies how the company will create an incident
response team and the procedures it will use during and after and incident occurs.
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The Security Wheel

Cisco is serious about network security, and about its implications for the critical infrastructures
on which this and other developed nations depend. This topic summarizes the view that network
security is a continuous process.

Network Security

Is a Continuous Process
T TTTTTTTTTTTTT T TT T TTTTTITTITTITY Cisco.com

Network security is a Secure
continuous process
built around a security

policy: Improve
- Step 1: Secure

+ Step 2: Monitor

- Step 3: Test

 Step 4: Improve

Monitor
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After setting appropriate policies, a company or organization must methodically consider
security as part of normal network operations. This could be as simple as configuring routers to
not accept unauthorized addresses or services, or as complex as installing firewalls, intrusion
detection systems, centralized authentication servers, and encrypted virtual private networks.

After developing a security policy, secure your network using a variety of point products
(firewalls, intrusion detection, and so on.). Before you can secure your network, however, you
need to combine your understanding of your users, the assets needing protection, and the
network’s topology.
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Secure the Network
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Implement security Secure
solutions to stop or
prevent unauthorized
access or activities,
and to protect
information:

« Authentication

Security |, B Monitor

Improve Policy

* Encryption Test
* Firewalls
* Vulnerability patching
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The following are solutions identified to secure a network:

m  Authentication—The recognition of each individual user, and the mapping of their identity,
location, and the time to policy; and the authorization of their network services and what
they can do on the network.

m  Encryption—A method for ensuring the confidentiality, integrity, and authenticity of data
communications across a network. The Cisco solution combines several standards, including
the Data Encryption Standard (DES).

m  Firewalls—A firewall is a set of related progra