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Preface

Real-time computing plays a crucial role in our society since an increasing number
of complex systems rely, in part or completely, on computer control. Examples
of applications that require real-time computing include nuclear power plants,
railway switching systems, automotive and avionic systems, air traffic control,
telecommunications, robotics, and military systems. In the last years, real-time com-
puting was also demanded in new applications areas, such as medical equipment,
consumer electronics, multimedia systems, flight simulation systems, virtual reality,
and interactive games.

In spite of this large application domain, most of the current real-time systems
are still designed and implemented using low-level programming and empirical
techniques, without the support of a scientific methodology. This approach results in
a lack of reliability, which in critical applications may cause serious environmental
damage or even loss of life.

This book is a basic treatise on real-time computing, with particular emphasis on
predictable scheduling algorithms. The main objectives of the book are to introduce
the basic concepts of real-time computing, illustrate the most significant results in
the field, and provide the basic methodologies for designing predictable computing
systems useful in supporting critical control applications.

The book is written for instructional use and is organized to enable readers
without a strong knowledge of the subject matter to quickly grasp the material.
Technical concepts are clearly defined at the beginning of each chapter, and
algorithm descriptions are corroborated through concrete examples, illustrations,
and tables.

Contents of the Chapters

Chapter 1 presents a general introduction to real-time computing and real-time
operating systems. It introduces the basic terminology and concepts used in the
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book, discusses the typical application domains, and clearly illustrates the main
characteristics that distinguish real-time processing from other types of computing.

Chapter 2 introduces the general problem of scheduling a set of tasks on a
uniprocessor system. Objectives, performance metrics, and hypotheses are clearly
presented, and the algorithms proposed in the literature are classified in a taxon-
omy, which provides a useful reference framework for understanding the various
approaches. At the end of the chapter, a number of scheduling anomalies are
illustrated to show that real-time computing is not equivalent to fast computing.

The rest of the book is dedicated to specific scheduling algorithms, which are
presented as a function of the task characteristics.

Chapter 3 introduces a number of real-time scheduling algorithms for handling
aperiodic tasks with explicit deadlines. Each algorithm is examined in regard
to the task set assumptions, formal properties, performance, and implementation
complexity.

Chapter 4 treats the problem of scheduling a set of real-time tasks with periodic
activation requirements. In particular, three classical algorithms are presented
in detail: Rate Monotonic, Earliest Deadline First, and Deadline Monotonic. A
schedulability test is derived for each algorithm.

Chapter 5 deals with the problem of scheduling hybrid sets consisting of hard
periodic and soft aperiodic tasks, in the context of fixed-priority assignments.
Several algorithms proposed in the literature are analyzed in detail. Each algorithm
is compared with respect to the assumptions made on the task set, its formal
properties, its performance, and its implementation complexity.

Chapter 6 considers the same problem addressed in Chap. 5, but in the context of
a dynamic priority assignment. Performance results and comparisons are presented
at the end of the chapter.

Chapter 7 introduces the problem of scheduling a set of real-time tasks that
may interact through shared resources and hence have both time and resource
constraints. Three resource access protocols are described in detail: the Priority
Inheritance Protocol, the Priority Ceiling Protocol, and the Stack Resource Policy.
These protocols are essential for achieving predictable behavior, since they bound
the maximum blocking time of a process when accessing shared resources.

Chapter 8 is dedicated to non-preemptive and limited-preemptive scheduling,
often used in industrial applications to make task execution more predictable and
reduce the run time overhead introduced by arbitrary preemptions. Different solu-
tions are presented, analyzed, and compared in terms of implementation complexity,
predictability, and efficacy.

Chapter 9 deals with the problem of real-time scheduling during overload
conditions; that is, those situations in which the total processor demand exceeds the
available processing time. These conditions are critical for real-time systems, since
not all tasks can complete within their timing constraints. This chapter introduces
new metrics for evaluating the performance of a system and presents a new class
of scheduling algorithms capable of achieving graceful degradation in overload
conditions.

https://t.me/learningnets



Preface vii

Chapter 10 describes some basic guidelines that should be considered during
the design and the development of a hard real-time kernel for critical control
applications. An example of a small real-time kernel is presented. The problem
of time predictable inter-task communication is also discussed, and a particular
communication mechanism for exchanging asynchronous messages among periodic
tasks is illustrated. The final section shows how the runtime overhead of the kernel
can be evaluated and taken into account in the guarantee tests.

Chapter 11 discusses some crucial issues related to the design of real-time
applications. A few robot control examples are presented to illustrate how time
constraints can be derived from the application requirements, even though they are
not explicitly specified by the user. Then, the kernel primitives presented in Chap. 10
are used to illustrate a concrete programming example of real-time tasks for sensory
processing and control activities. Finally, some considerations are presented to
explain how to improve predictability and safety in cyber-physical real-time systems
that exploit machine learning algorithms.

Chapter 12 illustrates how to develop a C library to simplify the implementation
of real-time periodic tasks in Linux, thus hiding many of the low-level details that
are visible when programming at the operating system level. Such an abstraction
layer is built on top of the Pthread library and allows the user to create periodic
tasks with given periods and deadlines, manage time in a more practical way, and
check for deadline misses.

Chapter 13 concludes the book by presenting a number of real-time operating
systems, including standard interfaces (like RT-Posix, APEX, OSEK, and Micro-
ITRON), commercial operating systems (like VxWorks, QNX, OSE), and open
source kernels (like Shark, Erika, Marte, and Linux real-time extensions).

Difference with the Third Edition

This book contains several changes and additions with respect to the previous
edition. Several parts have been added to illustrate the most recent methods proposed
in the real-time literature, mistakes and typos have been corrected, and some
concepts have been further clarified, based on the observations received from
readers.

The most significant additions are the following:

¢ In Chap.4 on periodic task scheduling, several improvements of the Response
Time Analysis have been included, in order to reduce the number of iterations
of the algorithm and speed up the schedulability test. Then, an approximated
method based on a response time upper bound is presented to derive a sufficient
schedulability test with linear time complexity. Finally, Sect. 4.5.3 on Workload
Analysis has been extended to explain the method more clearly using examples
and figures.
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e In Chap. 7 on resource access protocols, a more precise method for computing
the worst-case blocking times is presented and illustrated with an example.

e In Chap.9 on handling overload conditions, the BROE protocol is presented to
manage the budget exhaustion in reservation servers that share resources with
other tasks. Also, a new section has been added to explain the variable-rate task
model, used to dynamically adapt the computational load in applications where
task activation rates depend on a physical system variable, as for engine control
tasks in automotive applications.

e In Chap. 11 on application design issues, a new section has been added to explain
how to improve predictability and safety in cyber-physical real-time systems that
exploit machine learning algorithms.

e Chapter 12 is new and has been added to present a library, built on top of the
Pthread library, for implementing periodic real-time tasks under Linux.

* The bibliography has been updated with additional references.
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Chapter 1 ®
A General View Check for

1.1 Introduction

Real-time systems are computing systems that must react within precise time
constraints to events in the environment. As a consequence, the correct behavior
of these systems depends not only on the value of the computation but also on the
time at which the results are produced [SR88]. A reaction that occurs too late could
be useless or even dangerous. Today, real-time computing plays a crucial role in our
society, since an increasing number of complex systems rely, in part or completely,
on computer control. Examples of applications that require real-time computing
include:

* Chemical and nuclear plant control,

e Control of complex production processes,
* Railway switching systems,

* Automotive applications,

* Flight control systems,

* Environmental acquisition and monitoring,
e Telecommunication systems,

e Medical systems,

* Industrial automation,

* Robotics,

e Military systems,

* Space missions,

* Consumer electronic devices,

e Multimedia systems,

e Smart toys, and

e Virtual reality.

In many cases, the real-time computer running the application is embedded into
the system to be controlled. Embedded systems span from small portable devices

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2024 1
G. Buttazzo, Hard Real-Time Computing Systems,
https://doi.org/10.1007/978-3-031-45410-3_1
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2 1 A General View

(e.g., cellular phones, cameras, navigators, ECG Holter devices, smart toys) to larger
systems (e.g., industrial robots, cars, aircrafts).

Despite this large application domain, many researchers, developers, and tech-
nical managers have serious misconceptions about real-time computing [Sta88],
and most of today’s real-time control systems are still designed using ad hoc
techniques and heuristic approaches. Very often, control applications with stringent
time constraints are implemented by writing large portions of code in assembly
language, programming timers, writing low-level drivers for device handling, and
manipulating task and interrupt priorities. Although the code produced by these
techniques can be optimized to run very efficiently, this approach has the following
disadvantages:

* Tedious programming. The implementation of large and complex applications
in assembly language is much more difficult and time-consuming than high-
level programming. Moreover, the efficiency of the code strongly depends on
the programmer’s ability.

* Difficult code understanding. Except for the programmers who develop the
application, very few people can fully understand the functionality of the
software produced. Clever hand-coding introduces additional complexity and
makes a program more difficult to comprehend.

* Difficult software maintainability. As the complexity of the application soft-
ware increases, the modification of large assembly programs becomes difficult
even for the original programmer.

 Difficult verification of time constraints. Without the support of specific tools
and methodologies for code and schedulability analysis, the verification of timing
constraints becomes practically impossible.

The major consequence of this approach is that the control software produced by
empirical techniques can be highly unpredictable. If all critical time constraints
cannot be verified a priori and the operating system does not include specific
mechanisms for handling real-time tasks, the system could apparently work well for
a period of time, but it could collapse in certain rare, but possible, situations. The
consequences of a failure can sometimes be catastrophic and may injure people, or
cause serious damages to the environment.

A high percentage of accidents that occur in nuclear power plants, space
missions, or defense systems are often caused by software bugs in the control
system. In some cases, these accidents have caused huge economic losses or even
catastrophic consequences, including the loss of human lives.

As an example, the first flight of the space shuttle was delayed, at considerable
cost, because of a timing bug that arose from a transient CPU overload during
system initialization on one of the redundant processors dedicated to the control
of the aircraft [Sta88]. Although the Shuttle control system was intensively tested,
the timing error was never discovered before. Later, by analyzing the code of the
processes, it has been found that there was only a 1 in 67 probability (about 1.5%)
that a transient overload during initialization could push the redundant processor out
of synchronization.
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Another software bug was discovered on the real-time control system of the
Patriot missiles, used to protect Saudi Arabia during the Gulf War.! When a Patriot
radar sights a flying object, the onboard computer calculates its trajectory, and,
to ensure that no missiles are launched in vain, it performs a verification. If the
flying object passes through a specific location, computed based on the predicted
trajectory, then the Patriot is launched against the target; otherwise, the phenomenon
is classified as a false alarm.

On February 25, 1991, the radar sighted a Scud missile directed at Saudi Arabia,
and the onboard computer predicted its trajectory, performed the verification, but
classified the event as a false alarm. A few minutes later, the Scud fell on the
city of Dhahran, causing victims and enormous economic damage. Later on, it was
discovered that, because of a long interrupt handling routine running with disable
interrupts, the real-time clock of the onboard computer was missing some clock
interrupts, thus accumulating a delay of about 57 ps/min. The day of the accident,
the computer had been working for about 100 h (an exceptional condition that was
never experienced before), thus accumulating a total delay of 343 ms. Such a delay
caused a prediction error in the verification phase of 687 m! The bug was corrected
on February 26, the day after the accident, by inserting a few preemption points
inside the long interrupt handler.

The examples of failures described above show that software testing, although
important, does not represent a solution for achieving predictability in real-time
systems. This is mainly due to the fact that, in real-time control applications, the
program flow depends on input sensory data and environmental conditions, which
cannot be fully replicated during the testing phase. As a consequence, the testing
phase can provide only a partial verification of the software behavior, relative to the
particular subset of data provided as input.

A more robust guarantee of the performance of a real-time system under all
possible operating conditions can be achieved only by using more sophisticated
design methodologies, combined with a static analysis of the source code and
specific operating systems mechanisms, purposely designed to support computation
under timing constraints. Moreover, in critical applications, the control system must
be capable of handling all anticipated scenarios, including peak-load situations, and
its design must be driven by pessimistic assumptions on the events generated by the
environment.

In 1949, an aeronautical engineer of the US Air Force, Captain Ed Murphy,
observed the evolution of his experiments and said: “If something can go wrong,
it will go wrong.” Several years later, Captain Ed Murphy became famous around
the world, not for his work in avionics but for his phrase, simple but ineluctable,
today known as Murphy’s law [Blo77, Blo80, Blo88]. Since that time, many other
laws on existential pessimism have been formulated to describe unfortunate events
in a humorous fashion. Due to the relevance that pessimistic assumptions have on

1 L’Espresso, Vol. XXXVIII, No. 14, 5 April 1992, p. 167.
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Table 1.1 Murphy’s laws on real-time systems

Murphy’s general law

If something can go wrong, it will go wrong.
Murphy’s constant

Damage to an object is proportional to its value.
Naeser’s law

One can make something bombproof, not jinx-proof.
Troutman postulates

1. Any software bug will tend to maximize the damage.
2. The worst software bug will be discovered 6 months after the field test.

Green’s law

If a system is designed to be tolerant to a set of faults, there will always exist an idiot so skilled
to cause a nontolerated fault.

Corollary
Dummies are always more skilled than measures taken to keep them from harm.
Johnson’s first law
If a system stops working, it will do it at the worst possible time.
Sodd’s second law
Sooner or later, the worst possible combination of circumstances will happen.
Corollary
A system must always be designed to resist the worst possible combination of circumstances.

the design of real-time systems, Table 1.1 lists the most significant laws on the topic,
which a software engineer should always keep in mind.

1.2 'What Does Real Time Mean?

1.2.1 The Concept of Time

The main characteristic that distinguishes real-time computing from other types of
computation is time. Let us consider the meaning of the words fime and real more
closely.

The word time means that the correctness of the system depends not only on
the logical re