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Students, this letter describes important
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Welcome to Cisco Systems Learning. Through the Cisco Learning Partner Program,
Cisco Systems is committed to bringing you the highest-quality training in the industry.
Cisco learning products are designed to advance your professional goals and give you
the expertise you need to build and maintain strategic networks.

Cisco relies on customer feedback to guide business decisions; therefore, your valuable
input will help shape future Cisco course curricula, products, and training offerings.
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final day of class, your instructor will provide you with a URL directing you to a short
post-course evaluation. If there is no Internet access in the classroom, please complete
the evaluation within the next 48 hours or as soon as you can access the web.

On behalf of Cisco, thank you for choosing Cisco Learning Partners for your
Internet technology training.
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Cisco Systems Learning
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IP6FD

Course Introduction

Overview

The IPv6 Fundamentals, Design, and Deployment (IP6FD) 3.0 course is an instructor-led
course presented by Cisco training partners to their end-user customers. This five-day course
aims at enabling learners to study and configure Cisco IOS Software IP version 6 (IPv6)
features. The course is a technology course covering IPv6 design and implementation topics. It
provides an overview of IPv6 technologies, briefly covers history of IPv6, describes IPv6
operations, addressing, routing, services, transition, and deployment of IPv6 in enterprise
networks. The course also includes case studies useful for deployment scenarios.

Learner Skills and Knowledge

This subtopic lists the skills and knowledge that learners must possess to benefit fully from the
course. The subtopic also includes recommended Cisco learning offerings that learners should
first complete to benefit fully from this course.

e 3
Learner Skills and Knowledge

= Cisco CCNA® certification:
— Interconnecting Cisco Network Devices 1 (ICND1)
— Interconnecting Cisco Network Devices 2 (ICND2)

= Understanding of networking and routing (on Cisco CCNP®
level, but no formal certification is required).

= Working knowledge of the Microsoft Windows operating
system.

https://t.me/learningnets



Course Goal and Objectives

This topic describes the course goal and objectives.

“To help network engineers with the implementation,
configuration, and maintenance of |IPv6 networks

using Cisco devices running Cisco 10S Software.”

IPv6 Fundamentals, Design, and Deployment

Upon completing this course, you will be able to meet these objectives:

m  Describe the factors that led to the development of IPv6, and the possible usages of this
new IP structure

m  Describe the structure of the IPv6 address format, how IPv6 interacts with link-layer
technologies, and how IPv6 is supported in Cisco 10S software

m  Describe the nature of changes to DNS and DHCP to support [Pv6, and how networks can
be renumbered using both services

m  Understand the updates to IPv4 routing protocols needed to support IPv6 topologies
m  Understand multicast concepts and IPv6 multicast specifics

m  Describe [Pv6 transition mechanisms and which methods will be most effective in your
network

®m  Describe security issues, how security for IPv6 is different than for [Pv4, and emerging
practices for IPv6-enabled networks

m  Describe the standards bodies that define IPv6 address allocation, as well as one of the
leading IPv6 deployment issues, multihoming

m  Describe the deployment strategies service providers are facing when deploying IPv6

m  Describe case studies for enterprise, service provider, branch, and access networks

2 IPv6 Fundamentals, Design, and Deployment (IP6FD) v3.0 © 2010 Cisco Systems, Inc.
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Course Flow

This topic presents the suggested flow of the course materials.

Course Flow
Course
Introduction Module 4
Module 1: (Cont)
A Introdul::tion to ilgdlils & Module 7 Mooy
M IPv6 (Cont.) (Cont.) (Cont.)
) Module 5: IPv6
Module 2 IPv6 Multicast
Operations Services
Lunch
Module 5 Module 7 Module 9
Vodule 2 (Cont.) (Cont.) (Cont.)
(Cont.) Module 4:  y10441e 6: IPV6
) |PV6-Enabled oTrL:ar?sitionv Module 8: Module 10:
M Routing Mechanisms Deploying IPv6 IPv6 Case
Protocols 9 6 Studies
. Module 9: IPv!
Module 3: IPv6 b
Sorinas Module 7: IPv6 and Service Course
Security Providers Wrap-Up

The schedule reflects the recommended structure for this course. This structure allows enough
time for the instructor to present the course information and for you to work through the lab

activities. The exact timing of the subject materials and labs depends on the pace of your
specific class.

© 2010 Cisco Systems, Inc. Course Introduction 3
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Additional References

This topic presents the Cisco icons and symbols that are used in this course, as well as
information on where to find additional technical references.

Cisco Icons and Symbols

& 9 e

Cisco 10S Router Multilayer Workgroup

Switch Switch
o/ S
NG
Network
Cloud Laptop Server

Cisco Glossary of Terms

For additional information on Cisco terminology, refer to the Cisco Internetworking Terms and
Acronyms glossary of terms at
http://docwiki.cisco.com/wiki/Category:Internetworking Terms and Acronyms %28ITA%29.

4 IPv6 Fundamentals, Design, and Deployment (IP6FD) v3.0 © 2010 Cisco Systems, Inc.
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Module 1

Introduction to IPv6

Overview

The growth of the Internet and the adoption of networking over the past 20 years are pushing
the IP version 4 (IPv4) to the limits of its addressing capacity and its ability for continued
growth. To sustain the evolution of the Internet, the Internet Engineering Task Force (IETF)
developed a next-generation protocol, IP version 6 (IPv6). This module describes the factors
leading toward IPv6 development and compares IPv4 with IPv6.

Module Objectives

Upon completing this module, you will be able to describe the factors that led to the
development of IPv6 and possible uses of this new IP structure. This ability includes being able
to meet these objectives:

m  Describe the history of IPv4 and the rationale for implementing IPv6 to resolve IPv4
addressing and security issues

m  Explain the benefits of addressing with IPv6, and describe how larger IPv6 address sizes
facilitate autoconfiguration and aggregation

®  Describe market drivers and the rationale to move to IPv6; explain the importance of native
IPv6 content and how its availability is a motivation to move

https://t.me/learningnets
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Lesson 1

Explaining the Rationale for
IPV6

Overview

The development of IP version 6 (IPv6) is a process that has been under way since 1993.
Fearing that the world may exhaust the IP version 4 (IPv4) address space, developers of the
next-generation protocol, IPv6, not only remedied the address shortage issue but also enhanced
the IP. The process of developing a transition plan will also require justification for adopting
IPv6. This lesson describes the history of IP networking, defines the IP address shortage issue,
and provides foundational materials for advocating a transition to IPv6.

Objectives

Upon completing this lesson, you will be able to describe the history of IPv4 and the rationale
for implementing IPv6 to resolve IPv4 addressing and security issues. This ability includes
being able to meet these objectives:

m  Describe the expansion and adoption of [Pv4
B Describe address exhaustion in IPv4
®m  Describe the rationale for creating a next-generation IP

m  Describe why existing solutions, such as NAT, create new issues

https://t.me/learningnets



IP Address Allocation

This topic describes the expansion and adoption of IPv4.
]

Feature Issues in IPv4

= [Pv4 was designed in a time with different network
requirements:

— Originally a military protocol

— Provided resilient communications and independent path
selection

= While becoming a standard for communications, mechanisms
were added later to support the evolution of networks:

— Security: IPsec protocol suite

— Device roaming: Mobile IP

— QoS: RSVP, DiffServ

— Address scarcity: DHCP, NAT, CIDR, VLSM

When the concept of TCP/IP was originally developed by Vint Cerf and Robert Khan under the
auspices of the Defense Advanced Research Projects Agency (DARPA), a U.S. Department of
Defense (DoD) agency, modern-day network requirements—such as security, quality of
service, device autoconfiguration, privacy, and a high level of network device diversity—did
not necessarily apply. The DARPA (then known only as ARPA) network was expected to be a
closed network that is limited to a few thousand users, mostly scientists from government and
academia.

As the use of networking exploded and the Internet emerged, many modern-day network
requirements became necessary for the continued growth of the Internet and the large-scale
adoption of networking and computers in an enterprise environment.

Nowadays, the IP supports networks all around the world, including businesses, social
networks, and governments. To address usage growth, many mechanisms had to be developed
to provide security, quality of service (QoS), mobility, and so on.

1-4 IPv6 Fundamentals, Design, and Deployment (IP6FD) v3.0 © 2010 Cisco Systems, Inc.
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. |
IP Address Allocation and History

= Address pool usage introduced conservation and optimization efforts,
including:

— PPP and DHCP address sharing, and endpoints behind NAT

— Subscriber-Grade NAT and Carrier-Grade NAT

— CIDR and VLSM for address class segmentation and improved routing
= Theoretical limit of 32-bit space is approximately 4.3 billion devices.
= Practical limit of 32-bit space is approximately 250 million devices.
= Neither of these can accommodate one IP address per person.

1981: IPv4 published 100,00%

90,00%
1985: ~1/16 of total space used 80.00% —7
1990: ~ 1/8 of total space used ;g'gg:f: //
1995: ~ 1/3 of total space used 50,00% >

40,00% =
2000: ~ 1/2 of total space used 30,00% I

20,00%
2003: ~ 2/3 of total space used 10.00% Tt
2005: ~ 3/4 of total space used 0.00% ' '

1980 1990 2000 2010

2010: ~ 9/10 of total space used

The American Registry for Internet Numbers (ARIN) has 15 /8s allocated directly from the
Internet Address and Numbering Authority (IANA). This does not include the 20 /8s for U.S.
corporations (nondefense) or the 64 /8s of the legacy /16s. (These are the address blocks
allocated directly from IANA before the formation of ARIN, more commonly referred to as
“swamp” space.)

China has approximately one /8, with a larger student population than North America. India has
a smaller allocation, but its population is expected to surpass the population of China.

Many allocated Class A addresses are not used and can probably be reclaimed. However, it is
much more difficult to obtain new addresses, because they are an increasingly scarce resource.
Many conservation efforts, including classless interdomain routing (CIDR), Network Address
Translation (NAT), address reclamation, and DHCP, have significantly extended the lifetime of
IPv4 and allowed deployment of IP-based networks that would have otherwise been forced to
use alternative methods.

Note A /8 is equivalent to a Class A block of IPv4 addresses, or 16 million IP addresses. A /16 is
equal to a Class B address block or 65,536 IPv4 addresses.

Temporary or semipermanent connections, such as dialup or cable-modem xDSL, which are
given either temporary or private IPv4 addresses, prohibit the end user from deploying certain
IP-based services. New networks find it increasingly difficult to obtain IPv4 addresses from the
registries. With IPv4, technologies such as wireless telephones, personal digital assistants, in-
car computers, and home appliances will not be allocated global addresses, because there are
too many such devices. In some countries, end users are at a third, fourth, or even fifth layer of
NAT networks, limiting them to the most basic of services.

The 32-bit address space of IPv4 accommodates more than 4 billion devices. No addressing
scheme is optimal, but to compare different addressing schemes a logarithmic ratio, known as
the HD-ratio, is applied to other address spaces—such as the address spaces used in telephone
numbers—to compare efficiency of use. IPv4 was not better or worse than others, but the class
hierarchy (A, B, C) makes the IPv4 address space less efficient.

© 2010 Cisco Systems, Inc. Introduction to IPv6 1-5
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Tip

The phone system illustrates the inefficiencies in number allocation when the number space
is hierarchically arranged. Suppose that two cities need new area codes, from which new
local exchanges can be drawn. Each city is assigned one new area code. Soon thereafter,
one city grows more quickly and needs more numbers, while the other city experiences no
additional growth. Because numbers are grouped into area codes, the responsible
organization cannot “borrow” exchange numbers from the “no-growth” city to give to the
“growth” city. Exchanges are only valid within a given area code. The inability to easily
reallocate phone number assignments between area codes adds inefficiency to the use of
the overall number space. Similarly, with IP addresses, some allocations are densely used
(most IP addresses assigned) while others are sparsely assigned. The result is that the total
“practical” limit of available phone numbers (or IP addresses) is much smaller than the
theoretical maximum.

1-6
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History of IPv4

This topic describes address exhaustion in [Pv4.

e |
IPv4 Improvement Opportunities

Three decades of IPv4 use have identified several
opportunities for improvement:

= Variable-length options make padding inefficient for hardware
implementations.

= The fragmentation process creates undue overhead and
necessitates using the Flag, Fragment Offset, and Header
Checksum fields.

= |t is inefficient to add new services to IPv4 packet, which are
then implemented using Layer 4 protocols.

During the past 30 years, a remarkable number of services have been developed for networks
and the Internet. Experience with IP has helped to identify several areas for improvement.
During development of the next-generation IP, attempts were made to improve several
inefficiencies, such as these:

®  The IPv4 header may be of variable length. The Options field provides the ability to do
source routing, record the packet route, and provide address extension information. (See
http://www.iana.org/assignments/ip-parameters for a more detailed list of options.) Since
the option data is not a consistent length, padding is often applied to the field. Padding the
Options field ensures that the data will start on a 32-bit boundary. Consequently, the field
has variable-length headers, creating more overhead in the forwarding process.

m  Heterogeneous networks may have many different path maximum transmission units
(MTUs). For example, link A on a path may be 1500 bytes, while link B on the same path
may be 1300 bytes, necessitating packet fragmentation. This creates overhead for the
routing device forwarding the packets, both in fragmentation and in recalculating the
checksum.

© 2010 Cisco Systems, Inc. Introduction to IPv6 1-7
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|
Short History of IPv4
1969 =1+~ DARPA is commissioned by the DoD for research networking.
1972 == First public test of ARPANET held at ICCC in Washington, D.C.
1973 =t— Kahn and Cerf push concept of “Internet.”
1974 == Kahn and Cerf publish the details for TCP.
1975 —+— TCPis split into TCP and IP.
1981 =1~ |IPv4 specification is published in RFC 791.
1991 —+— World Wide Web is developed.
1993 —}~ Mosaic is released.
1993 —~ CIDR published, RFC 1519.
1994 —= NAT developed, RFC 1631.
1996 —— Private IP address space, RFC 1918.
2001 =+ 50% of IPv4 32-bit address space allocated.
2005 == 75% of IPv4 32-bit address space allocated.
2009 —— First “serious” IP address shortage, also in “developed” countries.

The concept of networking was introduced by J.C.R. Licklider of the Massachusetts Institute of
Technology in August 1962, when he discussed his “Galactic Network™ concept. During the
1960s, the idea took form in numerous papers, culminating with the U.S. DoD commissioning
DARPA to develop the network concept. Through a series of development iterations, TCP and,
eventually, IP were created. IPv4 was standardized in 1981.

1-8 IPv6 Fundamentals, Design, and Deployment (IP6FD) v3.0 © 2010 Cisco Systems, Inc.
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Next Generation of IP

This topic describes the rationale for creating a next-generation IP.

]
Short History of IPv6
1990 == Exhaustion of IPv4 Class B by 1994 predicted.
1991 =4— Routing and Addressing (ROAD) group formed to address routing.
1993 =1 IPng proposals (RFC 1550) solicited.
1994 == NAT RFC approved (RFC 1631—now out of date).
1995 == First specification: RFC 1883.
1996 —1— 6bone started.
1997 =1 First attempt at provider-based address format.
1998 == First IPv6 exchange: 6tap.
1999 —— Registries assign IPv6 prefixes. IPv6 Forum formed.
2001 == Major vendors bundle IPv6 in their mainstream product lines.
2006 == 6bone closed.
2007 == |ETF working group closed.
2009 == First FCS of IPv6 UCS.

Following the new address space study, the consensus was that there was enough time to
develop a new protocol with added functionalities instead of deploying a new protocol that just
added larger new addresses. This meant that there was an opportunity to fix problems
associated with the IPv4 addressing scheme and create a new protocol for future needs.

The process included collecting requirements from various industries: cable, wireless, electric
power utilities, military, corporate networks, service providers, and others. A call for proposals
(RFC 1550) was issued, and several proposals were studied.

Of all the proposals, three warranted more extensive analysis and attention: Common
Architecture for Next Generation IP (CATNIP), Simple Internet Protocol Plus (SIPP), and TCP
and User Datagram Protocol (UDP) with Bigger Addresses (TUBA). The recommended
proposal, submitted by the Internet Engineering Task Force (IETF) (RFC 1752), was the SIPP,
with a larger address space. The main author of SIPP was Steve Deering. A working group was
established, and the first specification came in late 1995 (RFC 1883).

The major milestones of IPv6 are as follows:

m 1996: A testbed of IPv6, called the 6bone, was started over the Internet. At this time, Cisco
already had support for IPv6 on a limited number of Cisco hardware platforms.

B 1997: A first attempt was made for a provider-based address format.

B 1999: Registries started to assign [Pv6 prefixes to ISPs.

m  1999: The IPv6 Forum was founded.

®  2000: Many vendors began to bundle IPv6 into their mainstream product lines.

m  2002: Cisco introduced IPv6 generic availability in Cisco 10S Software Release 12.2(1)T.

© 2010 Cisco Systems, Inc. Introduction to IPv6 1-9
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What About IPv5?

= |Pv5 is the IP number of the Internet Stream Protocol,
because it uses the same data link layer framing as 1Pv4:

— Experimental protocol
— Addresses resource reservation

— Designed to coexist with IPv4; not a replacement—same
addressing scheme

= Resource reservation is now done using other protocols.

IPv5 was an experimental Resource Reservation Protocol that is intended to provide quality of
service (QoS) and defined as the Internet Stream Protocol version 2 (ST2). It is based on the
work of Jim Forgie in 1979, as documented in Internet Experiment Notes (IEN) 119, and
consists of two protocols:

m  ST2, for the data transport
m  Stream Control Message Protocol (SCMP)
ST2 is designed to coexist with IP on each node. A typical distributed multimedia application

would use both protocols: IP for the transfer of traditional data and control information and ST2
for the transfer of real-time data. It uses the same addressing schemes to identify hosts.

ST2 does not replace IP, but it has an IP version number (5) because it uses the same data link
layer framing as IPv4. Resource reservation now uses other protocols, for example, Resource
Reservation Protocol (RSVP).

ST2 protocol is documented in RFC 1819.

1-10
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IPv4 Workarounds

This topic describes why existing solutions, such as NAT, create new issues.
_________________________________________________________________________]

IPv4 Exhaustion Workarounds

= To extend the lifetime and usefulness of IPv4 and circumvent
address shortage, several mechanisms were created:

— Classless Interdomain Routing (CIDR)

— Variable Length Subnet Masks (VLSM)

— Network Address Translation (NAT)

— Dynamic Host Configuration Protocol (DHCP)

= QOver the years, hardware support has been added to devices
to support IPv4 enhancements.

IPv4 addresses were originally assigned in several fixed-length blocks, commonly referred to as
“classes.” Address recipients were allocated Class A, B, or C address blocks, which ranged
from approximately 16 million addresses for Class A to 255 addresses for Class C. This
allocation policy was not very efficient and resulted in entities receiving many more addresses
than they required. As early as 1993, it was stated in RFC 1519 that address depletion was an
eventuality.

In an effort to allocate addresses more efficiently, CIDR was developed, which allowed the
address space to be divided into smaller blocks. In 1994 it was clear that CIDR alone would not
provide enough room in the IPv4 address space to allow time for its successor to be developed
and deployed. NAT was the proposed temporary workaround. NAT introduced a model in
which a device facing outward to the Internet would have a globally routable IPv4 address,
while the internal network would be configured with private addresses. These private addresses
could never leave the site, so they could be identical in many different enterprise networks. In
this way, even large enterprises with thousands of systems could hide behind few routable
public networks. As long as the number of client systems behind the NAT (that is, those with
hidden private addresses) is large, and those clients are using “well-behaved” applications and
are truly clients, not servers, NAT does indeed conserve address space.

Variable-length subnet masks (VLSMs) allow more efficient use of [P addresses, specifically
on small segments such as point-to-point serial links. VLSM usage was recommended in 1995
in RFC 1817, and in fact, CIDR and VLSM support is a prerequisite for ISPs to receive
additional allocations.
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Tip VLSM improves address allocation efficiency at the expense of simplicity. It is simpler to
have a standard subnet size—perhaps a /24 or “Class C” subnet. That is inefficient,
however, if most subnets in an organization only have 30 or 40 (or even 5) nodes on them.
Using VLSM, a 30-node subnet can be allocated a /27, and eight /27 networks can be
allocated from a single /24. This complexity must be managed, however, and has other
impacts. For example, routing protocols used before VLSM was introduced did not have to
carry subnet masks; they assumed that networks had a fixed, consistent netmask. For IPv4,
with its limited address space, VLSM has greatly extended the lifetime of the protocol.
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Network Address Translation

= NAT provides a way to use a public external address to
connect several endpoints with internal addresses behind
one or a small number of routable addresses.

= NAT has many implications:

— Breaks the end-to-end model of IP, especially for inbound
connections

— Mandates that the network keeps the state of connections;
however, stateful devices introduce greater security

192.0.2.1
g g Internet
~ ~ é NAT Device
[ [

10.10.10.20 10.10.10.21 10.10.10.1

One of the arguments against deploying IPv6 is that NAT will solve the problems of limited
address space in IPv4. NAT typically translates packets from a network that uses the private
address space (RFC 1918) to the Internet. The use of NAT merely delays the exhaustion of the
IPv4 address space by using global addresses for large internal networks.

These address spaces are used within private networks:

® 10.0.0.0/8

m 172.16/12

m 192.168/16

There are several negative implications of using NAT, some of which are identified in RFC
2775 and RFC 2993, as follows:

m  NAT breaks the end-to-end model of IP. IP was defined so that underlying layers do not
process the connection; only the endpoints process the connection.

m  NAT implies that the network needs to keep the state of the connections because it has to
remember the translation of addresses and ports. The need to keep the state of the
connections in NAT makes fast rerouting difficult in case the NAT device fails or the links
near the NAT device fail.
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Network Address Translation (Cont.)

NAT has additional implications:
= Inhibits end-to-end network security (IPsec)
= Requires upgrade when a new application is not NAT-friendly
= Application Layer Gateways not as fast as IP forwarding

= Merging of private networks difficult (if they use overlapping
IP address ranges)

These are other negative implications of NAT:

m  NAT inhibits end-to-end network security. To protect the integrity of the IP header by
some cryptographic functions, the IP header cannot be changed between the origin of the
packet (to protect the integrity of the header) and the final destination (to check the
integrity of the received packet). Any translation of parts of a header on the path will break
the integrity check. In some cases, you can use adaptations to partially solve the security
issue. For example, user hacking.

m  When applications are not “NAT-friendly”—which means that, for a specific application,
more than just port and address mapping are necessary to forward the packet through the
NAT device—NAT has to embed complete knowledge of all the applications to perform
correctly. This is especially the case for dynamically allocated ports with rendezvous ports,
embedded IP addresses in application protocols, security associations, and so on.
Therefore, the NAT device needs to be upgraded each time a new non-NAT-friendly
application is deployed. For example, peer-to-peer.

®  When different networks use the same private address space, such as 10.0.0.0/8, and they
have to merge or connect, there is an address-space collision. Different hosts have the same
address, and routing disables reaching the other network. This can be resolved by
techniques such as renumbering or Twice NAT. (Twice NAT is the practice of changing
both the source and destination address of a packet.) However, these techniques are costly
and, later on, increase NAT complications.
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NAT Inhibits Access to Internal Servers

= When many internal servers need to be reachable from
outside, NAT becomes an important issue.

:.'.

Global
Addressing

r'e
QJ & ; Realm

NAT can be useful when there are many devices inside and very few reachable addresses
outside. The ratio of internal to reachable must be large to make NAT effective. However,
when there are many servers inside, NAT becomes a problem because the same protocol cannot
be multiplexed on the same port using the NAT external address. For example, two internal
servers using the same port cannot use the same external address without changing the port
number.

Each inside server that has to be reachable from the outside will start using one external
address. As the number of nodes acting like servers increases (applications running on a node
that would make it act like a server, even temporarily), so can the consumption of external IPv4
addresses. With a limited pool of external addresses, NAT effectiveness decreases.
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Summary

This topic summarizes the key points that were discussed in this lesson.

e |
Summary

= The adoption of networking and particular services, such as
email and the web, drove IPv4 address consumption.

= |nitial inefficient IPv4 address allocation methods and
subsequent Internet growth is exhausting the IPv4 address
space.

= Advanced features, such as QoS, IPsec, and the growing
scarcity of IPv4 addresses, prompted the development of
IPVv6.

= NAT, while stalling IPv4 address exhaustion, has several
limitations, including inhibiting end-to-end security and
increasing the complexity of network administration.
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Lesson 2

Evaluating IPv6 Features and
Benefits

Overview

Similar to any upgrade in technology, there should be enough enhancements and benefits to
warrant the time, effort, and cost associated with the upgrade process. IP version 6 (IPv6)
provides several improvements over its predecessor and has new features that will help support
the continued growth of the Internet. This lesson describes IPv6 features and benefits.

Objectives

Upon completing this lesson, you will be able to explain the benefits of addressing with I[Pv6
and describe how larger [Pv6 address sizes facilitate autoconfiguration and aggregation. This
ability includes being able to meet these objectives:

Describe the features and benefits of IPv6

Explain the size of an IPv6 address

Describe how a larger IPv6 address space enables autoconfiguration and aggregation
Discuss advanced IPv6 features

Discuss the transition strategies to IPv6
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Features and Benefits of IPv6

This topic describes the features and benefits of IPv6.

IPv6 Main Features

= Larger address space: Global reach capability, flexibility,
aggregation, multihoming, autoconfiguration, “plug-and-play,”
renumbering

= Simpler header: Routing code streamlined, simpler
processing in hardware

= Security and mobility: Built into the standard, not as
extensions

= Transition richness: Several mechanisms available, including

“dual-stacking”

IPv6 includes a number of features that make it attractive for building global-scale, highly
effective networks. The larger address space, strict aggregation, and autoconfiguration provide

important capabilities.

Streamlined header structures make processing IPv6 packets faster and more efficient for
intermediate routers within the network. This is especially true when large numbers of packets
are routed in the core of the IPv6 Internet. Features that were not part of the original 1Pv4

specification, such as security and mobility, are now built into IPv6.

IPv6 also includes a rich set of transition tools to allow an easy, nondisruptive transition over

time to IPv6-dominant networks.
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Larger Address Space

IPv4:
= 32 bits
= =4,294,967,296 possible addressable nodes

IPv6:
= 128 bits: 4 times larger in bits
= = ~3.4 * 1038 possible addressable nodes
= =340,282,366,920,938,463,463,374,607,431,768,211,456

IPv4 = 32 Bits

IPv6 = 128 Bits

IPv6 increases the number of address bits by a factor of four, from 32 to 128 bits. During the
IPv6 design specification, there was a debate about whether to use 64, 128, or 160 bits. The
choice of 128 bits was found to be the most appropriate, because it enables a very large number
of possible addressable nodes. However, as in any addressing scheme, not all the addresses can
be used.

Increasing the number of bits for the address also means an increase in the header size. Since
each IP header contains both a source address and a destination address, the size of the header
fields containing the addresses is 64 bits for IPv4 and 256 bits for IPv6.

With the upcoming phenomenon of social networks and persons owning multiple devices
connected at the same time (mobile phones, home-theater PCs, content servers, and so on),
IPv6 is suitable to enable end-to-end communication.
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IPv6 Addresses

This topic describes the size of an [Pv6 address.

Global Reachability

= Endpoints have a globally reachable address for incoming
connections.

= End-to-end reachability, full support of application protocols,
and end-to-end security boosts peer-to-peer communication.

@7( < ?/ K’
g IPv6 _“

Internet

/1$

5
’ >

~
/

The important issue that motivated the IPv6 effort was the study predicting that address space
exhaustion would result from the attempt to give an address to each device on the Internet. By
using a much larger address space than IPv4, IPv6 enables the use of a global and reachable
address for almost every kind of device: computers, IP phones, IP faxes, TV setup boxes,
cameras, pagers, wireless personal digital assistants (PDAs), cell phones, home networking
systems, and vehicles. Trying to fit all those devices into the current IPv4 address space is
nearly impossible.

A unique address for each device enables the end-to-end reachability that is especially
important for telephone calls. Unlike Network Address Translation (NAT) devices, IPv6
enables complete support of application protocols without needing special processing at the
edges of the networks. It also enables end-to-end security.
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Multiple Levels of Addressing Hierarchy

= Multiple levels of hierarchy inside the address space allow
better segmentation of the network to follow organizational
structure (/48 or /56 given to end users)

More flexibility, more privacy, new functionalities

IPv6 = 128 Bits

A much larger address space allows the use of multiple levels of hierarchy inside the address
space. Each level can help aggregate the traffic and enhance the allocation function. By using
multiple levels in the hierarchy, the larger address space permits flexibility and new
functionalities, such as the scoping of addresses (site-local, link-local) in the protocol. A
flexible addressing architecture is often crucial to a network protocol.

Typical allocations of address space are as follows:

m /32 for a large ISP

m /48 or /56 for a typical enterprise, home, or other place needing more than one network

m /64 for environments where only one network is needed

m /128 for environments where one, and only one, host will need an address

Within the enterprise scenario, it is expected that the first 48 bits are the overall enterprise
allocation, which will be split into 16 bits for networks (65,535 networks). Each network will

have 64 host bits (primarily for autoconfiguration, not because there would be that many hosts
on a single network).
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IPv6 Autoconfiguration and Aggregation

This topic describes how a larger IPv6 address space enables autoconfiguration and
aggregation.

Aggregation

= Aggregation of prefixes announced in global routing table

= Efficient and scalable routing because of simpler routing
tables

Customer1/

2001:0410:0001::/48

2001:410:1:1::/64
2001:410:1:2::/64

a\ ISP

2001:0410::/32

Customer 2 4 IPv6 Internet

2000::/3

Only announces
the /32 prefix

2001:0410:0002::/48

A larger address space makes room for large address allocations to service providers and
organizations. Having a large enough prefix for the whole network of an organization enables
that organization to use only one prefix. On another level, the ISP is able to aggregate all of its
customer prefixes into a single prefix and announce this one prefix to the IPv6 Internet.

This aggregation promotes efficient and scalable routing. To connect all kinds of devices and
networks on the Internet in the future, scalable routing will be required.

However, this is an oversimplified view. In fact, private peering agreements among all Tier-2
ISPs can undermine complete aggregation. For the core backbone Internet routers, however, a
maximum prefix length will be carried (perhaps /32, perhaps something a little longer, but
almost certainly not /48). Therefore, route aggregation will be better than it is on the [Pv4
Internet.
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Multiple Addresses

= Multiple simultaneous addresses for hosts and networks
= Multihoming support: provider-based or provider-independent

(since 2009)
Only announces
ISP its /32 prefix
2001:0410::/32
Customer 2 IPv6 Int?rnet
2000::/3
’ ISP /
2001:0410:0002:/48 2001:0418::/32 ’
2001:0418:0001:/48 ; Only announces

its /32 prefix

It is not simple to connect a network to multiple providers with IPv4. At the very least,
multihoming breaks any kind of aggregation in the global routing table. However, multihoming
is desirable for networks that require high availability.

Having a much larger address space, IPv6 enables the use of multiple simultaneous prefixes for
a network, allowing multihoming without stressing the global routing table. This situation is not
currently possible in IPv4.

The IPv6 model, however, is not without flaws. Having multiple prefixes available to
enterprises introduces new challenges. These challenges include overcoming the restrictive
nature of aggregation for global networks, detecting when a prefix is no longer being routed
(due to an ISP outage), added complexity to the Domain Name Service (DNS) infrastructure,
and choosing which prefix to source packets from when multiple, globally routable addresses
are available.

Note There are many ways to make the source address selection, which is covered more fully in
Default Address Selection for IP version 6 (IPv6) (RFC 3484).

To support “traditional” multihoming using BGP for path selection in the same way as 1Pv4,
Réseaux IP Européens (RIPE) opened the applications (in 2009) for the enterprises to request
IPv6 provider-independent address space. This way, the customer advertises the same IPv6
prefix to both service providers, and BGP takes care of customer reachability in the service
provider backbones.
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Stateless Autoconfiguration

= Often uses Layer 2 identifier (derived from OUI)
= Autoconfiguration with no collisions
= “Plug-and-play”

= Suitable for embedded networks for industrial use (dispersed
seismic sensors, etc.), but lack of capability to communicate
DNS settings

3
MAC Address: 2
00:2¢:04:00:fe:56 ]

Host autoconfigured address:
prefix received + 64-bit
interface ID

Router sends
network-type information
(prefix, default route, and so on)

Having a much larger address space available, IPv6 engineers designed a way to enable
autoconfiguration of the addresses while still keeping the global uniqueness. A router on the
local link will send network-type information, such as the prefix of the local link and the
default route, to all the nodes on the local link. A host can autoconfigure itself by appending its
data link layer address (in a special 64-bit extended unique identifier [EUI]-64 format) to the
local link prefix (64 bits). This autoconfiguration results in a complete 128-bit [Pv6 address that
is usable on the local link and is, most likely, globally unique. To avoid the rare event of
address collision, a process is enabled to detect duplicate addresses.

Autoconfiguration enables “plug and play,” which connects devices to the network without any
configuration and without any stateful servers (such as DHCP servers). Autoconfiguration is an
important feature for enabling deployment of new devices on the Internet, such as cell phones,
wireless devices, home appliances and networks, and so on.

Autoconfiguration can be accomplished in two ways: stateless—via neighbor discovery and
router advertisements—as described above, and stateful, using a DHCPv6 server. The
difference between the two is that with the stateful method, a record is kept of which hosts are
assigned which addresses. The stateless method maintains no such records.
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Stateful Autoconfiguration

= Router announcement can indicate to hosts whether or not
additional configuration parameters are available via stateful
configuration (DHCPvV6), such ans DNS, IP options, and so

on.
N ]
MAC Address: 2
00:2¢:04:00:fe:56 ]

Host receives router
announcement that includes
indication of whether to do
stateless or stateful
configuration.

Router sends network-type
information and optionally sets
“DHCP available” flag.

Stateless autoconfiguration is a powerful mechanism for zero-administration configuration. A
typical full-featured client, such as an enterprise desktop computer, however, can require a
much larger set of initial configuration settings than stateless autoconfiguration can provide.
For these applications, there are additional settings, such as DNS servers, Network Time
Protocol (NTP) servers, Session Initiation Protocol (SIP) servers, Novell Directory Services,
and others.

Hosts use stateless autoconfiguration to receive base information (in some cases) along with an
indication of whether or not additional configuration settings are available via a DHCP server.
This can include the IP options, in addition to autoconfigure hardware such as IP phones,
wireless access points, video endpoints, and so on.
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Advanced IPv6 Features

This topic describes advanced IPv6 features.
_________________________________________________________________________]

Renumbering

= Renumbering, using autoconfiguration and multiple
addresses

= Old address still held for a time for possible incoming traffic;
new address is used for outgoing connections first

N
MAC Address: 3
00:2c:04:00:fe:56 |

Host autoconfigured

address: Router sends NEW
NEW prefix received +  network-type information (prefix,
SAME data link layer default route, and so on)
address

IPv6 has a much larger address space. This allows organizations to receive prefixes that are
large enough for their present and future needs. Because of the strict aggregation of the global
routing table, networks without portable prefix space (most small and mid-size organizations
will have ISP-provided prefixes) must be renumbered when organizations change their
upstream provider.

Renumbering is a very difficult, time-consuming, and error-prone task with IPv4. In IPv6,
autoconfiguration enables simplified renumbering by sending the new prefix from the new
upstream provider in the router announcements. Hosts will automatically receive the new prefix
and then use the new address.

Note, however, that renumbering using this method does not take into account statically
assigned systems, such as routers, switches, and servers registered in DNS. These nodes must
still be renumbered by hand as they are with IPv4. IPv6, using autoconfiguration, can make the
process of renumbering host devices easier.

Some operating systems use renumbering of the suffix as a security measure (for example,
Microsoft Windows). Using the MAC address and EUI-64 suffix autogenerated from it,
someone could track the host move around the IPv6 Internet. To prevent this, Windows uses
randomization of the suffix to assure privacy.
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Multicast Use

= Broadcasts in IPv4:

— Interrupt all computers on the LAN, even if the destination
is only one or two computers

— Can completely bring down a network (“broadcast storm”)
= No broadcast in IPv6:

— Replaced by scoped multicast
= Multicast:

— Enables efficient use of the network

— Has much larger address range

Broadcast in IPv4 causes many problems. It generates interrupts in every computer on the
network, even if only one or two computers are involved. In some cases, broadcast completely
brings down or severely degrades performance on a network; this is generally called a
“broadcast storm.”

In IPv6, broadcast is replaced by multicast. Multicast enables the efficient use of the network
by replacing most broadcast processes with more elegant multicast-based processes, using
specific multicast groups for different functions. This prevents most problems caused by
broadcast storms in IPv4. When an IPv4-style broadcast is needed, there is an all-nodes
multicast address that is, essentially, a broadcast. IPv6 has no concept of “directed broadcast.”

The range of multicast addresses in IPv6, essentially 2 ~ 112, is much larger than in IPv4, so it
should be easy to obtain a permanent multicast assignment for most services.

Multicast also has a scope parameter integrally defined in the address itself.
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Simple and Efficient Header

= 64-bit aligned fields and fewer fields
= Hardware-based, efficient processing

= Improved routing efficiency, performance, and forwarding rate
scalability

IPv4 I-_ieader ) IPv6 Header

—_——

|

The new IPv6 header is simpler than the IPv4 header.

m  Half of the previous IPv4 header fields are removed. This enables simpler processing of the
packets, enhancing the performance and routing efficiency.

m  All fields are aligned to 64 bits, which enables direct storage and access in memory by fast
lookups.

These and other enhancements improve hardware-based processing, which provides scalability
of the forwarding rate for the next generation of high-speed networks. This benefit, however,
remains to be seen because 128-bit addresses are larger than the word-size of the current
processors. This situation results in more lookup to obtain the complete 128-bit address.
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No Checksum

= No checksum at the IP layer, no recalculation by the routers

= Improved routing efficiency, performance, and forwarding-rate
scalability

= Error detection done by data link layer and transport layer

IPv6 Header

checksum

The IPv6 header is also simpler due to the removal of the checksum. Not only is the space in
the header reused, but more importantly, the routers in the path do not do recalculation, which
also provides routing efficiency.

This does not mean that there is no error detection—most data link layer technologies address
error detection. Additionally, the transport layer that makes the end-to-end connection has a
checksum that enables error detection. In IPv4, TCP checksums are available and User
Datagram Protocol (UDP) checksums are optionally available. In IPv6, checksums are required
for both transport protocols.
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Flow Label Field Enables Per-Flow
Processing

= A new flow label inside IP header
= Enables per-flow processing for differentiation at the IP layer
= Length of 20 bits

IPv6 Header
Flow Label

A new field has been added to the header in IPv6. The new Flow Label field enables per-flow
processing by the routers in the path, which provides traffic differentiation at the IP layer
without requiring additional work to identify the flows. With this label, a router does not have
to open the transport layer segment to identify the flow; it finds the information in the IP packet

header.
Note IPv6 Flow Label Specification (RFC 3697) specifies the Flow Label format and the
requirements for IPv6 nodes labeling or forwarding flows. It does not, however, define a
method of using the Flow Label to implement nondefault quality of service or any other
services. This area remains a work in progress in the IETF.
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Extension Headers

= Flexible extension headers
= More efficient handling of IP options
= Faster forwarding rate and end-node processing

L IPv6 Basic Header

q | Any Number of IPV6
g Extension Headers Packet

....... Data (such as TCP or
UDP) /

IPv6 uses a different approach from IPv4 to manage optional information in the header. It
defines extension headers that form a chain of headers linked by the Next Header field
contained in each extension header. This approach provides efficiency gains over IPv4 in the
way that options and special functions are packaged. It enables a faster forwarding rate and
leaves the router with less work to do for each packet.
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Extension Headers (Cont.)

= Extension headers are daisy-chained.

IPv6 Header
Next Header
=TCP

TCP Header
+ Data

IPv6 Header
Next Header
= Routing

Routing Header
Next Header =
TCP

TCP Header
+ Data

IPv6 Header
Next Header
= Routing

Routing Header
Next Header =
Destination

Destination Header TCP Header

+ Data

Next Header =
TCP
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Here is another view of extension headers. All extension headers are daisy-chained, each
header pointing to the next header until they reach the transport layer data. This arrangement
allows an IPv6 packet to be customized with features and functionality.
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Mobility

= Mobile devices are fully supported while moving.
= Mobility is built in with IPv6—any node can use it.

= Efficient routing means performance for end users;
elimination of “triangle routing” (using IP options) for return
traffic as well.
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Mobility is a very important feature in networks of today. Mobile IP is an IETF standard
available for both IPv4 and IPv6. Mobile IP allows mobile devices to change the IPv6 address
of their current point-of-attachment without breaking existing Layer 4 sessions. In IPv6,
mobility is likely to be widely supported, which means that most nodes will eventually be able
to use it. In IPv4, mobility was not widely adopted, for a number of reasons.

The IPv6 routing header makes Mobile IPv6 much more efficient for end nodes than Mobile
IPv4. IPv6 uses many enhancements. For example, Home Agent binding uses some header
options (destination) that are mandatory for every IPv6 device. Route optimization is also
supported in IPv6.

These optimizations eliminate “triangle routing” for incoming traffic to the endpoint. Using
IPv6 header options, a direct path to the endpoint is communicated to the peer, which does not
need to send the traffic to the home agent router anymore.
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Security

= End-to-end network security (integrity, authentication,
confidentiality)

= Inherent (built-in) with IPv6—usable by any node
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IP Security (IPsec) is the IETF standard for IP network security. IPsec ensures integrity,
authentication, and confidentiality. IPsec is available for both IPv4 and IPv6, and is defined
with the same RFCs. While the functionalities are essentially identical in both IPv4 and IPv6
environments, IPsec is mandatory in IPv6. This means that every IPv6 node will have IPsec
enabled and will be able to use its features right away, allowing the IPv6 Internet to have better
security because IPsec will be available on all nodes. IPsec also requires a key for each party,
which, for wide deployment to be achieved, implies a global key deployment and distribution
mechanism. This topic is beyond the scope of this course.

1-34 IPv6 Fundamentals, Design, and Deployment (IP6FD) v3.0 © 2010 Cisco Systems, Inc.

https://t.me/learningnets



Transition Strategies to IPv6

This topic describes the transition strategies for [Pv6.

Transition Richness

= No fixed day to convert, no need to convert all at once
= Different transition mechanisms available:

— Smooth integration of IPv4 and IPv6
= Different compatibility mechanisms:

— Communication between IPv4 and IPv6 nodes

IPv6
Host 6tod 6to4

_———

IPv6 Traffic

Router Router
' _ IPv6 IPv4 IPv6
] Network Network Network
4«————————— v _v - - Sioms ——

The transition to IPv6 has been designed so that all nodes moving to IPv6 are not required to be
upgraded at the same time. Many transition mechanisms have been designed to enable smooth

integration of IPv4 and IPv6. Other mechanisms are available for compatibility, which IPv4

nodes can talk to IPv6 nodes, and vice versa. All these mechanisms can be applied to different

situations and cases.

The figure shows one example of a transition and integration mechanism. The 6to4 routers

automatically encapsulate the IPv6 traffic inside IPv4 packets. This mechanism is described in

more detail in the “Describing IPv6 Tunneling Mechanisms” lesson.
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Quality of Service: Not a New Feature

= QoS has been mentioned as an IPv6 feature—in fact, IPv6
currently does QoS the same way that IPv4 does.

= |Pv6 uses the Traffic Class field in the same manner as IPv4.

= There is no difference between QoS protocols and methods
in IPv4 and IPv6.

= The IPv6 flow label could be used for QoS devices to identify
specific flows.

= The flow label itself is not currently specified as a QoS
feature.

QoS is often characterized as a new feature of [IPv6. That is overstated. The current way to
manage QoS in IPv4 is the same as in IPv6. The only difference is that IPv6 has a Flow Label
field that can contain a label identifying a flow. This label is generated by the source of the
packet. Having a flow label allows QoS devices in the path to make actions based on this label,
but the existence of the label is not a feature of QoS.

However, the majority of QoS implementations still use the DiffServ approach (Per-Hop
Behavior treatment of packets based on the local QoS policy).
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IPv6 Technology Scope

IPv4 Solution IPv6 Solution

Addressing Range
Autoconfiguration
Security

Mobility

QoS

IP Multicast

32-bit, Network
Address Translation

DHCP

IPsec

Mobile IP
Differentiated service,

integrated service

IGMP, PIM, Multicast
BGP

128-bit, multiple
scopes

Stateless, Stateful
(DHCPV6)

IPsec-mandated,
works end-to-end
Mobile IP with
optimized routing
Differentiated service,
integrated service

MLD, PIM, multicast
BGP, scope identifier

IPv6 offers these general features and benefits:

A large address space makes global reachability possible from every IPv6 node.

Autoconfiguration is essential for deploying a large number of appliances. It would not be
possible, practically, to manually configure IP addresses; you need some autoconfiguration

mechanism that scales. DHCP may not be the right way to manage millions of clients.

IPsec is mandated in the architecture.

NAT includes end-to-end security in networks by requiring that you trust the end devices.

Mobile IPv6 improves routing efficiency over IPv4.

IPv6 is the same as IPv4 in QoS and header compression features. Both areas benefited
from the work on IPv6. The IPv6 header compresses better than the IPv4 header because
there are fewer fields.

Other features are equivalent, except for a few details, such as scoped addresses in
multicast, or the concept of stateless DHCP in which only static parameters are provided by

the DHCP server.
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Summary

This topic summarizes the key points that were discussed in this lesson.

e |
Summary

= |Pv6 has many compelling features and real benefits over IPv4 in
supporting global networks effectively. Several feature
enhancements, such as the way IPv6 performs autoconfiguration
or aggregates routing information, make IPv6 attractive.

The large address space is one IPv6 benefit. With the 128-bit
address space of IPv6, rather than the 32-bit address space of
IPv4, the number of devices that can be connected to the network
increases exponentially.

The large address space for IPv6 supports autoconfiguration by
reserving 64 bits for the host number on a given subnet.

The large and standardized address space allows routers to send
configuration information to hosts, enabling routers to configure
their own global-scope address. With such a large addressing
space, strict route aggregation is critical to avoid explosion in the
size of the default-free routing tables on the global Internet
backbone.
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Lesson 3

Understanding Market Drivers

Overview

This lesson describes the market drivers that help promote IPv6 as the key technology of the
future. It defines the key markets for IPv6 solutions, outlines the importance of native IPv6
content and the relation to IPv6-only endpoints.

Objectives

Upon completing this lesson, you will be able to describe market drivers and the rationale to
move to IPv6. This ability includes being able to meet these objectives:

m  Describe the huge potential in market growth for IPv6 (mobile) endpoints

®  Explain the importance of native IPv6 content and how its availability is a motivation to
move

m  Explain that [Pv6 in Microsoft, open-source products, and government mandates are
additional drivers for adoption
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Market Growth for IPv6

This topic describes the huge potential in market growth for IPv6 (mobile) endpoints.
I

Market Growth for IPv6

= There are two major markets for IPv6:
— Large enterprises
— Consumer market

= L arge enterprises need IPv6 when:

— 10.0.0.0/8 subnet is too small to follow organizational
schemes

— Too many endpoints, or when NAT is unwanted

— To service IPv6-only endpoints and give access to |IPv6-
only networks

= Service providers need IPv6 to service consumers:

— Accommodate requirements for peer-to-peer
communication

— Provide access to IPv6 content
— Large number of fixed or mobile endpoints

The IPv6 protocol will experience usage growth in enterprise, service provider, and consumer
markets. Enterprises and service providers have already been encouraged to adopt IPv6. The
longer they postpone, the more it will impact them when their customers demand IPv6 services.

Large enterprises have already found themselves experiencing problems with IPv4 address
scarcity in the private addressing blocks (10.0.0.0/8, 172.16.0.0-172.31.255.255/16, and
192.168.0.0-192.168.255.255/24). Either they can implement internal NAT and face the
disadvantages of it blocking end-to-end communication, or they can move to IPv6. Many of the
largest companies have chosen to adopt IPv6, but face problems with minor incompatibilities or
features not yet available. Such examples are network management systems, IP Telephony, and
proprietary applications. In the last five years, the majority of these issues have been resolved.

Service providers need to be prepared to provide their customers IPv6 services. Generally this
does not require network redesigns or major hardware upgrades. The core technologies in
service provider backbones remain MPLS and Multiprotocol BGP, which do support IPv6.
Other applications, such as network management, still rely on IPv4, but progressively adopt
IPv6.
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Enterprise Market

IPv6 endpoints solve problems of IPv4 address scarcity and
eliminate NAT.

Dual stack is usually implemented for seamless transition.

= Challenges: Establishing VPNs, security implications for end-to-
end encrypted traffic (moving towards host-based security).

= |Pv6 in Data Centers: Required to serve content to IPv6-only
endpoints; challenging to provide IP Services, such as server
load balancing (SLB), etc.

| =
. \
/\’ o "@% Internet
J
IPv4
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Enterprise and Consumer Markets

The enterprise and consumer markets form the primary markets for IPv6 acceptance.

In the enterprise networks, IPv6 allows for end-to-end connectivity, meaning any server in any
part of the network can accept connections without configuring address translations anywhere
in the network.

For seamless transition, dual stack is implemented in enterprise networks. Dual stack means
that both IPv4 and IPv6 run concurrently on network devices (endpoints and routers) over the
same Layer 2 network. IPv6 content and services are then accessed using the IPv6 bearer, and
IPv4 content and services are accessed over the IPv4 bearer.

Enterprise customers require secure connections to establish virtual private networks (VPNs).
VPNs secure communication flows over public networks, and this feature is built in into the
IPv6 protocol stack natively. In enterprise networks, firewalls on network edges terminate such
flows, decrypt them, and pass these flows unencrypted to secured parts of the network.
However, security in IPv6 is meant to be end-to-end, and an encrypted flow “blinds” the
firewalling device because the firewall does not terminate the secure connection anymore.
Instead, the endpoint does; this introduces the necessity for host-based security, such as host-
based firewalls and host intrusion prevention systems (HIPS).

Another aspect of [Pv6 deployment is in data centers. When data centers start servicing IPv6-
only endpoints, then IPv6 support in data center equipment will be required. The most
challenging requirements are server load balancing (SLB) devices, proxies, and security
devices. Network infrastructure supports IPv6 without major issues.
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e |
Consumer Market

= Adopts IPv6 where technically feasible and in areas with IPv4
address scarcity

= Many service providers invested in carrier-grade NAT (CGN)
equipment, which currently solves the IPv4 address shortage
problem but inhibits investments in IPv6

= End-to-end connectivity is excellent for peer-to-peer applications,
such as file sharing and games

= |Pv6 content availability is a prerequisite for growth!
This relates to the IPv6 Enterprise/Data Center market segment

IPv4 Internet IPv6 Internet

<>'900 o<+

NAT NAT No NAT

It is not really important to consumers whether they access information over IPv6, IPv4, or any
other protocol, as long as they can obtain the information they desire. The goal of the network
layer is to be transparent to higher communication layers.

If the user has an IPv6-only end device to access data, then the information must be served
using IPv6. Using such end devices will contribute to the popularity of IPv6.

Currently, many service providers (and mobile operators) have invested in IPv4 solutions.
These solutions include carrier-grade NAT (CGN) or A+P, which introduce additional
translation points or assign only a number of ports (Layer 4, in the range of ~200) to a user.
Compare this solution to the unlimited ports assigned in classic implementations. Typically,
service providers introduce CNG and IPv6 in parallel.

However, the absence of NAT in IPv6 brings substantial advantages to the end consumer,
especially when using peer-to-peer applications such as file sharing, VoIP (Skype and others),
and online games. Such systems can connect directly without having to use proxies or find
creative ways to bypass NAT and firewalls.

IPv6 content availability is something like a “chicken and egg” problem—which one comes
first? Should IPv6-only endpoints be deployed first to influence the requirement for content
served on IPv6? Or, should data centers and IP Services upgrade to IPv6 to be able to serve
IPv6 content first?
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IPv6 VolP

= \oIP deployments:

— IPv6 provides peer-to-peer communication, making
deployments simple (no NAT bypass).

= |IP Telephony deployments:

— IPv4 prevailing, although the introduction of IPv6 bearer
networks will push the need for IPv6.

Voice over IPv6 - IP Telephony

Voice Flow
"""""" Signalling Flow

Common Technologies

The common technologies for adopting IPv6 are VolP, IP Television, IT business support, and
education.

The IPv6 addresses peer-to-peer communication and enables it to work end-to-end, that is,
without NAT or firewall bypassing techniques. This will boost the use of IPv6 for VoIP
applications that follow the peer-to-peer model. The voice data stream can be transferred
directly between the endpoints, improving connection setup speeds, reducing the amount of
signaling, and so on.

On the contrary, deployment of IP Telephony systems—enterprise IP Telephony solutions such
as Cisco Unified Communications Manager, Cisco IP phones, and so on—are bound to
networks of smaller and manageable size, which generally IPv4 can accommodate. For truly
global enterprises, IPv6 can simplify IP Telephony networks. IPv6 will become mandatory
when IPv4 is removed in at least one part of the enterprise network.

Note Peer-to-peer communication is otherwise praised in the consumer market because it allows
file-sharing applications and games to function without obstacles (such as NAT). Such traffic
does consume service provider bandwidth and resources, but on the other hand, Internet
access brings revenue to service providers.

© 2010 Cisco Systems, Inc. Introduction to IPv6 1-43

https://t.me/learningnets



IP Television

= |PTV uses multicast data plane and control plane: IPv4
multicast, IGMP, SSM/PIM.

= The data is usually transmitted into a VPN—a network
separated from other data networks to provide stability and
QoS; typically IPv4-based.

= |Pv6 has services to accommodate multicast data
transmission and multicast routing.

= [PTV will switch to IPv6 when the bearer will be IPv6-only;
CPE IPv6 support is crucial to achieve this goal.

- STB

w7
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IPTV deployments are, similarly to IP telephony deployments, bound to closed networks at the
service provider. The customer base at the service provider defines the size of the network,
which can currently be accommodated using IPv4 solutions.

Service providers introduce separate networks to carry IPTV. By using this approach, IPTV
traffic is not mixed with other customer traffic, and it is, therefore, possible to maintain screen
image and sound quality.

A driver to move IPTV to IPv6 would be a shutdown of IPv4 services and easier IPv6 multicast
deployment in contrast to IPv4. More multicast groups are available in IPv6, and addressing is
easier to design. A move to an IPv6-only user access would be feasible, in this case, and will
encourage IPv6 development for missing components.

Implementing IPv6 on the customer premises equipment (CPE) is not particularly challenging,
but on the other side, service providers are trying to keep CPE costs as low as possible. Since
users demand IPTV CPE to support recording on built-in disk drives, and so on, IPv6 support
should not be a big issue.
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IT Business Support

= For businesses, the biggest drivers are:

— Demand to serve IPv6-only content for IPv6-only
endpoints

— Demand to access critical content over IPv6-only
networks

— Limited growth in the IPv4 private address space
= Until then:

— No apparent development

— Use of workarounds

When implementing IPv6, enterprise clients often encounter problems with equipment
compatibility or software support. Such examples are management software, security products,
authentication servers, server load-balancing devices, firewalls in failover configurations, and
so forth. This does not stop the deployment of IPv6, but prolongs the dual-stack setup in which
mixed IPv4 and IPv6 services are deployed.

Obviously, the demand for critical content from the client side will push the development of IT
business services to move to [Pv6. Several business applications—from enterprise resource
planning to customer relationship management, desktop virtualization, and so on— will benefit
from moving to IPv6. The main drivers are system scalability and logical network simplicity;
both of these decrease the cost of owning a network.
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Education

= The education and academic sphere supported the
development of IPv6.

= This sphere is also one of the biggest users of technologies
such as e-learning, live broadcasting, and collaboration, in
which IPv6 excels by providing end-to-end connectivity.

The academic education sphere has been adopting IPv6 since its beginnings and has pioneered
many of the technologies that businesses use today.

For business education services, the benefit of IPv6 will be similar to the benefits of using peer-
to-peer VolP, videoconferencing, collaboration, and IPTV. These solutions use either point-to-
point connectivity, where IPv6 excels, and they use the benefit of good scalability and
simplicity. IPv6 e-learning solutions will require less time to set up, and they will use
bandwidth more efficiently by taking advantage of IPv6 QoS and multicast routing capabilities.

Collaboration performance requirements can be compared to the requirements for online
gaming; the goal is efficient connectivity between several users and sites.
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Native IPv6 Content

This topic describes the importance of native IPv6 content and how its availability is a
motivation to move.

|
Native IPv6 Content

= Users do not care if the content is transferred over IPv6 or
IPv4—it must be available.

= Current IPv4 networks are adequate only in areas without IP
address shortages.

= |Pv6-only mobile devices would not be usable in parts of the
world except for their home market.

Qo

IPv6-Only [/ A )
Client o IPv6 ) Q
&7 GO
IPv4 s
IPv4-Only IPv6 and IPv4
Client 2 | ' Content

The growth of IPv6 devices in markets with IPv4 address shortages will have a worldwide
impact. The most affected market is the Asian region. Because Asian countries are the biggest
producers of electronics, it is expected that new (mobile) devices will come with a native [Pv6
protocol stack. However, these devices will lack the IPv4 stack due to its limitations and
additional implementation costs.

Traditional IPv4 networks will need immediate upgrades to support such [Pv6-only endpoints if
the content providers will not want to lose revenue from these IPv6-only users.

On the other hand, all content providers will switch to dual-stack configurations, serving the
same content both over IPv4 and IPv6. This will remain for some time (maybe decades) to
support IPv4-only devices in the IPv6 next-generation Internet.
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Drivers for Adoption

This topic describes how IPv6 in Microsoft, open-source products, and government mandates
are additional drivers for adoption.

Exhaustion of IPv4 Address Space

= Classless interdomain routing (CIDR, 1993), Network
Address Translation (NAT, 1998) and DHCP allow for more
efficient use of IPv4 address space and reuse of addresses.

= Atransition to IPv6 is the only practical and available long-
term solution.

= Always-on connectivity, households having persistent
connections.

= |ISP-wide NAT (CGN) + public routable addresses fora
surcharge.

= Creation of a market for IPv4 addresses?

Exhaustion of IPv4 Addresses

This subtopic outlines the problem of IPv4 address exhaustion and points to the solutions for
addressing it.

There have been several enhancements in the IPv4 Internet to improve the efficiency of how
the address space is used. The distribution of IPv4 addresses within classes (especially in larger
classes) is scattered, and the host density ratio is usually poor.

In certain markets, service providers attracted customers by offering them always-on
connectivity. For this connectivity, the service provider needed a pool of IP addresses that, once
assigned, could not be used for another user because these addresses were constantly
“occupied.” Users grew accustomed to it and did not want to settle for anything less, which
then left fewer unused addresses available.

A small number of service providers introduced carrier-grade NAT (CGN) devices that
performed ISP-wide NAT. Consequently, customers were unable to accept inbound
connections from the Internet. For customers that need to accept incoming connections, this
option was usually offered with the possibility of obtaining a complete public routable IPv4
address for a surcharge.

CGN is now used mostly by mobile operators for their users that access the Internet using
mobile phones, which usually do not host IP Services. Thus they do not need incoming
connections. Mobile third-generation networks are asymmetrical in terms of user-available
bandwidth (upstream much less than downstream to the user). Therefore, hosting services do
not make sense on a mobile device, and global inbound reachability is not needed.
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One idea is to make address blocks available for sale, but that would conflict with the definition
that IP addresses are free. Secondly, once bought, they would not be resold without reasonable
profit. Thirdly, buying an IPv4 block and renumbering your hosts every time an enterprise
grows costs more than switching to IPv6 once.
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After Exhaustion?

= After official exhaustion of IPv4, there will still be unused IPv4
addresses.

= Possible evolution of mechanisms to use “reserved” IPv4
ranges; the feasibility is questionable because moving to
IPv6 is a better direction.

= Trade |Pv4 blocks between organizations.

= |[ANA will run out of addresses first, then regional internet
registrars (RIRs), and then local internet registrars (LIRs).
The process will take approximately one year.

After official IPv4 address exhaustion, there will still be IPv4 addresses available, but only at
organizations. Trade for this space among organizations could be possible, but introduces legal
issues and additional complexity to the global routing table.

Another option would be to use the reserved IPv4 ranges, such as Class E (240.0.0.0—
255.255.255.254), but this effort would require software updates at both host and network
devices and has been rejected by IETF. The necessary effort and cost would be comparable or
worse than switching to IPv6 entirely.

One of the most »famous« recent recoveries was the reclamation of the 14.0.0.0/8 IPv4 address
range with assignments from 15 years ago. This range was once used to interconnect the
Internet with other networks.

Forecasts are that IANA will run out of IPv4 addressing space in 2011-2012, and consequently,
regional and local Internet registrars will run out of allocations after that. It is possible that this
process might advance more slowly as IPv6 adoption in most “crowded” markets grows.
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IPv6 in Microsoft Products

= Modern Microsoft desktop operating systems (Windows 7,
Windows 2008 Server) support IPv6 and IPv4 concurrently.

= |Pv6 connectivity is always preferred over IPv4 if both options
are available.

= Windows Vista started preferring IPv6 in the user interface as
well.

[ ;
L_'? Windows

IPv6 in Modern Operating Systems

This topic describes IPv6 support in the most popular operating systems, including Microsoft
and open-source platforms.

The new Microsoft Windows' operating systems support IPv6 natively. Windows XP already
had an IPv6 protocol stack, but it was managed through the command line. In previous versions
of Windows, the IPv6 protocol stack had to be added manually.

IPv6 connectivity is preferred over IPv4 if both options are present. This is one of the ways to
promote the use of IPv6, but it brings “discomfort” as well: if the IPv6 path is not functional in
the enterprise network, the user will not have connectivity unless the application or TCP stack
falls back correctly to IPv4.

The operating system will find an operating IPv6 stack in the system, and it will default to it.
However, it cannot detect if the upstream network is not fully functional, and the traffic will be
lost. The user has two options: either disable the local IPv6 stack or make an IPv6 path
functional towards the ISP.

The support of IPv6 in Microsoft Windows is of key importance in enabling user access to
IPv6-based content. Network infrastructure and IP Services (such as DNS, and so on) must be
enabled.

' Windows logo: source Microsoft
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IPv6 in Open-Source Products

= The open-source community adopted the IPv6 protocol very
quickly from its beginnings and supported the development of
the protocol and its features.

= Open-source operating systems (UNIX- or Linux-based)
support IPv6.

= Various server software is available, including web, mail,
DNS, and DHCPv6 servers.

The open-source community contributed to the development of the IPv6 protocol suite. This
explains why IPv6 is very well supported in operating systems based on open-source code.

Major credit also goes to the academic communities and research networks, especially to the
community maintaining the IPv6 test ground—the “6bone” network. This network ceased
operation when it achieved its goals: IPv6 standards development and testing.

For UNIX and Linux operating systems, all sorts of server software is available: from web
servers, to email servers, DNS servers, DHCPv6 servers, and others.
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IPv6 on Mobile Platforms

Mobile devices are the key demand generators for IPv6
networks.

= Large potential base of users.

= Large areas of the world without “wired” network coverage can
be covered with wireless networks (3G and 4G, WiMax, etc.).

= One person can have many mobile devices and in-house
devices that need to synchronize online.

/Q] =
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Multiple Devices Addresses

IPv6 on Other Platforms

Here we list important platforms that will encourage the development and deployment of IPv6:
mobile platforms, cable networks, and industrial use.

Mobile users are one of the first target markets for IPv6 deployments because, in many
countries, the wired infrastructure is not able to allow multiple millions of users. Wireless
infrastructure (with mobile clients) will be used instead. User additions generally do not require
upgrades to the infrastructure, and if upgrades are necessary, a large number of users will
benefit. The crucial markets for IPv6 development in this area are Asian countries with high
population density and large potential for mobile network growth.

IPv6 will also accommodate the fact that one person can have many devices with IP addresses,
including mobile phones, mobile email appliances, home theater equipment, and devices for
intelligent home systems. These devices need to communicate with each other and be online at
the same time, each one requiring an IP address. With market growth, the IPv4 address
shortage problem becomes even worse.
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IPv6 on Cable Networks

= Every cable modem needs an IP address.

= Large cable service providers have run out of IPv4 address
space to manage cable modems and have moved to IPVv6.

= |Pv6 addresses are supported on DOCSIS 3.0 devices.

Cable Modem CMTS
A
Cable Pv6
o rim &S
IPv6

Large cable operators are adopting IPv6 as well. In the cable modem world, every cable
modem—as a customer premises equipment (CPE) device—needs an IP address to
communicate. Obviously, this address must come out of a range that a service provider uses,
and it must be publicly reachable for the user to have access to the Internet.

IPv6 fits in very large cable networks, in which service providers need to manage a large
number of cable modems inside a single system. This scenario cannot be achieved using [Pv4
as it will reach its limits of scalability. Major cable providers are performing tests to switch to
IPv6.

The communication in cable networks is defined using the Data-over-Cable Service Interface
Specifications (DOCSIS) standards, and the latest version that allows IPv6 addresses is
DOCSIS 3.0. IPv6 was also supported as an interim solution on devices adhering to “DOCSIS
2.0 + IPv6” specifications.
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IPv6 in Industrial Applications

= |Pv6 is suitable forindustrial applications, where there are
many devices (tens of thousands) that need to communicate.

= Impossible to fit in IPv4 subnets, even using the 10.0.0.0/8
private IP address range.

= Examples are temperature or seismic sensors, RFID tags,
LED lighting systems, and so on.

In industrial environments, IPv6 is usable in micro-devices that perform a specific task and
return the result to a central management system. Examples of such devices are sensors, valves,
lighting objects, electrical measurement devices (Smart Grids) etc., which can be controlled
remotely. For remote control, however, they need to be reachable. With IPv6, it is possible to
deploy thousands of devices—each one with its own [Pv6 address—and to configure them
using IPv6 autoconfiguration methods.

Note LED screens on the 2008 Beijing Olympics were controlled by LED arrays, each one having
its own IPv6 address.
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Government Mandates

= There are several governments and agencies encouraging
the transition to IPv6, including:

— U.S. (Office of Management and Budget)
— European Union (European Commission)

— “BRIC” countries (Brazil, Russia, India, China) and
emerging markets

= Usually, a percentage of networks to use IPv6 is mandated.
= Availability of content over IPv6 and dual stack, or dual stack.

“20% by 2011V

Government Mandates

Governments around the globe encourage the adoption of IPv6 to maintain competitiveness of
their economies.

Insisting on IPv4 networks and developing mechanisms to increase the utilization of [Pv4
addresses adds complexity to networks. These complex networks need maintenance, which
involves higher operating costs. These costs could be avoided if the networks developed
towards simpler protocols, such as IPv6, which are more scalable and easier to maintain.

To boost the efficiency in enterprises and increase competitiveness economy as a whole,
governments recognized the opportunity and mandated the use of IPv6 in networks. Such
examples are, among others, the European Union (with the European Commission to enforce
the rules) and the U.S. (Office of Management and Budget).

The rules define the amount of content to be accessible through IPv6 and the percentage (or
portion) of public entity networks to use IPv6 as their core protocol, or dual stack.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

= |Pv6 acceptance in these crucial market segments is required:
enterprises, content providers, consumers, and service
providers.

= To boost growth, IPv6 is added as the primary path in operating
systems and is mandated by governments to maintain economic
competitiveness.

= |[Pv6 has potential in areas with large population density and in
industrial applications, wherever many IP addresses are
required.

= Users will hold several IP addresses, from their office computer
to their mobile and home appliances, to cars, etc.

= Efforts to maintain IPv4 have increased network complexity and
the costs to maintain such networks, while potentially slowing
down the development towards IPv6 networks.

References

For additional information, refer to these resources:

® A Pragmatic Report on [Pv4 Address Space Consumption
http://www.cisco.com/web/about/ac123/ac147/archived issues/ipj 8-3/ipv4.html

m  Microsoft Internet Protocol Version 6 (IPv6)
http://technet.microsoft.com/en-us/network/bb530961.aspx

m  US Government using IPv6
http://ipv6.com/articles/general/US Government [Pv6.htm

®  European Commission IPv6 Task Force
http://www.eu.ipv6tf.org/in/i-index.php#

m  CableLabs Issues DOCSIS 3.0 Specifications Enabling 160 Mbps
http://www.cablelabs.com/news/pr/2006/06 pr docsis30 080706.html

m  [Pv4 Address Exhaustion
http://en.wikipedia.org/wiki/IPv4 address exhaustion#Mobile devices
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Module Summary

This topic summarizes the key points that were discussed in this module.
I

Module Summary

= Advanced features, such as QoS, IPsec, and the growing
scarcity of IPv4 addresses, prompted the development of
IPv6.

= The large address space for IPv6 supports autoconfiguration
by reserving 64 bits for the host number on a given subnet.

= |[Pv6 has potential in areas with large population density and
in industrial applications—wherever many IP addresses are
required.
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Module Self-Check

Use the questions here to review what you learned in this module. The correct answers and
solutions are found in the Module Self-Check Answer Key.

Ql)

Q2)

Q3)

Q4)

Q5)

Which three are IPv4 address conservation mechanisms? (Choose three.) (Source:
Explaining the Rationale for IPv6)

NAT
CIDR
address subnetting

address allocation
DHCP

New feature support, such as quality of service, IP security, and mobile IP, were driven

by what force? (Source: Explaining the Rationale for IPv6)

DARPA

ARPA

address shortages
Internet growth
defense contracts

Which two issues did NAT create while helping with IPv4 address conservation?
(Choose two.) (Source: Explaining the Rationale for IPv6)

breaks the end-to-end model

requires no tracking of translation transactions
requires end-to-end security

breaks end-to-end security

requires the deployment of application-layer gateways

The IPv6 header is constructed differently from an IPv4 header. Which two key
benefits result from the redesign? (Choose two.) (Source: Evaluating IPv6 Features and

Benefits)

A) increases the number of lookups for processing

B) aligns the header on 64 bits to allow for faster processing
0] reduces the number of lookups for processing

D) removes a number of fields, thus requiring less processing
E) changes the header placements, requiring less processing

In which way will security in IPv6-enabled environments be different? (Source:

Evaluating IPv6 Features and Benefits)

A)
B)
0)
D)

IPsec support is mandated for every IPv6 node.

IPsec has been improved for IPv6 nodes.

IPsec support in IPv6 now includes a global key deployment.
IPsec is no longer used in IPv6 networks.
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Q6)  Which three IPv4 header fields were dropped when IPv6 was created? (Choose three.)
(Source: Understanding Market Drivers)
A)  IHL
B) Type of Service
) Header Checksum
D) Flags
E) Flow Label

Q7)  The extension headers serve which important function in IPv6 networks? (Source:
Understanding Market Drivers)

A) identify optional processes that can be run on each IPv6 packet
B) allow IPv6 nodes to manipulate routers
0O) identify processes that manipulate the routers in the path of a packet

D) replace the traditional role of TCP and UDP in a network
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Module Self-Check Answer Key

Ql) AB,E

Q2) D
Q3) A,D
Q4) B,D
Q3) A
Q6) A,C,D
Q7) A
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Module 2

IPv6 Operations

Overview

As a Layer 3 protocol, IP version 6 (IPv6) has a broad impact on the operations of the network
and the interactions with other systems and other layers of the Open Systems Interconnection
(OSI) model. This module describes the structure of the IPv6 address format, how IPv6
interacts with data link layer technologies, and how IPv6 is supported in Cisco 10S Software.
With an understanding of basic IPv6 operations, you will be more successful in your IPv6
integration efforts.

Module Objectives

Upon completing this module, you will be able to describe the structure of the IPv6 address
format, how IPv6 interacts with data link layer technologies, and how IPv6 is supported in
Cisco I0S Software. This ability includes being able to meet these objectives:

Describe the IPv6 addressing architecture, including types of addresses and address
representation

Describe changes in the IPv6 header and the purpose of extension headers
Configure IPv6 on the Windows XP, Windows 7, and Linux operating systems
Describe and use Cisco IOS commands to enable IPv6 on Cisco routers

Describe ICMPv6 message types and how they are used to troubleshoot IPv6 issues, and
describe the neighbor discovery protocol

Configure and troubleshoot a Cisco 10S router to support IPv6 operation
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Lesson 1

Understanding the IPv6
Addressing Architecture

Overview

The IP addressing architecture is fundamental to how addresses are allocated, how nodes are
numbered, how routing tables are constructed, and how packets are routed throughout the
network. With a 128-bit address length, the IP version 6 (IPv6) address space is significantly
larger and more diverse, and thus is more complicated to manage. This lesson describes the
IPv6 addressing architecture, including types of addresses and address representation and the
types of addresses that different types of devices are expected to have.

Objectives

Upon completing this lesson, you will be able to describe the IPv6 addressing architecture,

including types of addresses and address representation. This ability includes being able to
meet these objectives:

m  Describe the IPv6 addressing architecture
m  Describe the format and uses of the various types of IPv6 addresses
m  Create and use the various types of IPv6 addresses

Determine the required [Pv6 addresses for an IPv6 host and an IPv6 router
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IPv6 Addressing Architecture

This topic describes the IPv6 addressing architecture.

IPv6 Addressing Architecture

Address Representation: Format

— Case-insensitive
= Leading zeros in a field are optional:
— Example: 2001:DB8:10F:1:0:0:0:ACD

in an address:
— Example: 2001:DB8:10F:1::ACD

= XIXIXIXIXXIX:X, Where X is a 16-bit hexadecimal field:
— Example: 2001:0DB8:010F:0001:0000:0000:0000:0ACD

= Successive fields of 0 are represented as “:”, but only once

IPv6 addresses are represented as a series of eight 16-bit hexadecimal fields that are separated
by colons. The A, B, C, D, E, and F in hexadecimal fields are case-insensitive.

These are some ways to shorten the writing of IPv6 addresses:

m  The leading zeros in a field are optional, so 010F can be written as 10F and 0000 can be

written as 0.

B Successive fields of zeros can be represented as a double colon (::), but only once in an
address. An address parser can identify the number of missing zeros by separating the two
parts and filling in zeros until the 128 bits are completed. However, if two double colons
are placed in the address, there is no way to identify the size of each block of zeros.

Therefore, only one double colon is possible in a valid IPv6 address.

The use of the double-colon technique makes many addresses very small; for example,
FF01:0:0:0:0:0:0:1 becomes FFO01::1. The unspecified address is written as a double colon

because it contains only zeros.
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IPv6 Addressing Architecture (Cont.)

Address Representation: Example
= Full address:
— 2001:0DB8:0000:0000:FFFF:0000:0000:0ADC
= Correct representations:
— 2001:DB8::FFFF:0:0:ADC
— 2001:DB8:0:0:FFFF::AD
= Incorrect representation:
— 2001:DB8::OFF::AD

This figure shows the use of the double colon to represent multiple contiguous 16-bit chunks of
zeros in an IPv6 address. The last representation that is shown in the figure is incorrect: The
“::” notation can appear only once in an address because multiple uses can make the address
ambiguous. In that last example, the parser cannot tell whether the missing bits (four 16-bit
sections) are apportioned with 16 at the first double colon and 48 at the last double colon or

some other combination.
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IPv6 Addressing Architecture (Cont.)

Address Representation: Further Examples

FF02:0:0:0:0:0:0:1 FF02::1
FF15:0:0:0:0:0:1:c001 FF15::1:C001
0:0:0:0:0:0:0:1 =1
0:0:0:0:0:0:0:0

These are more examples of correct IPv6 address representations:

m  FF02::1 represents all IPv6 nodes within the link-local multicast.
m  FF15::1:C001 represents temporary site-local multicast.

m 1 represents loopback.

m :: is unspecified.
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IPv6 Addressing Architecture (Cont.)

IPv4-Compatible and IPv4-Mapped Formats
= |Pv4-compatible (deprecated, RFC 4291) :

— 0:0:0:0:0:0:192.0.2.100

—=1:192.0.2.100

— =1::C000:0264
= |[Pv4-mapped:

— 0:0:0:0:0:FFFF:192.0.2.100

— = :FFFF:C000:0264

To process automatic tunnels over IP version 4 (IPv4), a special IPv4-compatible IPv6 address
format is defined as ::A, B, C, D, where A, B, C, and D are the IPv4 addresses in decimal form.
Few systems will accept this addressing format. More often, the IPv4 address will need to be
converted to hexadecimal, a transition mechanism that is not implemented in every IPv6 stack.
IPv4-compatible addressing has been deprecated but is included here for reference.

The IPv4-mapped IPv6 address is used for internal system mechanisms and should never be
transmitted to the network by a node. This mechanism allows systems to represent IPv4
addresses as 128-bit [Pv6 addresses.
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IPv6 Addressing Architecture (Cont.)
URL

http://2001:DB8:1003::F:8080/index.html
= |s 8080 part of the address or a port number?

In a URL, the address is enclosed in brackets:
= Example: http://[2001:DB8:1003::F]:8080/index.html
= Not a new concept: works with IPv4 addresses
= Cumbersome for users
= Mostly for diagnostic purposes
= Use FQDNs whenever possible

In a URL, the colon is already used to place an optional port number, as illustrated in the URL
http://www.example.com:8080/index.html. A URL parser must then differentiate between the
colon of a port number and the colon inside an IPv6 address, which is impossible because of
the compression technique. To identify its IPv6 address while keeping the colon, the address
must be enclosed between brackets, as shown in the figure.

Using IPv6 addresses inside a URL is cumbersome for users and should be used only for
diagnostic purposes or when no naming service is available. Otherwise, fully qualified domain
names (FQDNs) should be used in place of these literal IPv6 addresses (called literals).
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IPv6 Address Formats and Types

This topic describes the format and uses of the various types of IPv6 addresses.

IPv6 Address Formats and Types

Address Types
= Unicast ()
= Multicast ° PY

= Anycast o
= No broadcast in IPv6

IPv6 supports three types of addresses:
®  Unicast
®  Multicast

®  Anycast

Each address type has specific rules regarding its construction and use.

IPv6 has no support for broadcast addresses in the way that they are used in IPv4. Instead,

specific multicast addresses (such as the all nodes multicast address) are used.
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IPv6 Address Formats and Types (Cont.)

Unicast
= Unicast addresses are used in a one-to-one context.
= |[Pv6 unicast addresses:
— Global unicast addresses
— Link-local addresses
— Unique local addresses
— Special-purpose unicast:
= Unspecified
= Loopback
= |Pv4-mapped

IPv6 unicast addresses can be aggregated with prefixes of arbitrary bit length, like IPv4
addresses under classless interdomain routing (CIDR).

There are several types of unicast addresses in IPv6, including global addresses, site-local
addresses (deprecated), unique local addresses, and link-local addresses. There are also some
special-purpose subtypes of global unicast, such as the unspecified address, loopback address,
and IPv6 addresses with embedded [Pv4 addresses. Additional address types or subtypes might
be defined in the future.

2-10 IPv6 Fundamentals, Design, and Deployment (IP6FD) v3.0 © 2010 Cisco Systems, Inc.

https://t.me/learningnets



IPv6 Address Formats and Types (Cont.)

Link-Local Addresses
= Have a scope limited to the link
= Are automatically configured with the interface ID
= When used, must be paired with outgoing interface

information
128 Bits
| | 0 | Interface Identifier
1111 1110 10 +——— 64 Bits ———

FE80::/10

10 Bits

[

All IPv6-enabled interfaces must have a link-local address.

Link-local addresses are used for addressing on a single link, so they have a scope that is
limited to the link. Link-local addresses are created dynamically on all IPv6 interfaces by using
a specific link-local prefix, FE80::/10, and a 64-bit interface identifier.

Link-local addresses are used for automatic address configuration, neighbor discovery, and
router discovery. Many routing protocols also use the addresses.

Link-local addresses can serve as a way to connect devices on the same local network, without
requiring global or unique local addresses.

When communicating with a link-local address, you must specify the outgoing interface
because every interface connects to FE80::/10.

Tip IPv6 has a 128-bit address space, but 64 bits are used for the host number on the subnet. A
better way to look at the address space is to say that IPv6 supports 2% subnets, and each
subnet can have a practically unlimited number of hosts. In any case, there are more than
enough networks and hosts for the future.
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IPv6 Address Formats and Types (Cont.)

Interface Identifiers
= Used to identify interfaces on a link:
— Must be unique on that link
— Can be globally unique
= Unicast addresses should have a 64-bit interface ID:
— Except for unicast addresses that start with binary 000
— Interface ID constructed in modified EUI-64 format

128 Bits

| Interface Identifier

+—— 64 Bits ——

Interface identifiers in IPv6 unicast addresses are used to identify interfaces on a link. The
identifiers can also be thought of as the host portion of an IPv6 address and must be unique on
that link. These identifiers may also be unique over a broader scope: When the identifier is
derived directly from the data link layer address of the interface (for example, IEEE 802 MAC),
the scope of that identifier is assumed to be universal (global).

Interface identifiers are always 64 bits and can be created dynamically, based on Layer 2
addresses such as Ethernet MAC addresses.
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IPv6 Address Formats and Types (Cont.)

Global Unicast Addresses
= Global unicast addresses are addresses for generic use of IPv6
= Interface identifier should be kept at 64 bits

Provider Site Interface
n Bits m Bits 128-n-m Bits
Global Routing Prefix |Subnet ID| Interface Identifier

Global unicast addresses correspond to the principal use of IPv6 addresses for generic global
IPv6 traffic and consume the most important part of the address space.

The structure of a global unicast address is as follows:

m A global routing prefix, typically a /48, is assigned to a site.

B A subnet identifier, typically 16 bits, is used to identify links within a site.

B A 64-bit interface identifier identifies the interface of the node.

The interface identifier can be of arbitrary length but should be kept at 64 bits for several
reasons:

m  Stateless autoconfiguration of hosts depends on the 64-bit length of the interface identifier.

®  Some operating systems, such as Microsoft Windows XP, do not allow the changing of the
default network mask.

®  Because of the greater length of addresses in IPv6, some hardware platforms might be
limited to hardware-assisted forwarding of prefixes that are as long as 64 bits. Longer
prefixes are processed in software.

Examples of global addresses can be found in RFC 3587, IPv6 Global Unicast Address
Format. The structure that is proposed in this document provides for aggregation of routing
prefixes to limit the number of entries in the global routing table.

Later in the course, you will see how the Internet Assigned Numbers Authority (IANA) and the
Regional Internet Registries (RIRs) allocate IPv6 global unicast address space from the range
of addresses that start with binary value 001 (2000::/3).
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IPv6 Address Formats and Types (Cont.)

Unique Local Unicast Addresses (RFC 4193)
= FCO00::/7
— FCO00::/8 planned to be globally managed
— FDO0O0::/8 assigned locally by network administration

= For network in which only internal IPv6 communication is
required

= Not routable on the Internet

Random .
Prefix Identifier Site Interface
8 Bits 40 Bits 16 Bits 64 Bits
| FDO00::/8 | Global ID |Subnet ID| Interface Identifier

Unique local addresses were designed as a replacement for site-local addresses, specifically to
resolve some scoping issues. Unique local addresses have a site-specific scope but are almost
globally unique; that is, they are highly unlikely to have an address-space clash.

The structure of a unique local address is as follows:
®  The FDO0O::/8 prefix:
—  Indicates a locally assigned unique local address
—  Isreserved for possible use as a centrally registered unique local address

m A 40-bit, pseudo-random global ID; the least significant 40 bits from the result of Secure
Hash Algorithm 1 (SHA-1) (64-bit time of day + extended unique identifier [EUI]-64)

m A 16-bit subnet ID to identify the subnet within the site
B A 64-bit interface identifier

Unique local addresses are defined in RFC 4193, Unique Local IPv6 Unicast Addresses. These
addresses are used specifically to address implementation problems with the use of site-local
addresses, as well as address space clashes that such use might cause. Unique local addresses
also provide an IP addressing mechanism for organizations that prefer the concept of private
address space for most internal communications and as part of their security policy architecture.

Tip Today, many companies use RFC 1918 addresses within their organizations. Network
engineers tend to gravitate toward the 10.0.0.0/8 reserved block. This practice leads to
problems when companies merge. The Internet Engineering Task Force (IETF) was
concerned that the same issue would arise with site-local addresses, so it designed unique
local addresses to introduce a large random component into the nonroutable prefix space.
There is almost no chance of a prefix collision when two merging companies use properly
self-allocated unique local address prefixes.
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IPv6 Address Formats and Types (Cont.)

Unspecified and Loopback Addresses

= Unspecified address:
— 0:0:0:0:0:0:0:0
— Used as a placeholder when no address is available

(initial DHCP request, DAD)

= Loopback address:
— 0:0:0:0:0:0:0:1
— Same as 127.0.0.1 in IPv4
— Identifies self

An unspecified address is 0:0:0:0:0:0:0:0, or simply “::”.

An unspecified address is used on a network only as a source address for special purposes. An
unspecified address is a placeholder when no address is available. For example, an unspecified
address is used when a host requests an address to a DHCP server or when a Duplicate Address
Detection (DAD) packet is sent. An unspecified address should never be the source address of
an IPv6 packet, and routers must not forward packets with an unspecified source.

The loopback address identifies a local interface in the IP stack. This address is the IPv6
equivalent of the IPv4 127.0.0.1 loopback. The address is 0:0:0:0:0:0:0:1, or simply ::1.
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IPv6 Address Uses

This topic describes how to create and use the various types of IPv6 addresses.
]

IPv6 Address Uses

IPv4-Mapped Addresses

= Used to represent the addresses of IPv4 nodes as IPv6
addresses

= Used for next-hop representation in 6PE and 6VPE

= Used in network stacks when both address families are
processed internally as IPv6 (e.g., Linux)

80 Bits 16 Bits 32 Bits

0 | FrrF IPv4 Adressa

0:0:0:0:0:FFFF:192.0.2.100
= :FFFF:192.0.2.100
= ::FFFF:C000:0246

IPv4-mapped addresses are [Pv6 addresses that represent an IPv4 address. On a dual-stack node
(a node that supports both IPv6 and IPv4), an IPv6 application that sends traffic to a destination
that is represented by an IPv4-mapped IPv6 address will send IPv4 packets to that IPv4
destination.

In most cases, the [Pv4-mapped addresses are used inside the dual-stack node application
programming interface (API; see RFC 2133). RFC 2765, Stateless IP/ICMP Translation
Algorithm (SIIT), specifies a transition mechanism in which IPv4-mapped addresses are used in
IPv6 packets. Dual-stack nodes often internally treat IPv4 addresses as IPv4-mapped addresses,
to process IP addresses as 128 bits. Syslog entries on a dual-stack system that logs IPv4
addresses are often logged as IPv4-mapped 128-bit addresses. These entries are also used for
next-hop representation with Cisco IPv6 Provider Edge (6PE) and IPv6 Virtual Private
Network (VPN) Provider Edge (6 VPE) routers, when an [Pv4 address is used for the next hop
of an IPv6 prefix.
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IPv6 Address Uses (Cont.)

Multicast Addresses
= Multicast is used in the context of one to many.
= Explicit multicast scope is a new concept in IPv6.

112 Bits
| | | Group ID |

Flags = { 4Bits=0", 'R, P, "T"

F | F Flags | Scope |

8 Bits 8 Bits 1 = Interface-Local
2 = Link-Local
3 = Subnet-Local
Scope = { 4 =Admin-Local
5 = Site-Local
8 = Organization
E = Global

A multicast address identifies a group of interfaces. Traffic that is sent to a multicast address is
sent to multiple destinations at the same time. An interface may belong to any number of
multicast groups. Multicast is used in the core of many functions in IPv6.

Multicast addresses are defined by the prefix FF00::/8. The second octet defines the flags and
the scope of the multicast address. Flags are defined as ORPT, and these conditions apply:

®m 0 is reserved and must equal O.
® R indicates rendezvous point and is almost always set to 0.
m P indicates prefix dependency and is almost always set to 0.

m T is the temporary bit. For a temporary multicast address, T equals 1; for a permanent
multicast address, T equals 0.

Note If R equals 1, P and T must also equal 1.

The scope parameter equals 1 for the scope of the interface (loopback transmission); 2 for the
link scope (like the unicast link-local scope); 3 for the subnet-local scope, in which subnets
may span multiple links; 4 for the administrative-local scope (administratively configured); 5
for the site scope; 8 for the organizational scope (multiple sites); and E for the global scope. For
example, a multicast address that starts with FF02::/16 is a permanent multicast address with a
link-local scope.

The lower 112 bits of the multicast address constitute the multicast group ID.
Multicast is frequently used in IPv6 and replaces broadcast. There is no broadcast in IPv6.

There is no Time to Live (TTL) in IPv6 multicast. The scoping is defined inside the address.
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IPv6 Address Uses (Cont.)

Multicast Assigned Addresses (RFC 2375)
= FFOX:: is reserved (X is from the range from O to F).
= Inside this range, the following addresses are assigned:

s Jearing ————Jseopo |

FF02::1 All nodes Link-local
FF02::2 All routers Link-local
FF02::9 All RIP routers Link-local
FF02::1:FEXX:XXXX Solicited-node Link-local
FF05::101 Al NTP servers Site-local
FF05::1:3 All DHCP servers Site-local
FFOX::127 CISCO-RP-ANNOUNCE  Any scope
FF0X::128 CISCO-RP-DISCOVERY Any scope

The multicast addresses FF00:: to FFOF:: are reserved. Inside that range, RFC 2375 assigns
these addresses, among others:

m  FFO02::1 represents all nodes on the link-local scope.

m  FFO02::2 represents all routers on the link-local scope.

m  FF02::9 represents all Routing Information Protocol (RIP) routers on the link.

m  FF02:1 represents FFXX:XXXX: solicited-node.

®  FF05::101 represents all Network Time Protocol (NTP) servers on the site-local scope.
m  FFO05::1:3 represents all DHCP servers in site.

m  FF0X::127 represents CISCO-RP-ANNOUNCE (multicast rendezvous point).

m  FFO0X::128 represents CISCO-RP-DISCOVERY.
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IPv6 Address Uses (Cont.)

Anycast Addresses
= Used in the context of one-to-nearest
= Assigned to more than one interface
= Allocated from the unicast address space
= |ndistinguishable from regular unicast addresses
= Must be explicitly configured as anycast on the node

= All nodes with the same anycast address should behave the
same way.

n Bits 128-n Bits

Préfix Interface Identifier

An IPv6 anycast address is assigned to an interface on more than one node. When a packet is
sent to an anycast address, it is routed to the nearest interface that has that address. The nearest
interface is found according to the measure of distance of the particular routing protocol. All
nodes that share the same address should behave the same way so that the service is offered
similarly regardless of the node that services the request.

The idea of anycast in I[P was proposed in 1993. For IPv6, anycast is defined as a way to send a
packet to the nearest interface that is a member of the anycast group. This technique enables a
type of mechanism that can discover the nearest node of a specific group.

Anycast addresses are allocated from the unicast address space, so they are indistinguishable
from the unicast address. When the anycast addresses are assigned to a node interface, the node
must be explicitly configured to know that the address is an anycast address.

There is little widespread experience with anycast usage. The router-subnet anycast and the
Mobile IPv6 home agent anycast are among the few anycast addresses that are currently

assigned.
Tip The root Domain Name System (DNS) servers use IPv4 anycast. There are 13 root server
addresses, but a much larger number of widely dispersed hosts provide DNS services.
Anycast is a powerful function of IP networks and is probably underused today.
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IPv6 Address Uses (Cont.)
IPv4 Anycast Example

= BGP determines which destination will receive traffic.

= Used for root DNS servers, 6to4 relays, etc.

192.5.5.241

BGP Announce 192.5.5.241
192.5.5.0/24 @

Delivered to the
nearest f.root-
servers.net

IP Packet
S: Sender

\\ D: 192.5.5.241 BGP Announce
| 192.5.5.0/24

S~
J/ 192.5.5.241
Sender

This example shows how anycast is being used on the IPv4 Internet.

The IPv4 address of the F root name server is 192.5.5.241. The IPv4 network 192.5.5.0/24 is
advertised by a few autonomous systems across the Internet. A packet that is destined for
192.5.5.241 will go to the nearest advertising autonomous system, based on the Border
Gateway Protocol (BGP) routing table. Therefore, more than one physical server and network
can provide the same service in different geographical locations, making the service more

resilient to faults.

This example also applies for [Pv6. The IPv6 address of the same server is 2001:500:2F::F.
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IPv6 Address Uses (Cont.)

Anycast Addresses: LAN

= Nearest anycast address is whichever host is put into Node
Q neighbor cache first.

= DAD is not done for these addresses.

el
/
2001:DB8::20 2001:DB8::20 2001:DB8::20 2001:DB8::30
Node A Node B Node C Node Q

This example shows how, in [Pv6, anycast addressing can be accomplished on-link. When an
address is assigned to an interface, an option or switch specifies that the address is an anycast
address. When an anycast address is applied to an interface, that interface processes neighbor
discovery differently (such as suppressing DAD) to accommodate duplicate addresses on-link.
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Required IPv6 Addresses

This topic describes how to determine the required IPv6 addresses for an IPv6 host and an IPv6
router.

Required IPv6 Addresses
Required Host Addresses
An IPv6 host interface requires the following |IPv6
addresses for proper operation:
= Alink-local address
= Loopback address (::1)
= All-nodes multicast address (FF02::1)

= Any additional unicast and anycast addresses configured
(automatically or manually)

= Solicited-node multicast address for each of its unicast and
anycast addresses

= Multicast addresses of all other groups to which the host belongs

gl’

~
7/

An IPv6 host has many IPv6 addresses, all of which are used in different contexts. This is a
good example of the power of IPv6. Its address space enables efficient use of addresses for
protocol design.

Solicited-node multicast addresses are discussed with the neighbor discovery protocol, later in
the course.
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Required IPv6 Addresses (Cont.)

Required Router Addresses
An IPv6 router interface requires the following IPv6
addresses for proper operation:

= All of the required host addresses

= All router multicast addresses (FF02::2)

= Other unicast or anycast-configured addresses

An IPv6 router is first an IPv6 node, so it has all the required host addresses. In its function as a
router, it has additional addresses, as listed in the figure.
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Required IPv6 Addresses (Cont.)

Addressing Architecture
The graph shows the IANA assignments of IPv6
addresses:

= X axis = Full address space

= Y axis = 0 or 1 if space is allocated

= 1 does not mean that space is used, only that it is reserved

by IANA
IPv6 Addressing Architecture
@
@
% [+— 2000::/3 Space |
!
C
‘0
21 11 21 31 41 51 61 71 81 91 101 111 121 131 141 151 161 171 181 191 201 211 221 231 241 251
Full Address Space

In the figure, the X axis represents the complete address space, divided into 256 parts, from 1 to
256. The Y axis is binary and is 1 when the space is assigned.

The assigned address range is not related to the actual allocation to users and networks:

m  (::/3 represents the special unicast address space (unspecified, loopback, IPv4-compatible,
and IPv4-mapped addresses).

®  2000::/3 is the range from which the IANA allocates IPv6 unicast addresses. That range
represents 1/8 of the address space and is shown as the largest black part on the chart.

m  FCO00::/7 is the unique local unicast address range, which uses 1/128 of the address space
and is shown by the narrow black line near the right side of the chart.

m  FES80::/10 is the link-local unicast address range, which uses 1/1024 of the address space.
This range is too small to be seen on the chart but would be at the rightmost end.

m  FECO::/10 is the site-local unicast address range, which uses 1/1024 of the address space.
This range is too small to be seen on the chart but would be at the rightmost end. Although
site-local addresses have been deprecated, this address space is reserved for the foreseeable
future, to prevent compatibility problems.

m  FF00::/8 is the multicast address range, which uses 1/256 of the address space and is shown
as the last small black line at the rightmost end of the chart.

2-24 IPv6 Fundamentals, Design, and Deployment (IP6FD) v3.0 © 2010 Cisco Systems, Inc.

https://t.me/learningnets



Required IPv6 Addresses (Cont.)

Privacy Interface ldentifier
= Defined in RFC 3041
= Supports randomly generated interface identifier
= Hides hardware information from network layer
= Can be permanent or temporary
= Temporary random interface ID prevents global device tracking.

PTG 2083 | 38do | 1129 | doct |
»

/ \

/ \
4 \
/ \

Randomly Created Interface
Identifier

A process for generating a random interface identifier is provided in RFC 3041. Windows XP
implements this process by default and prefers to use this address for outgoing communication.

The randomly generated interface identifier address has a short lifetime and is regenerated
periodically (once per day in Windows).

This process is considered a privacy extension because, without it, if you create an interface
identifier from a MAC address, others could track your activity and point of connection. To
address privacy concerns that are associated with this level of tracking, the privacy extension
was created.

Tip Consider the situation for a business traveler. As travelers move around the world,
connecting to various Internet hosts from different IPv6 subnets, they leave a telltale
signature—their 64-bit interface identifier. This identifier is consistent over time, even as the
subnet prefix changes, as long as the node is using autoconfiguration, which incorporates
the burned-in MAC address of the underlying interface. Privacy addresses were invented to
allow the interface identifier, which must simply be unique on the subnet, to also change
over time and in unpredictable ways.
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|
Required IPv6 Addresses (Cont.)
IETF Prefix Allocation to IANA
0000::/8 Reserved by IETF RFC 3513 [11[5]
0100::/8 Reserved by IETF RFC 3513
0200::/7 Reserved by IETF RFC 4048 [2]
0400::/6 Reserved by IETF RFC 3513
0800::/5 Reserved by IETF RFC 3513
1000::/4 Reserved by IETF RFC 3513
2000::/3 Global unicast RFC 3513 [3]
4000::/3 Reserved by IETF RFC 3513
6000::/3 Reserved by IETF RFC 3513
F800::/6 Reserved by IETF RFC 3513
FCO00::/7 Unique local unicast RFC 4193
FEO00::/9 Reserved by IETF RFC 3513
FE80::/10 Link-local unicast RFC 3513
FECO::/10 Reserved by IETF RFC 3879 [4]
FFO00::/8 Multicast RFC 3513

The notes that are referenced in the figure are defined here:

m [1] The unspecified address, the loopback address, and the IPv6 addresses with embedded
IPv4 addresses are assigned out of the 0000::/8 address block.

m  [2] 0200::/7 was previously defined as an Open Systems Interconnection (OSI) network
service access point (NSAP)-mapped prefix set (RFC-gray-rfc1888bis-03.txt). This
definition was deprecated in December 2004 (RFC 4048).

® [3] The IPv6 unicast space encompasses the entire IPv6 address range except for FF00::/8
(RFC 3513). IANA unicast address assignments are currently limited to the IPv6 unicast
address range of 2000::/3. IANA assignments from this block are registered in the IANA
registry: iana-ipv6-unicast-address-assignments.

m [4] FECO0::/10 was previously defined as a site-local scoped address prefix. This definition
has been deprecated as of September 2004 (RFC 3879).

®  [5] 0000::/96 was previously defined as the [Pv4-compatible IPv6 address prefix. This
definition was deprecated by RFC 4291.

The IPv6 assignments, from IETF to IANA, are shown in the figure. IANA then passes prefixes
to the regional registries on an as-needed basis for unicast space. For multicast, IANA may
make individual assignments as requested.

Tip IETF makes assignments to IANA in RFCs. Presumably, much of the unallocated space will
be assigned to IANA as additional unicast prefixes are required, but by holding most space
in reserve until it is needed, IETF does not preclude innovation for the protocol. Perhaps a
new type of prefix or a radically different use of the addressing space will be developed.
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Summary
This topic summarizes the key points that were discussed in this lesson.

e |
Summary

= [Pv6 addresses are 128 bits, represented by a sequence of
eight 16-bit hexadecimal fields separated by colons.

= [Pv6 addresses are unicast, anycast, or multicast. Broadcast
addresses are not supported in IPv6.

= Each of the three IPv6 address types has specific rules
regarding its construction and use.

= Every IPv6 host and router has a set of addresses that must
be configured on it to enable proper operation.
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Lesson 2

Describing the IPv6 Header
Format

Overview

The header format for each IP packet carries crucial information for the routing and processing
of each packet payload. Header construction also plays an important role in the efficiency and
extensibility of the network. This lesson describes the IP version 6 (IPv6) header format and
identifies the major changes in header construction from IP version 4 (IPv4) to IPv6, which will
yield long-term benefits to the Internet.

Objectives

Upon completing this lesson, you will be able to describe changes in the IPv6 header and the
purpose of extension headers. This ability includes being able to meet these objectives:

m  Describe the major changes in an IPv6 header and the benefits of these changes
m  Describe the new fields that were added to an IPv6 header and explain their operation

m  Describe the purpose of extension headers in [Pv6
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IPv6 Header Changes and Benefits

This topic describes the major changes in an IPv6 header and the benefits of these changes.
_________________________________________________________________________]

IPv6 Header Changes and Benefits

IPv4 Header Format

Version [gl6NE:T Type of Service Total Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum t 20
Octets
Source Address
Destination Address

Options Padding Variable

J’ Length

Data Portion |
32 Bits

The IPv4 header contains 12 fields. Following those fields is an Options field of variable
length, which the figure shows in yellow, and a data portion, which is usually the transport
layer segment. The basic IPv4 header has a size of 20 octets. The Options field increases the
size of the IP header.

Of these 12 header fields, 6 are removed in IPv6; these fields are shown in green and blue in
the figure. The main reasons for removing these fields in IPv6 are as follows:

m  The Internet Header Length (Hd Len) field was removed because all IPv6 headers are a
fixed, 40-byte length, unlike IPv4, in which the header length is variable.

m  Fragmentation is now processed differently and does not need the fields in the basic IP
header. In IPv6, routers no longer process fragmentation, a change that removes the
processing issues that result when routers process I[Pv4 fragmentation. The related,
removed fields appear in the Fragmentation Extension Header in IPv6, which is attached
only to a packet that is actually fragmented.

m  The Header Checksum field at the IP layer was removed because most data link layer
technologies already perform checksum and error control and because the relative
reliability of the data link layer is very good. However, this removal forces the upper-layer
optional checksums, such as User Datagram Protocol (UDP), to become mandatory.

The Options field is changed in IPv6 and is now processed by an extension header chain.

Most other fields were either unchanged or changed only slightly.
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IPv6 Header Changes and Benefits (Cont.)

IPv6 Header Format
| | |

Traffic Class | Flow Label )
Payload Length | Next Header Hop Limit
— Source Address -
L _ > 40
Octets
— Destination Address -
Next Header Extension Header information Variable
Length
Data Portion |
32 Bits

The IPv6 header has 40 octets, instead of 20 octets as in IPv4. The IPv6 header has fewer
fields, and the header is aligned on 64-bit boundaries to enable fast processing by current and
next-generation processors. Address fields are four times larger than in IPv4.

The IPv6 header contains eight fields:

1. Version: This 4-bit field contains the number 6, instead of the number 4 as in IPv4.

2. Traffic Class: This 8-bit field is like the type of service (ToS) field in IPv4. IPv6 nodes
can mark the packet with a traffic class that can be used in differentiated services.
Differentiated services functionalities are the same in IPv6 and IPv4.

3. Flow Label: This new field has a length of 20 bits and is used to mark individual traffic
flows with unique values, which routers can use to provide per-flow nondefault treatment.

4. Payload Length: This field is like the Total Length field of IPv4, but because the IPv6
base header is a fixed size, this field describes the length of the payload only, not of the
entire packet.
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|
IPv6 Header Changes and Benefits (Cont.)
IPv6 Header Format (Cont.)
| | |
Version | Traffic Class | Flow Label \
Payload Length Hop Limit
P 7
o 7
.~ Source Address
-7 > 40
e Octets
7
7
7
P 7
e Destination Address
P 7
7
<
Extension Header Info Variable
Length
| Data Portion |
32 Bits

5. Next Header: The value of this field determines the type of information that follows the
basic IPv6 header. This field can be a transport layer packet, such as TCP or UDP, or it can
be an extension header, as shown in the figure. The Next Header field is like the Protocol
field of IPv4 but has been renamed to reflect the more general usage: It may point to a
Layer 3 IPv6 extension header rather than a Layer 4 protocol.

6. Hop Limit: This field specifies the maximum number of hops that an IP packet can
traverse. Each hop or router will decrease this field by one. Because there is no checksum
in the IPv6 header, packets can be routed more quickly through the core of the network.

7. Source Address: This field of 16 octets or 128 bits identifies the source of the packet.

8. Destination Address: This field of 16 octets or 128 bits identifies the destination of the
packet.

Tip IPv6 renames the Time to Live field to Hop Limit because the term more closely reflects the
way that the field is used. The original design of IP (as described in RFC 791) called for all
clocks on the network to be synchronized and for the Time to Live (TTL) to be measured in
seconds. This design was later seen as impractical, and the TTL field began to be used as a
simple hop counter, in which packets are discarded if the hop count is decremented to zero
before final delivery.

Following these eight fields are the extension headers, if any. The number of extension headers
is not fixed, so the total length of the extension header chain is variable.
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IPv6 Header Fields

This topic describes new fields that have been added to an IPv6 header and explains their
operation.

IPv6 Header Fields

IPv4 Header IPv6 Header

Type of Service Total Length

Traffic Class Flow Label

Payload Length Next Header | Hop Limit

. - Field name kept from IPv4 to IPv6
[ - Fields not kept in IPv6

. - Name and position changed in IPv6
[ - New field in IPv6

©2010 Cisco Systems, Inc. All rights reserved IPGFD v3.0—2-7

As shown in the figure, the number of fields in the IPv6 header has decreased significantly
from the number of fields in the IPv4 header.
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IPv6 Header Fields (Cont.)

Rationale for IP Header Changes

There were a number of reasons to make
modifications to the IP header when developing IPv6,
including:

= Fix problems in IPv4 headers

= Remove all optional information and leave only core fields

= Add extensibility (extension headers)

= Make the header easier to process

By the time that a need to develop a successor to IPv4 arrived, more than 10 years of Internet
usage and growth had occurred. The designers of IPv6 took the opportunity to correct many of
the problems that had arisen during the previous decade.

Problems to be corrected included removing fields that were rarely used (such as
fragmentation) from the base header, adding a way to easily extend the protocol (extension
headers), and streamlining the process that routers must go through to route and forward
packets (eliminating the checksum). In addition, the new protocol needed to be compatible with
IPv4. Using the same version field minimizes the changes at Layer 2, which is needed to carry
IPv6 traffic.
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IPv6 Extension Headers

This topic describes the purpose of extension headers in IPv6.

e
IPv6 Extension Headers

IPv6 Basic Header
[ (40 Octets)

{ énty Nu.mbeHr Oz IPv6
- \X ension neaders Packet

’ mun Data (?o'r Example,
,/ TCPorUDP) ~~_ _ )

Next Header Ext Hdr Length

Ext Hdr Data

The extension headers are optional headers that follow the IPv6 basic header. Each extension
header is 8 octets (64 bits), aligned. Together, all the extension headers form a chained list of
headers. Each extension header is identified by the Next Header field of the previous header.
For typical applications, the final extension header will have a Next Header field that points to
a transport layer protocol such as TCP or UDP. When multiple extension headers are used in
the same packet, the order of the headers should be as follows:

1. Hop-by-Hop Options header

2. Destination Options header (when the Routing header is used)

3. Routing header

4. Fragment header

5. Authentication header (AH)

6. Encapsulating Security Payload (ESP) header

7. Mobility header

8. Destination Options header (when the Routing header is not used)

9. Upper-Layer header

Note The source node should follow this order, but destination nodes must be prepared to receive
in any order—except for Hop-by-Hop header, which must be first.
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IPv6 Extension Headers (Cont.)

Hop-by-Hop Header Format
= An extension header
= Processed by each intermediate router

Next Header = 0 } IPv6 Basic Header

Hop-by-Hop _
_Header

- ~ o~
-~
~
-~
~

Ext Hdr Length Reserved

TLV-Encoded Options

If the Next Header field equals 0, then the next header is a Hop-by-Hop field. This header
contains information that must be examined by each node on the path.

The Hop-by-Hop and Destination Option extension headers support one or more options. These
options are encoded in the data portion of the extension header, in type, length, value (TLV)
format. These extension headers are actually containers for options.

One use for the Hop-by-Hop header is to support IPv6 jumbograms, which are defined in RFC
2675, IPv6 Jumbograms. The IPv6 header has a 16-bit Payload Length field, and therefore
supports payloads as long as 65,535 octets. The IPv6 Hop-by-Hop option—with the Jumbo
Payload option—carries a 32-bit long field. This special option is used to allow transmission of
IPv6 packets with payloads that are between 65,536 and 4,294,967,295 octets long.

Tip Partitioning of options into this Hop-by-Hop header and the Destination Options header is a
primary feature of IPv6 and helps to improve aggregate throughput on an IPv6 network. By
partitioning options in this manner, intermediate routers can make a quick decision about the
need to look more deeply into the packet. If the IPv6 base header contains a “0” in the Next
Header field, the router must examine the options. If the router sees any other value, it can
immediately route the packet, and no further examination is needed. This process helps
routers to focus on fast forwarding of packets that do not require special handling along the
path.
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IPv6 Extension Headers (Cont.)

Routing Header Format
= An extension header
= Processed by the listed intermediate routers
= Deprecated as of 2008 (RFC 5095)

Next Header = 43 _
Routing Header I IPv6 Basic Header
-7 " Routing Header

Ext Hdr Length Routing Type Segments Left

Routing Hdr Data

If the Next Header field equals 43, then the next header is a Routing header. A Routing header
can appear either as the first extension header after the IPv6 base header, or after another
extension header.

As in any extension header, the first field of the Routing header is the Next Header field, which
identifies the type of header that follows the Routing header. The second field is the Exterior
Header Length field. The Routing Type field identifies the type of Routing header that is used.
The Segments Left field identifies the number of intermediate routers that are in the data
portion of the Routing header.

A Routing header with routing type 0 forces the routing through a list of intermediate routers,
like the Loose Source Route option does in IPv4.

A second Routing header, with routing type 2, has been defined for use with [Pv6 Mobility.
This header is formatted like the type 0 Routing header but carries only one intermediate hop.
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IPv6 Extension Headers (Cont.)

Destination Options Header Format
= An extension header
= Contains information intended only for the destination nodes

Next Header = 60

} IPv6 Basic Header

Destination
Options Header ~ ~ Destination Options
- Header -o

Ext Hdr Length Reserved

TLV-Encoded Options

If the Next Header field equals 60, then the next header is a Destination Options header.

An example of a Destination Options header is the Home Address option in Mobile IPv6. The
Home Address option is carried by the Destination Options extension header. This option is
used in a packet that a mobile node sends while away from home, to inform the recipient of the
home address of the mobile node.

This is the only type of Routing header that can appear twice in an IPv6 packet.

Tip Destination options are end to end, which helps to secure sessions because these options
can be covered by IPsec protections. The options need not be visible (and are never
changed) along the path. Hop-by-hop options are not covered by end-to-end security tools
such as IPsec, because they must be visible to intermediate nodes along the path.
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IPv6 Extension Headers (Cont.)
Routing Header Operation

Source: Node A
Destination: R5
Router List: R2, B

Segments Left: 1
g ...................................

Source: Node A
Destination: R2
Router List: R5, B
Segments Left: 2

Source: Node A
Destination: B
Router List: R2, R5
Segments Left: 0

Source: Node A
Destination: B ‘i Destination
Router List: R2, R5
Segments Left: 0 \’ Node
/

The figure shows the changes in the Routing headers and the destination address during the
routing of the packet in the path from A to B.

The way in which the Routing header and the destination address in the IPv6 packet interact is
new. At each intermediate router in the list, the router changes the destination address of the
outgoing packet to target the next-listed router. This list of hops is always saved in the Routing
headers.

The number of Routing headers does not change, but the content of the router address inside
each Routing header and the packet destination address changes during the path. When the last
router in the list receives the packet, the router changes the destination address to the final
destination address, which is the address of host B.

Initially, host A puts in an R2 address as the destination address of the packet. Host A also puts
in the Routing header the address of R5 (the next router on the list) and the address of host B
(the final destination). When the packet leaves R2, R2 changes the destination address to R5
and puts its own address (R2) in the first Routing header. The Segments Left field is
decremented by one. When the packet leaves RS, R5 changes the destination address to B, the
final destination, and then puts its own address (R5) in the last Routing header.

When the packet arrives at B, the source (A) and the destination address (B) are as if no
Routing header were present. However, B can look at the Routing headers to see the path (R2,
R5) that the packet took. The exchanging of those addresses in the header does not involve any
checksum recalculation.

Putting the next hop in the destination address enables the routing of the packet between the
two hops to be processed without any change. For example, between any two hops in the list,
the basic routing is based on the longest match routing algorithm and corresponds to the default
method for routing packets in IPv6.
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IPv6 Extension Headers (Cont.)

Fragment Header

= Afragment header is used when a node must send a packet
larger than the path MTU.

= The header allows for end-to-end fragmentation.

IPv6 Basic Header

Next Header = 44
Fragment Header
-7 Fragment Header

Reserved Fragment Offset
Identification

Fragment Data

The fragment header is used when a node must send a packet that is larger than the path
maximum transmission unit (MTU). The path MTU is the largest packet that can be conveyed
across a given network path. For example, if each link in the path can carry a 2000-byte
packet—except for one link, which can carry only a 1500-byte packet—then the path MTU is
1500 bytes. If the source node has a 1600-byte packet to send, it needs to fragment the packet
into two packets.

When a packet exceeds the MTU, the source node cuts the packet into fragments and sends
each fragment in a separate packet, identifying each fragment by adding the Fragmentation
extension header behind the base IPv6 header of each new, smaller packet.

The fields of the Fragmentation header look like the Fragment fields in the IPv4 header, and
include the following:

m A fragment offset that identifies the position of the specific fragment in the complete
original packet

m  An identification number that identifies fragments that are from the same original packet

The destination node then reassembles the packet by concatenating the received fragments in
the order that the fragment offset provides.

Note Unlike in IPv4, only the source node in IPv6 is allowed to fragment packets. Routers in the
transit path are not allowed to fragment packets. Instead, the router must send an Internet
Control Message Protocol version 6 (ICMPv6) error message back to the source, notifying
the source that fragmentation is required.
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IPv6 Extension Headers (Cont.)
IPsec AH

Next Header = 51 IPv6 Basic Header
AH
- “AH .

Length Reserved
Security Parameter Index

Sequence Number

Authentication Data (Variable Length)

The AH, described in RFC 4302, is an IPsec header that provides packet authentication and
integrity checking.
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IPv6 Extension Headers (Cont.)
IPsec ESP Header

Next Header = 50

ESP Header } IPv6 Basic Header

F ESP Header

Reserved
Security Parameter Index
Sequence Number

Encryption Parameters (Variable Length)

Encrypted Data

ESP Trailer

The ESP header, described in RFC 4303, provides confidentiality and data-integrity services
for peer nodes.

Tip IPsec ESP can be used with null encryption, which means that only the authentication,
integrity, and anti-replay features of ESP are enabled. There is a discussion in the security
community about whether IPsec ESP with null encryption is sufficient for all nonprivacy-
related sessions, and whether IPsec AH should be eliminated. Note that transport-mode
IPsec AH provides broader coverage of packet integrity than ESP does.
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IPv6 Extension Headers (Cont.)

Upper-Layer Headers
= Used for the payload protocols
— ICMP
— UDP
- TCP
— SCTP
= Must be the last extension header

Upper-Layer headers in IPv6 are structured the same way as in IPv4. Upper-Layer headers
must be last in a chain of extension headers.

IPv6 Extension Headers (Cont.)
UDP

= Computation of UDP checksum is mandatory for UDP
running over IPv6.

IPv6 Basic Header )
[ (40 Octets)
[ Any Number of \ 1IPV6
Extension Headers Packet
/] SN
,/ Data (UDP)
’ RaE /
’ =~
/ o= =
Vs RS
,/ UDP Packet BT

Source Port Destination Port

Length

UDP Data Portion

In IPv4, the UDP transport layer uses an optional checksum. Because the IP header checksum
is removed in IPv6, IPv6 uses the UDP checksum to check the integrity of the inner packet. The
checksum is mandatory.

The UDP pseudoheader includes the IPv6 source and destination addresses. If source routing is
included, the destination address is computed from the final destination in the source-route
path.
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IPv6 Extension Headers (Cont.)

Extension Header Order

Extension headers should be constructed in sequence
to minimize packet handling while en route. Extension
headers should be sequenced in this order:

= Hop-by-hop header (must be the first)

= Destination options header (for first destination device)
= Routing header

= Fragment header

= AH

= ESP header

= Mobility header

= Destination options header (for final destination device)
= Upper-layer header

A review of some of the main characteristics of extension headers follows:

The Hop-by-Hop Options header is the only type of header that is read and processed by all
hops in the path. The Hop-by-Hop Options header is used currently for the router alert and
jumbogram functions and will be used to carry new options as they are invented in the
future.

The Destination Options header is processed only by the destination node. Currently, only
Mobile IPv6 uses the Destination Options header.

The AH and the ESP headers are used within IPsec to provide authentication, integrity, and
confidentiality of the IP packet, and are identical in both IPv4 and IPvo6.

Upper-Layer (transport) headers are the typical headers that are used inside the IP packet to
transport the application data. The two main transport protocols are TCP and UDP.

Tip

IPv6 engineers sometimes call these headers upper-layer extension headers, which is
incorrect terminology. IPv6 extension headers are Layer 3 headers and are part of the IPv6
protocol (including ICMPv6). TCP and UDP, for example, are Layer 4 protocols and are not
IPv6 extension headers.
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Summary

This topic summarizes the key points that were discussed in this lesson.

e |
Summary

= The IPv6 header has removed unnecessary fields, resulting
in a more streamlined, simpler protocol.

= The Flow Label and Next Header fields are new to IPv6 and
enable new functionality, in the form of better quality of
service and extension headers.

= Extension headers are used to extend the functionality of
IPv6 while introducing minimal extra processing costs on
IPv6 nodes.
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Lesson 3

Enabling IPv6 on Hosts

Overview

Support on the end nodes is crucial for implementation of IP version 6 (IPv6). Most, if not all,
major operating systems already support IPv6, and there should be no problem implementing
IPv6 support on hosts. Application support is a different matter and can vary from application
to application. Commercial applications should offer IPv6 support, whereas internally
developed applications depend on the internal development team. This lesson describes how to
configure basic IPv6 parameters on Microsoft Windows, Mac OS, and Linux kernel-based
operating systems.

Objectives

Upon completing this lesson, you will be able to configure IPv6 on Windows and Linux-based
operating systems. This ability includes being able to meet these objectives:

Describe how IPv6 is enabled on the hosts
Describe how IPv6 is enabled on Windows
Describe how IPv6 is enabled on Mac OS X

Describe how IPv6 is enabled on Linux-based operating systems
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Enabling IPv6 on Hosts

This topic describes IPv6 on end nodes.
_________________________________________________________________________]

Enabling IPv6

IPv6 support:

= All major operating systems now support IPv6

= |Pv6 is the preferred protocol (over IPv4)

= This can be problematic if:
— Global IPv6 address is configured
— DNS returns AAAA record
— No IPv6 path exists to the destination

= Priority of addresses (protocols) can be changed:
— netsh interface ipv6 set prefixpriorities (Windows)
— letc/gai.conf (Linux)
— ip6addrctl (KAME)

IPv6 must be enabled on end hosts as well as on the entire network. Before enabling IPv6 on
end hosts, you should be aware of the potential problems that doing so might create. IPv6 is
preferred over IP version 4 (IPv4) on most platforms; if your end host has an IPv6 global
address and an IPv6 default route or specific route to the destination, the host probably will try
to use IPv6 to reach the destination. If the IPv6 path to the destination is interrupted
somewhere—for example, if you have local IPv6 connectivity and advertise the default route
inside your network, but your IPv6 Internet connectivity is down—then your hosts will
experience apparent slowdown of Internet traffic towards dual-stacked Internet hosts. This
issue occurs because of [Pv6 preference. To change this behavior, specify higher priority for
IPv4 traffic, by increasing precedence value.

On Windows, you can increase this value by using the netsh interface ipvé set
prefixpriorities command. On Linux-based operating systems, you can edit the /etc/gai.conf
file. On operating systems that have a KAME-based IPv6 stack (Berkeley Software
Distribution [BSD] series and Mac OS X)), you can use the ipéaddrctl command.
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Enabling IPv6 on Windows

This topic describes how to configure IPv6 on Windows operating systems.

Enabling IPv6 on Windows

IPv6 support in Windows:
= Windows XP and later support IPv6.
= Windows XP and Windows Server 2003:
— Do not have IPv6 enabled by default
— Do not have GUI options for IPv6 configuration
— Windows XP does not support DNS over IPv6.
= Windows Vista and later:
— Have IPv6 enabled by default
— Will autoconfigure themselves
— Offer GUI for IPv6 configuration

All current versions of the Windows operating system support IPv6. Windows XP and

Windows Server 2003 have limited configuration options for IPv6. There are no GUI options,
except the ability to install support for IPv6. Configuration is done through the netsh command-

line interface (CLI).

Windows Vista and later editions have complete GUI support for configuring IPv6, as well as

the netsh CLI.

By default, all versions autoconfigure themselves with global IPv6 addresses as soon as a router

on the segment advertises a prefix via neighbor discovery router advertisement.
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Enabling IPv6 on Windows (Cont.)

Windows XP and Windows Server 2003:

= To enable IPv6 support on Windows XP and Windows Server

2003, use:
C:\>

|netsh interface ipv6é install

= Support static and autoconfigured addresses
= Do not have DHCPv6 client
= Support only 64-bit prefix length

= Configure IPv6 through the netsh command
C:\>
|netsh interface ipvé |

netsh>

|interface ipvé |

Starting netsh and entering IPv6 configuration submode

On Windows XP and Windows Server 2003, IPv6 is available but is not enabled by default. To
activate support for IPv6, you must enter the netsh interface ipv6 install command once. The
change is permanent and persistent across reboots.

After enabling IPv6 (no reboot is required), you can leave the PC to autoconfigure itself or you
can set a static IPv6 address. However, Windows XP and Windows Server 2003 do not have a
DHCP version 6 (DHCPv6) client, do not support an arbitrary prefix length (only 64-bit
prefixes are supported) and do not support DNS transport over IPv6.

When you configure through the netsh CLI, the easiest way is to start netsh by using the netsh
command, then enter IPv6 configuration submode by entering interface ipv6 and pressing the
Enter key.
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Enabling IPv6 on Windows (Cont.)

Basic netsh commands

= |Pv6 is already enabled on Windows Vista, Windows 7, and
later.

= Configuration can be performed through netsh CLI or GUI.

netsh interface ipvé6>

|set address <interface> <prefix>

Setting a static address

netsh interface ipvé>

|set route <destination> <interface> <gateway>

Setting a route

netsh interface ipvé6>

|set dnsservers <interface> {dhcp | static <DNS IP>} |

Setting a route

On Windows Vista and later, [Pv6 is enabled by default. A fresh installation will automatically
compute the IPv6 address if a router is present and sending route advertisement packets.

Configuration can be done either through the CLI or GUI. CLI commands are the same as in
previous releases of Windows.

All the commands in this lesson are configured under the interface IPv6 subconfiguration
mode. You can execute the commands by specifying each command individually at the
cmd.exe prompt, as in this example:

c:\>netsh interface ipvé set address LAN 2001:db8:100::1

Or you can enter the netsh application, select the configuration mode, and then enter the
commands:

c:\>netsh

netsh>interface

netsh interface>ipvé

netsh interface ipvé>set address LAN 2001:db8:100:40::1

The set address interface prefix command sets a static [Pv6 address on an interface.

To configure a route, use the set route destination gateway command. For example, to
configure a default route, use the set route ::/0 LAN fe80::1 command.

DNS servers can be either acquired through DHCP-lite or configured statically. To tell the PC
to acquire DNS server information via DHCP-lite, use the set dnsserver LAN dhcp command.
To statically configure a DNS server use the set dnsserver LAN static 2001:db8:100:1::53
command.
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Enabling IPv6 on Windows (Cont.)

GUI Configuration

Internet Protocol Version 6 (T CP/[_PVG) Prqp_ertées

2

[

% LAN Properties

[ Newworking [Sharing

Connectusing

£ Intel(R) 82567LM Gigabit Network Connection

This connection uses the following items

* Client for Microsoft Networks

= Deterministic Network Enhancer
) B 008 Packet Scheduler
¥ % Fife and Printer Sharing for Microsoft Networks

S - tamet Protocol Version 6 (TCE/IPvE)

¥« Intemet Protocol Version 4 (TCP/IPv4)

Description

L

Link-Layer Topology Discovery Mapper /O Drivel
Link-Layer Topoalogy Discovery Responder

Install.. Uninstal | 1

TCPJIP version 6. The latest version of the internet proto
provides communication across diverse interconnecte

P

L

General

You can get IPV6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

@) Obtain an IPv6 address automatically
=) Use the following IPv6 address

@) Obtain DNS server address automatically

Use the following DNS server addresses

Validate settings upon exit

Adanced.. |

'

Cancel J

———————
0K || Ccancel | H

GUI configuration is very like IPv4 configuration. The figure shows a sample empty
configuration of the IPv6 protocol. An IPv6 address can be configured statically or acquired
automatically. When configuring static address, you need to specify the IP address, prefix
length, and default gateway. There is no more netmask setting; the prefix length is used instead.

DNS servers are still listed. For any additional DNS servers or other settings, click the
Advanced button.
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Verification of Configuration

Enabling IPv6 on Windows (Cont.)

C:\> ipconfig
Ethernet adapter LAN:

Connection-specific DNS Suffix . : pc.example.com

IPv6 Address. . . . . . . . . . . : 2001:db8:1:10:4860:1624:5c13:4512

Temporary IPv6é Address. . . . . . : 2001:db8:1:10:dc6c:3al19:b210:8632

Link-local IPv6 Address . . . . . : £fe80::4860:1624:5c13:4512%15

IPv4 Address. . . . . . . . . . . : 192.0.2.116

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : fe80::214:50ff:fee0:1627%15
192.0.2.65

C:\> netsh interface ipv6 show addresses
Interface 15: LAN

Addr Type DAD State Valid Life Pref. Life Address
Public Preferred 29d23h59m37s 6d23h59m37s
2001:db8:1:10:4860:1624:5c13:4512

Temporary Preferred 2d1h56m28s 2dl1h56m28s
2001:db8:1:10:dc6c:3a19:b210:8632

Other Preferred infinite infinite fe80::214:50ff:fee0:1627%15

When verifying configuration, you can use either traditional commands or netsh commands.
For checking the configured address, you can use either the ipconfig or netsh interface ipvé
show addresses command. The ipconfig command shows both IPv4 and IPv6 configurations
but offers less information. The netsh command is limited to IPv6 configurations unless you

modify the command, but this command shows additional statuses such as address type,

Duplicate Address Detection (DAD) state, and valid and preferred lifetime.

Enabling IPv6 on Windows (Cont.)

Verification of Configuration (Cont.)

C:\> route print -6

Interface List
15...00 50 b2 56 13 ed ...... LAN Adapter

IPv6 Route Table

Active Routes:

If Metric Network Destination Gateway

15 276 ::/0 £fe80::213:60ff:fee0:£126

15 28 2001:db8:1:10::/64 On-link

15 276 2001:db8:1:10:4860:1624:5c13:4512/128
On-link

15 276 2001:db8:1:10:dc6c:3a19:b210:8632/128
On-1link

15 276 fe80::/64 On-1link

15 276 fe80::214:50ff:fee0:1627/128
On-link

15 276 ££00::/8 On-link

Persistent Routes:
None

To check the routing table or the default gateway (more common on end hosts), use the

traditional route print -6 command.
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Enabling IPv6 on Windows (Cont.)

Verification of Configuration (Cont.)

C:\> netsh interface ipv6 show route

Publish Type Met Prefix Idx Gateway/Interface Name
No Manual 256 ::/0 15 fe80::213:60ff:fee0:£126
No Manual 8 2001:db8:1:10::/64 15 LAN

No Manual 256 2001:db8:1:10:4860:1624:5c13:4512/128 15 LAN

No Manual 256 2001:db8:1:10:dc6c:3al19:b210:8632/128 15 LAN

No Manual 256 fe80::/64 15 LAN

No Manual 256 fe80::214:50ff:fee0:1627/128 15 LAN

No Manual 256 f££00::/8 15 LAN

= DNS configuration can be checked with:
— netsh interface ipv6 show dnsservers
— ipconfig /all

= Neighbors can be viewed with:
— netsh interface ipv6 show neighbors

An alternative way to check the routing table is to use the netsh interface ipvé show route
command.

DNS configuration can also be checked by using the ipconfig /all command or the netsh
interface ipv6 show dnsservers command.

To view a neighbor cache, you must use the netsh interface ipv6 show neighbors command.
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Enabling IPv6 on Windows (Cont.)

Advanced Commands

netsh interface ipvé6>

|set privacy [enabled|disabled]

Modifying privacy settings

netsh interface ipvé6>

|set global randomizeidentifiers=enabled|disabled

Modifying randomization of interface identifier

The advanced configuration options include the netsh interface ipvé6 set privacy command.
This command adds an additional, temporary address on every IPv6 interface. Windows uses
this address when choosing the source address for any outgoing connections. Additionally, no
services listen on this address. Use of this address can prevent a malicious user from
successfully port-scanning the PC, because all services listen only on the primary, not on the
temporary, address. This feature is enabled by default.

The netsh interface ipv6 set global randomizeidentifiers command causes the interface
identifier portion of the autoconfigured IPv6 address to be computed by using a pseudo-random
number generating algorithm. This feature is beneficial in two ways:

®  Determining the hardware manufacturer of the network interface card (NIC) just by looking
at the IP address becomes impossible.

B Guessing the node address, by guessing the vendor and assuming the extended universal
identifier (EUI)-64 conversion of the MAC address into the interface identifier, becomes
less probable. If an attacker guesses the vendor it reduces address space to /24, which is
still 16 million possible addresses but is an order of magnitude smaller than /64.

© 2010 Cisco Systems, Inc. IPv6 Operations 2-55

https://t.me/learningnets



Enabling IPv6 on Mac OS X

This topic describes basic commands to configure IPv6 on Mac OS X.

Enabling IPv6 on Mac OS X

= Based on FreeBSD and Mach kernel

= Supports GUI configuration of IPv6 parameters

= Supports CLI configuration through FreeBSD core commands
= Does not support DHCPv6

(o} Network

{ETCPIIP] DNS  WINS ~ 802.1X | Proxies Ethernet

Configure IPv4: [ Using DHCP. W

1Pv4 Address: ((Renew DHCP Lease )

Subnet Mask: DHCP Client ID:

Router:

Configure Iv6: | Automatically
Router: e80:0000:0000:0000:021:6dff:fe8c:0clb
1Pv6 Address: 2001:067¢:0058:0600:021f:{3ff feS5:edeb

Prefix Length: 64 2001:067¢:0058:0600.02 1f(3fFfe55:e4eb

Mac OS X is the current Apple operating system for Apple hardware. Mac OS X is based on

the Mach microkernel, FreeBSD core utilities, and a GUI that draws from NeXTstep
technologies, which was developed for NeXT computer systems.

Mac OS X natively supports IPv6. Configuration is possible through the GUI or through CLI

commands. CLI commands for Mac OS X are like GNU or Linux commands:
m ifconfig: Is used for manual configuration of IP parameters on interfaces
m  route: Is used for configuring the routing table

m netstat: Shows network status, routing table, and interface statistics

You can also use the ip6 command to globally enable or disable IPv6:

B ip6 —a: Enables IPv6 on all interfaces

®m  ip6 —x: Disables IPv6 on all interfaces

DHCPv6 is not supported natively on Mac OS X. Because the operating system is based on
BSD, you should be able to install third-party DHCP products that work on FreeBSD, to

provide DHCPv6 functionality on Mac OS X.
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Enabling IPv6 on Linux

This topic describes the basic commands to configure IPv6 on operating systems that are based
on the Linux kernel.

I —
Enabling IPv6 on Linux

IPv6 support on Linux distributions:
= Linux has IPv6 support since 2.2.x kernel series.
= Configuration depends on distribution.

= File /proc/net/if inet6 contains list of interfaces on which IPv6
is enabled.

= Adding IPv6 support to a running kernel:

Host#

|modprobe ipvé

= Linux hosts will autoconfigure themselves.

Linux-based operating systems use Linux as the operating system kernel. The Linux kernel
supports IPv6 since the kernel version 2.2. Where the configuration is stored depends on the
distribution, but basic commands are the same regardless of the version of the kernel. Note that
configuring your host as described in this lesson does not preserve settings across reboots.

To verify whether your Linux host supports IPv6, look for the file /proc/net/if inet6. This file
should have one line per interface on which IPv6 is enabled. If you do not find this file, try
loading the IPv6 kernel module with this command:

B modprobe ipv6
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Enabling IPv6 on Linux (Cont.)

Basic Configuration

Host#

|ifconfig <interface> ipv6é add <prefix>/<length> |

Adding an address
Host#

|ifconfig <interface> ipv6é del <prefix>/<length> |

Deleting an address

Host#

|route -A inet6 add <destination> gw <gateway> |

Adding a route
= DNS servers are added to the /etc/resolv.conf file.

nameserver 2001:db8:100::53 |

If you want to add an address to an interface, you can use the ifconfig interface ipv6é add
prefix/length command; for example:

m ifconfig eth0 ipv6 add 2001:db8:100:12::10:17/64

Removing an address is analogous. The add keyword is replaced by the del keyword.
To add a route, you use the route —A inet6 add destination gw gateway command.
The alias default can be used to add a default route; for example:

B route —A inet6 add default gw fe80::1

DNS servers are added to the /etc/resolv.conf file, one server IP address per line and prefixed
with the nameserver keyword.
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Enabling IPv6 on Linux (Cont.)

Verification

Host# ifconfig

eth0 Link encap:Ethernet HWaddr 00:50:56:8E:24:30
inet6 addr: 2001:db8:10::200:42ff:fel4:24cl/64 Scope:Global
inet6 addr: fe80::200:42ff:fel4:24cl/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1l

[output omitted]

Host# route -6
Kernel IPv6 routing table

Destination Next Hop Flags Metric Ref Use Iface
::1/128 i u [ 4 1 1o
2001:db8:10::200:42£F:feld:24c1/128 :: U 0 0 1 1o
2001:db8:10::/64 N uA 256 536 0 etho
£e80::200:42£f:feld:24cl/128 T2 U 0 86 1 lo
£e80::/64 N u 256 0 0 etho
££00::/8 T2 U 256 o 0 eth0
::/0 N u 256 0 0 etho
::/0 fe80::213:60ff:fee0:£540 UGDA 1024 1 0 etho0

Host# ip -f inet6 neigh
£e80::213:60ff:fee0:£540 dev eth0 lladdr 00:13:60:e0:£5:40 router STALE

Verification of configured addresses is done by issuing the ifconfig command, which displays
addresses and some statistics for all the interfaces that are installed on the system.

Checking of IPv6 routes is done by issuing the route -6 command.

A list of neighbors can be viewed only by using the ip command, which is a part of the iproute2
package. This package allows changing and viewing of all other parameters as well. The syntax
for listing the neighbors is ip —f inet6 neigh.
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Summary

This topic summarizes the key points that were discussed in this lesson.
]

Summary

= |[Pv6 is enabled by default on most modern operating
systems.

= End hosts will most often use autoconfiguration as soon as
RAs are detected.

= Windows XP and Windows Server 2003 require IPv6 to be
enabled manually.

= All versions of Windows after Windows XP support the netsh
CLI for configuring network parameters.

= All versions of Windows after Windows Vista also have the
option of GUI configuration.

= Linux-based software distributions support IPv6, but
permanent configuration varies from distribution to
distribution.

= Verification commands are the same on all distributions.
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Lesson 4

Enabling IPv6 on Cisco
Routers

Overview

Under development since the mid 1990s, IP version 6 (IPv6) can be found in most modern
networking hardware and software. Cisco is no exception and has provided support for IPv6 in
Cisco 10S Software since 2002. Network engineers and administrators who support IPv6
integration in Cisco Powered Networks require knowledge of the Cisco IOS Software
commands that are used to configure and support IPv6 on Cisco routers. This lesson describes
IPv6 enablement on Cisco IOS Software for routers.

Objectives

Upon completing this lesson, you will be able to describe and use Cisco 10S Software

commands to enable IPv6 on Cisco routers. This ability includes being able to meet these
objectives:

m  Use Cisco IOS Software commands to enable IPv6 on Cisco routers
m  Configure IPv6 addresses on Cisco router interfaces

m  Explain the two types of IPv6 autoconfiguration
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Enabling IPv6 on Cisco Routers

This topic describes how to enable IPv6 forwarding on Cisco routers.
_________________________________________________________________________]

Enabling IPv6 on Cisco Routers

To enable IPv6 on Cisco I0S routers, enable IPv6
unicast packet forwarding:

router (config) #

| ipv6é unicast-routing |

= Enable IPv6 traffic forwarding

Enabling IPv6 on Cisco Catalyst switches might require
changing the switch database management template.

switch(config) #

|sd.m prefer dual-ipv4-and-ipv6é default |

= Enable IPv6 TCAM support (advance IP Services feature set is
required)

Follow these two basic steps to activate IPv6 on a router:
Step 1 Activate IPv6 traffic forwarding.
Step 2 Configure each interface in which IPv6 is required.

By default, IPv6 traffic forwarding is disabled on a Cisco router. To activate IPv6 traffic
forwarding between interfaces, configure the ipv6 unicast-routing global command. This
command allows the forwarding of unicast IPv6 traffic.

IPv6 is enabled on a per-interface basis. Configuring an IPv6 address on an interface
automatically con