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ABSTRACT

Binary analysis, a cornerstone technique in cybersecurity, enables the examination of
binary executables, irrespective of source code availability. It plays a critical role in under-
standing program behaviors, detecting software bugs, and mitigating potential vulnerabili-
ties, specially in situations where the source code remains out of reach. However, aligning
the efficacy of binary analysis with that of source-level analysis remains a significant chal-
lenge, primarily due to the uncertainty caused by the loss of semantic information during
the compilation process.

This dissertation presents an innovative probabilistic approach, termed as probabilistic
binary analysis, designed to combat the intrinsic uncertainty in binary analysis. It builds on
the fundamental principles of program sampling and probabilistic inference, enhanced further
by an iterative refinement architecture. The dissertation suggests that a thorough and prac-
tical method of sampling program behaviors can yield a substantial quantity of hints which
could be instrumental in recovering lost information, despite the potential inclusion of some
inaccuracies. Consequently, a probabilistic inference technique is applied to systematically
incorporate and process the collected hints, suppressing the incorrect ones, thereby enabling
the interpretation of high-level semantics. Furthermore, an iterative refinement mechanism
is deployed to augment the efficiency of the probabilistic analysis in subsequent applica-
tions, facilitating the progressive enhancement of analysis outcomes through an automated
or human-guided feedback loop.

This work offers an in-depth understanding of the challenges and solutions related to
assessing low-level program representations and systematically handling the inherent uncer-
tainty in binary analysis. It aims to contribute to the field by advancing the development of
precise, reliable, and interpretable binary analysis solutions, thereby setting the groundwork

for future exploration in this domain.
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1. INTRODUCTION

Program analysis holds fundamental significance in software security and engineering, facil-
itating the comprehension of program behaviors, the detection of bugs, and the resolution
of potential vulnerabilities, among other essential aspects. Typically, this approach involves
examining a program’s source code, which usually yields satisfactory results. Nevertheless,
in numerous cybersecurity scenarios, access to the source code may be impossible, or relying

solely on source code analysis may be inadequate. A few notable instances include:

o Securing Legacy Software: Modern computing infrastructures heavily rely on COTS
(Commercial Off-the-Shelf) software and legacy software. Much of this software is
outdated and potentially prone to security risks. Therefore, understanding the behav-
ior of such legacy software and addressing potential vulnerabilities is vital. However,
traditional source code analysis is impractical in these situations, as the software is
exclusively distributed in binary format, which is the compiler’s output after compiling

the source code.

o Malware Analysis: Malware comprises malicious software designed to disrupt, damage,
or gain unauthorized access to computer systems. Detecting and analyzing malware is
one of the most critical tasks in software security. Nonetheless, malware authors often
discard the source code and only distribute the binary executable of the malware to

evade detection, necessitating analysis of binary executables.

» Proof-of-Concept (PoC) Development: A proof-of-concept (PoC) demonstrates the
feasibility of a concept, primarily meaning the development of a functional exploit for
a vulnerability in the context of software security. PoC development is an essential step
in the vulnerability discovery process, as it enables verification of the vulnerability and
accelerates its resolution by developers. However, developing an exploit depends on
the analysis of low-level machine code and often occurs in situations where programs
exhibit undefined behavior (e.g., the vulnerability). In such cases, solely analyzing
high-level source code proves to be insufficient and unreliable, as compilers can produce

unpredictable machine code in response to undefined behaviors.
17
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The crucial role of machine-code-level analysis in cybersecurity-related tasks has led to
the development of binary analysis. Such an analysis assesses raw binary executables, aiming
at offering performance akin to that of source-level analysis. Nevertheless, binary analysis
faces difficulties due to the loss of substantial important semantic information, such as symbol
names, data structures, type information, and more, after compilation.

Recovering such information from binary executables is inherently uncertain and can lead
to contradictory outcomes of deterministic reasoning. For example, many data structure
recovery techniques rely on specific instruction patterns to identify composite data types
like struct {...} in C. Unfortunately, these particular instructions might also be present
in optimized code snippets that do not access data structures at all. Existing techniques
lack a systematic approach for addressing such uncertainty.

In this dissertation, we tackle the intrinsic uncertainty in binary analysis via a novel
probabilistic analysis methodology, which is grounded on the principles of program sampling
and probabilistic inference. We note that numerous program behaviors can serve as valuable
hints to assist in recovering missing information. However, it is critical to recognize that
comprehensively obtaining all such behaviors is infeasible, considering the undecidability of
analyzing all non-trivial semantic properties of programs. Despite this challenge, it remain
practically feasible to sample these behaviors while tolerating the inclusion of erroneous
hints, which we refer to as program sampling. We further propose a probabilistic analysis
approach, underpinned by the well-established probabilistic inference technique, to systemat-
ically integrate and process the acuqired hints, allowing for effective reasoning about missing
high-level semantics even in the presence of uncertainty. Additionally, an iterative refinement
architecture is introduced to enhance the effectiveness of the proposed probabilistic analysis

when the downstream application is applicable.

1.1 The Thesis

Program sampling and probabilistic inference can adeptly seize and systematically model
the inherent uncertainty present in binary analysis, promoting the development of accurate,

robust, and explainable solutions.

18
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Figure 1.1. The process of compilation and reverse engineering

1.2 Problem Statement

Considering the significance of binary analysis in the field of cybersecurity, it is crucial
to elevate the efficacy of binary analysis to a level on par with its source-level counterpart.
To this end, binary analysis employs a process inverse to compilation, aiming to reconstruct
a high-level representation of a program from a low-level one. This process is often referred
to as reverse engineering, as illustrated in Figure 1.1. The upper part demonstrates the
activities of compilation and reverse engineering, while the lower part showcases the loss
of information at each step of compilation. Specifically, the compilation process proceeds
from left to right, transforming a high-level program representation (e.g., source code) into
a low-level representation (e.g., machine code) through stages of front-end parsing, code
generation, and assembly. Conversely, reverse engineering operates in the opposite direc-
tion, starting by extracting assembly code from machine code, then recovering intermediate
representation from the assembly code, and finally reconstructing source code from the inter-
mediate representation. Note that a substantial amount of information is progressively lost
when transitioning from high-level to low-level representations. This not only complicates
the analysis based on low-level representations but also introduces uncertainty into binary

analysis.
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To facilitate understanding, we formally define the uncertainty in the context of binary

analysis as follows:

Uncertainty. In the context of binary analysis, uncertainty essentially refers to
the possibility of multiple legitimate high-level representations being reconstructed

from a single low-level program representation.

It is important to note that, even when the compilation settings are fixed and predetermined,
uncertainty in binary analysis persists, as it is intrinsic to reversing a lossy procedure. For
instance, a variable typed as char may be compiled into an identical machine code form as
a variable typed as unsigned int8. As a result, from the perspective of analyzing machine
code, it is uncertain which type the variable truly possesses.

In light of these factors, this dissertation seeks to address the following research challenges
in binary analysis.

Research Challenge 1. How can program behavior be adequately comprehended from a
low-level representation in a practical manner?

It is important to note that high-level representations are generally more informative than
low-level ones, featuring a more organized structure and richer semantic details (as observed
when comparing source code and machine code). Consequently, understanding program
behavior from a low-level representation proves more challenging than from a high-level one.
For instance, during the data-flow analysis of source code, variable type information often
helps reduce the search space of the analysis. However, this is not applicable in binary
analysis, where instructions operate solely on raw registers and memory locations without
any type information, resulting in an overwhelmingly large search space for the analysis.
Existing data-flow analyses for binaries either fail to produce satisfactory results or struggle

to scale to complex binaries. [J

Research Challenge 2. How can the intrinsic uncertainty in binary analysis be systemat-
ically modeled and reasoned about?

The loss of information not only complicates the analysis of low-level representations
but also introduces inherent uncertainty into the reverse engineering process. That is to

say, even when program behavior can be effectively assessed from a low-level representa-
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tion, there remains inevitably uncertaint concerning the information recovered during the
reconstruction of high-level representations. For example, in the process of recovering data
structures, identifying a data flow between two variables does not necessarily signify that
the two variables possess the same type, as possible compilation optimizations might com-
pile various variable types into identical machine code. Binary analysis is conducted in the

presence of such uncertainty, which is often overlooked by existing techniques. []

1.3 Overview

In order to address the challenges outlined earlier, we propose an innovative probabilistic

methodology for binary analysis, which is grounded in the following key insights:

o Program sampling provides a more practical approach for understanding programs in
low-level representations, as opposed to conservative analysis. Recall that, due to un-
certainty, multiple legitimate high-level representations can be derived from a specific
low-level representation through reverse engineering. A conservative analysis may pro-
duce numerous spurious results or fail to scale to complex binaries, since it seeks to
encompass all possible high-level representations. However, it is important to note that
a given program relation can be revealed by numerous whole-program paths, making
a sampling-based approach more practical. This approach samples and analyzes a set
of program paths, which is likely sufficient to unveil the program relation of interest.
For example, when considering the data dependency relation in a program with n
statements, the number of dependencies is O(n?), while the number of paths could
be O(2"), assuming all branching statements have only two branches. Consequently,
a dependence may be exposed by many paths. Sampling a set of paths is likely to
reveal all dependencies. We further demonstrate that, if such sampling adheres to
a well-designed distribution, the analysis results can be probabilistically guaranteed,
meaning the results are likely to be correct with high probability. The details of pro-

gram sampling are discussed in Chapter 2.

o Probabilistic inference can naturally model and systematically reason about the intrin-

sic uncertainty. Following program sampling, a set of program relations are revealed
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and represented as a collection of probabilistic hints. These various hints can be more
cohesively integrated using probabilistic inference. Specifically, one can consider each
revealed program relation as a piece of evidence, providing a certain degree of confi-
dence in one particular possible high-level representations of all. Although multiple
legitimate high-level representations exist due to uncertainty, aggregating all the evi-
dence will likely highlight the most probable one as the correct one. In Chapter 3, we
discuss the details of probabilistic inference by solving a concrete problem, specifically,

recovering data structures.

Moreover, it is essential to highlight that certain distinct characteristics of cybersecurity
applications can potentially facilitate improving the effectiveness and efficacy of binary anal-
ysis. In particular, many cybersecurity applications are not a one-time process, but rather
entail iterative feedback loops, either automated or manual. For example, during malware
analysis, an analyst evaluates the results obtained from the underlying analysis, distinguishes
between correct and incorrect outcomes, and submits feedback to improve the analysis. The
generation of Proof-of-Concept (PoC) also encompasses a feedback-driven process, where the
generated PoC is automatically validated by assessing its capacity to exploit the targeted

vulnerability, and the feedback is employed to enhance the PoC generation procedure.

o The feedback can be seamlessly integrated into the probabilistic inference process as ad-
ditional hints. Probabilistic inference naturally enables the integration of new hints
into existing analysis results. In particular, when feedback becomes available, it can
be translated into fresh probabilistic hints and automatically analyzed by the under-
lying probabilistic inference procedure. We therefore suggest an iterative refinement
architecture, in which the analysis results are progressively refined through feedback.

This enhancement is exemplified in Chapter 4, which focuses on binary-only fuzzing.

Figure 1.2 portrays the workflow of the proposed probabilistic binary analysis approach.
Specifically, given a machine code of interest, we initially employ program sampling to acquire
program behaviors. The probabilistic inference process subsequently leverages these program

behaviors to deduce the high-level representation of the program. In cases where downstream
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Figure 1.2. The process of compilation and reverse engineering

applications provide feedback, the analysis results can be further refined by incorporating

the feedback into the probabilistic inference process.

1.3.1 Program Sampling: Analyzing Data Dependence in Binary Executables

In Chapter 2, we present program sampling, an innovative approach for performing binary
analysis. We showcase its potential by using it to examine data dependence in binary
executables, given that such analysis is an essential aspect of reverse engineering.

Binary program dependence analysis determines the dependence between two instruc-
tions. It is considerably more challenging than source-level dependence analysis, as symbol
information (e.g., types and variables) is lost during compilation, and source-level data struc-
tures, variables, and arguments are compiled into registers and memory accesses (through
registers), making them highly generic and difficult to analyze. Existing works either de-
pends on dynamic dependence analysis, necessitating the availability of high-quality inputs,
or conservative static analysis, which compromises scalability and inevitably generates sub-
stantial false positives. We note that dependence analysis with probabilistic guarantees may
strike an optimal balance between efficacy and practicality. Therefore, we propose a binary
level program dependence analysis technique with probabilistic guarantees, enabled by a
novel randomized abstract interpretation technique.

Our approach employs program sampling to explore the space of entire program paths in a

manner that ensures an equal distribution of probabilities across different paths, irrespective
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of path length. Abstract interpretation is further performed on individual sample path,
which is different from conservative data-flow analysis that computes/merges the abstract
values from all possible paths at each step of interpretation. A context-sensitive and flow-
sensitive posterior dependence analysis is conducted to reduce the possible false negatives
caused by incomplete path sampling. Probabilistic guarantees can be provided depending

on the number of samples taken when certain assumptions are satisfied.

1.3.2 Probabilistic Inference: Recovering Variables and Data Structures

In Chapter 3, we investigate the potential of probabilistic inference in binary analysis by
leveraging program behavior insights obtained from program sampling. We demonstrate the
effectiveness of this approach in addressing a critical challenge in binary program analysis,
namely, the recovery of variable and data structure information. The primary objective is
to identify variables, determine their types, and recognize complex array and data struc-
ture definitions. Such information is lost during the compilation process, as variables and
data structure fields are converted into plain registers and memo