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• Mobile Forensics 
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• SANS Principal 
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• Mac Nerd
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Digital Intelligence, 
Cellebrite

• SANS Senior 
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• Loves a great ’stache
• Mobile obsessed
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Setup
iOS and CarPlay
• Vehicle(s) Used

– Audi S3
• iPhone Details

– iPhone X, 12.1.1 (Jailbroken)

Android and Android Auto
• Vehicles Used:

– GMC Yukon Denali
– Nissan Sentra (Rental)

• Androids Used:
– Rooted Samsung – Full 

Physical
– Samsung J7 Prime – Exynos –

File System
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CarPlay Interface
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CarPlay  Configuration
• /mobile/Library/Preferences/com.apple.carplay.plist
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Per Car App Icon Configuration
• /mobile/Library/Springboard/<GUID>-CarDisplay[Desired]IconState.plist
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Device Connections (knowledgeC.db)
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Android Auto Car Configuration
• com.google.android.projection.gearhead/ 

shared_prefs/
– com.google.android.gms.analytics.prefs.xml

• Installed and Last Used Dates

– auto_launch_manager_shared_preferences.xml
• Bluetooth Connections

– app_state_shared_preferences.xml
• Last Usage Date

– common_user_settings.xml
• Bluetooth Settings 
• Caution – Last Accessed Date Incorrect
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Android Auto Connections (1)
• Car Connections – Everywhere!

– Data Usage
– Syncing Artifacts
– Bluetooth/USB Connections
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Android Auto Connections (2)
• Syncing - /com.google.android.gms/databases/peoplelog.db
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Android Auto Connections (3)
• Bluetooth/USB - /system/powerManager
• Bluetooth - /com.android.settings/databases/search_index.db
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Which Car Was It?
• Bluetooth Connections - /misc/bluedroid/bt_config.xml

• Where was the device connected?
– /com.google.android.projection.gearhead/db/CloudCards.db – Local weather where 

connection initiated (BLOB)
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Messages (1) – knowledgeC.db

https://t.me/learningnets



Messages (2) –
KnowledgeC.db, InteractionsC.db, sms.db
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Messages
• Google Voice
• MMSSMS.db
• Other Evidence:

– Third Party Apps
– Logs.db
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App Usage in Vehicle?
• knowledgeC.db & cache_encryptedC.db
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Distracted Driving? 
Location DBs & knowledgeC.db
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Android Auto Voice Directions
• Directions
– /data/com.google.android.apps.maps

/app_tts-cache/ 
849148683_1561591091581
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Android Auto Distracted Driving?
• /com.google.android.googlequicksearchbox/app_session/00000034237932240452

.binarypb
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Shout Out
• Josh Hickman
– https://thebinaryhick.blog/2019/05/08/ridin-with-apple-

carplay/
– https://dfir.pubpub.org/pub/716tlra7
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What Next?
• More Research
– Overall timeline for Android Auto
– Blog about artifacts

• APOLLO
– Maybe some Android modules!
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Like This?
• Research Addicts – Keep your 

eye out for more talks and 
blogs
– smartforensics.com
– mac4n6.com

• FOR518 and FOR585 – Yep –
We teach for SANS

• Webcasts
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Questions?

@iamevltwin | mac4n6.com
@heathermahalik | smarterforensics.com
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