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Preface

Security is a key part of any well-architected design. In this book, you will gain both the
knowledge and the practical skills to significantly reduce the attack surface of your Azure
workloads and protect your organization from constantly evolving threats to public cloud
environments such as Azure.

Beyond preparing you for the Azure Security Engineer certification exam (AZ-500), this
book will help you gain a clear understanding of how to secure your Azure environments
and workloads using native Azure security capabilities.

This book is a comprehensive security guide for those who are looking to take the AZ-500
exam and for those who are interested in securing their Azure infrastructure. Complete
with hands-on tutorials, projects, and self-assessment questions, this easy-to-follow guide
will take you beyond the foundations of Azure security. You will not only learn about
security technologies in Azure but also how to configure and manage them.

By the end of this book, you will be well-versed in different Azure security technologies/
services and will also have learned how to protect your Azure infrastructure from
modern threats.

Who this book is for

This book is for new and experienced security professionals, cloud administrators,
architects, and developers with an interest in understanding Azure platform security and
how to implement workload security in Azure.

Technical professionals who are preparing to take the Azure Security Engineer
certification exam (AZ-500) will also benefit tremendously from reading this book.
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xvi Preface

What this book covers

Chapter 1, Introduction to Azure Security, helps you to understand how security works in
Azure and set up a practice environment.

Chapter 2, Understanding Azure AD, helps you to understand what Azure Active
Directory (AD) is and how to implement identity management.

Chapter 3, Azure AD Hybrid Identity, covers how to implement Azure AD hybrid identity
and configure its status.

Chapter 4, Azure AD Identity Security, covers how to protect Azure AD identities with
advanced identity security best practices.

Chapter 5, Azure AD Identity Governance, covers how to protect privileged access using
Azure AD Privileged Identity Management.

Chapter 6, Implementing Perimeter Security, covers how to implement platform perimeter
protection to secure Azure workloads.

Chapter 7, Implementing Network Security, covers how to configure network security best
practices for IaaS and PaaS.

Chapter 8, Implementing Host Security, covers how to implement host security best
practices in Azure.

Chapter 9, Implementing Container Security, covers how to implement container security
best practices in Azure.

Chapter 10, Implementing Storage Security, covers how to protect data in Azure Storage
using multilayered security.

Chapter 11, Implementing Database Security, covers how to protect Azure SQL databases
against unauthorized access, data theft, and vulnerabilities.

Chapter 12, Implementing Secrets, Keys, and Certificates Management with Key Vault,
covers how to secure privileged application configuration and credentials using Key Vault.

Chapter 13, Azure Cloud Governance and Security Operations, covers how to implement
Azure cloud governance, address cloud security challenges with Security Center, and
manage security operations with Azure Sentinel.
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Preface xvii

To get the most out of this book

Foundational-level knowledge of the Azure cloud platform, as well as a general knowledge
of technical concepts such as AD, networking, and encryption, is required.

Software/hardware covered in the book | OS requirements

Angular 9 Windows, Mac OS X, or Linux (any)

TypeScript 3.7
ECMAScript 11

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: http://www.packtpub.com/sites/default/
files/downloads/9781800562653 ColorImages.pdf.

Download the example code files

You can download the example code files for this book from GitHub at
https://github.com/PacktPublishing/Microsoft-Azure-Security-
Technologies-Certification-and-Beyond. In case there's an update to the
code, it will be updated on the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available at
https://github.com/PacktPublishing/. Check them out!

Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder
names, filenames, file extensions, pathnames, dummy URLs, user input, and
Twitter handles. Here is an example: "The UPN format for external user accounts is
<alias> <HomeTenant>#EXT#@domain.suffix."

A block of code is set as follows:

CREATE USER "<EMMY UPN>"
FROM EXTERNAL PROVIDER
WITH DEFAULT SCHEMA = dbo;

https://t.me/learningnets
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xviii Preface

Any command-line input or output is written as follows:

New-Item -Path "c:\" -Name "packtaz500" -ItemType "directory"
Set-Location -Path "c:\packtaz500"

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"Click Exit to close the Microsoft Azure Active Directory Connect window once the
configuration is complete."

Tips or important notes
Appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercare@packtpub. com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www . packtpub.com/support/errata, selecting your
book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet,
we would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise
in and you are interested in either writing or contributing to a book, please visit
authors.packtpub.com.
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Preface xix

Share Your Thoughts

Once you've read Microsoft Azure Security Technologies Certification and Beyond, we'd love
to hear your thoughts! Please click here to go straight to the Amazon review page for this
book and share your feedback.

Your review is important to us and the tech community and will help us make sure we're
delivering excellent quality content.
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Section 1:
Implement Identity
and Access Security

for Azure

A common attack entry point for Azure environments is identity compromise. This is
why mitigating identity security risks and configuring secure access is a key component
of a comprehensive Azure security strategy. In this section, you will gain a clear
understanding of Azure Active Directory (Azure AD), Microsoft's cloud-based identity
and access management service, and how to secure your cloud identities using features
such as multi-factor authentication, password protection, conditional access, identity
protection, and privileged identity management. Not only will just the concepts and
theory be made clear; we will also walk through many exercises as well!

This part of the book comprises the following chapters:

e Chapter 1, Introduction to Azure Security
e Chapter 2, Understanding Azure AD

e Chapter 3, Azure AD Hybrid Identity

e Chapter 4, Azure AD Identity Security

e Chapter 5, Azure AD Identity Governance
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1

Introduction to
Azure Security

Security is a core component of any well-architected environment, and this is no different
for Azure. Every workload that your organization implements in Azure needs to be
implemented with security in mind. The risk associated with not doing this could range
from an attacker being able to use your Azure resources to mine cryptocurrency at your
expense to an attacker being able to gain access to sensitive customer data that could
result in massive fines or sanctions against your company. It could also lead to reputation
damage that may lead to customers moving to a competitor.

But how does cloud security work? Is it different from traditional security? Do you have
to unlearn everything that you know about managing on-premises security and start from
the beginning? You'll be glad that the answer to that latter question is "No." The principles
of digital security are the same whether your workload sits in a traditional on-premises
data center or in a cloud environment such as Microsoft Azure. The way you apply those
principles, however, is quite different. Some of those differences are due to the dynamic
and elastic nature of cloud environments. The ability to rapidly provision and release
resources introduces new challenges that traditional security models struggle to address
effectively, but we'll be covering how to solve this in this book - that is, we'll focus on how
we apply security principles to secure dynamic Azure environments.

https://t.me/learningnets



4 Introduction to Azure Security

In any discussion on Azure security, it is critical to understand the "shared responsibility
model," that is, which security tasks are handled by the cloud provider (Microsoft in this
case) and which tasks are handled by the cloud consumers (us). In this chapter, I will
introduce this concept and show how cloud security responsibilities vary depending on
the type of service that you are using in Azure - Software as a Service (SaaS$), Platform
as a Service (PaaS), or Infrastructure as a Service (IaaS). I will also walk you through
how to set up an Azure subscription that you can use to follow along with the hands-on
sections of this book.

In this chapter, we're going to cover the following topics; however, feel free to skip to the
next chapter if the information covered is already familiar to you:

« Shared responsibility model

» Setting up a practice environment

Technical requirements

To follow along with the instructions in this chapter, you'll need the following:

o Anoutlook.comaccount that you will use to sign up for your Azure subscription.
Make sure that this is an account that you have not previously used to sign up for a
free trial Azure subscription. This is because every Microsoft account is entitled to
only one free trial signup. You can sign up for a new outlook.com account by going to
https://outlook.live.com/owa/ and clicking Create free account.

« A PC with a web browser: The PC can run Windows, macOS, or GUI-based Linux,
as long as it has a web browser installed and it has internet connectivity.

o A credit card: This will be needed during the sign-up process to validate your
identity. The credit card will not be charged during the trial. You have to explicitly
convert a free trial subscription to a pay-as-you-go subscription for it to be charged.

« A valid phone number: This will also be needed to validate your identity.

Shared responsibility model

As organizations transition their workloads from their on-premises data centers to the
Azure cloud platform, the responsibility of security also shifts. One of these shifts is that
you are no longer solely responsible (as an organization) for all aspects of security as you
may be used to in a traditional environment. Security is now a concern that both the
cloud provider (Microsoft) and the cloud customers (us) share. This is called the shared
responsibility model and all cloud providers, including Microsoft's competitors such as
AWS and GCP, follow this model as well.

https://t.me/learningnets
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Shared responsibility model 5

The diagram in Figure 1.1 clearly highlights this. It is from a whitepaper on the shared
security model that was published by Microsoft. You can download the whitepaper from
this URL: https://azure.microsoft.com/en-gb/resources/shared-
responsibility-for-cloud-computing/.In the diagram, the gray represents the
security responsibilities that are transferred to Microsoft when we adopt Azure, while the
blue represents security responsibilities that we still have to take care of as Azure customers:

Responsibility On-prem laaS PaaS SaaS

Data classification &
accountability

Client & end-point
protection

Identity & access
management

Application-level
controls

Network controls

Host infrastructure

Physical security

B Cloud provider

u
@]
g
g
3
@
=

Figure 1.1 - Shared responsibilities for different cloud service models

One of the things that I would like to highlight in the diagram is that regardless of the
cloud service model that we are using in Azure - IaaS, PaaS, or SaaS - we are never
without security responsibility. Here are some other lessons that I want you to take from
this section:

o Your security responsibility varies depending on the model of service that you are using
in Azure.

If you are using an IaaS service such as a virtual machine, you have more security
responsibilities to take care of. For example, you are responsible for patching the
operating system of your Azure-hosted virtual machines.

https://t.me/learningnets
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6 Introduction to Azure Security

If you are using a PaaS service such as Azure App Service, you have fewer security
responsibilities to take care of. For example, you are not responsible for patching
the operating system used by the service, but you are still responsible for how you
configure the service and also for controlling access to it.

If you are using a SaaS$ service such as Azure Search, you have even fewer security
responsibilities, but you are still responsible for controlling access to your data.

« Not fulfilling your security responsibilities leaves you exposed to threats and attacks in
those areas.

Have a good look at the diagram again. Wherever you see blue in the diagram, if
you do not have a strategy to address those responsibilities, you are leaving yourself
exposed to threats! Don't worry too much about this right now - by the end of this
book, you'll be equipped with the knowledge and skills that you need to effectively
take care of these security responsibilities.

In this section, we established the foundational concept of shared security responsibilities
in Azure. This clarified for us what we are responsible for depending on the service model
that we are using. In the next section, we will set up a test environment that we can use to
practice the implementation of security controls in Azure.

Setting up a practice environment

One of the best ways to learn a new concept is through hands-on practice. This book
includes walk-throughs that allow you to gain a practical experience of the concepts
being discussed:

J M\

A J

Figure 1.2 — Practice environment
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Setting up a practice environment

7

To follow along with these walk-throughs, you will need access to an Azure subscription,
and I will be walking you through how to sign up for one if you do not have an existing
subscription now. If you have an existing subscription that you can use, feel free to skip
the next section.

Create a free trial Azure subscription

To set up a free trial subscription, follow these steps:

1. Open a browser window and browse to https://signup.azure.com/.

2. In the Sign in window, enter your Outlook.com account and click Next:

[ | EWT
L Microsoft 1. Enter your email address

Sign in *

packt-az500@outlook.com

No account? Create one!
Can't access your account?

Sign in with Windows Hello or a security key @

Figure 1.3 - Enter your email address

3. In the Your profile window that opens, the Country/Region, First name, Last name,

and Email address fields should already be completed using information from your
email profile. Enter the right values if the auto-completed values are not correct.

4. Enter your phone number (without the country code).

https://t.me/learningnets
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5. Skip Company VatID. Leave it empty and click Next. Depending on your Country/
Region setting, this field may not be displayed, or you may be presented with a
different option:

Your profile A

Country/Region ©

United Kingdom ~

Choose the location that matches your billing address. You cannot change this
selection later. If your country is not listed, the offer is not available in your region.
Learn More

First name

David

Last name

Okeyode

Email address ©

& packt-az500@outlook.com

Phone

95

Company VatiD ©

Leave Empty

<} Click to proceed

Figure 1.4 - Enter your profile information

6. In the Identity verification by phone section, ensure your country code and phone
number are correct, then click on Text me:
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Your profile e

Identity verification by phone ~

A text or phone call helps us make sure this is you.

Country code

United Kingdom (+44) v

Phone number
[ o s |
‘_/- Click here to proceed

Figure 1.5 - Enter your phone number for identity verification

7. A verification code will be sent to your phone number. Enter the verification code
and click Verify code.

8. In the Identity verification by card section, fill in Cardholder Name (as it appears
on your credit card), Card number, Expires, and CVV:

Identity verification by card ~

We'll make a temporary authorization on this card, but
you won't be charged unless you upgrade.

We accept the following cards:

VIsA Q¢

Cardholder Name

I David Okeyode I

Card number

Expires

N AV

I What is a CW?

Figure 1.6 - Enter your credit card information
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9. Enter your address information and click Next.

10. In the Agreement section, select only I agree to the subscription agreement, offer
details, and privacy statement and click on Sign up:

Agreement N\

| agree to the subscription agreement, offer details, and
privacy statement.

D I would like information, tips, and offers about Azure,
including Azure Newsletter, Pricing updates, and other
Microsoft products and services.

D | would like Microsoft to share my information with select
partners so | can receive relevant information about their
products and services.

Figure 1.7 - Conclude the sign-up process

Important note

Clicking on subscription agreement, offer details, and privacy statement will
take you to the respective documentation, where you can read the details to
stay informed of what you are agreeing to when signing up.

The signup process will begin. It should only take a few minutes, after which you
will be redirected to the Azure portal.

11. To verify your subscription, in the Azure portal, click on Microsoft Azure in the
top-left corner and click on Subscriptions under Navigate:
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= Microsoft Azure (¥ Upgrade | © Search resources, services, and docs (G+/)

Azure services

-+ e & =

Create a Subscriptions Virtual App Services Storage
resource machines accounts
Navigate
Subscriptions I 4| Resource groups

Figure 1.8 - Verify your new subscription

12. In the Subscriptions window, you should see a subscription named Free Trial:

Subscriptions =

Default Directory
+ Add

View list of subscriptions for which you have role-based access control (RBAC) permissions to manage Azure resources. To view subscriptions for which you
Showing subscriptions in Default Directory directory. Don't see a subscription? Switch directories

My role © Status @
| 8 selected v ‘ ‘ 3 selected

Showing 1 of 1 subscriptions Show only subscriptions selected in the global subscriptions filter ©

| 5 Search
Subscription name Ty Subscription ID Ty, My role Ty
) Free Trial 5d5 Account admin

Figure 1.9 - Your new trial subscription

Congratulations! You now have an Azure subscription that you can use to follow along
with the rest of the book.

Summary

In this chapter, we saw how cloud security is similar to yet different from traditional
security. We also discussed the shared security model concept and highlighted how we
have fewer security responsibilities when we adopt a cloud platform such as Microsoft
Azure, but we are never without security responsibilities! And finally, I walked you
through the process of setting up an Azure subscription, which puts you in a great place to
follow along with the hands-on sections in the rest of this book.
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Azure security is a deep and complex topic and we're only just getting started. In the next
chapter, we'll start discussing one of the most important aspects of implementing security
for your Azure environments - securing identity and access using Azure Active Directory.

Questions
As we conclude, here is a list of questions for you to test your knowledge regarding this
chapter's material. You will find the answers in the Assessments section of the Appendix:
1. True or false: When a workload is migrated from on-premises to Azure, you offload
all security responsibilities to Microsoft.
a. True
b. False

2. Which cloud service model requires the greatest security effort on the part of
the customer?

a. Infrastructure as a Service (IaaS)
b. Platform as a Service (PaaS)
c. Software as a Service (SaaS)

3. True or false: The principles of digital security are the same whether your workload
sits in a traditional on-premises data center or in a cloud environment such as
Microsoft Azure.

a. True
b. False

4.  Which security responsibility is solely that of the cloud provider when we move
to Azure?

a. Network controls
b. Client and endpoint protection
c. Physical security

d. Identity and access management

Further reading

To learn more on the topics covered in this chapter, you can refer to the following links:

o Azure shared security responsibility documentation: https://docs.microsoft.
com/en-us/azure/security/fundamentals/shared-responsibility
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Understanding
Azure AD

Many cloud-related security breaches start with a compromised user identity. Once

an attacker gets a foot in the door using the compromised credential, they can escalate
privileges or gather intelligence to move further in the attack chain. This is why securing
identity is important in any discussion on cloud security. This chapter will equip you
with a thorough understanding of Azure Active Directory (Azure AD) - Microsoft's
cloud-based identity and access management service, which functions as the identity
provider for Azure and other cloud services. The foundational concepts discussed in this
chapter are needed to fully grasp the identity security topics covered in the third and
fourth chapters. Here are the topics that we will cover in this chapter with accompanying
hands-on exercises:

o What Azure AD is not (what is Azure AD?)
o Modern authentication protocols
o Azure AD editions

o Azure AD object management
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What Azure AD is not (what is Azure AD?)

From my experience, knowing what Azure AD is not is as important as knowing what
Azure AD is. Understanding what Azure AD is not will help you avoid some of the
common confusion out there about this service, so let's start out with this statement:
Azure AD is NOT on-premises Active Directory in Azure! As a matter of fact, it has a
different use case and structure from on-premises Active Directory (AD). I personally
would have called it Azure Identity Service or some other name to avoid confusion with
on-premises Active Directory, but it seems that Microsoft wanted to keep the Active
Directory brand name going.

So, if Azure AD is not on-premises AD in Azure, what is it then? I will give you two
descriptions to help you understand what it is. Here is the first one: Azure AD is the
identity provider for Microsoft cloud services. You may be thinking to yourself, what does
that even mean? Let's check it out.

Azure AD versus on-premises AD

Let's have a quick look at the differences between Azure AD and on-premises AD.

Azure AD is queried using the REST API over HTTP (80) and HTTPS (44 3) instead
of LDAP, which is used to query on-premises AD over TCP ports 389 (LDAP) or 686
(LDAPS).

Azure AD uses modern authentication protocols that use web transport such as SAML,
WS-Federation, and OpenID Connect for authentication (and OAuth for authorization)
instead of Kerberos, which is used by on-premises AD.

Azure AD users and groups are created in a flat structure, and there are no
Organizational Units (OUs) or Group Policy Objects (GPOs). On-premises AD has
a hierarchical structure with OUs and containers.

Azure AD includes native federation services (for example, it has native federation built in
with other Azure AD tenants). It does not rely on (ADES).

Azure AD - an identity provider for Microsoft
cloud services

When a customer signs up for any Microsoft cloud service (an Azure subscription, an
Office 365 subscription, or a Dynamics365 subscription), as you did in the first chapter, an
Azure AD tenant is transparently created in the background. This is where the identities
(users, groups, and service principals) that are allowed to access those services are stored
and managed (Figure 2.1):

https://t.me/learningnets



What Azure AD is not (what is Azure AD?) 15

Users
Groups
"""""""" > / Service Principals

Azure Subscription Azure AD
Azure and Office 365 redirects users to Identity information of Users, Groups
Azure AD for authentication before and Service Principals is stored in
access is granted. Azure AD
Users
________________ > Groups
/ Service Principals
Azure AD

Office 365 Subscription

Figure 2.1 - Azure AD as identity provider for Microsoft Cloud Services

In order to access Microsoft cloud services such as Azure, users are redirected to Azure
AD to authenticate. Only when authentication is successfully completed in Azure AD can

access be granted.

So, does this mean that for every Microsoft cloud service that you sign up for, you always
have to have a brand new separate Azure AD tenant? (By the way, Azure AD tenant refers

to a single instance of Azure AD):

~o Multiple Microsoft Cloud service instances
~
S el can use the same Azure AD tenant
N~~~
S~

Azure AD Dev Subscription ~

N~~
SN
= Users
________________________ . Groups
Service Principals
“"

Azure AD Prod Subscription -7 Azure AD

-
-
-
-
-
-
-
-
g
-

Office 365 Subsaiption

Figure 2.2 - A single Azure AD tenant linked with multiple Microsoft cloud services
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The answer to that question is NO! Organizations do not have to have different Azure
AD tenants for multiple Microsoft cloud services. Multiple cloud service instances can be
linked with the same Azure AD tenant. For example, it is common for organizations to
implement separate Azure AD subscriptions for development and production workloads.
These subscriptions can both be linked with the same Azure AD tenant (Figure 2.2).

Azure AD - an identity provider for modern

applications

My second description of Azure AD is related to its use case — the PRIMARY use
case of Azure AD is to securely authenticate access to applications that support modern
authentication protocols regardless of where they are hosted!

That statement sounds profound but what does it mean? It means that beyond support for
Microsoft cloud services, Azure AD can actually provide authentication for any software
as a service (SaaS) or hosted application that supports modern authentication protocols
(Figure 2.3)! This is powerful as it means that we can centrally manage authentication

and access for all our cloud and supported on-premises applications with Azure AD. This
includes thousands of Saa$ applications, including popular ones such as Salesforce, Box,
AWS, and Dropbox. It also includes custom applications that may be hosted on-premises
or in the cloud:

Microsoft Cloud Cloud SaaS
Services ; apps

A

Azure Active
Directory

- On-premises

Figure 2.3 - Centralized identity management using Azure AD

But what do modern authentication protocols mean? Why do we need them? What was
wrong with the authentication protocols that we had?
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Modern authentication protocols

To understand why we need modern authentication protocols, let's go back in time

to see how things were. Years ago, a typical organization needed only on-premises
domain controllers (running Active Directory) to provide authentication for their
business applications. This was a time when the users, the servers running the business
applications, and the domain controllers lived happily within the same network perimeter.
Authentication occurred using either Kerberos or NTLM, which are both protocols
designed to authenticate scenarios where both the application and the identity provider
lived on the same network. You could tell this from the number of network ports that
needed to be opened for Kerberos to work (Figure 2.4).

Times have changed since then! The majority of business applications that organizations
use are now cloud-hosted (living in someone else's data centers). It is not practical to
expose all the ports that Kerberos alone needs to work to the internet! This was why we
needed modern authentication protocols! The most common modern authentication/
authorization protocols are OpenID Connect 1.0, SAML 2.0, and OAuth 2.0
(authorization framework):

It is not practical to expose Kerberos ports
to the Internet for authentication! } :E <7

v
Kerberos Kerberos Ports
NTLM UDP 88

memberSRV advm TCP 88
% % TCP 2105
TCP 544
) (0] TCP1-1023
Application Domain Controller TCP 32000 - 65535

Server

B Jdd

winclient01
Domain Joined

Figure 2.4 — Legacy authentication protocols

All modern authentication protocols have one thing in common (regardless of the
differences in their specific implementations) — they operate using web transport. This
means that they can pass authentication and authorization tokens over HTTP and HTTPS,
making it easy to deliver authentication and authorization across different environments.

https://t.me/learningnets



18 Understanding Azure AD

Hands-on exercise - review your Azure AD tenant

Now that you have some understanding of what Azure AD is, let's go to the Azure portal
to review the Azure AD tenant that was created for us when we signed up for our Azure
subscription in Chapter 1, Introduction to Azure Security. You will need to do this from
your Windows or macOS machine with an internet connection:

1. Open a web browser and browse to the Azure portal URL: https://portal.
azure.com.

2. Sign in to the portal using the account that you used to sign up in the
previous chapter.

3. Click the portal menu icon in the top-left corner and select Azure Active Directory:

C {)} & portalazure.com

1. Click the portal

menu Icon
Create a resource

‘ﬂ‘ Home

el Dashboard |

Azure services

= all i
services Creste a
& FAVORITES resource
BEE Al resources 2_Select Azure AD
B Azure Active Directory / Navigate

[ ‘] Resource groups

Figure 2.5 - Select Azure AD

4. In the Default Directory | Overview blade, review the information contained in the
Tenant information section:
Your role shows the role that the signed-in account has in Azure AD. The Global

administrator role gives full control to perform all operations on the tenant.
We will be covering Azure AD roles in a later discussion.
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License shows the current edition of our Azure AD license. Our current license
edition is Azure AD Free (license options and differences will be covered later in
this chapter).

Tenant ID shows the unique tenant ID of our Azure AD tenant.

Primary domain shows the default domain name that was created for our Azure
AD tenant when we signed up for our Azure subscription. This initial domain name
is made up of information from the email that we used to sign up with a suffix of
onmicrosoft .com. This domain name will be used as the User Principal Name
(UPN) suffix of our users. For example, if I create a user called david in my Azure
AD tenant, the UPN for my user will be davidedavidpacktaz500outlook.
onmicrosoft.com. Obviously, this is not ideal for an organization. We can add

a custom domain name to replace the default one as the primary and we will be
doing this in an optional exercise shortly:

Default Directory

A Search your tenant

% Tenant information @ Azure AD Connect
Your role Status
Global administrator Maore info Mot enabled
License
Our Azure AD
Azure AD Free < - Last sync
license edition
Tenant I
7136937 [i&] <= Unique D of our Azure AD tenant

Primary domain

Default domain name of
davidpacktaz500outlook.onmicrosoft.com "—

our Azure AD tenant

Figure 2.6 — Azure AD tenant information
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5. Still in the Default Directory | Overview blade, click on Users (in the section

labeled Manage):
« 2y Switch tenant ]il Delete tenant
@ overview -
N Default Directory
# Gefting started
Breview hub |):' Search your tenant
A Diagnose and solve problems . .
»  Tenant information
Manage
Your role
& Users Global administrator More info
& Groups License

- . Azure AD Free
BE Extermal Identities

Figure 2.7 — Azure AD Users option

6. You will see a list of users in your Azure AD tenant:

& Users | All users (Preview)

Default Directory - Azure Active Directory

« + Newuser New guest user D Bulk operations O Refresh ‘_/.« Reset password I’_f' Multi-Factor

& All users (Preview)

. 0 This page includes previews available for your evaluation. View previews —%
& Deleted users (Preview)

Password reset

‘ P Search users +v Add filters
& User settings 1 user found
X Diagnose and solve problems Name T User principal name T4 Usertype
Activity I O @ David Okeyode david-packt-az500_outlook.com#EXT#@davidpacktaz500outlo... Member
D sign-ins *
Audit logs

The single user is the account that we used to sign up
o% Bulk operation results for our Azure su bSCprfIOH

Figure 2.8 - Azure AD Users blade

At the moment, we have a single user, but we will be adding more users in later exercises
in this book. Leave the browser open for the next exercise.
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Hands-on exercise - add a custom domain to Azure AD
(optional)

In this exercise, we will be adding a custom domain name to Azure AD. This domain
name will be used to replace the onmicrosoft . com default name. This exercise requires
you to have a public DNS name that you have purchased from a DNS provider. You

must also have the permissions to manage that DNS zone as you will need to create new
records as part of this process. In my case, I have purchased azureblueteam. io from
GoDaddy (https://godaddy .com) and I will be using this for the instructions:

1. We will stay in the Users | All Users blade, click on Custom domain names (in the
section labeled Manage), then click on Add custom domain:

= Default Directory | Custom domain names
Azure Active Directory

#5 Enterprise applications <i t Add custom domain | (0 Refresh X Troubleshoot Columns
Ol Devices /

# App registrations Click to add a new custom domain plication to the cloud and use Azure Active
(& I|dentity Governance I

B Application proxy P Search domains +7 Add filters

@ Licenses Name

» Azure AD Connect davidpacktaz500cutlook.onmicrosoft.com

|

2 Mobility (MDM and MAM)

Custom domain names I

Figure 2.9 - Click to add a custom domain

2. In the Custom domain name box, enter the public DNS name that you want to add
to Azure AD, then click Add domain:

Custom domain na... X

Default Directory

Custom domain name * (D)

azureblueteam.io e

Figure 2.10 - Add a custom domain

https://t.me/learningnets


https://godaddy.com

22 Understanding Azure AD

3. Inthe window that opens, make a note of the information displayed as you will
need to add the record to your DNS zone for verification. You can choose to use
either a TXT record or an MX record. I will be using the TXT record for my
verification:

azureblueteam.io

Custom domain name

]il Delete 7 Got feedback?

o To use azureblueteam.ic with your Azure AD, create a new TXT record with your domain
name registrar using the info below.

——
Record type MY )

Alias or host name | @ N ‘
Destination or points to address | MS=ms98302515 I ‘
ML | 3600 D)

Share these settings via email
Verification will not succeed until you have configured your domain with your registrar as

described above.

Make a note of this information as it

will be needed for verification

Figure 2.11 - Domain name verification record

4. Head over to your DNS zone and add the required record using the information
from Step 3. My DNS provider is GoDaddy and my DNS zone is hosted with them.
Make sure to allow some time for the DNS record to replicate:

Type * Host * TXT Value *

TXT v @ MS=ms98302515
TTL * Seconds *

Custom g 3600

Figure 2.12 - Add a verification record
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5. Back in the Azure portal, click on Verify.

6. After the record is verified successfully, click on the Make primary option to
configure the newly verified domain name as the primary domain name of your
Azure AD tenant. Click on Yes to confirm:

azureblueteam.io

Custom domain name

+/ Make primary | Delete

o Verification succeeded!

Type Custom
Status Verified
Federated Mo

To configure azureblueteam.io for federated sign-on to your Azure

Active Directory, run Azure AD Connect on your local network.
Download Azure AD Connect
Primary domain Mo

In use Mo

Figure 2.13 - Configure the primary domain name

If you head back to the Default Directory | Custom domain names blade, you should
see that your new custom domain is verified and that it is configured as the primary
domain name:

Name Status Federated Primary
azureblueteam.io @ verified
davidpacktazs00outlook.onmicrosoft.com @ Available

Figure 2.14 - Verified primary custom domain name

Now that you have a clearer understanding of what Azure AD is, its use cases, and how to
work with it, let's shift our focus to talk about Azure AD editions. The significance of this

will become clearer as we get deeper into Azure AD features in later chapters.
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Azure AD editions

The features of Azure AD that you can use depends on the edition of Azure AD that
you have, and your licensing based on pricing. For example, if you want to implement
advanced identity security capabilities of Azure AD such as Identity Protection and
Privileged Identity Management, you need to have the right Azure AD edition that
enables these capabilities. We will cover both Identity Protection and Privileged Identity
Management in Chapter 4, Azure AD Identity Security.

Before July 2019, we had five editions of Azure AD (Free, Basic, Office 365 Apps, Premium
P1, and Premium P2) but after July 2019, we only have four editions (Free, Office 365
Apps, Premium P1, and Premium P2). The reason for bringing this up is to give you a
clearer context in case you come across an older blog or document that still references the
Basic edition of Azure AD. Just be aware that the "Basic” edition has now gone away!

Alex Simons (https://twitter.com/Alex A Simons), the Corporate Vice
President of Product Management at the Microsoft Identity division, took to Twitter to
announce the end of the Azure AD Basic edition: https://twitter.com/Alex A
Simons/status/1159556024207962112. I recommend following Alex if you are
interested in getting the latest updates on Azure AD.

Here is a short description of the Azure AD editions that we have:

o Azure AD Free: This is the edition of Azure AD that is included with new Azure
subscriptions. It includes enough features to get us introduced to the capabilities of
Azure AD, but it lacks advanced management and security features. It also does not
have any Service-Level Agreement (SLA) guarantee!

o Azure AD Office 365 Apps: This is the edition of Azure AD that is included with
new Office 365 subscriptions. It has a few more capabilities than the free edition
(capabilities such as Self-Service Password Reset, which allows users to reset their
own passwords without the need to contact an administrator) and has an SLA.
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o Azure AD Premium P1: This edition can be purchased as a standalone offering or
as part of the Enterprise Mobility Suite (EMS) or Microsoft 365 bundles. It has
important security capabilities such as conditional access, Self-Service Password
Reset, and so on. If you are interested in implementing identity and access in the
best possible secure way, at a minimum, you need to be on the Premium P1 edition.

o Azure AD Premium P2: This edition includes every feature of all other Azure
Active Directory editions enhanced with advanced security capabilities such as
Identity Protection and Identity Governance (Privileged Identity Management,
access reviews) capabilities. We'll cover what these are in later chapters.

For a full comparison of the features of the various Azure AD editions, please refer to this
link: https://azure.microsoft.com/en-gb/pricing/details/active-
directory/.

Hands-on exercise - sign up for an Azure AD Premium
P2 trial

For us to implement the full feature set of Azure AD and gain the experience that we need
to not only pass the AZ-500 exam but also to be successful on the job, we need to have the
Azure AD Premium P2 license. In this exercise, we will be signing up for the Azure AD
Premium P2 trial for our tenant:

1. Inthe Azure AD blade in the Azure portal, click on Licenses:

o Default Directory | Overview

Azure Active Directory

« €& Switch tenant @] Delete tenant + Create a tenant Dﬂ What's new Preview
i App registrations “
Y] Identity Governance . .
} Tenant information @ Azure AD Connect
E?  Application proxy
I > . | Your role Status
4 Licenses
Global administrator More info Not enabled
B Azure AD Connect .
License
k=) Custom domain names Azure AD Free Last sync
Sync has never run
@ Mobility (MDM and MAM) Tenant ID

7f3e€ .

Primary domain

Password reset

C brandi . .
Bl Company branding davidpacktaz500outlook.onmicrosoft.com

Figure 2.15 - Azure AD Licenses
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2. Inthe Licenses | Overview blade, click on All products, then click on + Try / Buy:

o Licenses | All products

Default Directory - Azure Active Directory

« + Ty /Buy |+ Assign Of Bills == Columns
@ overview
# Diagnose and solve problems [:] Name
No results.
Manage

ﬁ Licensed features

ﬁ All products

s Self-service sign up products

Figure 2.16 — Try the Azure AD Premium P2 license

3. Inthe Activate blade, click to expand Free trial (under AZURE AD PREMIUM
P2), then click on Activate:

Activate X

Browse available plans and features

ENTERPRISE MOBILITY + SECURITY E5

Enterprise Mobility + Security E5 is the comprehensive cloud solution to address your
consumerization of IT, BYOD, and SaaS challenges. In addition to Azure Active Directory
Premium P2 the suite includes Microsoft Intune and Azure Rights Management.

~ Free trial

AZURE AD PREMIUM P2

With Azure Active Directory Premium P2 you can gain access to advanced security features,
richer reports and rule based assignments to applications. Your end users will benefit from
self-service capabilities and customized branding.

~ Free trial

Azure Active Directory Premium P2 enhances your directory with additional features
that include multi-factor authentication, policy driven management and end-user
self-service. Learn more about features

The trial includes 100 licenses and will be active for 30 days beginning on the
activation date. If you wish to upgrade to a paid version, you will need to purchase
Azure Active Directory Premium P2. Learn more about pricing

Azure Active Directory Premium P2 is licensed separately from Azure Services. By
confirming this activation you agree to the Microsoft Online Subscription
Agreement and the Privacy Statement.

Figure 2.17 — Activate Azure AD Premium P2 trial license
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4. It could take a few minutes for the license to be activated even after you get
a Successful message. You may also need to refresh the browser for the activated
trial to be visible. Once this is completed, you should have 100 Azure AD Premium
P2 licenses, which we will be assigning to new users in future exercises:

Try / Buy assign [ Bills Columns & Got feedback?
|:| Name Total Assigned Available Expiring soon
Il:‘ Azure Active Directory Premium P2 100 0 100 0 I

Figure 2.18 - Azure AD Premium P2 licenses

5. In the left-hand menu, click on Overview. The Tenant information section should
now display your license as Azure AD Premium P2:

(i azureblueteam (Default Directory) | Overview
Azure Active Directory
« @ Switch tenant f Delete tenant =+ Create atenant [ What's new [ Preview features

s

@ oOverview

# Getting started

o Azure Active Directory can help you enable remote work for your employees and partners. Learn more
Preview hub

# Diagnose and solve problems

azureblueteam (Default Directory)

Manage
2 search your tenant
& Users
& Groups } Tenant information @ Azure AD Connect
6E External Identities
Your role Status
&k Roles and administrators Global administrator More info Mot enabled
& administrative units License
Azure AD Premium P2 Last sync
i Enterprise applications Sync has never run
Tenant IO
LN Devices 7368 E
. App registrations Primary domain

azureblueteam.io

B

) |dentity Governance

Figure 2.19 - Validating tenant license information

Leave the portal open for the upcoming exercises.

Now that you understand the different editions of Azure AD, let's look at how to manage
the different objects that Azure AD supports in the next section.
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Azure AD object management

There are different types of objects stored in Azure AD, with each object fulfilling
a specific role regarding identity and access. The main objects that we will be covering are
the following:

e Users
o Groups
« Roles

o Service principals

At the end of this section, we will be completing some hands-on exercises to create and
manage the different object types that we have discussed.

Azure AD users

We mentioned in previous sections of this chapter that the primary use case for Azure AD
is to manage secure authenticated access to an organization's Microsoft cloud services and
applications that support modern authentication protocols regardless of where they are
hosted. For users to be able to access these services that are protected by Azure AD, they
need a user account. There are two main types of user accounts in Azure AD - internal
and external.

Internal user accounts are user identities created in the Azure AD tenant by an
administrator or user identities that are synchronized from a connected on-premises
Active Directory environment to Azure AD (we will cover on-premises synchronization in
Chapter 3, Azure AD Hybrid Identity). The UPN format of an internal user is <alias>@
domain.suffix. For example, if I create a user called david in my Azure AD tenant
that has a custom primary domain name of azureblueteam. io, the user will have

a UPN of davideazureblueteam. io.

External user accounts are user identities from other Azure AD tenants or Microsoft
accounts (outlook.com, hotmail.com, and so on) that are invited as guest

users to an Azure AD tenant. The UPN format for external user accounts is

<alias> <HomeTenant>#EXT#@domain.suffix. For example, if a user called
brenda who belongs to the cloudsecnews . com Azure AD tenant is invited as

a guest user of my tenant, Brenda's UPN in my tenant will be brenda cloudsecnews.
com#EXT#@davidpacktaz500outlook.onmicrosoft.com:
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Figure 2.20 - Azure AD user account sources

Now that you understand the user object in Azure AD, in the next section, we will cover
the group object in Azure AD.

Azure AD groups

Groups in Azure AD serve the same function as groups in any other identity system, they
are used to organize users and they make it easier to assign and manage permissions. For
example, it is more effective to assign permissions to a group than to individual users.
Once access is granted to a group, future access can then be granted or revoked through
group membership going forward. Like user accounts, groups can either be created by
administrators in Azure AD or synchronized from a connected on-premises Active
Directory environment.

Azure AD supports two types of groups: security groups, which are primarily used to
manage access to shared resources, and Microsoft 365 groups, which serve a similar
function to distribution groups, which you may be familiar with in Active Directory (but
it can also be used to assign access to resources).
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When we create groups in Azure AD, we need to specify how members will be assigned
to the group. This can either be by direct assignment, where we manually add or remove
users from the group (this is called assigned membership) or by dynamic assignment,
where we define membership rules based on user or device attributes and the group
membership is automatically derived as a result (this is called dynamic membership).
Dynamic assignment requires a minimum of an Azure AD Premium P1 license.

A dynamic group assignment can be either for devices or users, but not for both. (To
make your life easier, consider assignment and membership to be synonymous terms for
this paragraph.)

It is also important to note that groups can have owners and the owners do not have to be
a member of the group. Group owners are able to manage the group and its membership.

Azure AD and Azure RBAC roles

The term role describes a collection of permissions. Permission describes an action that
can be performed on a resource such as read, write, and delete. We can examine the
permissions under a role to see what it allows us to do.

A key point to note is that Azure resources (deployed in our Azure subscriptions) and
Azure AD have separate permission systems. This means that the roles used to grant
access to Azure AD are different from the roles used to grant access to Azure resources
(Figure 2.21):

Azure AD roles are used to grant -
access to Azure AD. Example roles are: =—————> /

Global Administrator, User Administrator
Azure AD Tenant

2 Root Management
[ 8]
A xt Group
Azure RBAC roles are used to grant access

to Azure resources. Example roles are:  m———— .
. [ ]
Owner; Contributor and Reader $

i
» | “Child Management
*eL Group

'
i
|
Subscription
1
i
|
esource Group
'
i
i
i

or‘ — .
‘é u 2 Resources

Figure 2.21 — Azure AD roles versus Azure RBAC roles
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Azure AD roles are used to manage access to Azure AD while Azure Role-Based Access
Control (RBAC) roles are used to manage access to Azure resources such as storage
accounts, SQL databases, and so on. Both Azure AD and Azure resources have multiple
built-in roles with predefined permissions that organizations may use to grant access to
users and applications. Both support custom roles that are created by administrators. At
the time of writing, there are currently 60 built-in Azure AD roles and over 220 Azure
RBAC built-in roles. We will cover RBAC in greater detail in Chapter 13, Azure Cloud
Governance and Security Operations, later in this book.

Service principals

It is not only users that need to authenticate to Azure AD to access resources. Applications
may also need to authenticate to Azure AD! But how does Azure AD identify an
application that cannot perform an interactive sign-in? It does this using a special identity
called a service principal. A service principal is an application identity in Azure AD. You
can think of it as an Azure AD object representing an application that needs access to
Azure resources.

The object hasa client ID (which you can think of as the application username) and
it can either use a generated secret or an uploaded certificate as the password. Both

the client IDandthe certificate or secret can then be used from within an
application code to authenticate to Azure AD. This is the preferred way to grant access to
an application instead of creating a dummy user account. The process of creating a service
principal for an application is called application registration.

Hands-on exercise - Azure AD user creation and group
management

In this hands-on exercise, we will work with the two most common object types in Azure
AD - users and groups. Here are the tasks that we will be completing in this exercise:

 Create three Azure AD users (Brenda Tao, Emmy Crown, and John Lakeside).

+ Create a static Azure AD group called cloud-architects with Brenda and
Emmy as members.

 Create a dynamic Azure AD group called hr - team that automatically adds any
user whose department attribute is set to HR as a member.
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Figure 2.22 illustrates where we will be at the end of this exercise.

Trust Relationship

B > Azure AD Tenant

users
Brenda Tao Emmy Crown John Lakeside

hr-team

3 (Group)

John Lakeside

cloud-architects

m (Group)

Brenda Tao
Emmy Crown
John Lakeside

The three users that you will

be creating in this exercise e
/ K Azure Subscription

The two groups that you will

|~ be creating in this exercise
&

Figure 2.22 - Creating Azure AD users and groups

Let's complete the tasks with the following steps:

1. Still in the Azure AD console (within the Azure portal), under the Manage section,
click on Users, then click on New user to create a new user:

azurebluetea... x

Azure Active Directory
«

@ overview

‘f Getting started & Deleted users (Preview)

Preview hub Password reset

K Diagnose and solve problems 33 User settings
1. Click on "Users”

Manage

ﬂ Users | Activity

&8 Groups D Ssign-ins

HE External Identities Audit logs

2 Users | All users (Preview)
azureblueteam (Default Directory) - Azure Active Directory / anew user

= & Al users (Preview)

Diagnose and solve problems Name T

2. Click to create

« + New guest user D Bulk operations O Refresh

a This page includes previews available for your evaluation. View previews —>

|/O Search users +Y Add filters

1 user found

User principal name Ty User type

D @ David Okeyode

david-packt-az500_outloo... Member

Figure 2.23 — Create a new Azure AD user
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2. Inthe New user window, configure the following:

Create User: Selected

Add the following under Identity:
User name: brenda

Name: Brenda Tao

First name: Brenda

Last name: Tao

Add the following under Password:
Select Let me create the password.

Initial Password: QgLXXma6hAfs (You can enter any complex password. I
recommend using the same password for all the exercises to keep things simple.)

Add the following under Groups and roles:
Groups: Leave default setting:
Roles: Leave default setting.

New user

azureblueteam (Default Directory)

& Got feedback?

(®) Create user () Invite user
Create a new user in your Invite a new guest user to
organization. This user will have a collaborate with your crganization.
user name like The user will be emailed an
alice@azureblueteam.io. invitation they can accept in order
| want to create users in bulk to begin collaborating.
| want to invite guest users in bulk

Help me decide

Identity
User name * @ I brenda ' I@I azureblueteam.io I

The domain name | need isn't shown here
Name * (O I Brenda Tao \/I
First name I Brenda \/I
Last name I Tao v I

Figure 2.24 - Configure new Azure AD user
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Add the following under Settings:

Block sign in: No (This configuration is useful if you want to create an account
before a user needs it. If it is set to Yes, the account will be created but sign-in will
not be allowed.)

Usage Location: Select a location close to you. I will be using United Kingdom.
Add the following under Job Info:

Job title: Cloud Solutions Architect

Department: IT

Company name: Enter the name of a fictional company. I am using Azure Blue
Team.

Manager: Leave default setting:

Settings Ensureitis setto "No"

Block sign in ' Yes mIA/

Usage location I United Kingdom N I
Job info

Job title I Cloud Selutions Architect \/I
Department I IT e I
Company name I Azure Blue Team \/I
Manager No manager selected

Figure 2.25 — Configure new Azure AD user
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3. Repeat Steps 1 and 2 to create the following users:

Emmy Crown:

User name: emmy

Name: Emmy Crown

Job title: Cloud Solutions Architect
Department: IT

John Lakeside:

User name: john

Name: John Lakeside

Job title: HR Manager

Department: HR

4. We should now have four users in Azure AD, including the three new users (Figure
2.26). Notice that the Directory synced column displays No for all the users. This
is because they were all created directly in the cloud and not synchronized from an
on-premises Active Directory server. We will cover this in a later chapter:

‘/O Search users ‘ +? Add filters

4 users found

Name T User principal name T}  User type Directory synced
D el David Okeyode david-packt-az500_outloo... Member No
D :1ly Brenda Tao brenda@azureblueteam.io  Member No
D . Emmy Crown emmy@azureblueteam.io Member No
D o John Lakeside john@azureblueteam.io Member No

Figure 2.26 — New Azure AD users

https://t.me/learningnets



36 Understanding Azure AD

5. Inthe Azure AD console, under the Manage section, click on Groups, then click on
New Group to create a new group (Figure 2.27):

azurebluetea... X sa Groups | All groups Click to create a
Azure Active Directory azureblueteam (Default Directory) - Azure Active Directory new group
4 “ + New group & Download groups
@ overview =& oA groups
Thi includ i ilabl
wf Getting started & Deleted groups G SRS =R
B Preview hub # Diagnose and solve problems

|P Search groups

# Diagnose and solve problems

Settings Name
Manage 8 General No groups found
4a Users 03 Expiration
ik Groups e Naming policy
L] iti -
19 External Identities Activity

Figure 2.27 — Create a new Azure AD group

6. In the New Group window, configure the following:

Group type: Security

Group name: cloud-architects

Group description: A Group for Cloud Architects

Azure AD roles can be assigned to the group: No

Membership type: Assigned

Owners: Click on No owners selected > select Brenda Tao - click Select.

Members: Click on No members selected > search for and select Brenda Tao and
Emmy Crown - click Select.

Click on Create.
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New Group

Group type * @
I Security v I

Group name * @

I cloud-architects \/I

Group description @

I A Group for Cloud Architects \/I

Azure AD roles can be assigned to the group (Preview) @

Ce QI

Membership type * ©

I Assigned N I

Owners

- Add "Brenda Tao" as an owner

1 owner selecte

Members Add "Brenda Tao" and "Emmy
2 members selected <™ Crown" as members

Figure 2.28 — Configure a new Azure AD group
7. In the Groups | All Groups window, click on New Group to create a second group.

8. In the New Group window, configure the following:

Group type: Security

Group name: hr-team

Group description: A Group for HR Department Members
Azure AD roles can be assigned to the group: No

Membership type: Dynamic User (Notice how you can either select Dynamic User
or Dynamic Device but not a mixture of both!)

Owners: Leave default setting.
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Dynamic User Members: Click on Add dynamic query - in the Dynamic
membership rules window, in the Configure Rules section, configure the
following:

Property: department
Operator: equals
Value: HR

Click on Save:
Home > azureblueteam (Default Directory) > Groups > New Group >

Dynamic membership rules X

A
Save | X Discard Q Got feedback?

Configure Rules  Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create or edit a dynamic membership rule. D Learn more

And/Or Property 1 Operator 2 Value 3

I department v " Equals vI IHR I Ti

~+ Add expression ~+ Get custom extension properties®

Rule syntax & Edit

(user.department -eq "HR")

Figure 2.29 - Add a dynamic group membership rule
9. Click on Create.

10. We should now have two groups in Azure AD: one static group and another
dynamic user group (Figure 2.30). Notice that the Source column displays Cloud
for both groups. This is because they were all created directly in the cloud and not
synchronized from an on-premises Active Directory server. Leave the window open
for the next exercise:

Name Object Id Group Type Membership Type Email Source
D ﬂ hr-team b2f74e1f-fcee-4794-965d-eb3a... Security Dynamic Cloud
D - cloud-architects 3ed92323-3235-4102-8abc-260... Security Assigned Cloud

Figure 2.30 — New Azure AD groups
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In this exercise, we created three Azure AD users, a static Azure AD group, and another
Azure AD dynamic user group. In the next exercise, we will assign roles to these objects to
grant them permissions in Azure AD and to our Azure subscription.

Hands-on exercise - Azure AD role assignment

In this hands-on exercise, we will assign permissions to users and groups using role
assignments. Azure AD has a separate permission system from Azure resources. Users
having permissions in Azure AD does not mean that they also have access to Azure
resources. Here are the tasks that we will be completing in this exercise:

o+ Assign the Global Administrator role to Brenda Tao in Azure AD.

» Assign the Owner role to the cloud-architects group in our Azure
subscription.

Figure 2.31 illustrates where we will be at the end of this exercise:

GLOBAL ADMINISTRATOR
Assign The “Global Administrator” role
/ to "Brenda Tao" in Azure AD
Brenda Tao
l Trust Relationship
B / Azure AD Tenant
users -
Assign the "Owner" role to the “cloud- Azure Subscription

& & & architects” group in the Azure subscription

Brenda Tao Emmy Crown John Lakeside
OWNER

cloud-architects hr-team & cloud-architects

3 (Group) & (Group) (Group)

Brenda Tao John Lakeside
Emmy Crown
John Lakeside

Figure 2.31 — Configuring Azure AD and Azure subscription role assignments
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Let's complete these tasks with the following steps:

1. Inthe Azure AD console (within the Azure portal), under the Manage section,
click on Roles and administrators, then select Global administrator. There are
multiple Azure AD built-in roles that we can assign to users and we can also create

custom roles:

2 azureblueteam (Default Directory) | Roles and administrators

«
Azure Active Directory

@ overview
‘/ Getting started

Preview hub

#  Diagnose and solve problems

Manage

ﬂ Users
& Groups

BE External Identities

«

-+ New customrole il Delete custom role O Refresh

Preview features P Got feedback?

ﬂ Get just-in-time access to a role when you need it using PIM. Learn more about PIM =

¢ Exchange administrator

¢ External ID user flow administrator

¢ External Identity Provider administrator

g External ID user flow attribute administrator

Can manage all aspects of the Exchange product.
Can create and manage all aspects of user flows.
Can create and manage the attribute schema available to a

Can configure identity providers for use in direct federatior

¢ Global administrator

Can manage all aspects of Azure AD and Microsoft sen/icel

g Global reader

¢ Groups administrator

i~ Roles and administrators

g Guest inviter

Administrative units

oooomoooc

¢ Helpdesk administrator

Can read everything that a global administrator can, but n
Can manage all aspects of groups and group settings like r
Can invite guest users independent of the ‘members can in

Can reset passwords for non-administrators and Helpdesk

Figure 2.32 - Select an Azure AD role

2. In the Global administrator | Assignments window, click on Add assignments,
select Brenda Tao, and click on Add:

Home > azureblueteam (Default Directory) > Global administrator

Global administrator | Assignments

All roles

K Diagnose and solve problems

Manage

& Assignments

E] Description

Activity

& Bulk operation results
Troubleshooting + Support

8 New support request

“ 1] 4+ Add assignments | > Remove assignments | Download

0 You can also assign built-in roles to groups now. Learn More Ef

Search Type

Add assignments X

Only groups eligible for role assignment are displayed. Learn more =

Search ©

Selected

[ Search by name | [an

(o
Brenda Tao
@ brenda@azureblueteam.io 2

Name UserName

D David Okeyode david-packt-

Selected items

Brenda Tao
brenda@azureblueteam.io

L

Remove

Figure 2.33 — Add an Azure AD role assignment
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3. Brenda Tao should now be displayed as a Global Administrator in Azure AD:

Search Type
‘ Search by name ‘ ‘ All v ‘
Name UserName Type Scope
\:\ Brenda Tao brenda@azureblueteam.io User Directory
\:\ David Okeyode david-packt-az500@outlook.com User Directory

Figure 2.34 - Azure AD Global Administrators

4. Inthe Azure portal, click on Microsoft Azure in the top-left corner to go to the
home page:

Microsoft Azure L Search resources, services, and docs (G+/)

Figure 2.35 — Go to the home page

5. On the home page, click on the Subscriptions icon:

Azure services

L e N B @ =

Create a Azure Active Subscriptions Virtual App Services Storage
resource Directory machines accounts
Navigate
4 b/ [b' ] 1 I
] Subscriptions < Resource groups H-H All resources

Figure 2.36 — Click on the Subscriptions icon
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6. In the Subscriptions window, click on your Azure subscription:

Subscriptions  #

azureblueteam (Default Directory)
+ Add

View list of subscriptions for which you have role-based access contrel (RBAC) permissions to manage Azure resources. To view subscriptions for which
Showing subscriptions in azureblueteam (Default Directory) directory. Don't see a subscription? Switch directories

My role @ Status (O

‘ 8 selected ~ | ‘ 3 selected

Showing 1 of 1 subscriptions ! Show only subscriptions selected in the global subscriptions filter O

‘ O Search
Subscription name T Subscription ID Ty My role Ty
| @ Free Trial 550 bl e i = e ey & Account admin

Figure 2.37 - Select your subscription

7. In the Subscriptions window, select Access control (IAM), then click on Add role
assignments:

L Free Trial | Access control (IAM)

Subscription

|2 search (ctrl+/) |« + add ¥ Download role assignments Edit columns () Refresh | X Remove | < Got feedback?

Qverview
Check access  Role assignments ~ Roles  Deny assignments  Classic administrators
Activity log _—

I &3\ Access control (IAM) |

My access

L2 Tags View my level of access to this resource Grant access to this resource

A Diagnose and solve problems VLR O EEE Grant access to resources by assigning a role.

O securiy Check access Click to add a role assignment
o Review the level of access a user, group, service principal, or to the SUbSCriptiOrl
Events managed identity has to this resource. Learn more tf

Add role assignments Learn more ('
Cost Management Find ©

| User, group, or service principal ~ ‘

& Cost analysis

B Cost alerts | Search by name or email address ‘ View access to this resource

View the role assignments that grant access to this and

) Budgets other resources.

Figure 2.38 - Configure subscription role assignment
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8. In the Add role assignment window, configure the following:
Role: Owner
Assign access to: User, group, or service principal
Select the cloud-architects group.

Click on Save:

Add role assignment X
Role (O 1
Owner @ ~

Assign access to (D

‘ User, group, or service principal ~ ‘

Select (O

‘ Search by name or email address ‘

Brenda Tao
brenda@azureblueteam.io

David Okeyode
david-packt-az500_outlook.com#EXT#@davidpa...

Emmy Crown
emmy@azureblueteam.io =

Selected members:

cloud-architects 2

Remove

3

Figure 2.39 - Add role assignment

Congratulations! You have just granted permissions to users and groups in both Azure
AD and an Azure subscription.
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Summary

In this chapter, we laid a solid foundation of Azure AD that we will be building on in
subsequent chapters. We discussed what Azure AD is, the different object types that it
supports, and how to manage these object types. This information is necessary before we
get into deeper discussions on managing access to Azure resources.

In the next module, we will cover how to integrate an on-premises Active Directory server
with Azure AD to create a centralized identity and access framework for both on-premises
legacy applications and modern cloud applications.

Questions

As we conclude, here is a list of questions for you to test your knowledge regarding this
chapter's material. You will find the answers in the Assessments section of the Appendix:
1. True or False? Azure AD is on-premises Active Directory on Azure.
a. True
b. False
2. Which of the following is not a source of user identities in Azure AD?
a. An internal user created by an administrator.
b. An internal user synchronized from on-premises.
c. An external user invited by an administrator.
d. An internal user imported from ADFS.
3. Which of the following is not a valid Azure AD edition?
a. Free
b. Office 365
c. Basic
d. Premium P1

e. Premium P2
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4. You have the following two groups in your Azure AD tenant (Figure 2.41):

London-Group Security  Dynamic user membership type that contains all London
users

Chicago-Group Security  Dynamic user membership type that contains all Chicago
users

Figure 2.40 - Add role assignment

You have a requirement to add all London users and their devices into
London-Group. What should you do?

a. Delete London-Group. Create a new group named London-Group that has
a membership type of Office 365. Add users and devices to the group.

b. Add a membership rule to London-Group.

c. Change the membership type of London-Group to Assigned. Create
two new groups that have dynamic memberships. Add the new groups to
London-Group.

d. Modify the membership rule of London-Group.

Further reading

To learn more on the topics covered in this chapter, you can refer to the following links:

e Azure AD Built-In Roles: https://docs.microsoft.com/en-us/azure/
active-directory/roles/permissions-reference

o Azure RBAC Built-In Roles: https://docs.microsoft.com/en-us/
azure/role-based-access-control/built-in-roles

o Azure Custom Roles: https://docs.microsoft.com/en-us/azure/
role-based-access-control/custom-roles
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Azure AD Hybrid
Identity

Most organizations are not starting from nothing when they adopt Azure. They

already have an identity solution such as Active Directory Domain Services (AD DS)
on-premises to manage identity and access for existing applications. As it is not an
effective strategy to maintain multiple independent silos of user credentials, how should
such organizations approach their adoption of Azure and Azure Active Directory (AD)?
Luckily, Azure AD supports the synchronization of identities from existing on-premises
AD using a tool called Azure AD Connect.

In this chapter, you will learn about this tool, the concepts to consider before deploying

it, the different authentication options that it supports, and how to choose the best
authentication option for your use case. By the end of this chapter, you will understand by
practice how to implement Azure AD Connect to establish a hybrid identity architecture
between your on-premises AD and Azure AD.

Here are the topics that we will cover in this chapter:

« Implementing Azure AD hybrid identity
o Selecting a hybrid identity authentication method

« Implementing password writeback in a hybrid identity scenario
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Technical requirements

To follow along with the instructions in this chapter, you will need the following:

« A PC with an internet connection.

o An Azure subscription. You can use the same subscription that you set up in the
first chapter of this book.

« An on-premises AD domain environment. The first exercise in this chapter will
walk you through the setup of an environment.

Implementing Azure AD hybrid identity

Maintaining multiple independent silos of user credentials carries with it an increased

risk of a data breach. How many times have we heard of security breaches that happened
as a result of ex-employees having unrevoked access to sensitive systems after leaving
their former organization? The access should have been disabled but because the

victim organization had many independent access control systems, it was missed. One
solution to this is to establish a centralized identity system where the provisioning and
de-provisioning of user identities happen in one place. This way, if a user leaves an
organization, the user account only needs to be disabled once in the central system! This is
exactly what Azure AD Connect can help organizations that already have an on-premises
AD DS solution to achieve as they adopt Azure AD.

Azure AD Connect

So, what is Azure AD Connect? It is a tool that can be used to synchronize objects such as
user accounts and groups from an on-premises AD DS environment into Azure AD. It can
be installed on-premises on any domain-joined Windows Server 2012 or later system.

Once deployed and configured, on-premises AD DS becomes the source of truth for digital
identities in the organization. What this means is that users, groups, and contact objects
in on-premises AD DS are automatically synchronized to Azure AD (Figure 3.1). This
allows us to centralize digital identity provisioning and management:

o When new objects are created on-premises, they are automatically created in
Azure AD.

« When those objects are disabled on-premises, they are automatically disabled in
Azure AD.

« When those objects are deleted on-premises, they are automatically deleted in
Azure AD.
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o When the attributes of those objects are modified on-premises, the modifications
are automatically applied in Azure AD.

It is important to clarify that when we use the term objects in relation to Azure AD
Connect synchronization, this only applies to user, group, and contact objects. For
example, computer objects or shared folder objects in on-premises AD DS are not
synchronized to Azure AD. We can also configure the scope of synchronization based on
domains, Organizational Units (OUs), group membership, or attribute values (we will
cover this in more detail later):

Microsoft Cloud Cloud SaaS
Services apps

Objects and attributes

Some writeback

) Azure Active
On-premises ~._  Directory
AD Ds N

Figure 3.1 — Azure AD Connect

Apart from synchronizing AD DS objects and their attributes to Azure AD, Azure AD
Connect can also facilitate some writeback from Azure AD to on-premises AD DS. This
opens up interesting use cases, such as self-service password reset.

Preparing for Azure AD Connect installation

Before deploying the Azure AD Connect tool, there are three essential steps that are
recommended to prepare for the installation:

 Prepare a system running Windows Server 2012 or above in our on-premises
environment. This will be the system that we will deploy the Azure AD Connect
tool on. Apart from the operating system requirement, it also needs to be joined to
our on-premises domain.

» Prepare two accounts with required permissions in on-premises AD DS and Azure
AD. Installing and configuring Azure AD Connect requires an Azure AD account
with the Global Administrator role assignment and an on-premises AD DS account
with Enterprise Administrator permissions. The Enterprise Administrator permission
in on-premises AD DS is required to create a synchronized user account in AD DS
and it is only required when we install and configure Azure AD Connect.
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o Perform a health check on the on-premises AD DS objects to identify and remediate
potential issues that may lead to synchronization errors later. A good tool to use for
this is the free Microsoft IdFix tool. The tool can be used to identify common issues
such as duplicate or malformed proxyAddresses and userPrincipalName.
We will be using this tool in our hands-on exercise:

Microsoft Cloud Cloud SaaS
Services - apps

A

Azure AD

On-premises AD DS Azure AD Connect Global Admin
Server N

Enterprise Admin

Figure 3.2 - Azure AD Connect pre-deployment preparation

Now that you have an idea of the steps needed to prepare for the implementation of Azure
AD hybrid identity, we will proceed to deploy an AD domain controller, which we will use
to complete other exercises that we will cover in this chapter.

Hands-on exercise - deploying an Azure VM hosting an
AD domain controller
In this hands-on exercise, we will complete the following tasks:

 Task 1: Deploy an Azure VM hosting an AD domain controller.

o Task 2: Create test users in AD DS.

Task 1 - deploying an Azure VM hosting an AD domain controller
Let's follow these steps:
1. Open a web browser and browse to this GitHub Azure Quickstart template:
https://github.com/Azure/azure-quickstart-templates/tree/

master/application-workloads/active-directory/active-
directory-new-domain.
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2. On the Create a new Windows VM and create a new AD Forest, Domain and DC
page, click on Deploy to Azure:

Create a new Windows VM and create a new
AD Forest, Domain and DC

Azure Public Test Date 2020.12.10 } Azure Public Test Result [pass
Azure US Gov Test Date 2020.12.09 | Azure US Gov Test Result [pass
Best Practice Check [fail | CredScan Check 'Not Tested

This template will deploy a new VM (along with a new VNet and Load Balancer) and will

configure it as a Domain Controller and create a new forest and domain.

Click the button below to deploy

/_s Deploy to Azure I_s Deploy to Azure Gov

Figure 3.3 - Deploying a template to Azure

3. Sign in to the portal using the account that you used to sign up for your Azure account:

B8 Microsoft

Sign in

to continue to Microsoft Azure

david-packt-az500@outlook.com

No account? Create one!
Can't access your account?

Sign in with Windows Hello or a security key (2)
Next

Figure 3.4 - Signing in to the Azure portal
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4. On the Create an Azure VM with a new AD Forest blade, initiate a template
deployment with the following settings:
Subscription: Select your subscription.
Resource group: Create new | Name: onpremises-rg.
Region: Select the Azure region closest to your location.
Admin Username: onpremadmin.

Admin Password: QgLXXma6hAfs (you can enter any complex password. I
recommend using the same password for all the exercises to keep things simple).

Domain Name: az5001ab. com.

Dns Prefix: az5001ab-XXXXX (enter a random number to replace the
XXXXX placeholder).

Vm Size: Standard D2s_ v3.
5. Accept the default values for the remaining settings.

6. Click Review + create:

Create an Azure VM with a new AD Forest X

Azure quickstart template

Deployment scope

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * @© I AzureBlueTeam-PROD ~ I

Resource group * (O I (New) onpremises-rg v I
Create new

Parameters

Region * (O I UK South v I

Admin Username * () I onpremadmin v I

Admin Password * () I ssecesseccee v I

Domain Name * @ I az500lab.com v I

Dns Prefix * (O I az500lab-27120 [V I

Vm Size (D I Standard_D2s_v3 I

_artifacts Location (0 | [deployment().properties.templateLink.uri] |

Review + create < Previous | Next : Review + create > ‘

Figure 3.5 - Configuring the template parameters
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After the validation has passed, click Create:

Create an Azure VM with a new AD Forest

Azure quickstart template

0 Validation Passed /

Admin Password
Domain Name
Dns Prefix

Vm Size

_artifacts Location

_artifacts Location Sas Token

Location
Virtual Machine Name

Virtual Network Name

Virtual Network Address Range

Load Balancer Front End IP Name

HHE AR E R AR

az500lab.com

az500lab-27120

Standard_D2s_v3
[deployment().properties.templateLink.uri]
[resourceGroup().location]

adVM

adVNET

10.0.0.0/16

LBFE

Download a template for automation

Figure 3.6 - Deploying the template

7.  Wait for the deployment to complete. It could take between 15 to 20 minutes to
complete so feel free to come back to it later. After the deployment has completed,

click on Go to resource group:

]il Delete ':_ﬁ\:ﬁ':- Cancel |I| Redeploy O Refresh

0 We'd love your feedback! =

@ Your deployment is complete

Deployment name: Microsoft.Template-20201227014328
Subscription: AzureBlueTeam-PROD

Start time: 12/27/2020, 1:43:29 AM
Correlation ID: cc01b6b3-b7af-4ed1-a0f2-06573e353488

Resaurce group: onpremises-rg

~ Deployment details (Download)

#  MNext steps

Go to resource group

Figure 3.7 — Waiting for the deployment to complete
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8. In the onpremises-rg resource group blade, click on the deployed adVM
VM resource:

| Filter by name... | Type == all X Location == all X T Add filter

Showing 1to 8 of 8 records. D Show hidden types @©

D Name T Type T. Location T

i adavailabiltySet Availability set UK South
adlLoadBalancer Load balancer UK South
adMic MNetwork interface UK South

adPubliclp Public IP address UK South

advm Virtual machine UK South

advi_DataDisk Disk UK South

advM_0SDisk Disk UK South

adVMNET Virtual netwaork UK South

Figure 3.8 - Clicking on the adVM VM resource

9. Inthe adVM blade, in the Overview section, copy the DNS name value:

K1 adVM  #
Virtual machine
|/'-7‘ Search (Ctrl+/) | &« }:9 Connect ' Restart |:| Stop _3: Capture i Delete ‘f_‘) Refresh B Open in mobile
I B overview I" # Essentials

& Acivity log F‘.esourc.e group (change) Operatmg s;e:stem
onpremises-rg Windows (Windows Server 2016 Datacenter)

P Access control (1AM) Status Size
Runnin Standard D2s v3 (2 vcpus, 8 GIB memory,

€ Tags 9 (2 vepus, ry)
Location Public IP address

£ Diagnose and solve problems UK South 51.140.40.74

. Subscription (change) Virtual network/subnet

Settings AzureBlueTeam-PROD adVMET/adsubnet

2 Networking Subscription ID DNS name
18b535860-f311-4e0b-b4ab-bf283288b6aa _’ azs00lab-27120.uksouth.cloudapp.azure.com

& connect I I
Tags (change)

# Disks Click here to add tags

Figure 3.9 - Copying the adVM DNS name

10. On your system, open the Remote Desktop Connection (RDP) client and enter the
DNS name that you copied earlier, then click on Connect:
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& Remote Desktop Connection — *

Remote Desktop
~>¢) Connection

Computer: Iz&D[Iab-ZTIZﬂ.uksouth.doudaee.azure.com VI

Usemame:  Mone specified

You will be asked for credentials when you connect.

-\ﬁ_r Show Options |_Cornect | | Help |

Figure 3.10 - Connecting to the adVM VM using RDP

11. In the Windows Security prompt, click on More choices | Use a different account
and enter the following details:

Username: onpremadmin

Password: QqLXXma6hAfs (or the password that you entered in Step 4)
12. Click OK to connect:

Windows Security *

Enter your credentials

These credentials will be used to connect to
az500lab-27120.uksouth.cloudapp.azure.com.

onpremadmin x |3

LAL I L] ]] 4

D Remember me

]

David Okeyode

wser  MicrosoftAccount\y = i P
e Use a different account
5 OK Cancel

Figure 3.11 - Connecting to the adVM VM using RDP
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13. In the security prompt that comes up, select Don't ask me again for connections to
this computer to prevent future prompts on certificate trust. Click Yes:

%5 Remote Desktop Connection >

i\q The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be autherticated due to problems with its
security cerificate. t may be unsafe to proceed.

Certificate name

=] Name in the certificate from the remote computer:
adVM.az500lab com

Certificate emors

The following emars were encountered while validating the remote
computer's cerificate:

/1 The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

D0n1 ask me again for connections to this computer

View certflicate.... Yes Mo

Figure 3.12 - Skipping future certificate trust prompts
You should now be connected to the VM using RDP:

s Server Manager g 22500lab-27120.uksouth.cloudapp. azure.com

Server Manager * Dashboard

I Dashboard 'WELCOME TO SERVER MANAGER

Local Server

| I’ Manage

B All Servers .
o a Configure this local server
i ADDs
& DNs QUICK START
5 File and Storage Services b 2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Servers total: 1
e =m File and Storage
i§i ADDs 1 2 DNs 1 L] )
L == . Services
@ Manageability @ Manageability @® Manageability @ Manageability @® Manageaility
Events Events Events Events Events
Services Services Services Services Services
Performance Performance Performance Performance Performance
BPA results BPA results BPA results BPA results BPA results
12/27/2020 2:29 PM 12/27/2020 2:29 PM

Figure 3.13 - Connected to the adVM VM

https://t.me/learningnets



Implementing Azure AD hybrid identity 57

Now that we've completed Task I, let's move on to Task 2.

Task 2 - creating test users in AD DS
Let's follow these steps:

1. Within the RDP session to the adVM VM, right-click the Start button (lower-left
corner) and click on Command Prompt (Admin) to open the command console as
an administrator:

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

Figure 3.14 - Opening the command console as an administrator

2. Within the command-line console, type powershell and press Enter to switch to
the PowerShell console:

powershell
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This is what it looks like in the console:

ES Administrater: Command Prempt - powershell

Microsoft Windows [Version 19.8.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\windows\system32powershell
Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\windows\system32> _

Figure 3.15 - Switching to the PowerShell console

3. Within the PowerShell console, run the following commands to download and run
a script that will create test users and groups. Note that the script assumes that you
used the az5001ab. com domain name when you deployed the domain controller:

New-Item -Path "c:\" -Name "packtaz500" -ItemType
"directory"

Set-Location -Path "c:\packtaz500"

Invoke-WebRequest -Uri "https://raw.githubusercontent.
com/davidokeyode/azure-offensive/master/
packtaz500testusers.psl" -OutFile "packtaz500testusers.
pslll

.\packtaz500testusers.psl

When prompted to enter a password for the test users, enter the password
QgLXXma6hAfs (or any other complex password. It is recommended to use the
same password as earlier to keep things simple):

PS C:\windows\system32> New-Item -Path -Name -ItemType

Directory: C:\

LastWriteTime Length Name

12/27/2020 4:88 PM packtaz5e@

PS C:\windows\system32> Set-Location -Path
PS C:\packtaz5e8> Invoke-WebRequest -Uri

- : -OutFile ctaz58et s
PS C:\packtaz5e8> .\packtaz5@@testusers.psl
Input Password:
PS C:\packtaz500>

Figure 3.16 - Entering a password when prompted
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4. In the PowerShell console, enter dsa . msc and press Enter to open Active Directory
Users and Computers:

PS C:\packtaz5ee>
PS C:\packtaz56@> dsa.msc

PS C:\packtaz5ee>

Figure 3.17 - Opening Active Directory Users and Computers

5. Review the OU called OrgUsers to see the OUs, groups, and users created by
the script:

] Active Directory Users and Computers

File Action View Help

o= | 7F /0 XEZ BER 2 aETa%
: Active Directory Users and Computers [adVM.az300lab.com] Mame Type
__' Saved Qlueries E)Da\-}f Flury User
v ’l ’:E,FinanceUsers Security Group - Glebal
- Eilrl':sutem E)Jack Robinsaon User 3
:T Domain Controllers E) Kerri Ondrich User
- ForeianSecurityPrincinal E;LanieCominotti User
| gnSecurityPrincipals
Y Keys E)Octavius Mohun User
| LostAndFound
| Managed Service Accounts
L 2| OrgUsers
2| Finance 2
al T

Program Data

Figure 3.18 - Reviewing AD objects

Leave the RDP session open for later exercises in this chapter.

Hands-on exercise - preparing for Azure AD Connect
deployment

In this section, we'll carry out two tasks:

o Task 1: Create an Azure AD user with the Global Administrator role.

« Task 2: Run IdFix to identify and remediate potential object synchronization issues.
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Unlike in the previous section, we'll cover both tasks in one set of instructions:

1. Inthe Azure portal, go to the Azure AD console:

= |afp—" 1 Search resources, services, and docs (G+/)

Create a resource

+
2 Home > n

Dashboard

:— All services s Azure Active Virtual
% FAVORITES Directory machines
EEE All resources 2 2
L L]

s < —>

% Azure Active Directory
se  Azure Cosmos More services

["4] Resource groups DB

Figure 3.19 - Deploying the template

2. In the Azure AD console, click on Users and then click on New user:

azurebluetea... x a Users | All users (Preview)
Azure Active Directory azureblueteam (Default Directory) - Azure Active Directory‘/

4 « + New guest user 0 Bulk operations ~~
-~

O overview & All users (Preview)
‘f Getti d & Deleted (Preview) o This page includes previews available for your evaluation. View
etting starte eleted users (Preview,

Preview hub Password reset 1
|p Search users +7 Add fi

X Diagnose and solve problems €83 User settings 4 users found

Manage / # Diagnose and solve problems Name T User principal n... 7). User type

o Brenda Tao brenda@azurebluete... Member

& Users Activity

2 Groups D sign-ins D @ David Okeyode david-packt-az500_o... Member

88 External Identities Audit logs D . Emmy Crown  emmy@azurebluete.. Member

&k Roles and administrators #% Bulk operation results U ° John Lakeside  john@azurebluetea... Member
<

Administrative units Troubleshooting + Support

i Enterprise applications
= P PP 2 New support request

&)

Devices
Figure 3.20 - Creating a syncadmin user
3. In the New user blade, create a new user with the following settings:

User name: syncadmin, and select @<Azure-AD-DNS-domain-name> where
<Azure-AD-DNS-domain-name> represents the default Azure AD primary DNS
domain. You will need it later in this lab.
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Name: syncadmin.

Password: Click Let me create the password and type QgLXXma6hAfs
(you can enter any complex password in the initial password text box).

Groups: 0 groups selected.

Roles: Click User and select Global administrator.

Important Note

An Azure AD user with the Global Administrator role is required to implement
Azure AD Connect.

4. Accept the default values for the remaining settings.

5. Click Create:

New user

azureblueteam (Default Directory)

P Got feedback?

User name * @ I syncadmin \/I@| azureblueteam.io |E

The domain name | need isn't shown here
Mame * () I syncadmin ' I
First name | |
Last name | |
Password

O Auto-generate password

I@ Let me create the password I

Initial password * (O I esssscccsece N I

Groups and roles

Groups 0 groups selected

Roles Global administrator

e

Figure 3.21 - Creating the syncadmin user
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6. Open an InPrivate browser window (or Incognito if you are using Chrome),
browse to the Azure portal, https://portal.azure.com, sign in with the
syncadmin temporary credentials, and update it when prompted:

BS Microsoft

syncadmin@azureblueteam.io

Update your password

You need to update your password because this is
the first time you are signing in, or because your
password has expired.

S5 SBBBBEBEN

I LA AL EL Ll LRl ] ]} I

LA AL EL Ll LRl ] ]}

Figure 3.22 - Updating the syncadmin credentials

7. Inthe RDP session to the adVM VM, open PowerShell as an administrator if you
have closed the previous session, then run the following commands to download
and run the IdFix tool:

Set-Location -Path "c:\packtaz500"
[Net.ServicePointManager] : : SecurityProtocol
= [Net.SecurityProtocolType] ::Tls, [Net.
SecurityProtocolType] : :Tlsll, [Net.

SecurityProtocolType] : :Tlsl2, [Net.
SecurityProtocolType] : :Ssl3

[Net.ServicePointManager] : : SecurityProtocol = "Tls,
Tlsll, Tlsl2, Ss13"

Invoke-WebRequest -Uri "https://github.com/microsoft/
idfix/raw/master/publish/setup.exe" -OutFile "idfix.exe"

.\idfix.exe install
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8. In the Application Install - Security Warning window, click Install:
Application Install - Security Warning d

Do you want to install this application? E/,’

Name:
IdFix

From {Hover over the string below to see the full domain):
raw.githubusercontent.com

Publisher:
Microsoft Corporation

Install Don't Install

o While applications from the Internet can be useful, they can potentially harm your computer. If
you do not trust the source, do not install this scftware. More Information...

Figure 3.23 - Clicking to install IdFix

9. In the Open File - Security Warning window, click on Run:

Open File - Security Warning x
Do you want to run this file?
Name: ..ael245bd33d87 0002.0003 1a851a1c9a84870eh dFioc.exe

Publisher: Microsoft Corporation

Type: Application
From: Ch\Users\onpremadmin\AppDatatLocahApps\2.00WW...

Run Cancel

Always ask before opening this file

While files from the Internet can be useful, this file type can potentially
|@ harm your computer. Only run software from publishers you trust,
What's the risk?

Figure 3.24 - Clicking to run IdFix
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10. In the IdFix Privacy Statement message box, click OK:

IdFix Privacy Statement x

This privacy staternent applies to |dFix enly. It does not apply to any

! other Microsoft Office 365 server or other applications by Microsoft
Corporation. |dFix is intended for [T Administrators. If you are an
end-user, Microsoft recommends that you end this program and
contact your IT Administrator for assistance. |dFix collects data from
your corporate network and can optionally store data that may contain
personal data in a Comma Separated Value (.csv) or LDAP Data
Interchange Format (.Idf) file located on the computer where the
program was run. Microsoft recommends that you remove this file
when you have completed your use of the program. |dFix does not
send any collected data back to Microsoft or it's partners.

OK

Figure 3.25 - Clicking to accept the privacy terms
In the IdFix toolbar, click Query. You should see a few objects with errors but the one
that we are concerned with is the error for the user object named Kerri Ondrich.
You can see that IdFix has identified invalid characters in the userPrincipalName
attribute and also proposed a fix in the UPDATE column.

To apply the fix, set the ACTION column for the user object to EDIT, then click

on Apply:
B} IdFix version 2.3.0.0 1 3 — m] X
u Office 365 Query Accept  Apply Export Import Undo
DISTINGUISHEDNAME OBJECTCLASS ~ ATTRIBUTE ERROR VALUE UPDATE ACTION
CMN=DefaultAccount, CM=Users, DC=az500lab,DC=com user displayMName Blank Default Account v
I CM=Kem Ondrich OU=Finance O U=0rglsers, DC=az500ab,DC=... user userPrincipalName  Character kem %% @az500lab.com  kem@az500ab.com | EDIT VI 2
CM=onpremadmin CN=Users, DC=az500lab, DC=com user digplayMName Blank onpremadmin ~

Figure 3.26 — Applying the recommended fix to a user object
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11. In the Apply Pending dialog box, click Yes.:

Apply Pending

Are you sure you wish to Apply the update values for all transactions
with an action? NOTE: The user assumes all risk for inspecting each row
rarked with Action for suitability and accuracy.

I Yes I | Mo |

Figure 3.27 - Clicking Yes to apply the update
Notice the COMPLETE status in the ACTION column, which indicates a
successful write

12. In the IdFix toolbar, click Query again to verify that the error for the user object
named Kerri Ondrich is no longer displayed (as it has been corrected).

Congratulations! You have successfully prepared your on-premises AD environment for

integration with Azure AD. In the next section, we will start reviewing some of the choices

that we need to make 