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IOS CRASH LOGS
HTTPS://DEVELOPER.APPLE.COM/LIBRARY/IOS/TECHNOTES/TN2151/_INDEX.HTML

 When an application crashes on an iOS device, a crash report is 
created and stored on the device

 Crash reports describe the conditions under which the application 
terminated, in most cases including a complete backtrace for each 
executing thread, and are typically very useful for debugging issues in the 
application

 For more information look at 
Understanding Crash Reports on iPhone OS
https://developer.apple.com/videos/play/wwdc2010-317/

 They can contain useful information from a forensic point of view!
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EXTRACTING IOS CRASH LOGS FROM DEVICE

 iOS Crash Logs can be extracted in various ways:

1. Syncing the device with iTunes (PC/Mac) 

2. Using Xcode (Mac)

3. Using Third-Party tools

1. iBackup Bot http://www.icopybot.com/itunes-backup-manager.htm

2. iTools http://itoolsen.blogspot.de/

 They can be extracted from

 Unlocked device 

 Turned on and locked device with a valid pairing certificatehttps://t.me/learningnets



EXTRACTING IOS CRASH LOGS WITH ITUNES

 Once Crash Logs are extracted with iTunes you can find them in the 

following folders, depending on the OS type/version

 Windows 7/8/10

C:\Users\<USERNAME>\AppData\Roaming\Apple 

computer\Logs\CrashReporter/MobileDevice/<DEVICE_NAME>

 Mac OS X

~/Library/Logs/CrashReporter/MobileDevice/<DEVICE_NAME>

 Of course if you have a seized computer search for these folders because they

can contain previously stored Crash Logs (same concept of an iOS Backup)

 They can be extracted also if a backup password was set by the userhttps://t.me/learningnets
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RELEVANT INFORMATION FOR FORENSIC ANALYSIS

 Installed applications list and usage

 Various logs like PowerLog, Security, OnDemand

 iTunes username

 itunesstored.2.log file

 File name of e-mail attachments 

 MobileMail logs

 List of WiFi network and history of latest connections 

 WiFi logs https://t.me/learningnets



ONDEMAND LOG
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SECURITY LOG
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ITUNESSTORED.2.LOG
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MOBILEMAIL LOG
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WIFI LOG
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