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1. Intfroduction

As part of our ongoing effort to provide the best physical extraction capabilities for the latest Samsung
Android devices, you can now obtain additional data by performing a physical extraction using the
enhanced bootloader method that supports the latest firmware running Android 5.x on Samsung
Android devices.

=} This extraction method uses a blank memory card that is not related to the case and needs to

be inserted into the source device.

1.1.FAQ

Why is a blank memoty card required?

A blank memory card is used in this method as part of the bypass process and it does not contain
any user information.

What is stored on the memory card?

This method enforces the bypass of the device password, by "opening" the device via the memory
card'sinterface. It does NOT store any user data or system data on the memory card. It only emulates
a mass storage device in the system, and thereby bypasses the password and performs a physical
extraction.

What happens to the data on the device during the extraction?

The device's system data or the user data files are not tampered with or corrupted during the
extraction. This extraction method is forensically sound.

What should | do if the extraction does not work?

Perform all the steps for the extraction again or try a different memory card.

Performing a physical extraction using the enhanced bootloader method:

1.
2.

Tap Mobile device in the home screen.
Identify the device. The Select Extraction Type window appears:

https://t.mel/learningnets



Samsung GSM » SM-N900T Galaxy Note 3 » Select Extraction Type

= N
» Logical Extraction

3
» Disable User Lock

U

» g Physical Extraction
L]

» [~ capture Images

’ @ Capture Screenshots

3. Tap Physical Extraction. The following window appears:

Samsung GSM » SM-N900T Galaxy Note 3 » Physical Extraction » Select Mode

Boot Loader
(Recommended)

4. Tap Boot Loader. The following window appears:

Samsung GSM » SM-N900T Galaxy Note 3 » Physical Extraction » Waiting for Device

Souroe Connect the source device to the USB port on the computer. If the device is already

ShNan0 1 connected, disconnect and then reconnect the device.

& Tutorial Videa
1. Before starting, the phone battery should be fully charged.
2. Put the device in downioad mode How to?

3. Connect the device to UFED  How to?

I the battery & not sufficently charged, use the power-up cable (f appiicable).

Samsung GSM SM-N900T Galaxy Note 3
using cable A with yellow tip T-133

o I |
Cancel Continue

5. Connect the source device to the USB port. If the device is already connected, disconnect and then
reconnect the device. Follow the instructions to place the device in Download mode using cable A
with the Yellow tip T-133. Examples are displayed next.
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BOOT: ENRBLE (CS8)
2 A2, A3, P2

MOME ©  SM-NERET
BINARY: Samsung Official
STATUS: Dfficial

KNOX VOID: Bl (B)

£33

Downloading...
Do not turn off target!!
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Eﬂ The Cellebrite Extension Cable is recommended for UFED Touch, but is not required when
using UFED 4PC.
In the Waiting for Device window, tap Continue. The following window appears:
Extraction in Progress

Source
Please Wait...

Samsung GSM SM-N900T
Galaxy Note 3
using cable A with vellow
tip T-133

-

Extraction
to PC using USB cable
U441

Reading Phone Info appears on the Extraction in Progress window for approximately 2 minutes.

The following window appears:
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Initialization in progress. Perform the following steps to proceed.

. Disconnect Cellebrite Extension cable and phone from the UFED.

. Remove the BATTERY

. Reinsert the BATTERY

. Do NOT power on the phone

. Connect cable-A with tip 133 to the phone

. Connect the Cellebrite Extension Cable to Cable-A.

Do NOT connect USB end of the Cellebrite Extension Cable to the UFED.
. Wait until the download mode logo appears on the phone screen

8. Connect the USB end of the Cellebrite Extension Cable to the UFED.

9. Press Continue.

SN ¥ OO B WN -

7. Follow the steps and tap Continue.
"INVALID ODIN CMD" should be displayed on the device's screen.

FACTORY MODE

PRODUCT NAME: SM-NOBBT

CURRENT BINARY: Samsung Official
SYSTEM STATUS: Official

KNOX WARRANTY VOID: &1 (8)
QUALCOMM SECUREBOOT: ENABLE (CSB)
AP SWREV: S2, T2, R2, [

Downloading...
* Do not turn off target !!
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The following window appears:

Extraction in Progress

Source
! Please Wait...

Reading Phone Info
Samsung GSM SM-NS00T
Galaxy Note 3
using cable A with vellow
tip T-133

g] '_ Target

Extraction
to PC using USB cable
1441

Reading Phone Info appears on the Extraction in Progress window for approximately 5 seconds. The
following window appears:

Attention

Verify that there is no memory card inserted in the device.

Continue

8. Make sure that the device is connected to UFED, and remove the memory card. Do not disconnect
anything such as the battery or cable.

Eﬂ To protect the user data on the memory card, if you do not remove the memory card the
extraction will end.
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9. Tap Continue a message will appear on the device "Failed to Initialize SD card".

FACTOAY MODE
PRODUCT NAME: SM-NSBBT
CURRENT BINARY: Samsung Official
SYSTEW STATUS: Official
WARRANTY VOID: Bx1 (@) )
SEC JOT: ENABLE (CSB)
R2, A3, P2

Downloading...
Do not turn off target !!

The following window appears:
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Attention

Insert a blank memory card that is not related to the case.
WARNING: The memory card will be used for the extraction and its existing data will be overridden.

This initialization process may take a while. Messages will be displayed on the device screen before
extraction starts.

L —

10. Insert a blank memory card into the device that is not related to the case (without disconnecting

anything such as the battery or cable) and tap Continue. The memory card will be used for the
extraction and its existing data will be overridden.

If a blank memory card was inserted in the device the extraction continues. Reading Phone Info
appearsin the Extraction in Progress window for approximately 2 — 3 minutes.

Extraction in Progress

Source
| Please Wait...

Reading Phone Info
Samsung GSM SM-N900T
Galaxy Note 3
using cable A with vellow
tip T-133

g] ’ Target

Extraction
to PC using LUSB cable
441

=
B
-
-
[+

During the extraction process, numerous "T-FLASH MODE" messages appear on the device's screen.
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FACTORY MODE

NAME : SM-NSBBT
%ﬂ BINARY: Samsung Official
M STATUS: Official

KNOX WARRANTY VOID: ax1 (8)
QUALCOMM SECUREBOOT: ENABLE (CSB)
RP SWREV: S2, T2, A2, A3, P2

UDC START
T-FLASH MODE
T-FLASH MODE
T-FLASH MODE
T-FLASH NopE | <

T-FLASH MODE

qalize SO card

T-FLASH WODE
T-FLASH WODE | I |

Downloading...
'Do not turn off target !!

The following window appears:

r > |
Initialization in progress. Perform the following steps to proceed.
1. Disconnect Cellebrite Extension cable and phone from the UFED.
2. Remove the BATTERY
3. Reinsert the BATTERY
4. Do NOT power on the phone
5. Connect cable-A with tip 133 to the phone
6. Connect the Cellebrite Extension Cable to Cable-A.
* Do NOT connect USB end of the Cellebrite Extension Cable to the UFED.
7. Wait until the download mode logo appears on the phone screen
8. Connect the USB end of the Cellebrite Extension Cable to the UFED.
9. Press Continue.
Conti
A
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11. During the extraction process, Reading Phone Info appears on the Extraction in Progress window for
approximately 2 minutes and numerous "T-FLASH MODE" messages appear on the device's screen.

e

0 Liiimmg
1908 _

FACTORY MODE

NAME : SM-N9BaT
%{ BINARY: Samsung Official
W STATUS: Dfficial

KNOX WARRANTY VOID: 8x1 (8)
QUALCOMM SECUREBOOT: ENABLE (CSB)
RP SWREV: 52, T2, R2, A3, P2

UOC STAAT
T-FLASH MODE

ey al ize SD card
T-FLASH WODE

T-FLASH MODE

T-FLASH MODE s

T-FLASH MODE

T-FLASH MODE
T-FLASH WODE | I |

Downloading...
'Do not turn off target !!

Initializing is displayed on the Extraction in Progress window for approximately 20 minutes.
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cellebrite | uFeD ToucH
| None Keyboard Home Settings  Tutorials Exit 76%

Beli0ing MBI S

Extraction in Progress

Source
] Please Wait...
- - Initializing
Samsung G5M SM-Na00T

Galaxy Note 3
using cable A with yellow

’ Target

tip T-133
»
Extraction

to PC using USB cable
U441

Numerous "T-FLASH MODE" messages appear on the device's screen. Examples are displayed next.

PRODUCT NAME: SH-N988T

CURRENT BINARY: Samsung Dfficial
SYSTEM STATUS: Dfficial

KNOX VARRANTY VOID: Bx1 (@)

T-FLASH MODE
T-FLASH MDDE
T-FLASH WODE
T-FLASH MODE
T-FLASH WODE
T-FLASH WODE

T-FLASH MODE
T-FLASH MODE
T-FLASH WODE
T-FLASH MODE
T-FLASH MODE
T-FLASH MODE
T-FLASH MOOE
T-FLASH WODE
T-FLASH MODE
T-FLASH MODE
T-FLASH MODE
T-FLASH WODE
T-FLASH MODE
T-FLASH WODE
T-FLASH WODE
T-FLASH MODE 2
T-FLASH MODE

T-FLASH MODE
T-FLASH MODE
T-FLASH MODE
T-FLASH MODE

rasiie | Downloading...
T-FLASH NODE

r-iesi woe  [DO not turn off target !!
T-FLASH MODE
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PRODUCT NAME: SM-G360P

CURRENT BINARY: Samsung Official

SYSTEM STATUS: Official

REACTIVATION LOCK(KK): OFF ;
COMI CUBEBOOT: ENABLE (CSB)
R T1, Hi1, Rl, A1, P

T-FLASH WODE

Failed to Initialize SD card
T-FLASH WODE

T-FLASH WODE

QOIN ;. Bin

i)

® 'T-FLASH MODE

T-FLASH MODE
T-FLASH MODE

T-FLASH WODE
T-FLASH HODE

T-FLASH HODE  MAsarnlAanadA; “'J
T-FLASH HODE T S

y size is too large :_recoveryiet !l
T-FLASH MODE : A ?J

T-FLASH MODE _
T-FLu>n muUE : 4

T-FLASH MODE
T-FLASH MODE

The Reading File process starts, wait until the extraction completes.
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Extraction in Progress

Source
Reading File G=—=

File: 1
Samsung GSM SM-NS00T )
Galaxy Note 3 DumpData.bin

using cable A with vellow
tip T-133 Progress: [

-

Extraction
to PC using USB cable
U441

Time Remaining : 02:06:15

The following window appears:

Source Instructions

SM-N900K Galaxy Note 3:

Extraction completed successfully, please remove and reinsert the battery.

* If the battery is not removable, please shut down the device.

Press continue to finish.

* In case device remains in "firmware upgrade" mode after the extraction please use "Exit ODIN Mode" tool under
device tools.

12. Follow the instructions for the source device and then tap OK. The following window appears:
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Physical Extraction Summary

Extraction completed successfully

Source: SM-N900K Galaxy Note 3
Target: Local Drive (Physical Boot Loader (Recommended) Samsung GSM SM-N900K Galaxy Note 3
2015_10_06 (001))

':'. Open with UFED Physical Analyzer

13. Tap Finish.
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