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Who	
  Are	
  We?	
  

•  Sarah	
  Edwards	
  
–  Course	
  Author/Instructor	
  

for	
  FOR518	
  
–  Works	
  at	
  Parsons	
  

CorporaMon	
  
–  Apple	
  fan	
  girl	
  by	
  day,	
  Apple	
  

fan	
  girl	
  by	
  night	
  (I	
  wish	
  I	
  had	
  
another	
  hobby…)	
  

–  @iamevltwin	
  
–  mac4n6.com	
  

•  Heather	
  Mahalik	
  
–  Course	
  Author/Instructor	
  
for	
  FOR585	
  

–  Works	
  at	
  Oceans	
  Edge,	
  Inc.	
  
–  Fox	
  hunter	
  by	
  day,	
  wine	
  
drinker	
  by	
  night	
  (or	
  bud	
  
light…)	
  

–  Co-­‐Author	
  of	
  PracMcal	
  
Mobile	
  Foreniscs	
  

–  @HeatherMahalik	
  
–  smarterforensics.com	
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The	
  Apple	
  Whaaaa?	
  

•  	
  Apple’s	
  New	
  Wearable	
  
Technology	
  

•  “Smart	
  Watch”	
  
•  Size:	
  38mm	
  /	
  42mm	
  
•  Must	
  be	
  paired	
  with	
  iPhone	
  
(iOS	
  8.2,	
  iPhone	
  5	
  or	
  newer)	
  

•  $350	
  -­‐	
  $17,000!	
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Apple	
  Watch	
  Hardware	
  
•  Internal	
  Hardware	
  

–  Chip:	
  S1	
  “System	
  in	
  a	
  Package	
  
(SiP)”	
  -­‐	
  Contains	
  RAM,	
  
Processor,	
  Storage,	
  Radios,	
  
etc…wrapped	
  up	
  in	
  a	
  single	
  
package.	
  
•  RAM:	
  512	
  MB	
  
•  Flash	
  Storage:	
  8	
  GB	
  
•  Radios:	
  WiFi	
  &	
  Bluetooth	
  LE	
  

–  TapMc	
  Engine	
  	
  
•  For	
  HapMc	
  Feedback	
  

–  Check	
  out:	
  	
  
•  hfps://www.ifixit.com/
Teardown/Apple+Watch
+Teardown/40655	
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Apple	
  Watch	
  Hardware	
  
•  External	
  Hardware	
  

–  Underside	
  
•  MagSafe	
  InducMon	
  

–  Power	
  Charge	
  
•  LEDs	
  &	
  Photodiodes	
  

–  Heart	
  Rate	
  Sensor	
  

–  “DiagnosMc	
  Port”	
  
•  Power	
  
•  Firmware	
  
•  Forensics?	
  

–  Touch	
  Screen	
  
•  Pressure	
  SensiMve	
  –	
  “Force	
  

Touch”	
  
–  Digital	
  Crown	
  

•  Zooming/Scrolling	
  
–  Side	
  Bufon	
  

•  Contact	
  SelecMon	
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Somware	
  
•  Somware	
  

–  “WatchOS	
  1.0”	
  –	
  iOS-­‐Based?	
  (YMMV,	
  
from	
  Wikipedia)	
  

–  Carousal	
  	
  -­‐	
  The	
  Interface	
  
•  Ie:	
  Springboard	
  /	
  Finder	
  

•  Apps:	
  
–  NaMve:	
  AcMvity,	
  Calendar,	
  Clock,	
  

Contacts,	
  Friends,	
  Mail,	
  Maps,	
  
Messages,	
  Music,	
  Passbook/Apple	
  
Pay,	
  Phone,	
  Photos,	
  Reminders,	
  
Stocks,	
  Weather,	
  Workout	
  

–  3rd	
  Party	
  Apps!	
  
•  Use	
  the	
  Apple	
  Watch	
  App	
  on	
  iPhone	
  

to	
  sync	
  data.	
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CapabiliMes	
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ImplicaMons	
  

Forensic	
  
•  iOS	
  Backups	
  
• What	
  is	
  synced?	
  

• Physical	
  Access?	
  
• Lost,	
  Stolen,	
  Evidence	
  Intake	
  

Security	
  
• WiFi	
  &	
  Bluetooth	
  Always	
  On	
  	
  (to	
  sync	
  w/	
  iPhone)	
  
• Passbook	
  w/o	
  Biometric	
  AuthenMcaMon	
  
• Security	
  Assessments	
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iOS	
  Backup	
  Data	
  
/mobile/Library/DeviceRegistry.state/properMes.bin	
  
•  Binary	
  Plist	
  File	
  –	
  Contains	
  Paired	
  Apple	
  Watch	
  
Specifics	
  incl:	
  Watch	
  Name,	
  Make,	
  Model,	
  OS,	
  GUID	
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iOS	
  Backup	
  Data	
  
/mobile/Library/DeviceRegistry.state/properMes.bin	
  
•  Synced	
  Data	
  Path	
  with	
  GUID,	
  date,	
  local	
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iOS	
  Backup	
  Data	
  
/mobile/Library/DeviceRegistry.state/secureProperMes.bin	
  

•  Apple	
  Watch	
  IdenMfiers:	
  Serial	
  Number,	
  UDID,	
  
WiFi	
  MAC,	
  SEID	
  (Secure	
  Element	
  ID),	
  
Bluetooth	
  MAC	
  

•  Storage	
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Synced	
  Data	
  Directory	
  –	
  Installed	
  Apps	
  
/mobile/Library/DeviceRegistry/<GUID>/NanoPreferencesSync/

NanoDomains/com.apple.Carousel	
  

•  Binary	
  Plist	
  w/	
  Embedded	
  Plist	
  containing	
  
installed	
  apps	
  on	
  Apple	
  Watch	
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Synced	
  Data	
  Directory	
  
/mobile/Library/DeviceRegistry/<GUID>	
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Synced	
  Data	
  Directory	
  -­‐	
  AddressBook	
  
/mobile/Library/DeviceRegistry/<GUID>/AddressBook/	
  

•  favorites.previous	
  -­‐	
  The	
  Favorites	
  List	
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Synced	
  Data	
  Directory	
  -­‐	
  Email	
  
/mobile/Library/DeviceRegistry/<GUID>/

NanoMail/registry.sqlite	
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Synced	
  Data	
  Directory	
  –	
  Voicemails	
  
/mobile/Library/DeviceRegistry/<GUID>/PreferencesSync/

NanoDomains/com.apple.mobilephone	
  
•  Records	
  containing	
  Phone	
  Numbers	
  and	
  paths	
  
to	
  synced	
  voicemail	
  files.	
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Synced	
  Data	
  Directory	
  -­‐	
  PassBook	
  
/mobile/Library/DeviceRegistry/<GUID>/

NanoPasses/nanopasses.sqlite3	
  

Contains	
  Pass	
  
Data!	
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Reality	
  Check	
  Caveat	
  

•  We	
  spent	
  a	
  few	
  hours	
  looking	
  into	
  these.	
  
•  Only	
  analyzed	
  iOS	
  Backup	
  Files	
  
•  Digging	
  Deeper…	
  
– 3rd	
  Party	
  Apps	
  
–  iCloud	
  Backups	
  
– Physical	
  Imaging/Chip	
  Off	
  PossibiliMes	
  
– WiFi/Bluetooth	
  Network	
  Analysis	
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Shameless	
  Plug	
  

Vote	
  for	
  us…	
  
• Digital	
  Forensic	
  Examiner	
  of	
  the	
  Year	
  –	
  Sarah	
  Edwards	
  
•  Forensic	
  Book	
  of	
  the	
  Year	
  –	
  PracMcal	
  Mobile	
  Forensics	
  
(Bommisefy,	
  Mahalik	
  &	
  Tamma)	
  	
  

hfps://forensic4cast.com/forensic-­‐4cast-­‐awards/	
  

Take	
  our	
  classes!	
  
•  FOR518	
  and	
  FOR585	
  

https://t.me/learningnets


