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Tasks

« User hgthree and sitebtwo should be able to login to all Site B Phones and HQ phones respectively.

« Test by logging on Site B Phone 1 using the username hqthree and by logging on HQ Phone 1 using the
username sitebtwo.

¢ Ensure that users can make outbound calls.

Config u ra’[iOn . Click to collapse

Before You Begin

* Make sure you have configured Extension Mobility for Intra Cluster.
« Install the free sftp server and set it up for ssh service.

g freeﬁrpd Settings 2
----- Status
— FTF -
i oi.goL Listen address: 0.0,0.0 jAll interfaces] - ‘&;ﬁ}
EFTP B '
. Hostkey y N o 'f
ax number ol -
Users connections: O (0 = urtlimited]
Haost restrictions ) .
Virual directaries |dle tineout: O zeconds [0 = unlimited)
- Logging Greeting meszage file:

L. anline users [ ]

Goodbye message file:

SFTF root directary:

C:Program Files\freeF TPdbsftproot D
Server status: Running... | Stop |
Apply & Save
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Browese for Folder @

mslecl: SFTP rook direckory:

5 Q@ Homeqgraup -
4 [N Computer
» ,_hJ!, Floppy Disk Drive (A
4 *E_:', Local Disk {2 [
. HO
» . PerflLogs
= . Program Files 3
s kemp
;. TFTP-Roak .
> Users
» o windows -
[ ] 4 ] | Cancel
&/ freeFTPd Settings @
ST .
.. 88L Ligten addreszs: 0.0.0.0 [&ll interfaces] - ;’%
o SFTP Pot (25 .
¢ L. Hostkey o
Mexuht o G e
i Host restrictions ) -
g----Vir‘[uaI directories |dle timeout: 0 zecohdz (0 = unlimited)
Logaing Greeting meszage file:
L. Online Users E
Goodbye meszage file:
SFTF root directon:
C:AHO D

Server status: Running...

Apply & Save
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Feg BTN S

Host restrictions

Wirtual directories

Lagdging
Cnline users

Host restrictions
Wirtual directories
Lagdging

Online users

[ Add ... ” Change ... || Remove | 3

Uzers

FTP  SFTP

Apply & Save

User properties

Login: cizco
Authorization: Fazsword stored as SHAT hash -
Password: i

s

Pagzword [again):

Domain: | |
Haorme directon: CAHA D
Max tranzfer rate: 0 kbps

|Jzer can access: FTP server
SFTP server

l Apply ] l Cancel

Apply & Save
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i freeFTPd Settings E

o FTP "
- 3EL [ Add ” Change ... ” Remove l ‘-‘
o BFTP U
L Hostkey = FIP  SFTP
é----USEI’S | 5 cisco B o
Hue{};estrictiuns -
wvirtual directories
- Logging
. Online users

HQ Publisher

Navigation to Cisco OS Administration
Security > Bulk Certification Management

Show = Seffings = Security ~ Software Upgrades + Services = Help ~

QSE‘H‘E Eéiapu-t [:ﬂmtsnidate [Elnpm

— SFTP Details
*
IP Address™ 13 7p2.64.1

*
Part 27

* .
User ID cisco

*
Password R

Directory * I

Show v Seftings v Security v Software Upgrades + Services v Help

Bulk Certificate Management
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Bulk Certificate Export

E}a Export [T Ciose

—Export Certificate Type

e
—

Certificate Type*| All

- | Export | | Close |

@ *. indicates required item.
Site B Publisher

Navigation to Cisco OS Administration
Security > Bulk Certification Management

Show - Seftings = Security » Software Upgrades = Services =  Help -

QSW& Eéiapm Lﬂcumuidate Lﬂnpm

— SFTP Details
*
IP Address™ 11 2p2.64.1

*
Part 27

* .
User ID cisco

*
Password —

Directory®

Show v Seftings »+ Security v Software Upgrades v Services v Help

Q Save | L% @- m Consolidate |81 Import
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Bulk Certificate Export

E}a Export [T Ciose

—Export Certificate Type

e
—

Certificate Type*| All

- | Export | | Close |

@ *. indicates required item.

Show w Seftings v Security v Software Upgrades v Services v+ Help +
Bulk Certificate Management

Q&m GéExport mcqr&didam a1 Import

Bulk Certificate Consolidate

—Consolidate Certificate Type

ar
—

Certificate Type*| Capf
 Capf
Tomcat
Tty

- | Consolidate | |

G) *- indicates required item.

Bulk Certificate Consolidate

—Consolidate Certificate Type
Certificate Type* | All

Loading, please wait.

- Consql,‘;pate | Close

@ *- indicates required item.
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Show v Settings » Security » Software Upgrades » Services » Help

Bulk Certificate Management

QSM GéExport [ﬂcomdidam @Im&p

Bulk Certificate Import

—Import Certificate Type

Certificate Type*| All <]

- | Import | | Close
L3

@ *- indicates required item.

HQ Publisher

Navigation to Cisco OS Administration
Security > Bulk Certification Management

Bulk Certificate Import

—Import Certificate Type

Certificate Type* | All <]

- | Import | | Close
L3

@ *. indicates required item.

Device > Device Settings > Phone Services (Modify existing Extension Mobility URL as below at the end

on both clusters)
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P Pholﬂg Services Configuration

B Save x Delete B Update Subscripticns E:]i Add Mew

— Service Information

service Name Extension-Mobility

ASCII Service Mame Extension-Mability

Service Description

. N :
Service URL 1appServiet?device=2DEVICENAME 2 IS et Ta Lot

Site B Publisher

System > Enterprise Parameters

Enterprise Parameters Configuration

LB Save Set fo Default % Reset £ Apply Config

Status

’7® Status: Ready

’, Enterprise Parameters Configuration

Parameter Name Parameter Value

*
Cluster 1D 5B-Cluster

HQ Publisher
System > Enterprise Parameters

Enterprise Parameters Configuration
B Save Set to Default % Reset # Apply Config

Status

(@ NS

( Enterprise Parameters Configuration

Parameter Name Parameter Value

*
Cluster 1D HQ-Cluster

ALL IN HQ

1. Create Geolocation Filter GEO-HQ-State with state enabled.

2. Create Geolocation Configuration GEO-HQ with State as California and GEO-SB with state as Texas.

. Create Roaming Device Pool named DP-Roaming-SB and put it in GEO = GEO-SB and also put all your
local phones and your local DP in GEO-HQ

. Create EMCC Template with DP anything as its fallback.

. Update EMCC Template

. Update number of devices

. SIP EMCC Trunk

. EMCC Feature Configuration
9. Intercluster Service

10. Inside Device Profile for hgthree. Enable EMCC CSS and subscribe to Phone Service

11. End user hqgthree enable Home cluster and EMCC

12. Cluster View (Do this steps after doing Site B steps)

13. Add CSS to the Trunk in Inbound (If you Want Trunk to be used instead of Device Profile CSS)

ALL IN SB

1. Create Geolocation Filter GEO-SB-State

2. Create Geolocation Configuration GEO-HQ with state as California and GEO-SB with state as Texas

3. Create Roaming Device Pool named DP-Roaming-HQ and put it in GEO = GEO-HQ and also put all your
local phones and your local DP-Phones in GEO-SB

4. Create EMCC Template with DP anything as its fallback. .
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. Update EMCC Template
. Update number of devices
. SIP EMCC Trunk
. EMCC Feature Configuration
9. Intercluster Service
10. Inside Device Profile for sitebtwo. Enable EMCC CSS and subscribe to Phone Service
11. End user sitebtwo enable Home cluster and EMCC
12. Cluster View
13. Add CSS to the Trunk in Inbound

0 N O O

Notes:

Dialplan is always taken of HomeCluster. But call will always go from Visiting Cluster Gateway
as the Visiting Cluster SIP Trunk has DP which points to local gateway via SLRG.

For CSS if we use the option "use trunk CSS" in EMCC Feature Configuration then it will see
the CSS of the Home Cluster SIP Trunk.

For CSS if we use the option "use Phone Device CSS" in EMCC Feature Configuration then it
will see the CSS of the Home Cluster Device Profile or Line inside that Device Profile.

You may give additional rights to the user by adding Adjunct CSS in the DP-Roaming created
on the Home cluster.

Verification

On Site B Phone 1 login with user hgthree and password cisco and make 911 calls and check codec.
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