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The Wiz Research Team

" Experienced security researchers

" Microsoft Cloud Security Group
veterans

* Groundbreaking cloud research
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Why DNS-as-a-Service?

= DNS is the lifeblood of the
internet

" Potentially huge impact

» Impacts cloud & on-prem assets ——=

" DNS 1s incredibly complex
WIZ
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Target:
Route53

= DNS-as-a-Service from AWS
= Highly popular

WIZ
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Route53:
Domain Hijacking

= ~2000 Shared DNS servers
= Each domain has 4 Name Servers

" Target: wiz.io
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Domain Hijacking

WIZ

Wiz.io [ ns-1334.awsdns-38.org

ns-883.awsdns-46.net

ns-457.awsdns-57.com
ns-1611.awsdns-09.co.uk
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Domain Hijacking

Official AWS DNS Server Customer’s DNS Zones
ns-1334.awsdns-38.org wiz.1io
company.com
company2.com
company3.com
wiz.1io
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Record name Type Value/Route traffic to

ns-736.awsdns-28.net.
ns-249.awsdns-31.com.

Wiz10 NS ns-1805.awsdns-33.co.uk.
ns-1373.awsdns-43.orq.
Wiz.io SOA ns-736.awsdns-28.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

ns-1334.awsdns-38.org

ns-883.awsdns-46.net

Wiz.io
ns-457.awsdns-57.com

ns-1611.awsdns-09.co.uk WIZ
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Domain Hijacking:
Different angle

* What domain can We possibly
register?

= Should not exist on the
nameservers

= DNS clients must query for 1t

WIZ
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Domain Hijacking:
Different angle

" Register an AWS official
nameserver: What would happen?

= nNs-852.awsdns-42.net?

WIZ
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response 8x922c¢ No such name SOA CABeSSkvDYFIXSIRSKRQk.com SOA a.gtld-server
Oxcil7a SOA CVSeYin.com

Ox3da2 SOA FaE®l.com

response @xd@6a No such name SOA U7Ncif.com SOA a.gtld-servers.net

response Bxadda No such name SOA vONSEGlU2qkXeHppp.com SOA a.gtld-servers.ne
9x3022 SOA Bji6B.com

Ox5dch SOA JdEVFXsRAWTXDIXVDrk.com

response Oxcl7a No such name SOA CVSeYin.com SOA a.gtld-servers.net

response Ox3da2 No such name SOA FaE®l.com SOA a.gtld-servers.net

Ox3fBe SOA c.com

2xfobd SOA MiScLfllFs.com

Ox4fS58 SOA seocMEI1C2E9I7.com

response 2x3922 No such name SOA Bj6B.com SOA a.gtld-servers.net

2x8bf9 SOA rdlCBFUZUIpPERAISRIAHISDOUAD . com

response OxSdcbhb No such name SOA dEVFXsRAWTXDLIXVDrk.com SOA a.gtld-servers.n
Oxif2a SCA EtVEM=mBj.com

response x3f@e No such name SOA c.com SOA a.gtld-servers.net

response Oxfébd No such name SOA MiScLfllFs.com SOA a.gtld-servers.net
9x3371 SOA J3iSBxIxqOcPBiyTOuXyZmsZta7s.com

@xc71c SOA G3FNUB79bSN309FPmfUVSTws .com

Ox124e SOA KHScS82IrpYYveA9FlihFlitiy.com

response @x4fS50® No such name SOA seoMEIC2E9]I7.com SOA a.gtld-servers.net
response Bx124¢ No such name SOA KHScS82IrpYYVvmASFlijhFlijtiy.com SOA a.gtld-se
OxSa78 SOA EE1SaQkel9quROinX1ivrfPCzVevwNV.com

response 2x8bf9 No such name SOA rd4LCBFUZUIpPERAJEBRA4H;SDAUAL.com SOA a.gtld
response @x5a78 No such name SOA EE1SsQkel9quROinXivrfPCzVvwNV.com SOA a.gtl
Ox5¢c9¢c SOA Fa7zeSelyeKBFslOoZetdQaPP.com

response Ox1¥2a No such name SOA EtVEMaBj.com SOA a.gtld-servers.net
response @x5c9c No such name SOA Fa7zeSeWyeKBFslOoZetdQaPP.com SOA a.gtld-ser
OxS7df SOA Bbhpviwn.com

response @x57df No such name SOA Bbpvliwn.com SOA a.gtld-servers.net

response @xc71c No such name SOA G3FnUS79bSN309fPafUVS7ws.com SOA a.gtld-ser
response 8x3371 No such name SOA JjS8xZxqOcPRiyTOuXyZmsZtd47s.com SOA a.gtld-
9xd958 SOA hsZbbkfGoguTAKE2y.com

Sx3a7c SOA XBIXGNNOThFaxqQEyVhxo3j19.com

Ox7dea SOA ScEzA2NpKS7Fg3svkd3uYS8snubly .com

response Ox3a7c No such name SOA KBIXGNNOThFgxgEyVWxo3319.com SOA a.gtld-ser
Ox3bdS SOA LoYaC2il4ErdMPOlivaeGiH.com

response @xd958 No such name SOA hsZbbkfGoguTAXE2y.com SOA a.gtld-servers.ne
response @x7dea No such name SOA ScEzAZNpKS87Fg3sviKd3uY98snubly.com SOA a.gtl
response Ox3bdS No such name SOA LoYaC2il4ErdMPOIivaeGjH.com SOA a.gtld-serv
Ox471c SOA hmllPewnXuxnCzMdWezvYh.com

2xd26b SOA A.com

response Bx471c No such name SOA hmllPewnXuxnCzMduczvYh.com SOA a.gtld-serve
response 8xd26b No such name SOA A.com SCA a.gtld-servers.net
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Analyzing the Traffic

* Why are we getting any traffic?
" Most of it 1s Dynamic DNS

» TP addresses
= Computer Names

= Domain names
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Frame 475734: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
Ethernet II, Src: 06:c6:1f:f4:92 ;¢ 6. c6-1£-F4:92:d7), Dst: 06:48:3a:73:e2:e3 (06:48:3a:73:e2:e3)
Internet Protocol Version 4, Sr‘c Dst: 172.31.0.136
User Datagram Protocol, Src Port: 57293, Dst Port: 53
v Domain Name System (query)
Transaction ID: ©Oxd711
Flags: 0x2800 Dynamic update

Zones: 1
Prerequisites: 1
Updates: 3
Additional RRs: ©
Zone
v Prereanisite
type CNAME, class NONE
v Updates
Evelyn-PC com: type AAAA, class ANY
Evelyn-PC com: type A, class ANY
Evelyn-PC com: type A, class IN, addr‘

https://t.me/learningnets WIZ
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Analyzing the Traffic

* More than one million unique
endpoints

* More than 15,000 organizations
(Unique FQDN)

e All are AWS Customers

WIZ
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High value targets

= Big companies (Fortune 500)
= 130 government agencies
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What do we know so far?

" We registered a nameserver domain

* Millions of endpoints started sending
dynamic DNS queries to us.

But .. Why?

" Qur next step was to dive into the world

of Dynamic DNS
WIZ
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Dynamic DNS

= RFC 2136
" Dynamically updating DNS records

= Common use: Simple way to find
IPs in a managed network
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Dynamic DNS

Internal Primary
m Master server|||]|
(internal-dns.wiz.io)

Update IP: SHIR-PC?

SHIR-PC 19.0.0.4 .\\\\NAMI'PC,
0 SHIR-PC 15\\\‘( —

10.0.0.4
\ ) ) \ ) )
D D
L R L 2T
WIZ
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Finding the Master

" Microsoft has 1its own algorithm

" Tt does not work exactly as the
RFC defines
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Finding the Master (Private network)

SOA query for SHIR-PC.corp.wiz.io

Internal Recursive

= DNs_Resolver||| |

internal-dns.wiz.io

~Internal Primary '
% m Master server|]]
{internal-dns.wiz.io)

Dynamic update response SOA wiz.io

Primary server:

Dynamic update SOA wiz.io

- 4
htt;l)_s I1t. me/learnlngnets WIZ

amari ( 3lackHatEvents
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Finding the Master (External Network)

._\

External Recur51ve
1
lDNS Resolver uu

SOA query for SHIR-PC.corp.wiz.io

Primary server: ns-1611.awsdns-09.co.uk

Dynamic update SOA wiz.io

~Amazon’s Route53 '
‘'m mNameserver [|[I]|
\(ns-1611.awsdns-69.co.uk),

A query for ns-1611.awsdns-09.co.uk

A response with 1.3.3.7

htps://t. me/learningnets Dynamic update SOA wiz.io

amari ( 3lackHatEvents
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So what did we learn so far?

* Windows endpoints use a custom algorithm to
find the master DNS

* The algorithm queries the nameserver for 1its
own address

* The result: Our malicious DNS server receives
Dynamic DNS traffic from millions of endpoints

+

htt;l)_s://t.me/learninvgnets o WIZ
@ShirTamari @QAmiLuttwak @Wiz_ io #BHUSA @BlackHatEvents



0

blackhat

USA 2021

Nation-state intelligence
capability

e External IP
e Tnternal IPs

* Computer names

* From 15,000 organizations
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IP based Intelligence

e Map companies' sites
across the globe

WIZ
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IP based Intelligence

= Companiles 1n violation of

OFAC (Office of Foreign Assets
Control) sanctions

WIZ
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IP based Intelligence

= A subsidiary of a large credit
union with a branch in Iran

htt;l)_s://t.me/learninvgnets WIZ
@Shir @AmilLutt

aaaaa ak @QWiz_ io #BHUSA @BlackHatEvents



DISTRICT

= Sorkheh Hesars "
_ Eorest Pdrk\f .

- ayy LLE A ) -

{ bt o [ v Z
. {fi“ J’{ SHAHR'AK B
i ) ESTEQUALS
5 4.4'—“ " !

P




0

blackhat

USA 2021

Internal IPs

* Indicate network segments
10.10.*.* - Employee's network
10.10.33.* - CI/CD network
10.100.*.* - Operational network

WIZ
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Computer Names

- Prerequisites
v financeol .. com: type CNAME, class NONE
e Pro Name: financeol .. com \
Type: CNAME (Canonical NAME for an alias) (5)
End| Class: NONE (oxeefe)
e TIn |\ Time to live: © (© seconds)

_ Data length: ©
* Empiuyces rrames

htt;l)_s://t.me/learninvgnets WIZ
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Internal IPv6

e Sometime accessible from the
internet!

* 6% expose services such as RDP,
SMB, HTTP and many more

v Updates

5G6. com: type AAAA, class ANY
5G6. com: type A, class ANY
5G6. com: type AAAA, class IN, addr 2661_be56:3cf6
+
5G6. com: type A, class IN, addr 192.168.0.16 WIZ
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Huge Scope

e Cloud providers
* DNS-as-a-Service providers
 Shared hosting

* Domain registrars

e All could be vulnerable to
nameserver hijacking

htt;l)_s://t.me/learninvgnets WIZ
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Disclosure

= Amazon AWS - Fixed by 16/02/2021
= Two more cloud providers

in disclosure process

WIZ
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The Fix:
Amazon

dWS

 Domain name validation

® Error occurred

Domain Name contains invalid characters or is in an invalid format.
(InvalidDomainName 400: ns-27.awsdns-03.com 1is reserved by AWS!)
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Microsoft

* Not considered a vulnerability

* A known misconfiguration when using
external DNS providers
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Fix it Yourself (Platform)

= Domaln validation

" Ownership verification

= Follow RFC’s “reserved names”
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Fix it Yourself (Organization)

" Modify the default SOA record

Record name

Wiz.io

https://t. meAgé@rningnets

Type ¥

NS

SOA

Value/Route traffic to

ns-1363.awsdns-42.org.
ns-1720.awsdns-23.co.uk.
ns-779.awsdns-33.net.
ns-133.awsdns-16.com.

invalid.wiz.io|

awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
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Further research

" Many more interesting domains to register

» Dynamically update DNS servers
in the wild

= NTLM authentication

WIZ
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Windows 10 (Build 14393) NTLM Negotiation

Queries
~ Additional records
v 3404-ms-7.534-4b4cd65c.70381Ta95-b5ft7-11eb-5c91-0050569566ec: type TKEY, class ANY
Name: 34804-ms-7.534-4b4cd65c.7838Ta95-b5f7-11eb-5¢c91-8050569566ecC
Type: TKEY (Transaction Key) (249)
Class: ANY (@xeeff)
Time to live: ©® (© seconds)
Data length: 66
Algorithm name: gss-tsig
Signature Inception: May 38, 2821 21:30:23.000000000 Jerusalem Daylight Time
Signature Expiration: May 31, 2821 21:30:23.000000000 Jerusalem Daylight Time
Mode: GSSAPI (3)
Error: No error (@)
Key Size: 40
~ Key Data: 4e544c4d5353500001000000978208e200000000000000000000000000000000RaRR3938...
~ NTLM Secure Serwvice Prowvider
NTLMSSP identifier: NTLMSSP
NTLM Message Type: NTLMSSP NEGOTIATE (0x00000001)
Negotiate Flags: @xe28088297, Negotiate 56, Negotiate Key Exchange, Negotiate 128, Negotisz
Calling workstation domain: NULL
Calling workstation name: NULL
hitps:/t. me/learninghgission 18.@ (Build 14393); NTLM Current Revision 15
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Summary & Takeaways

* We got to nation-state
intelligence capabilities from a
simple domain registration

= New class of DNS vulnerabilities
in DNS-as-a-service

= Huge scope
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Q&A
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