
Penetrate the target infrastructure to secure a base and conduct 
reconnaissance for a long time

Gather information and gain privileges to achieve attack goals

Create and install public malware

Execute commands remotely

After information leakage or system destruction, the attacker deletes 
evidence
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collect e-mail addresses and conference information.

Combine the exploit with the backdoor and insert it into the 
payload.

Distributing weaponized files to Victim systems via email, web 
or USB.

The vulnerability is exploited to execute code on the Victim 
system.

Install the malicious program on the target asset.

Open a channel for remote control of Victim and leads.

If access such as manipulating the keyboard is made available, 
the attacker achieves its intended purpose.
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