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Executive summary

The threat actor group, Money Message ransomware, first appeared in March 2023, demanding
million-dollar ransoms from its targets. Its configuration, which contains the services and
processes to stop a ransomware attack, can be found at the end of the executable. The
ransomware creates a mutex and deletes the Volume Shadow Copies using vssadmin.exe.

The files are encrypted using the ChaCha20 algorithm, with the key being encrypted using ECDH
(Elliptic-curve Diffie-Hellman). The extension of the encrypted files isn't changed, however the
structure of the files indicates they were encrypted.

Analysis and findings
SHA256: 8be4lefdeebace53b8c59344be2ba9lfe41003987a8e384840b20760d7c400a42

The malware decrypts a list of arguments that it can run with: “--crypt”, “-d”, “-I", and “-v". We'll
explain the purpose of each argument in our analysis.

© 3F 66 89 85 70 FF FF FF mov word ptr ss:ffe
© 5 66 89 85 72 FF FF FF mov word ptr ss:
© B8 66 00 00 00 mov eax,66 66:
° 66 89 85 74 FF FF FF mov word ptr ss:
° F3 59 B8 75 00 00 00 mov eax,7’5 75 u'
© F3BS6E 66 89 85 76 FF FF FF mov word ptr ss:
- B8 7C 00 00 mov eax,7C 7Cs
o F3BS7A 66 89 85 7 mov word ptr ss:
© F3B581 B8 73 00 00 00 mov eax,73 7
© 66 89 85 mov word ptr ss:
© B8 77 00 mov eax,77 77
o 66 89 85 mov word ptr ss:
. 33 €O Xor eax,eax
° 66 89 85 7E FF FF FF mov word ptr ss:
. F A2 33 €9 XOor ecx,ecx
© A4 66 8B 85 70 FF FF FF mov ax,word ptr
©° AB | OF 1F 44 00 00 v t 3
e F 66 8B 84 4D 70 FF FF FF mov ax,word ptr ss: 2-90§
° F3B58B8 66 83 E8 03 sub ax,3
© 3B58C 66 89 84 4D 70 FF FF FF mov word ptr ss:[febp+recx~2-90§, ax
° B5C4 41 inc ecx
1 o F3B5CS 83 F9 07 cmp ecx,7
N © F3BSC8| ~ 72 E6 %‘u malware.F3B8580
BE——> 8D 8D 70 FF FF FF ]‘ea ecx,dword ptr ss:gebp 91:]
! *l< >
ecx=7
dword ptr [ebp-90]=[0137FCF8 L"--crypt"]=2D002D
.text:00F3B5CA malware.exe: $6B5CA #6A9CA

¢ooump1  Yhpump2 @WDump3  WYpump4  WHoumps @ watch1  Ixellocals ) Struct

Address | Hex | ASCII |
O137FCF8[2D1 00 20 00|63 00 72 00|79 00 70 00|74 00 00 00|=E.~-.C.r.y.p.T... |
Figure 1

The messages that would be displayed in the console are decrypted using the same SUB
instruction (see Figure 2).
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° C6 45 A1 70 mov byte ptr s

L C6 45 A2 24 mov byte ptr s

o C6 45 A3 72 mov byte ptr s

. C6 45 A4 73 mov byte ptr s

° C6 45 AS 7 mov byte ptr s

° C6 45 A6 24 mov byte ptr s

. C6 45 A7 66 mov byte ptr s

° C6 45 A8 69 mov byte ptr s

B C6 45 A9 24 mov byte ptr s

. C6 45 AA 77 mov byte ptr s

. C6 45 AB 6F mov byte ptr s

° C6 45 AC 6D mov byte ptr s

° C6 45 AD 74 mov byte ptr s

° C6 45 AE 74 mov byte ptr ss:

. C6 45 AF 69 mov byte ptr ss: 5

o C6 45 BO 68 mov byte ptr ss: 50

o C6 45 B1 30 mov byte ptr s 4F

. C6 45 B2 24 mov byte ptr s SE

- C6 45 B3 68 mov byte ptr s 4D

° C6 45 B4 73 mov byte ptr s -4C

M C6 45 BS 6D mov byte ptr s 48

© C6 45 B6 72 mov byte ptr ss: -4A

< C6 45 B7 68 mov byte ptr s 9

. C6 45 B8 24 mov byte ptr s 8

° C6 45 B9 78 mov byte ptr s -47)

° C6 45 BA 73 mov byte ptr s

L C6 45 BB 24 mov byte ptr s

° C6 45 BC 77 mov byte ptr s

- C6 45 BD 7 mov byte ptr s

° C6 45 BE 65 mov byte ptr s

© C6 45 BF 72 mov byte ptr s

. €6 45 CO 68 mov byte ptr s

° C6 45 C1 65 mov byte ptr s

. C6 45 C2 7 mov byte ptr s

. C6 45 C3 68 mov byte ptr s

o C6 45 C4 24 mov byte ptr s

o C6 45 C5 65 mov byte ptr s

N C6 45 C6 70 mov byte ptr s

. C6 45 C7 68 mov byte ptr s

- C6 45 C8 7 mov byte ptr s

N C6 45 C9 00 mov byte ptr s eb 20

. 8A 45 8C mov al,byte ptr ss:Eebp 743

> 66 90 op
== 8A 44 0D SC mov al,byte ptr ss:jffebp+ecx-74j
1 ° 2C 04 sub al,s
i - 88 44 0D 8C mov byte ptr ss:[febp+ecx-74],al
H @ 41 inc ecx
! ° 83 F9 30 cmp ecx,3D 30: ="
$ ~ 72 FO iib malware.EFCF70

ETASTECTNETE, ea eax,dword ptr ss:febp-74]

eax=0373506F
dword ptr [ebp-74]=[0137FE40 “"Termination block will not be skipped, going to standard algo"]=6D726554

.Text:00EFCF80 malware.exe: $2CF80 #2C380

$Soump1  Woump2 Weoump3  WDump4  WMoumps @ watch1  Ixellocals 2 Struct

ASCII

6D (69 6E 61 74169 6F 6E 20[62 6C 6F 63|Termination bloc
9|6C 6C 20 6E|6F 74 20 62|65 20 73 68|k will not be sk
5|64 2C 20 67 |6F 69 6E 67(20 74 6F 20|ipped, going To
E|64 61 72 64/20 61 6C 67 |6F 00 F6 00|standard alqo.d.

0137FE40
0137FESO0
0137FE6O
O137FE70!7

a

i

4

o
NN
HONN

Figure 2

The ransomware retrieves the current system date and time via a function call to
GetSystemTimePreciseAsFileTime:

| push oword ptr ss:febp-sF X87STATUSWOra 0000

Test esi,est XB7SW_B O XB7SW.C3 O X87SW.C2 O
je malware.F41728 0 X8TSW_ES O
| mov_ecx, est 0 Xx87SW.U O

|esiGersystenTine? v
>

2|00 uriock

2: [esp+4) 00000030

3 espv.i 1377060

3 E9A malware.00F3CE9A
.TEXT:00F41724 malware.exe:$71724 #70824 esp+C]_ 00F3CEY/ w 3CEY/

ompl o2 Noum3  $oums  WWoumps Bwathi  Ielleas P st 00000030 |
0137FD60
_o‘?:_":%.‘.{_’ﬁ‘ T - —-_:J.“\SS?:\Z.E)’/'.U.‘.]‘ ” '00F3CE9A| return To malware.OOF3CEIA from maly
Figure 3

The GetCurrentThreadld APl is utilized to obtain the ID of the calling thread:

FF 15 70 10 F§ 00 PGS RPEEEAL eceTCurrentThr eadrd>]
>
ptr [00F81070 <malware.&GetCurrentThreadId>]=<kernel32.GetCurrentThreadId>
Figure 4

The process writes relevant strings in the console by calling the WriteConsoleA method:
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X87STatusword 0000

X87SW_C2 0O

6A push 0
50 push eax 0 Xx87Sw_ES O
FF BS DO FE FF FF push dword ptr zs: b } e 0 x87Sw.u o
push dword ptr ds:ledi-3s) o Amma
e e o vr 15 n_m_f_m {cnl “dword ptr ds ta»ueconsoleAq | =
I v [s 1210 o
bttt LI > e gy~ =
dword Dtr [0OFS1080 <mAlWAr€.@WT1TECONS01EA> ] = kerne] 32, writeconsol e {31 Feopeal 01377888 (2023-08-17 07:28:23.996) [1nfo)
3: lespes] 00000018
4 0
. TeXT:00EFEOSC malware, exe: $2605C #2545C {espc]_00000000
S50upl  EHomp2 UMDl WDuo4  WWoums @ warchi  ielloals P s R oo [2023-08-17 07:28:23.996] [info] Tt
Address | 01377888
o B B B s s e IAxn D ! ~ | 0237FREC
o137 > 50|70 00 00 00| +veeBessnsssPers 0137890

Figure 5

It extracts information about the console screen buffer using GetConsoleScreenBufferinfo:

. 50 nush ea
. a FF 77 08 sh dword ptr )|
. FF 15 84 10 F§ 00 'u“ dword utr n taaetconso\eszreenau"gnnfoq ]

&rord.nr'!r' [00F81084 <malware.&GerConsolescreensufferInfo>]=<kernel32.GetConsolescreensufferinfo>

3: esws 5(6319 1
4: [espec] 03737680

+TEXT:00EFG077 malware. exe: $26077 #25477

Woump1  oump2  WWDump3  Woump4  WWDwmps @ wetchi  bellocss P st _'!am-m omrcu\
Figure 6

The malware changes the text color for output using the SetConsoleTextAttribute function (Ox2
= FOREGROUND_GREEN):

} . I pushedx: op 2 = XB7SW_SF O XB7SWP O XSTSWUY O
. 77 push dwor PP S b

R FF 15 88 10 F§ 00 |uu dword ptr b f(l.sgtconsoleYelb\nr'buto] I o

i *l< i R T v ¥ | et (stacat) oo > s 2100 uniod

|dword per fox 088 <malwar ‘eXTATLributes]=<kernell2. ibute> g Fg:u‘ ooooo’ga:

3: esn.s 5C631921
4: [espsc] 037376£0

. TEXT:00EFE09F malware.exe: S2609F #2549F

Woup1  Woump2  UNDump3  WSDump4  UNDumps @D watchi  IxelLocals # struet o~mf

Figure 7

The executable file is opened by calling the wfsopen method (0x40 = _SH_DENYNO):

4: fespsc] 0137 5554

. FF 7 push dword ptr 53 [eJ 1 XB75W_C1 0 x87SW CO O xB87SW_ES O

- FF xA as EQ 62 F8§ ¢ push dword orr ds:leax-4 fu*ro [eax*4+F862FO] :L"r XB7SW_SF O XxB7SW_P 0O Xx875W_U 0O

. FF 75 08 push dword ptr ss:febpsd [ebpes]:L"C:\\Use bor-rar s Bt e R i oo B &
—>s E8 23°A3 01 00 |call A Twar o, FS BABF Iwfsopen
[ o< Sheinst x Def-lx(shkd) ~ [s 1210 uniock

N - x [cs 3] onluu I."< “usors "Bl \Desktop\\maTware. ¢

| malware. 00FS 8ABF gu oor A\ Top\
I 3: esp.s ooaooo
1

+TEXT:00F3ETY7 malware.exe:$6E797 #6DBYY =
L \\users\‘i\heshop\\-ﬂwe q

. o 03737,
Soump:  Howmp2 WNDuro3  WOump4  Woumes B waihi Il Y st Lorcss pRae il
laervs ¥ = 013755“[ 00000040

[

Figure 8

The binary is looking for its configuration by reading 4096 bytes at a time:

. 6A 00 push Aorim_® 3 \Ewpiy)  Aecim_s 3 \mwpiys
. 8 45 EC lea eax,dword per s2:ebp-143
. 50 push x875tatusword 0000
. 53 push ebx X87SW_B O X87SW.C3 O XB7SW.C2 O
. 88 50 F4 mov ebX,dword ptr X875W.C1 0 X87SW.CO O XBISW_ES O
o $3 push eb X87SW_SF O X87SW_P O XB87SW.U 0O
. FF 75 E8 push dword ptr 3 e A e,
B FF 15734 11 F8 00 | call dword nzr as: eadfiles] } v
*le 5 |Defauit (stacal) v (s 13107 uniock
T (v "1i [esp) ooooozec .
dword ptr [O0FS1114 <malware.dReadFile>]=ckernel32.Readfile> 2: e;poll 03747000
3: :e:pvs 00001000
4: lespsc] 01376030

.TEXT:00F604DE malware. exe: $9040E #3FS0E

Wowp 1 -dOu'vuZ $oump3  $Soumpd  WNoumpSs B wachi  bellocals 2 Stuct [0137€004
Address | Hex JAscr ==y | 0137E008
03747000 oo 00 00|00 00 00 00|00 00 00 00|00 OO0 OO OO |Bevvesensnennns gﬁ;gﬁ 0137

Figure 9

The configuration contains the ransom note content, the mutex name, a list of directories that
will be skipped, the public key, a list of processes and services to stop, a list of corporate
credentials previously extracted from the victim, and the temporary extension:
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Address | Hex ASCII |
05342840|78 0D 0A 20|20 20 20 22|69 6E 66 6F|SF 74 65 78|{.. "info_tex

05342850|74 5F 6D 65|73 73 61 67|65 22 3A 20|22 57 57 39| t_message"”: "ww9
05342860| 31 63 69 42|6D 61 57 78|6C 63 79 42|33 59 58 4D | 1ciBmawx1cyB3YXM
05342870|67 5A 57 35|6A 63 6E 6C|77 64 47 56|6B 49 47 4A| gZW5jcniwdGVKIG)
05342880| 35 49 43 4A|4E 62 32 35|6C 65 53 42|74 S5A 58 4E|SICINb25TeSBTZXN
05342890|7A 59 57 64|6C 49 69 42|77 63 6D 39|6D 61 58 52|zYwWdIIiBwcmOmaxR
053428A0| 68 59 6D 78|6C 49 47 39|79 5A 32 46|75 61 58 70| hymx1IG9yZ2Fuaxp
053428B0| 68 64 47 6C|76 62 69 41|67 59 57 35|68 49 47 4E| hdGIvbiAgQYWSKIGN
053428C0| 68 62 69 64|30 49 47 4A|6C 49 47 46|6A 59 32 56| hbidOIGITIGFjY2V
053428D0|7A 63 32 56|6B 49 47 46|75 65 57 31|76 63 6D 55 |zc2VKIGFuewlvcmu
053428E0|75 44 51 6F|4E 43 6B 6C|6D 49 48 6C |76 64 53 42| uDQONCKImMIHIvdSB
053428F0|77 59 58 6B|67 63 6D 46|75 63 32 39|74 4C 43 42 |wyXkgcmFuc29tLCB
05342900|35 62 33 55|67 64 32 6C|73 62 43 42|6E SA 58 51|5b3ugd21sbhCBnZXQ
05342910| 67 59 53 42|6B 5A 57 4E|79 65 58 42|30 62 33 49| gYSBKZWNyeXBOb3I
05342920| 67 64 47 38|67 S5A 47 56|6A 63 6E 6C|77 64 43 42| gdG8gZGVjcniwdCs
05342930|30 61 47 56|74 4C 69 42|45 62 32 34|6E 64 43 42| 0aGVtLiBEb24ndCB
05342940| 30 63 6E 6B|67 64 47 38|67 5A 47 56|6A 63 6E 6C|0cnkgdG8gzGvjcnl
05342950|77 64 43 42|6D 61 57 78|6C 63 79 42|35 62 33 56|wdCBmawx1cyBSb3Vv
0534296079 63 32 56|73 S5A 69 41|74 49 47 6C|75 49 48 52| yc2VsSZiAtIGIUIHR

Figure 10

", *0EpocHIVE IThESBRaNK1 CyAce Dg2RT==" , *QupccHIvE

S55205eccootibessIotasSL8T4a122e10d80050T0554¢ b e S50 ecd T ane ] £alEbEBLIbosT46a4315020e550772a1 dbableT T SemeEE5444010011702410824

Figure T

The directories extracted from the “skip_directories” field are Base64-decoded (Figure 12).

€6 45 C8 68 mov byte ptr

‘QzpcIkdp

AC
€7 45 FC 00 00 00 00
89 BS 74 FF FF FF

08 0000000000000 0000000000000EsEsctessscsossssscesscs

90 7C FF FF FF ' 84§, ebx | [ebp-84]:4"QzpPCING
€6 45 EC 00 >
T 8A 44 15 AC :
i 88 40 A8 oy ek mora. pre s5:Benp
i 32 €8 xor c1,al
H 88 4C 15 AC mov by!e ptr ss:febpredx-54§,¢1
H 42 inc edx |
i 83 FA 40 cmp edx, 4 |40: 'a*
————— a 72 b malware.F379€7
B 80 D AC ecx,dword ptr_ss:febp 543 i

Sk
dword ptr [ebp-54]=[0137EB60 "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijk1mnopqrsTuvwxyz0123456789+/ " Jwdd434241
.TeXT:00F379FA malware.exe:S679FA #6EOFA

Wowo1l  oup2  Woump3  WHoumpd  Moumps  worhi  Iellocls st

Address | Hex JAscax 1
0137EBGO[HL 42 43 44 45 46 47 45 49 4A 4B 4C 4D 4E 4F 50 ABCOEFGHIJKLMNOP
O137€EB70|51 52 53 5!‘55 56 57 58]59 SA 61 62]/63 64 65 66 qﬁsruvh’\nabcdef

0137€880 | 67 es 69 6A|68 6C €D GE|6F 70 71 72|73 74 75 7&|ghijk): nopqrstu\,
01376890/ 7 79 7A130 31 32 33134 35 3¢ 37|58 39 26 SF| .nyzm’uss 89

Figure 12
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The ransomware creates a mutex called “12345-12345-12235-12354", which ensures that only one

copy is running at a single time:

50 push eax ea 45-1 | x87sW.C1 0 0

€A 00 push X87Sw_SF 0 0

6A 00 push TS -
—— FF 15 §4 10 F8 00 | €817 ‘dword prr dsi[<aCreateMutexar] | v =
I s 1 e —— <1 =0
i CE = — = 5] ——
dword ptr [t <malware.&cr 3 XA esp+4] 00000000

:e;p:(&: 05163388 "12345-12345-12235-12054"
| - TexT:00EFIAEF malware. exe: S29AEF #2BEEF Pl = — —
WWoump1  Noump2 HDump3  Soump4  Woumps @ wathi  lellocals Y st o1 ..mml

e (aeres i T10137EFFC| 05163388 | "12345-12345-12235-12354"

It opens the “ServicesActive” database

GENERIC_READ):

push &

Figure 13

using the

.
. push F 14: ervicesa
- push
- mov dword ptr ss:i
. mov_dword ptr s

am— I €ain dnora’pre !
® >

‘dword ptr [ <malwar w. dvapi32 >

+Text:00FODEGS malware.exe: $30€68 #30268

$oump!  PNDump2  UNDwp3  PHDup4  Woumps @ wathi  Iellocals Y st

T Tiree: T

Figure 14

OpenSCManagerW API (0Ox80000000

AB/DLELUIAUTU LUUY
X87 SW, X87Sw.C3 O

yooo

v (s 2100 uniod

€5p+8) 800000

€5p] 00000000

esprd4) 00F83214 L Servicesactive™

)| 00
Dv(_‘ASCSZOSAB

00000000 |
0137ECE4 ' 0OF83214 | L"ServicesActive”
0137ECES| 80000000 |

The malicious binary obtains a list of all services that run in their own processes using

EnumServicesStatusExW
SERVICE_STATE_ALL):

push ea
sh

& watch 1

Address | Hex

(Ox10

5n
Tea eax,dword ptr
mov dword ptr ss:

lea eax,dword ptr

SERVICE_WIN32_OWN_PROCESS,

0Ox3

X87¢7 00000000000000000000 ST? EMPTy 0.00000000000000

x87Tagword FFEF
X87TW_0 3 (Empty)

v [s 1] riod

Ixellocals g Struct

05167CES |00
05167CF8| 00 Fi
05167008 | 0O
05167018 ©
05167028 0O
05167038 0O

Figure 15

The following services will be stopped:

1: [esp] 05165918
2: [esped o
3: [esps8] 00000010
4: [espsC] 00000003

1
0137ECES | 00000000

"vss" "sgl" "svc$" "memtas" "mepocs" "sophos" "'veeam" "backup" "'vmms"

loc_F@1508:
lea eax, [ebp+ServiceStatus]
.text:00F@1SDE mov [ebp+var_2C], @
.text:@0FQ1SES push eax ; lpServiceStatus
.text:00F@15E6 mov eax, [ebp+var_50]
xorps Xmm@, Xmmo
push SERVICE_CONTROL_STOP ; dwControl
movups xmmword ptr [ebp+ServiceStatus.dwSe
movups xmmword ptr [ebp+ServiceStatus.dwSe
push dword ptr [eax] ; hService
.text:00F015F8 call ds:ControlService
.text:@0FQ1SFE test eax, eax
.text:00F01600 jnz short loc_F@1617
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The malware takes a snapshot of all processes via a call to CreateToolhelp32Snapshot (0x2 =
TH32CS_SNAPPROCESS):

. 6A ) push 13’5‘. SF O xBTSw_P 0 x87SW_U o
B 6A 02 push it B S
g ES 93 85 03 00 | €8YL: <malware.CreateToolhe1p325napshot>
*l< S 2 5 | Defaut Gstaca) v s 13][J unka
13 [esp] 0000000:
<malware.CreateToolhelp32Snapshot> 2: [esped] ))ouuf)oo

3: [esp+s] 5CE30AED
4: [esp+c] 00007A68
.TEXTI00FO1112 malware, exe:$31112 #30512

$Woump!  NDump2  UWDump3  NDump4  WNoumps  Wwatch:  Iellocals | P st
Figure 17

The processes are enumerated using the Process32FirstW and Process32NextW APIs, as shown

® S‘ push eax X87SW_SF O Xx87Sw_P 0 x87Sw U o
. 114 push edi bl e S-S~
F— sa 58 B8 03 00 CATT malware. Process32Firstn |
3 P S ST 3 Defud!(sbdal) v |5 131070 unlock
? (e 10228
<malware.Process32Firstw> _: f:gl. 0137 Em
3: .e,pva. SC630AED
4: [esprC] 00007A68

LTEXT:00FO1150 malware.exe:$31150 #30550

WWoump1  $Soump2  $Noump3  UNOump4d  WNDumpS @ wethi  Iellocals P st

Figure 18

. s0 push eax 0 x875w vV o

. 7 push edi ~ R -
B ES 53 B3 03 00 | €Al <malware. Process32Next> v

Hp e 5 v (5 1240] unkod

<malware.Process32Nextn> 2
3: [espes] 5CE30AED
4: ‘e sp+C ) OOD\J AGB

. TEXT:00F01150 malware.exe:$31150 #30550

$oump!  GNoump2  UNDump3  WNoump4  WWoumps @ wachi  Iellocals Y stuet %ounﬂc

Figure 19

The ransomware opens the target processes using the OpenProcess method (Ox1 =
PROCESS_TERMINATE):

. FF BS B4 FD FF FF push dword ptr ss:febp-24C) X87SW C1 O x87Sw CO O x87Sw_ES O
. 64 push X87SW_SF 0 x87Sw_P 0 x87Sw.u o
. 6 01 push laaco o looo. o T 2
G FF 15 94 10 F§ 00 €l Oword  pEr 053 [ <Lopenprocess>] z
ole S22 Dt 5 |Defout (stdcat) [ 12107 unlock
15 (esp]

dword ptr [00F81094 <malware.2OpenProcess>]=<kernel32.0penProcess> 2: [esped] 00000000
3: [espes] 00000558
4: fespsc] 5C630AED
. TEXT:00F012C1 malware.exe:$312C1 #306C1 2

¥ 0w 1 %9 Dump 2 S Dump3 %5 Dump 4 &% Dump 5 & watch 1 Ix=| Locals & Struct oung ; ‘
2Adrace |iav Taervr i z ouncn\ ooooosn

Figure 20

The following processes will be killed:

e 'sglexe" "oracleexe" ‘'"ocssd.exe" ‘dbsnmp.exe" ‘synctime.exe" "agntsvc.exe"
"isglplussvc.exe" "xfssvccon.exe" "mydesktopservice.exe" "ocautoupds.exe" "encsvc.exe"
"firefox.exe" "tbirdconfig.exe" "mdesktopqgos.exe" "ocomm.exe" "dbeng50.exe"

"sgbcoreservice.exe" "excel.exe" "infopath.exe" "msaccess.exe" "mspub.exe" "onenote.exe"
"outlook.exe" "powerpnt.exe" "steam.exe" "thebat.exe" "thunderbird.exe" "visio.exe"
"winword.exe" "wordpad.exe" "'vmmes.exe" "'vmwp.exe"

: fespss] sce30AED
{esp+c] 00007ac8

| B 6A 00 push X87SW_SF O X87SW.P O XBTSWNY O

| ~ ) Dush edi o0t DS e
B FF 15 90 10 F§ 00 | a1} dword ptr ds:[<aTerminateProcess>]

| ol o) : 2 Defadl(snd(d) v [s 12107 unlock
i - 17 [esp] 0000024C

| dword ptr [00F81090 <malware.&TerminateProcess>]w<kernelld2,TerminateProcess> 2: resggd 00000000

|

|

|

.TEXT:00F01204 malware, exe:$31204 #30604

PH0ump1  WNDump2  WNDump3  $NDumpd  $NDumps S watchi  Ivellocals & Struct mwmoﬁéﬁ

Figure 21
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The following directories will not be encrypted:

e "C\msocache" "C\$windows.~ws" "C\system volume information" "C:\perflogs"
"C:\programdata" "C\program files (x86)" "C\program files" "C:\$windows.~bt"
"C:\windows" "C:\windows.old" "C:\boot"

The executable retrieves a pseudo handle for the process, as highlighted in Figure 22.

@—>- F3768BF FF 15 AC 10 F8 00 |'ca‘|1 dword ptr ds:[<&GetCurrentProcess>] |
S £ >
dword ptr [DOF810AC <malware.&GetCurrentProcess>1=<kernel32.GetCurrentProcess>

Figure 22

IsWowb4Process is used to determine if the process is running on a 64-bit architecture:

. 50 push eax T o S P
FE——s FF D6 call esi | es1: IswowGaProcess v —
Hp s ey 5 | Defaut (stdeal) * [5 13100 undocke
4 1r [esp]
esimckernel 3z, Iswowe4Process> (76ATS920) 2: _es:u_'- OOBIET 6O

Figure 23

The ransomware disables file system redirection for the current thread (see Figure 24).

. 8 85 38 FE FF FF lea eax,aword ptr =sigenp-1653 X87SW_SE 0 X87SW.P O X87SW.U ©
° <o push eax bt ol A B
b FF D6 lcall est | £51: WOWE4D T sADTenowES v - T
NP oY R TR 7 e T T . . 5 |Defauit (stdcan) v 1[5 210] triodke
1T less) oGREETO
esimckernel’2. ection> (. ) 2: tn:! S7088F8
3: [espes] 048AS918
4 048A
.TeXT:00F38304 malware.exe: $68304 #67704 5: :sg—(}iﬂ 03522‘?.

Figure 24

It deletes all Volume Shadow Copies using the vssadmin.exe tool:

. 50 ea eax:L"ope = 2 5=
. 50 p;sn eax eax per 2 3 (Empty)
. 66 89 85 38 FF FF FF mov word ptr 3s:febp-Cad,ax .4 3 (EmpTy)
. 80 85 D4 FE FF FF )ea cax,dword pir : :@ebp-12¢] -6 3 (Empty)
. 50 e e
. B0 85 CO FE FF FF Vea ca am d ptr :fenp-1409 atusword 0000
. 0 push eax e XB7SW_C3
. 80 85 30 FF FF FF Tea eax,dword ptr s5:§ebp-003 €1 0 X87SW_CO
. so push eax ILSF 0 Xx87Sw_P
. 6A push it Bt romr
> FF 15 §C 12 F8 00 |G dword ptr ds:f<ashellExecutews] v =
ole o % newl(mcd) v (s 120 unocke
1 i; 60000000
dword ptr [00F8126C <malware.&ShellExecutew>)=<shell32.ShellExecuten> 2: u~4J 00BIESAS L-open™
3: [espe8] 00895835 Locmd. exe”
a: *esmc _00B9ES4C L7/C visadmin.exe delete shadows /all /quiet”
.TeXT:00F36785 malware.exe:$68785 #67885 . —

Figure 25

A new thread is created, which runs the sub_ED2770 function even if the argument passed to
CreateThread is the StartAddress function:

. @ > x875tatusword 0020

. 50 P X87SW.C3 o

- 68 70 27 ED P €1 0 X875W_CO 0

. 6A P 0 xX87SW_P o
| . €A O push . RV S
Fg— £8 D1 23 06 00 | cal maiware. Fso028 | v
‘ _ R a— < <G B0
[malware.00F50028

| - teXt:00EFAGS2 malware. exe:S2A652 #29A52 1

3: fespes] 00603770 =alware.00£02770
: ‘e5p'< 048A3470

Figure 26

.
. FF 75 18 153 x875tatusword 0020
. 50 X87SW_8 O XB7SW.C3 O Xx87SW.C2 0
o €8 QL CEF2 00 X87SW_C1 0 Xx87SW.CO O XB87SW_ES O
® e B ss:fedp _SF O X87SW_P 1 X87SNU O
| B FF 75 08 pu rd 55 anc = R
by FF 15 5 11 F§ 00 |call dword ptr 1s <ururemem>] ) v
‘ Hp o 5 |Defout (stcal) >[5 1107 uniocke

b np) i
T 3 00000000 ‘

|dword ptr [00F8119C <malware.&CreateThread>)=<kernel32.CreateThread> 4
8 OOV)CECC malware. 00FSCECC

| - text:00£50071 malware. exe:$80071 #8C471 =

Figure 27
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-
Thread activity - sub_ED2770 function

The LookupPrivilegeValueA API is utilized to obtain the LUID for the following privileges:
"SeAssignPrimaryTokenPrivilege", "SeRestorePrivilege", and "SeTakeOwnershipPrivilege":

. 51 push ecx X87SW.C1 0 XB7SW.CO O X87SW_ES O
. 50 push eax eax: “SeAss1gnPrimaryT SF 0 xe7 1 xs7Swu O
* 6A 00 push ey L s o y
Ty FF 15 00 10 F8 00 | CaYYOword DR dEs [ <eookupPr 1vi 1 egevalueasy |
ole THnE 2505 ¢ X )’ Default (stdcal) v |5 1210] unlocke
1 {esp] 06000000 |
dword ptr [ amalware. &l v 3 32.L rivilegevalueA> €5pv4] 04BAGSBO “SeAssignPrimaryTokenPrivilege
3: lesoes! oossEeso |

Figure 28

The executable opens the access token associated with the current process (OxFOIFF =
TOKEN_ALL_ACCESS):

0 e Avrimoy o Amewags Avsrmos e Lsewrry
. &8 FF 01 OF 00 push-eax X87TW.6 3 (Empry) x87Tw_? 3 (Empty)
B oV mra Pt 143,
. mov dword pt £ ,ecx xar Statusword 0020
. mov dword ptr = p-24,2 x87 xerouc2 0
. mov_dword ptr ¢ p-15§, €5 0
. €8I oword ptr <aGetCirrentProcesss) 0
1 . push eax -~
) |'call dword pre ds:f<sopenProcessToken>] | —
| . S = v 5 210 urlocke
lwa otr [ <malwar 3] 32.0penPr 2; ::5’,- OOOFOLFF

3: lespes] 00BOEG44
Figure 29

The process enables all the privileges mentioned above by calling the AdjustTokenPrivileges
method, as highlighted below:

. €A 00 push norimi® 3 \sewiys  Aesimes > iEewiy)
- 6A 00 push
. 6A 10 push 1 x87 s~axu,-nra 0020
. 80 45 £C lea eax,dword ptr s5s5:febp-143 7SN, x87 0 x87Sw.C2 Oo
K so ;wsh eax 0O x87SwW_ES O
- X87SW_V o
. Bish aword ptr 3 e S 4
> .n" dword ptr us d»\djus('okcn’r*\v'l\rﬂesﬂ —
*l< > v s 2100 unod
dword prr [ <malwar Tivil 3! ‘okenPrivileges> 00
esp’s 0069E648
000010
. TEXT:O0F3ABEZ malware. exe: SGABE2 #69FE2 i
Woup1  GHoump2  WH0ue3  owpd  SE0umps  Bwathi  belleas P st M i:.wm‘
Address |Hex : ascar I | ~| Bosscezs
00B9EES4 (D4 ) 00 O ) e see | 00B9E628
DOBNSL}02:00 98

Figure 30

The ransomware retrieves a list of sessions on the machine using WTSEnumerateSessionsW
(Figure 31).

- AB/IWLe 3 LEEPLY)  XS/IWLS 3 LEBPLY)

. 50 push eax X v >
. 80 85 00 FF FF FF lea eax,dword ptr = 1009 X87TW_6 3 (Empty) X87TW_7 3 (Empty)
. C7 85 08 FF FF FF 01 00 ymov dword ptr ss:
. 50 push Xx87Statusword 0000
. 6A 01 |push £ X87SW. B O x87SW.C3 0O x875w L2 O
. 6A 00 | push X87SW_C1L O xB87SW.CO O xB87SW_ES O
. 6A O | push X87SW_SF O X87SW_P 0 x87Sw_ U o
. C6 85 17 FF FF FF 00 'm;‘by{ ¥ ptr ss:febp-£9J, = e e =
FIG— malware. vrrssnmncruesesswns» N -
[ ES A5 08 02 00 & w 1 7Y et s 7 =0
‘ ““')__W‘— A
| <malware,WTSEnumerateSessionsw> ‘up,. 00000000
| EH {esp+s] 00000001
4 0SBEF930
| - TeXT:00FICOEE malware. exe: S4COLE #4B4EE 5: »§§§:§u (;;:'(2;40
$S0upl  Houp2 0wl o4 WWoumps  @wathi  lelloaks  J st oseersss|
Y s S U, et P OSBEFSSC | 1
gao-us m . = = __lascrr I. | S asran
SBEF930 [0 00 0OJ0E OC 94 4A101 20 00|50 64 08 7718, ..... oo uPYuw |

Figure 31

For each of the identified sessions, the malware obtains the access token of the logged-on user:

l HiH . 51 push ecx X87SW_SF O XxB7Sw_P 0  XB7SwW, 0
. 3 4 50 push eax S
A \! WT T S|
! . C E8 CA 06 02 00 1 €a11 " <malware. WTSQueryuserTokens 1 « ¥ | Defout (stacat) * 1[5 12100 trioce
_['_ﬂ_— —
| emalware.wTsqueryuserToken> 2: [espe4] O0SBEF920

Figure 32
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The DuplicateTokenEx method is used to create an impersonation token that duplicates the
above token (Ox2 = Securitylmpersonation, Ox2 = Tokenlmpersonation):

. 50 push eax
. 6A 02 push KB'S atus ‘Ord 0000
. 6A 02 push 8 X87SW.C3 O x87Sw.C2 O
« €A 00 push C1 0 xerow €O O X87SW_ES O
. 68 FF 01 OF xrsw SF O Xx87SW_P O X87SW U 0O
| . FE B85 FO FE FF FF cusn dword ptr s bp-110§
IG— FF 15 00 11 dword ptr 6,. wn 11cateTokenEx> v s
‘ : 15 14 10 F8 call o <4Dup 3 5 | Defauit (stccal) v |5 3 1[] uniocke
i "1z [esp] 00000208 =
|dword ptr [ <malware.&0upl J=<ady 32.0upl T ’)4 D0O0FO1FF

8] 00000000
00000002
espel 01 00000002

| +TeXT:00F1C3FL malware. exe:$4C3FL #487F1

Vi

Figure 33

The malicious binary creates a new thread that will identify the shared resources. The credentials
extracted from the configuration will be used to access those shares.

. 51
. 6A x875tatusword 0000
. so XB7SW_B O XxB7SW.C3 O x87Sw.C2 O
. 65 00 79 F1 ¢ X87SW_C1 O X87SW.CO O XB7SW_ES ©O
. 6 X87SW_SF O X87SW_P 0 x87SwU 0
. €A push
o-— 8 D7 OB 04 00 |cal) malware. F50028) Y
. E8 D lcal w < <[ O
malware. 00FSDO28 *: je 000000
: les: o'a, 00¢17500 malware. 0OF17500
L LEXTI00FIC44C malware. exe: $4C44C #4B84C !?”ﬁo 20000000
)5 0000000
$oump1  PHDump2  $WDump3  $MDumpod  $NDumos  ®warhi  Iedlocls st 000000 |
Address | Hex | AscIT i i~ Mlznu | 00F17500 | malware. 00F17300
032084A8 |CC 03 O[S4 A RE 05137 F9 BE 01AS AS AB AB l U, GUX, caae OSIEF.SO\O(W‘
03208488 | A8 AB AB An €€ FE €E FE|00 00 o iPib. s it o basrersed

Figure 34

Thread activity - sub_F179DO0 function

The executable extracts a pseudo handle for the current thread:

‘Eﬂ—) Fm FF 15 €O 10 F8 00 | €al1 dword ptr ds:[<&GetCurrentThread>]
< >

[dword ptr [00F810CO <malware.&GetCurrentThread>T1=<kernel32.GetCurrentThread>

Figure 35

SetThreadToken is utilized to assign the impersonation token to the current thread, as displayed
in Figure 36.

| ] 00F19E45 5 push esy X87SW_SF O X87SK_P O XB7SW.U 0
l . 0 push eax
- Fi 1210 £8 00 1 FUdsE[<aSeTThr eadTokens! \ ST
. e F s €all dword pui [<aserThreadroken>] < mw‘( %) < =20
I €5
| dword ptr [00F81018 <malware.&setThe J=<cadvapi32. sexThr _te :-!“ 000003CC

Figure 36

The ransomware starts enumerating all currently connected resources via a function call to
WNetOpenEnumW (Ox1 = RESOURCE_CONNECTED):

push eax XB7Statusword 0000

.
. push X87SW_8 0 X87SW.C3 O X87SWC2 0O
. push X87SW_C1 O X87SW.CO O X87SW_ES O
. push X87SW_SF O X87SW_P O X87SWU 0O
| . FF 75 OC push dword ptr s5:febp+Cl
IE— 00 <mal INETOpenEn: v 5 -
| . - €8 C5 35 02 call Ware. wNet ptimm , Defut(s v is 2100 Urlocke
| 17 [esp)
| <malwar e. WNeTtOpent numw> 2: ‘tspol 00000000

3¢ {esp+s! 00000000
4: fesp+] 00000000
5: [esps10] 4503F65C

| +TeXT:00F1938C malware. exe:$4938C #4878C
Figure 37

The enumeration continues using the WNetEnumResourceW API (see Figure 38). The malware
is looking for files to encrypt in these network resources.
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AS/3LELUBRUIY UULUY
s‘

s0 pusn es
56 push . X87SW.C3 0 x875w C2 O
8D 85 EC FE FF FF ‘!A ch dno?d ptr ss:febp-114) 87SW.C1 0 x87SW.CO O xB7SW_ES O
50 pus Ia SW_SF 0 x87Sw_P 0 x87Sw_ U o
FF 85 DO FE FF FF ‘Jnaodp : et 3
£8 D1 31 02 00 EX11: cmalwar e wNeTENUTR e50Ur Con> v =
> | Defaut (stdcal) v (s ][] unocke
"1t (esp] oonszu 'oom
¢$D~4 4503F

¢ P 6 4)48005(75
4: lespeci 45D3F680

Figure 38

We continue to analyze the main thread.

The process iterates over drives in the range “Z:" to “A:" and calls the GetDriveTypeW method:

X87SW_SF O Xx87SW_P 1 X87SKU O

H . 50 pus!
1 . 3 C7 85 10 FF FF FF 07 00 0O mov aw [ 3. g
-t BC 10 F8 00 rdcal) - &
. s FF 15 cain“aword ntr e (u.cewruerynem) 7 |oefau s Ik =0 .
é‘f&j:ﬁ:ﬁ?\T\TﬂTx‘\\‘ =

| dword ptr OOFS108C <malware.&GetOr 1veTVDEN> 1= <kernel 32, GEtOr 1VeTYDER>

Figure 39

For each of the identified drives, the ransomware calls the CreateFileW function (0x80
FILE_READ_ATTRIBUTES, Ox7 = FILE_SHARE_DELETE | FILE_SHARE_WRITE |
FILE_SHARE_READ, 0x3 = OPEN_EXISTING, 0x02000000 = FILE_LFLAG_BACKUP_SEMANTICS):

o 56 push est Aorim_m 3 \mmpiys  Aerimes 3 \Smwsys
- FF 75 14 push dword ptr ss:febp+143
. 6A 03 push x875tatusword 0020
. 56 D\ASN est X87SW_B O x87SW.C3 O x87SwC2 O
- 6A 07 XB75w.C1 0 x87Sw.CO O x87Sw_ES O
° FF 75 10 ws" dword pr CiEsgebptd 3 XB7SW_SF O X87SW_P 1 Xx87TSW.U O
| . FE 75 OC nu;; dwor g pr = p . [ebp+C v
I 281 £ 00 {call dwor <erearerilews =
| - FF 15 ca’ D!r a( earerilew>] « m(u‘(‘m -5 = 3 iriod
13 {esp] 0089€7 e WZACEAT
2: QSO“ 00000080

|dword ptr [00F811A8 <malware.&Createfilew>]=<kernel32.Createrilen>

3: [espes] 00000007
4: fespsC 00000000
s: lesps10] 00000003

| . text:00F3ECAC malware. exe: S6ECAC WGEOAC

P A ™

WWourp1l  Yourp2 Houp3  ENoumps  WWoumps @ werhi  Iellocals &' Struct 0089€6D4 | 79C L NMAZMEEN
0089£608
|Address | Hex = Jasexx = 1 ~ | Sosseeoc
|0089F104 | 00 00 « )|37 EB 26 64 60 F2 B9 00/0E 4F 09 7 c..788d 0. .0 DOBIEGED
|oosoFies| 44 £2 89 0040 F2 89 mpn £600 |0 o 00" . A4S . 00BIEGES
‘DQBQ=IFJ ) 00 ¢ FF FF FF FF YYYY ":“‘-‘. W.ﬁ“'i

Figure 40

The binary obtains the final path for the drives by calling the GetFinalPathNameByHandleW API:
id

FF 75 14 push dword ptr
X87SW.C1 0 X87SK.CO O XB7SW_ES O

° X87SW_B O XBTSW.C3 O XS7SWC2 O

. FF 75 10 push dword ptr

. FF 75 oC push dword ptr XSTSW_SF O XxB7SW_P 1 Xx87Sw_u o
| . FF 75 08 push dword ptr
| A4 10 F§ 00 { ds Finalpathn N b4 o) 210 triocke
| . . FF 15 call dword ptr <&GetFinalPathNameSyHandlen>] Ddu‘(, vs 210
! 7 6 38
|dword ptr [00F810A4 <malware.iGetFinalPathNameByHand]ew>]=<kernel32, GetFinalPathNameSyrand]ew> 23 es:!u 0480C 368

3: 259- 00000104

4: lespec] 00000000

Figure 41

It extracts information about the current system using GetNativeSystemInfo (see Figure 42).

| . 50 push ea
;g €421 F8 00 st J ! rdcal) 0 Jrlocks
I . . FF 15 cann Mrd ptr ds [<&Getkatne$y eninfox>] . Delalx(; v[s 210 .
| 1z OOBIEIS S

|dword ptr [00F81164 <malwar Im<kernel32 : IﬂL NAEFANOC mATwAr a. HOFFROOC

Figure 42

The ransomware creates the ransom note called “money_message.log” in every drive. The file
contains the chat ID that is specific to a victim and can be used to contact the threat actor:

P = XB7SW_CL O XB37SW.CO O X37SW_ES O

. FF 75 10 push dword ptr ss:febpsi0d

- FF 34 85 FO 62 F8 push dword pee d 4:F862F0) €ax~4+FB62F0) 1L WD XB7SW_SF O X87SW_P 1 XB87SW.U O

. FF 75 08 push dword p! bp+5j [ebp+8]:L"C money_
a0 2 00 T mal re FSNF W ) -
f = E8 23 A3 01 lcamy wa 'sopen = Defadns 10
| 17 [esp] 04BCCB88 L'C:
| malware.00FS 8ABF 2: resp~0 00F52880 L"wb"

3: lespss] 00000040

Figure 43
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Hwney_mesugequl
Your files was encrypted by "Money message” profitable organization and can't be accessed anymore.

If you pay ransom, you will get a decryptor to decrypt them. Do y to decrypt files yourself - in that case they will be damaged and unrecoverable.

For further negotiations open this clxcm_-cmcn/cha=~rh9?chuld_

using tor browser htrps://www. g/download/

In case you refuse to pay, we will post the files we stole from your internal network, in our blog:
w100 - < < on
rypted files can't be decrypred without our decryption software.

E

c1tenc N - o+ o7 <ha . php?chat L~
Figure 44

The malware creates a new thread that handles the files encryption:

51 push ecx
sh x87Statusword 0020

xs*s-n 0 X87SW.C3 O XB7SW.C2 O

87SW_C1 0 XB7SW.CO O X87SW_ES O

68 CO D3 F )

6A 00 KB SW_SF O XB7SW_P 1 x87Sw_u o
| €A 00 pu‘z;' =

F 00 malware. F5002 ¥ =1
| I — e esv0z 5 |Defaut tstacan v [ [$]00 urlode
: 1 [esp] 00000000 =
| malware. 00FSD028 {esped] 00000000
fespes] 00F101C0 malware. 00F1D1CO
4: [espsc] 0d8C7

| -text:00F24434 malware.exe:$54434 #53834 s: wcs:-w‘ 20600000

Figure 45

Thread activity - sub_FID1CO function

The ransomware opens the directory to encrypt using CreateFileW, as shown in the figure below.

0S24FB48| 73 00 20 00|20 00 &F
2 00|S£00-e00n2

se — P T T TeTp———
FF 75 14 push dword ptr ss:fevp-14)
6A 03 sh 3 x§7Statusword 0000
56 est 87
6A 07 7
FF 75 10 dword ptr p+108
FF 75 0C dword ptr 3 [ebpsC]:L Tes 2 2 -
FF 15 A8 11 F8 00 d aterilens] v
ER15-A8 2 iy 3 [pefout ko 5 B0 w
S —_——_— - T ] AFTAC L T ——
Oword otr [0OFS11AS <mAIware.ecr Cater’]ewsJ=<kernel32.Createrilons o 153’,,“&» TR
,eso-x 00000007
espec]_00000000
.Text:00F3ECAC malware.exe: SGECAC #6EQAC -
G524ETAC L\ Test”
Dol  gHoup2  WHDump3  EHDumpd  Wouwps  Wwerhi  Iellocals P st WEREIET 02467
Address | Hex JAscIr | a ‘
0524FB38 56 00 61 006 00 75 5 ) ) [ . 3

0524FBS8 | 4

Figure 46

The files are enumerated using the FindFirstFileExW and FindNextFileW functions:

. pusn ear
. ed ls'S(ﬂ(USIoVﬂ fM)OD
B edi x87SW.C2 0
. dword ptr zz:febp+10) X87SW_ES 0
N 1 X87SW_U O
- B dword ptr ebp+S§ [ebp Test b+
> dword! ptr s {<aF indFirstFileExw>] | =
\ . v T R - ~ N I 20
€4 LoTesti"
dword ptr [00F81180 <malware.&FindfirstFiletxw>]=ckernel32.Findfirstriletxws
c'pvs 0s24€F00
{ezprci 00000000
| -TeXT:00F3EA3S malware.exe: SGEA3S #€DE3S . =
@ T Test "
Dol HDump2  UHDump3  $oup4  $Howes  Bwathi  elloas P swuet g ESTestAy
|Address | mex Jasc1x 1 ~
i(’*"(?‘u ER.O7 SF 03|25 BAAF O3 EE FE EE FE|EE FE EE FE pipipib
| ESECI00{ RS PR N PR SR P A O | NN RN A PR | KN PR/ RERR Hd
push dword 9(' P o o
08 push dword p —— ~
00 :clﬂ dword p(r osz nONexTFilews] | v =
5 ~ |[s_310] nlocke

1len>]=ckernel32. FindNextrilews ‘espnl\ ;HErrm

Figure 48
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The following files will not be encrypted:

e '"desktop.ini" "ntuser.dat" "thumbs.db" "iconcache.db" "ntuser.ini" "ntldr" "bootfont.bin"
"ntuser.dat.log" "bootsect.bak" "boot.ini" "autorun.inf"

The malware retrieves attributes for a file to be encrypted by calling the GetFileAttributesExW

X87SW.C1 0O X87SW.CO O XB7SW_ES O
6 ) X87SW_SF O XB7SW_P O X87SW_U
. s6 oo S ol L D bt
I FF 15 88 1)1 F8 00 CA1Y dword Prr d5:[<4GetFileAtrtributesExw>] M =
ol e Szs 5 | Defaut (stdcak) v |5 1] unlocke
- - i [esp] 04402528 L"Test\\Test.Txt™
|dword ptr [0OFS1188 Cmalware.EGetri1eATEr 1BUTEsEws 1 ckernel 32, Getr 11 CATEr IBUTES e B I—

3: lesped] 0524F06C

Figure 49

The ECDH public key used is hard-coded in the executable
“71828bcd92dd7f5950841835ed0fc926a7f6888be7af4fc07ddcO06dd8ale6400bf3ad4cc27083aad
€393c5262570bcbf47aa9855fb9ecc0c82be053c8d95f974a1f2e32d8005e7059461b1e958fecd7dbc
1fa36bfof9bc8746d431902fe990772d16bable779dbe6265444010011708d1091df3838c0a15b0ccfo

9db70e951a74670dd05eb719678d62d150edee22706".

CryptAcquireContextA is utilized to acquire a handle to a key container within a cryptographic

service provider (Ox1 = PROV_RSA_FULL, OxFOO00040 = CRYPT_VERIFYCONTEXT |
CRYPT_SILENT):

68 40 0
64 01
6A

x875tatusword 0000
(B O X87SW.C3 O x87SW.C2 O

6A us X87SW_C1 O X87SW_CO O XB7SW_ES O
80 45 FC Tea eax,dword ptr sfedp-43 X87SW_SF O XS87SW_P O X87SW.U O

. 50 push eax oot e STt
I—— FF 15 0C 10 F8 00 CaT) Gword prr 0s:[<aCryprAcquireContextas) v

e ) a 5 | Default (stdcal) » |5 1$|[J uriod
i % 0524E€00
|dword ptr [00F8100C <malware.&CrypTAcquireContextA>]=<advapi32.CryptacquireContexta> §; 555‘33.« ém‘mo

3: ! 1

] 00000000
100000001

LTEXT:00F39563 malware.exe:$69563 #68963

¥ouo!  EHDup2  WWDump3  @Houmod4  WSoumos @ waxhi  Iellocals P st T
i 0524E6C4 | 00000000
’m:;:?a hex > 0 ; %0 0 O JAK?! — | ~ | 0524E6C8 | 00000001

0524E6CC | FOOD0040

Figure 50

CSPRNG is used to generate Ox48 random bytes. These bytes, together with the ECDH public
key, will be used to generate the shared secret.

875W_8 X87SK.C3 O X87SW.C2 ©
81 €2 FF FF FF 3F 87SW_C1 0 XB7SW.CO O X87SW_ES O
§2 87SW_SF 0 Xx87SW_P 0 xB7Sw_uU o
. 53 bt bt S i
— FF DY ECX:CryDLGERandon” v
I == o> 5 | Defauit (stdcal) w i[5 1210 uniocke
s 4371136 2 irecontexts
ecx=<advapi32.CryptGerRandom> (73A61290) g: (33’.19 341%‘)33\1:“ SR ———

3: lespes! 0524€72¢

Figure 51
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https://github.com/Duthomhas/CSPRNG

vy

(ll ) =

.text:@0FeD7Co

.text:@0FQOD7C@ loc_FeD7Ce:

.text:@0F@D7CO mov eax, edi

.text:@00FOD7C2 ror eax, S

.text:@0FeD7CS sub ecx, eax

.text:00F@D7C7 mov eax, ecx

.text:@0F@OD7C9 mov ecx, esi

.text:00F@D7CB ror ecx, ©Fh

.text:@@F@D7CE xor ecx, edi

.text:@@FRD7D@ sub [ebp+var_74], 1

.text:00F@D7D4 lea edi, [esit+edx]

.text:0@FeD7D7 lea esi, [edx+eax]

.text:@@FOD7DA lea edx, [ecx+eax]

.text:@eFeD70D jnz short loc_FeD7C@

v
.text:00F@D7DF mov eax, [ebp+var_64]
.text:@0F@D7E2 mov dword ptr [ebp+var_88], ecx
.text:@0F@D7E8 mov dword ptr [ebp+var_88+@Ch], edx
.text:@0F@D7EB mov dword ptr [ebp+var_88+8], esi
.text:00F@D7EE mov dword ptr [ebp+var_88+4], edi
.text:@00F@D7F4 mov [ebp+var_74], eax
.text:@0F@D7F7 cmp eax, [ebp+var_6C]
.text:00F@D7FA jz short loc_FeD839
Figure 52

The shared secret generated between the public key and the random bytes is 144 bytes long.
The elliptic curve is P-384 for the ECDH algorithm.

FF 37 push dword ptr

€7 45 FC 00 mov dword ptr

44 es <6 £ FF EE o1 00 00lmov dword ptr
P

edi]
op- 43 xg75tatusword 0000
bp- 8-

44 s; S8 FF FF FF v eax,
push dword ptr ds

£8 FF oC 02 00 a1 malware. r;uzo ]

ssessssse

_-_;

>[5 2100 uode

230
043ECBAD
ouFu 38

F1138

malware. 00F3AA20 5::..‘;‘
«TeXTI00FOCOIC malware. exe: $3CO1IC #3C11C

$ouo!  Hoump2 Houwp3  $Woump4  PNoumps B werhi  lellocals P sewct
ASCIX ~l

c'gnnunvonunuuﬁ%ﬂ
n_n.u_.u "

Figure 53

Address | Hex

043ECBAO0 |71 82 8B CD|92 DD /F 59|50 84 18 35 |ED OF C9 26|q..1.Y.YP..51.E&

043EC8BO|A7 F6 88 8B E7 AF 4F CO|/7D DC 06 DD |8A 1E 64 00 56.. oA u. v..d.
043ECSCO|BF 3A D4 CC|27 08 3A AD|E3 93 C5 26/25 70 BC BF|;:0I'.:.a. %,
043EC8DO |47 AA 98 55|EB 9E CC 0C |82 BE 05 3C|8D 95 F9 74|G*.ud. I..%.<..ut
043ECSEO|AL F2 E3 2D 94 61 Bl E9|58 FE CD 7D| j0&-..¢..axéxpi}
043ECS8FO|BC 1F A3 6B/ F9 F9 BC 87 46 D4 31 90|2F E9 90 77 |%. £khim.F01 /é.w
043EC900|2D 16 BA B1|E7 79 DB E6|26 54 44 01|00 11 70 8D| - °=§x TD...P.
043EC910 |20 91 DF 38/38 CO Al 5B|0C CF 99 DB|70 E9 51 A7|..R88A;[.I.0péqs
043EC920/46 70 DD 0S/EB 71 96 78/D6 2D 15 OEI/DE E2 27 06| FpY.é&q.x0-..pa'.

Figure 54

Address | Hex ASCII
043F1138|98 B1 14 SA|ER 7E EB 12|58 D3 38 A8|38 07 89 F9| .%.ZU~&. (08 ;..U
043F1148|28 45 F8 14|7F 37 7F 4B|SF 8A 62 B2|F3 F8 B4 ES| (E@..7.K_.b*60 &
043F1158|36 GE 6B 2G|9A 8D C5 49|97 D9 CC 6E|67 F2 80 71| 6nk&..AI.UIngo.q
043F1168 82 1C DA CO|9B FS DS QFE|73 74 1F 02|ES 12 07 39| ..UA.80.s5t..4..9
043F1178|07 B7 OE F9|02 DO 9E 01|26 40 4A 9C|37 79 CO FF|.-.U.D..&@1.7yAy
043F1188|1C 13 24 73/BA 26 1D 37|58 03 CF €909 75 60 72 ..sv&ﬁ.ie.u r
a

043F1198 |85 BE 92 A4/B9 63 64 FB|GA 6C 92 D478 39 E6 8D|.%.”'C
043F11A8|84 E9 B7 8E|GD 00 25 D1|F3 8A C6 BA|84 A5 42 CF|.é..m.
043F11B8 /62 44 AA 7F|FD ES E8 BE/EA 84 ES 73/29 10 9€ 05| bD®.vae%é.as)...

Figure 55
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The SHA384 algorithm implementation is shown in Figure 56. The process computes the hash
of the shared secret and copies the first 32 resulting bytes to a new buffer. These bytes represent
the ChaCha20 key that will be used to encrypt the file. The nonce (16 bytes) is randomly
generated using the same library.

.text:00F397F0 mov [ebp+var_D38], B8e0eceech
.text:00F397FA movaps xmm@, ds:xmmword_F34C4Q
.text:00F39801 mov [ebp+var_D4], ‘
.text:00F39808 mov [ebp+var_De], 3eeeeeech
.text:@00F39815 mov [ebp+var_cC], 8essh
.text:00F3981F mov [ebp+var_C8], @
.text:00F39829 mov [ebp+var_C4], 80000001h
.text:00F39833 mov [ebp+var_ce], ©
.text:0@F39383D mov [ebp+var_BC], 8eeeseslh
.text:00F39847 mov [ebp+var_B8], d
.text:@eF39851 mov [ebp+var_B4], 8eesh
.text:00F39858 mov [ebp+var_B2], 800eeeech
.text:09F39865 mov [ebp+var_AC], 8Ah ;
.text:00F3986F mov [ebp+var_As], @
.text:00F39879 mov [ebp+var_A4], 88h
.text:00F39883 mov [ebp+var_ae], @
.text:0eF3988D0 mov [ebp+var_9C], 80ees8esh
.text:0@F39897 mov [ebp+var_98], @
.text:@0F398A1 mov [ebp+var_94], 8eeeeeerh
.text:00F398AB mov [ebp+var_9%e], @
.text:00F398B5 mov [ebp+var_8C], B8000s3e88h
.text:00F398BF mov [ebp+var_88], @
.text:00F398C9 mov [ebp+var_84], 8Bh ; "¢
.text:00F398D3 mov [ebp+var_se], 8eeeeeech
.text:@0@F398DA mov [ebp+var_7C], 8e89h
.text:0@F398E1 mov [ebp+var_78], 8eeeeeech
.text:00F398E8 mov [ebp+var_74], 8ee3h
.text:00F398EF mov [ebp+var_70], B30020000h
.text:00F398F6 mov [ebp+var_ 8002h
.text:@0F398FD mov [ebp+var_6 80000000h
.text:00F39904 mov [ebp+var_6 86h ; '€
.text:0@F39908 mov [ebp+var_6e], seeeeeech
.text:00F39912 mov [ebp+var_5C], 8eeAh
.text:00F39919 mov [ebp+var_58], @
.text:00F39920 mov [ebp+var_54], 8000000Ah
.text:00F39927 mov [ebp+var_5e], B3eeeeeesch
.text:0@F3992E mov [ebp+var_4C], 8eeesesih
.text:00F39935 mov [ebp+var_4a3], )
.text:0@F3993C mov [ebp+var_44], 8esen
.text:0@F39943 mov [ebp+var_4e], seeeeeeeh
.text:00F3994A mov [ebp+var_3C], 80e@eeselh
.text:00F39951 mov [ebp+var_38], @
.text:00F 39958 mov [ebp+var_34], seeeseesh
.text:00F3995F mov [ebp+var_3e], Seeeeeeeh
Figure 56
The binary creates an intermediary file by adding the “cbgnfvn” string at the end of the filename
(OXCO0O00000 = GENERIC_READ | GENERIC_WRITE, Ox3 = FILE_SHARE_READ |
FILE_SHARE_WRITE, Ox3 = OPEN_EXISTING, Ox80 = FILE_ATTRIBUTE_NORMAL):
. push AS/IML® 3 LERLY)  AG/IWLs 3 \EWPLY)
N push eax
. push dword ptr s x875tatusword 0000
. push dword ptr 7 SW._ 0 Xx87Sw.C3 O x87 o
. push dword ptr X8 10 xB87Sw.CO O x87 o
. push dword ptr = 4 X87SW_SF O X87SW_P o o
- push dword pte < ] e e D S L P W ~
Fo——— | ca11 dword pte o reaterilews] v = :
. 5 Defaut (s 5 3|0 unlock

tdcal) -
dword ptr [OOFS811A8 <malware,4Createfilew>)=<kernel32.Createrilews g :zgidgdcagm Ic."‘raﬂ\tut.tx(cw
3: [esp+s] 00000003
LTEXT:00FSFODL malware. exe: $5F0D1 #8E4O1 :,.' lesﬂ'f._“‘-‘fm

Woumo!  Howmp2  Woump3  M0umps  Wouwmps  Bwathi  Iellocas P st I 0438250 | L Test\\rest. xtcbonfva
Address |Hex lascix I ~

043F16€0 | 3 Q8 D 72 00 EE FE EE FE|EE FE EE FE|p.=..~r.1DIDIPIP

043F16D0 EE FE EE FE|EE FE EE FE BD 9E 7A 88 ipi «Z.5 ..

043F16E0|EC €8 F8 00101 00 00 00|CH 29 40 04|AB AB AB AB|1KO.....E}d. cau o

The GetFileType method is utilized to obtain the file type:

1 e & 57 push eds
. FF 15 OC 11 F8 00 | €Y dword pte 0si[<aGetFileType>] v
ol T Crecmerr— > | Default (stdcal) v (5 3100 unlocke

| dword ptr [0OFS110C <malware.&GEtF11eTyDesjmckernels2. GetrileTypes § (::21.-‘ 0.33?58

Figure 58
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The ransomware moves the file pointer to the beginning of the file (Ox0O = FILE_BEGIN):

H push ecx U XB/SWLS
FF 75 10 push dword ptr ebp+10]

FF 75 OC push dword ptr ss:febp+Cl

50 us

push eax
FF 15 C4 11 F8 00 1Call dword ptr ds:{<esetFilePointerexs]

<
’Md ptr [00F811C4 <malware.aSetFilePointerex>]=<kernel32.setFilerointerex>

Figure 59

The file content is read via a function call to ReadFile (see Figure 60).

A 00 push 7 XS/IW.® 3 LEWPTY)  X$/IW./ 3 (WmPTY)
80 45 EC lea eax,dword ptr 55 143
5o push e xg7statusword 0000
s push X X875w . C3
88 SO F4 mov ebx,dword ptr s | X875w._CO
push ebx XBTSW_SF 0 x875w_P
FF 75 EB push dword ptr s 153 bttt B cr-ltr
Fg— FF 15 )4 11 F8 00 | €all dword prr ds:l<eReadFiles] | =
| s T - ~E =0
dword ptr [00F81113 <malware.dReadFiles]=ckerneld2.Readriles
+TeXT:00FE04DE malware, exe: $904DE #8FSOE
Woum!  $oump2  Noump3  Eoump4  Mouwos @ warchi  lellocals J st
[Address [nex [Ascix I
[3s268020081 00 00 00700 00 00 > 00]00 00 00 OO|Beseeserrrnreres |

Figure 60

The content is encrypted using the ChaCha20 algorithm:

53 pusn eox €DX: & /18250C0Y200
56 push esi

BE 40 00 00 00 mov esi,4 40: '@’

38 C6 cmp eax,esi

OF 42 FO cmovb esi,eax

80 45 8C lea eax,dword ptr ss:febp-43]

50 push eax

8D 85 7C FF FF FF lea eax,dword ptr ss:febp-s4)

89 BS 78 FF FF FF mov dword ptr ss:febp 3, es1

50 push eax

E8 FE 02 00 00 Icg'll malware.EFDB40 |

i e

| malware. 00EFDB40

.TexT:00EFD83D malware.exe: $2083D #2CC3D

#5Dump1  Peoump2 @HDump3  EDump4  Woumps @ watch1  Ixellocals ) stct
Address | Hex AsCIT
0524E6A4 |65 78 70 61 32 20 62 79|74 65 20 6B upm SZ-MQ k

0524E684 (23 €6 19 1C |19 91 88 34/57 F7 €5 15 /A8 9A 10 D9 54.....DW=e. ..U
0524E6C4 |77 34 3F 88|23 2A 25 FE|3F G2 AB 02 6A| W47.) "p7be. .@. ]
E6 OE

80 40 08
0524E6D4 I3ETEEC SC 95 DBIAO 5A 83 5C|7.1.x.")2..0 2.\

Figure 61

s =
.text:@0EFDBBS

.text:00EFDBBS loc_EFDEBS:

.text:0QEFDBBS add eax, dword ptr [ebptvar_44]
.text:0QEFDBBS xor edi, eax

.text:00EFDBBA mov ecx, dword ptr [ebpivar_24]
~text:@@EFDBED rol edi, 1eh

~text:@QEFDBCO add ecx, edi

+text:@REFDBC2 mov edx,
+text:00EFDBCA xor edx,
.text:0QEFDBC7 rol edx,
.text:@@EFDBCA add eax, edx
.text:@0EFDBCC mov [ebp+var_5C], eax

.text:00EFDBCF xor eax, edi
.text:@@EFDBD1 rol eax, 8
.text:@@EFDBD4 mov [ebpsvar_6C], eax
«text:00EFDBD7 add eax, ecx
.text:8@EFDBDY mov [ebp#var_78], eax
.text:00EFDBDC xor eax, edx

.text:@QEFDBOE rol  eax, 7
.text:0QEFDBEL mov [ebpévar_86], eax

.text:00EFDBES mov eax, dword ptr [ebpivar_s44+4]
.text:00EFDBE7 add eax, esi

.text:@@EFDBEY mov ecx, dword ptr [ebpévar_24+4]
.text:00EFDBEC mov edx, eax

.text:0QEFDBEE xor edx, [ebpsvar_aC]
.text:00EFDBF1 rol edx, 16h

.text:0QEFDBF4 add ecx, edx

.text:00EFDBFG mov esi, ecx

.text:00EFDBFS xor esi, [ebpsvar_58]
-text:@@EFDBFB rol esi, ech

.text:0QEFDBFE add eax, esi

.text:00EFDCOR mov [ebpsvar_ac), eax

+text:0QEFDCO3 xor eax, edx
.text:0QEFDCOS rol eax, 8
.text:00EFDCOS mov [ebp+var_74], eax
-text:@QEFDCOB add eax, ecx

.text:@QEFDCOD mov ecx, dword ptr [ebpivar_24+8]
.text:B0EFDC10 mov [ebpévar_88), eax
text:@0EFDC16 xor eax, esi

.text:@QEFDC18 rol eax, 7

Figure 62
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The encrypted file content is written back to the file using WriteFile (Figure 63).

| push esi
AB stosd
| stosd
| Yea eax,dword ptr ss:fedbp-28)
push eax
push dword ptr 'f:{en; ‘;
push dword ptr ss:febp
push ecx
| call dword prr us:[<awriterile>] |

+ 3 LeapLy)

xosim. xos1WL> 3 \EmpLY)
X87TW.6 3 (Empty)

X87TW.7 3 (Empty)

x87Statusword 0000

X87SW_8 O XB7SK.C3 ©
X87SW.C1 O X87SW.CO ©
X87SW_SF O X87SW_P O

<
dword ptr [OOF8105C <malware.&writeFiles]wckernel32. writeriles

1: [esp] 00000278
2: [esp+d] 45268020
3: [esp+8] 00000004

4: [espsc] 0524E64C

LTEXT:00FGOFF4 malware, exe: $90FF4 #903F4 -

Soumpt  PSourp2 PNDump3  oump4  WHoumos @ wathi  beellocals ) stct %

|Address | ex_ Jascix 1 al |

| 45268020 [AE129 AD 23[00 00 00 0000 00 00 00[00 00 00 00|E).#.evrrennenss H
Figure 63

The encrypted files extension is changed back to the original after the encryption is complete.

The operation is done using MoveFileExW (0x3 = MOVEFILE_COPY_ALLOWED |
MOVEFILE_REPLACE_EXISTING):
. 6A 03 push X87SW.C1 0 x87SW.CO O x87Sw ES O
K FF 75 oC push dword ptr s XBTSW_SF O Xx87SW_P 0 X87SW_U o
B FF 75 08 | push dword ptr s s beaammt o oo o T,
b FF 1S CC 11 F8 00 | cal} dword ptr o veFileExw>] v ——
o[e £2a5h Crromeeasey > 5 |Defat(stdca) v |[s 21 unlocke
word pEr [00FBIICC maTWare BMGVEF TN J=akerneT 33 HoverITeEnn R o T s O
3: [esp+8] 00000003
Figure 64

The ChaCha20 key is encrypted using ECDH and written to the encrypted file. The ChaCha20
nonce is stored in a non-encrypted form:

&) test.bdt

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF

00000000 90 00 00 00 [SA 76 00 50 AE E7 DI 6F| Z).#....Zv.P&chNo
00000010 [2A OF C8 88 F9 12 DC ED 33 69 36 E3 CE 47 97 A4| *.E-u.Ui3iedic—=
00000020 |ED 2E OC 51 25 79 95 C7 3F 41 17 E7 38 25 21 DD| i..Q%y*C?A.g8%!Y
00000030 |96 C2 2C B3 €D C3 A2 ED 3F 36 FD 26 F8 0C 96 32| -4, °mAc¢i?6yse.-2
00000040 |0B 8F OE F4 C2 E1 A3 4B 88 F8 1B CA 7D 44 96 06| ...5A4tK"e.E}D-.
00000050 |9F 58 CC F2 A6 F4 09 26 SF DC 02 S8E 34 4A 1F 4F| ¥Xisié.s U.249.0
00000060 |C7 CA 2E 5C 6C AB 34 ED 10 39 7B 14 77 2E 10 48| CE.\l«4i.9{.w..H
00000070 |8C 1D OC 51 F1 71 54 DB BF 39 49 D8 A8 BO B9 93| G..QAqTU:9Ig"°>*™
00000080 |37 97 08 FF 3A 65 82 67 32 5D FF 01 S5F CC 90 ED| 7-.¥:e,g2]¥._I.i
00000090 |DS E1 15 EA 64 F1 FB 07[3F 7F EC 9C 78 08 B3 29| Ua.&did.?.iex.?3)
000000A0 |E€ OE 95 DB A0 SA 83 5C |00 00 00 00 A8 CC D8 FO .U Zf\...." igs

Figure 65

Running with the --crypt parameter

The malware only encrypts the directory passed as the argument.

Running with the -d parameter

In this case, the ransomware doesn’t stop the target services and processes and doesn't delete
the Volume Shadow Copies.
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Running with the -I parameter

The process creates a log file called “encrypt_log.txt” that stores the messages written to the

console.

Running with the -v parameter

This is the verbose mode that displays all the intermediary steps during the malware’s execution:

g to standard

detected

Figure 66

"‘ .
%) SecurityScorecard securityscorecard.com | 18
https://t.me/learningnets



-
Indicators of Compromise
SHA256
8be4lefdeebace53b8c59344be2ba9lfe41003987a8e384840b20760d7c400a42
Money Message Ransom Note
money_message.log
Mutex
12345-12345-12235-12354
Process spawned

cmd.exe /c vssadmin.exe delete shadows /all /quiet
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