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Set up a virtualized environment using VMware Player for Win-XP/Win-10 Oss :

| have two environments to work on:

Windows XP (32-bit):

Windows 10

e Legacy environment for studying —
kaliinux-21
older malware.

F

e Vulnerable system due to lack of
updates.

Virtual Machine Name:

Windows 10:

e Modern architecture for analyzing
current malware.

e Enhanced security with regular
update

Combining both Windows XP and Windows 10 environments provides a comprehensive analysis
platform, covering both legacy and contemporary aspects of malware behavior.

Configure your virtual networking using NAT mode.

Virtual Machine Settings X

Hardware Options

. Device status
Device Summary
E=IMemory 2GR Connected
" kProcessors 4 @ Connect at power on
=) Hard Disk (5CSD) 0GB _
(%) CD/DVD (IDE) Auto detect Nebmakcxmechn
e e twark Adapter MNAT () Bridged: Connected directly to the physical network
[ usB Controller Present Replicate physical network connection state
cli Sound Card Auto detect —
(=1 Printer Present Sl R las e
[_Ipisplay Auto detect © NAT: Used to share the host's IP address

(Z) Host-only: A private network shared with the host

() Custom: Spedific virtual network
VMnetd

(T LAN segment:

LAN Segments...  Advanced...

Using NAT in the VM for malware analysis provides a secure and efficient setup. It allows the VM
to access the internet while safeguarding its internal structure, ensuring anonymity. NAT's
mapping of private to public IP addresses enhances security and resource utilization in the
analysis environment.
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Search the internet for malware (.exe) for Windows XP OS and | found this
malware:

| Iceland Properties

Name: Iceland

General Cl:om_patibiiily ”Sﬁmmal_;{_

ﬁceland

Type of file:  Application

Type of File: Application (.exe)

Descri ption : I Ce I a n d Description:  Iceland
Location: C:\Documents and SettingsiAdministrator\Desktop
Location: C:\Documents and Settings\Administrator\Desktop S B0

Size on disk:  40.0KB (40,960 bytes]

Size: 400 KB (40’960 byteS) Created: Today, November 13, 2023, 1:45:03 AM

Modified: Today, November 19, 2023, 1:45:07 AM
Accessed: Today, November 19, 2023, 10:11:43 PM

Attributes: [JRead-only []Hidden
Created: November 19, 2023, 1:45:03 AM T

help protect this computer.

Size on Disk: 40.0 KB (40,960 bytes)

Modified: November 19, 2023, 1:45:07 AM ‘

Accessed: November 19, 2023, 10:11:43 PM

This file, named "Iceland," is identified as
an application with a size of 40.0 KB.
Located on the desktop.
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static malware analysis

VirusTotal:

The analysis on VirusTotal for "Iceland.exe" by 35 security vendors, including no sandbox
detections, reveals the following details:

File Name: Iceland.exe

File Hash (SHA256):
36185cabb5d7838465ab8b507dd1031833147f5aa6a9016a71caf4552244b098

Basic properties O

MD5 c997f4dbbd2190dd8ad 1713223867467

SHA-1 d7ef27ac1182336153dcc9c4b645665e31296fdd

SHA-256 36185cabb5d7838445ab8b507dd1031833147f5aa6a%016a7 1caf4552244b098
Vhash 044056651d15556bzcvz?025z

Authentihash  4a265c67Th0aba?803159334f5973d33689454740c70137deal306dd7b2c1ala
Imphash 9fd725b5ac22007b9a790400d7a16a70

SSDEEP 768:NyzrM0ZGS3fNjReESXpOHKAGWDFZ7K|dSd:1SPdReEIpQCwWDFgdG

File type Win32 EXE executable  windows win32 pe  peexe

Magic PE32 executable for MS Windows (console) Intel 80386 32-bit

TriD Winé4 Executable {(generic) (61.7%)  Win32 Dynamic Link Library (generic) (14.7%) ~ Win32 Executable (generic) (10%)  OS5/2 Executable (generic) (4.5%)  Generic Win/DOS Executable (4.4%)
File size 40.00 KB (40960 bytes)

His target is Machine Intel 386 or later processors and compatible processors.

And it has one relation:

Contacted IP addresses (1) O

IP Detections Autonomous System Country

201897972 O/88 8075 HK

Graph Summary D
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Detected Threat Categories:

e Adware
e Trojan
e \irus

Family Labels:

e Fakens
e Redcap
o Wkfzg

om/qui/fi 1

N Kali Forums e Kali NetHunter = Exploit-DB

© sonin

1103183314

sl
>

(T) 35 security vendors and no sandboxes flagged this file as malicious (" Reanalyze = Similor =  Mare -
5 Sizs Last Analysi DD
Iesland (1).exe 40.00 KE 3 years sgo EXE
peeme  runtime-modules
Community Sccen

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Join the VT Community snd enjoy nsights =, plus an AP key to sutomate checks.

Popular threat label (1) acware fakens/radcop Threat categories sdware  trojan s Family labels fskens  receap  whfzg

Security vendors' analysis (1) Do you want to automate checks?

Ad-Aware (T) Trojan GenerickD 335 Aegislab (1) Adware \Win32 FakeNS 2ic

AnnLab-V3 (1) Adware/Win32 FakeNS C4059301 Albeba (T) AdWareWin32/FakeNs

s (D) Trojon GenerickD 13595473 Arty-AVL FleeNs

Arcabit (1) Trojan Ganeric. D200A0S1 Avast

G () Win32Aduar i Auiea (o cloud)

BitDefender (@ Trojan Generi CrowdStrike Falcon
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Notable Vendor Detections:

e Ad-Aware: Trojan.GenericKD.33595473

e AhnlLab-V3: Adware/Win32.FakeNS.C4059801

e Alibaba: AdWare:Win32/FakeNS.3a52be19

e Avira: ADWARE/Redcap.wkfzg

e BitDefender: Trojan.GenerickD.33595473

e CrowdStrike Falcon: Win/malicious_confidence_60% (W)
e Kaspersky: Not-a-virus:AdWare.Win32.FakeNS.aw

e Microsoft: Program:Win32/Wacapew.C!ml

e Sophos: Generic PUA NH (PUA)

e Symantec: ML.Attribute.HighConfidence

These results collectively indicate a consensus among security vendors regarding
the file's association with adware and Trojan categories, with family labels such as
Fakens, Redcap, and Wkfzg.
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The hash values obtained using HashCalc for the —
analyzed file are as follows: o

| File Ll |Seltings\Adminishator\Desklop\proiecﬂ \lceland.exel _I

e Key Format: l’Kg:
MD5: c997f4dbbd2190dd8ad1713a23867467 i e

[~ MD4
¥ SHAT |d7ef27ac1182336153dccIc4b645665231 2981dd &
SHA1: d7ef27ac1182336153dcc9c4b645665e31298fdd Lol
|| I SHa3s4
I~ sHas12 |
¥ RIPEMD160 [d33b03003dd6ef3b1b011(7afc2030a99156cch
I~ PANAMA |
I~ TIGER |

These hash values serve as unique fingerprints for the

. C e e e . . ruz

file, aiding in verification and comparison during r eolERR |
. ¥ CRC32  |bef31e66

malware analysis.

eDonkey/
L etule I

Calculate | Close Help

MD5Deep :

The MD5 hash value for the file "lceland.exe”, obtained
using the md5deep command, is:

c997f4dbbd2190dd8ad1713a23867467

7 kali@kali: ~/Downloads

File Actions Edit View Help

~/Downloads
Iceland.exe
c097f4dbbd2198dd8ad1713a23867467 Shome/kali/Downloads/Iceland.exe

~/Dounloads
Iceland.exe

,/home/kali/Downloads/Iceland.exe

Consistent hash values across multiple tools, like HashCalc, md5deep and HashDeep , confirm
the file's unchanged content and enhance reliability in malware analysis.
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Strings :

The provided strings output indicates a mix of recognizable strings, potential indicators of
malicious behavior, and references to system functions and libraries. Here's a summarized
overview:

Strings of Interest:

e "This!sN@tThe51ag"
e "thisisnotaproperurltohaaveadnsentrybutletstry.try"
e "Thisismyperfectdomainwhichwillrevealtheflag123456789.flag"

This!sN@tThe5lag

thisisnotaproperurltohaaveadnsentrybutletstr ry
Thisismyperfectdomainwhichwillrevealtheflagl 56789.flag

e "Connection: close"
e "GET/HTTP/1.1"
e "Host: hoba_yalla"

Host:

hoba_yalla

File Paths and Debug Information:

e "C:\Users\Kamal\Documents\yasuo\Release\yasuo.pdb"
e References to various sections and libraries like "MSVCP140.dll," "WS2_32.dIl," and
"KERNEL32.dIl."

1505

C:hUsersi\KamalyDocumentslyasuoyRelease'yasuo.pdb
GCTL

Function References:

e References to functions like __CxxFrameHandler3, __std_terminate,
__std_exception_copy, __std_exception_destroy, etc

__ CxxFrameHandler3
__s5td_terminate
eption_copy

tion_destroy
_CxxThrowException
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BinText

Here Also you can fined all Previous strings in windows :

e
T BinText 3.0.3

Search | Fiter | Help

Fileto scan [and Settings\Adminitrator\Deskiophproject \celand exe Browse

[V Advanced view Time taken: 0031 secs  Test size: 2779 bytes (2. 71K)

D [ Text ~
1This program cannat be tunin DOS mode.
ich '3
text
rdata
@ data

s

File pos [ Mem pos
A0000000004D 00000400040 O
A 00000000CED  00OOO4O00EC. O
A 0000000OOTFO  OOOOOMO0NFO O
AQ00000000Z1G  O0QO4O0ZlE O
A0O0QOOOOZ3F  OOOQOCMOCZFF O
A 000000000268 OOOOOCMO0ZEE O
A 00000OOOOZGF  OOOOOOMO0Z8F O
ADDDOOOEZ7E  DOOQOCAOEETE O SEPWY
A Q0000OOCGEES 00000407455 O Sinel
A 0ODOOOUEE7!  OOOOOOMO7471 O Sriel M
A 00000007DG4  0O0QOMOSG4 O Unknown exception :
A00000007DG4  0O0QOMOS1S4 O bed allocation
A 000000007040 000000409180 O bad anay new length
0
0
0
0
0
0
0
0
0
0
0
0
o

@reloc

/A 000000007DCC 00000040910 Connection: close
A 000000007DES  0000004091E8 Flag:
GET /HTTP/11
st
hoba_valla
found
ThistsN@IThes1 ag
thisisnotaproperultohaaveadnsentrybutietsty. s

A 0000000070F0 0000004091F0
A 000000007E00 000000405200
A 000000007ED8 0000004092028
A 000000007E14 000000409214
A 000000007E71C 00000040921C
A 000000007E30 - 000000409230
A 000000007EE4 000000409264
A 000000007EA0 000000403240
A 00000000811C 00000040551C
A 000000008170 000000409570
A 0000000028184 000000409584

AN: 186 Un: 0

Thisismyperfectdomaitwhichwilreveatheflagl 23456783, flag
string too long
1Dy ! pdb

textdmn
testiy

RS0 Find Save

v

Ready

such as some Strings of Interest and File Paths:

A 000000007C1C 00000040321C
A 000000007C30 000000409230
A 000000007C64 000000403264
A 000000007CAD 000000403240
A 000000007F1C  00000040951C

ThiglsM@tT hefblag
thiziznataproperurltohaaveadnzentsbutietst by
Thizizmyperfectdomaimshichwilrevealtheflag] 23456739 flag
ztring boa long

C:Ad zerg'KamalhD ocumentzhyasuc Releazeiyazuo. pdb

oo oo o

| can make a filter also :

STAGE 1: Characters included in the definition of a string

I~ CR W % [ ¢ W A7 v |
[~ LF v '[apostrophe] W 09 W [ [}
v Space W | v - v W o~lde] o
W Tah W] A [ ASACEEETTOOO0O0Y
W | W o Mo " BAAcREEITAGALGN)
v " v + W = ¥ [underscore) [ AE
W i W, [commal v [~ “lbacktick] [ &eidii
S W - [mins] s W az
v % v . [period) W @ v
[ Include these characters too |
STAGE 2: 5String size STAGE 3: Eszentials
Fdir bext length
i [ MUST contain these

b an text length (1024 |

[ Discard stings with of more repeated characters
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PEiD:

The PEiD (PE Identifier) analysis for the file "Iceland" using the following information:

File Path: C:\Documents and Settings\Administrator\Desktop\project1\Iceland

Entrypoint Address: 00007179
Entrypoint Section: .text

File Offset : 00006579

First Bytes: E8, 0C, 05, 00
Linker Info: 14.16

Subsystem: Win32 console

Additionally, the analysis reports
"Nothing found", suggesting that
PEiD did not identify any specific
packer or compiler signatures in
the file.

% PEiD v0.95

- | Mothing Found *

File: |C:\Documents and SettingsiAdministrator\Desktopiproject1ilceland.: ' I

Entrypoint: | 00007179 EP Section: | text e
File Offsst: |00006575 First Bytes: [E5,0,05,00 | > |

Linker Info: [14.16 Subsystem: |Win32 console | > |

| MutiScan | | Taskviewer | [ Options | |

About || Ext |

IV Stay on top

In summary, the file appears to be a Win32 console executable with an entry point in the "text"
section. No specific packer or compiler information was detected by PEID during the analysis.
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LordPE :

here also | checked the PE Editor and | have this information :

EntryPoint Address: 00007179

Subsystem: 0003 (Win32 Console)

!
X FID ImageBase | ImageSize

Image Base: 00400000 9 cuin 00000290 01000000 DOOFFOOO e
| « 00000SF4 01000000 DODDBOOD

R g ls\wmton... ODDDDEED 00400000 00011000 (R

0000OECE 01000000 DODDO00

Isbymwa... 0000077C 00400000 00024000

Number of Sections: 0004

Basic PE Header Information

oK
o= || Enpain: 00007173 o003 [ —
Size of Image: 0000C1EO e .
g . SizeOfimage: DO00CTE 5E431872 Sections
o Base0iCods o0 0000200 7]+ | piectores
cwindonstsystem3Zicondgil] | Bass0Dats 00003000 0102 .| =
T' D s . 5E 49 1872 o windowshsystem3Z\anvapia) | saciondignmert | 00001000 eckst 00000000 7 | —
imeDateStamp: e | e e B
aaaaa
am Magic: 0108 NumOiRvabndSizes: | 00000010 | «| - | o e
FEO000 U007E000

Base of code: 00001000 ; a‘!mslaur fes... 20000000 00005000

atorides... 10000000 00005000
76CS0000 00028000

les... 01600000 0000E 000

cc.. 77300000 00103000

Size of Headers: 0000C1EO

Base of Data: 00009000

Section Alignment: 00001000
Checksum: TDSC

File Alignment: 00000200

Size of Optional Header: O0OEOQ
Magic: 0108 (PE32 Executable)
Number of Rva and Sizes: 00000010

The analysis provides essential information about the PE structure, including the entry point,
subsystem type (Win32 Console), image base, number of sections, file characteristics, section
alignment, and other header details.
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PEview :

There is a lot import functions ; it’s a .exe file

view - C:Wdocuments and Settings\ dministratorWDesktoplproject 1Viceland.exe
Fle View Go Help
T 0000 EHm

*

= lesland wxo pFie Oata_ Descrption Valus ~
IMAGE_00S_HEADER 0007400 0OODASOC  HinNarme RVA 0269 GetSystemTimadsFieTime
IMAGE DEBG TYPE_ OI007AD4  DDOASE4  Hin/Name RVA 05D SetUnhandledExcaption Filler
ME-00S Siub Frogram D07A08  DDODASE2  HintiName RVA 0217 GelCusmeniProcess
= IMAGE_PT_HEADERS DOOUPADC  DDODAGSG  Hint/Name FVA 0S6C TermmnsteProcuss
Signature 00007410 OOD0ABAA  Hint/Name VA (0386 [sProcessarFestursPressnt
IMAGE FILE HEADER DI07AI4  OCDOABCE  HinkName RVA 042D GueryPerfomanceCounter
IMAGE_OFTIONAL HEADER 00007418 ODOAGED  HintiName RVA 0218 GelCunaniProcesck
IMAGE_SECTION_HEADER text QOOUPAIC  OLOOREFB  Hit/Name FvA 01C GetCumentThreadd
IMAGE_SECTION_HEADER rdsts 00007420 DOODABED  HintName RVA 0580 UnhandiedExcetionFilter
IMAGE_SECTION_HEADER data DI07A24  DOODAGDE  HinNsme RVA O3 hitializeSListHead
IMABE_SECTION_HEADER rorc (007628 ODOAGAC  HintiName RVA Q37 DebupgerPresent
SECTION text QOUPAZC  DOODABED  Hint/Name Fvé 0278 GetModulsHandew
= SECTION rdsts O00O7AY) 00000000 _End of Imports KERNEL32 41
IMPORT Address Table 0007A34 DOODAMBS  Hini/Name RA 020F 7 Iniiocale@ sl 0T APAY_Locimpee 3 _NEL
IMAGE_OEBUS_DIRECTORY DO007AT8  DOODAISZ  HintiName RVA O2BE 7_Kangin s sidGdE TAFEDGE
IMAGE_LOAD_CONFIG_DIRECTORY QOU7AZC  CODODU0  End of imponts MEVCR1 40, di
IMAGE_DEBUG_TYPE_CODEVIEW O0007A&)  DOODASIC Hirhame RVA 0048 memast
IMAGE_DEBUG_TYPE_ O007AL4  DDODASES  Hini/Name RVA 0035 _excepi_handerd_common
IMAGE_OEBUG_TYPE, FindiNiame R 0023 formi
IMPORT Dirsctary Table COUAICE  HintiName Fvé 0010 _CxiFrameHandedd
IMPORT Nams Tabl DI007AS) OO HinName RVA 0001 CusThrawEscsption
IMPORT Hints/Names % DLL Nsmes 00D7AS0  OOOOALFY  Hin/Name RiA 0021 __std_exception_capy.
SECTION sata DIO07AGE  DDUDAGTZ  HinkMName RVA 002 memcpy
= SECTION rerc O0007ASC  ODODASIC  HirtName FVA 0022 __std_gwceptian_estiay
IMAGE_RESOURCE _DIRECTORY Type O007ABD  OOODASTC  HinName RVA 0027 memmee
IMAGE_RESOURCE_DIRECTORY NamelD 00007464 00000000 _End of lmports VCAUNTIME! 40, dil
IMAGE_RESOURCE_DIRECTORY Language 00007AB8  BOO0074 Ordinal [
IMAGE_RESOURCE_DATA_ENTRY GOUTASC  EDO0O009 Ondinal [
MANFEST 0001 0409 O0007AT)  EDOOOOT3  Ordinal o3
D0007ATA 80000034 Ordinal 0034
ON07A7E BN Ordinal 0004
0007ATC  GO000O73 Ondinal g}
0007AB0)  EOOOOON3  Ordinal o013
0007484 BIOOOOTZ  Ordinal o7
O007AGE  EODO00ND  Ordinal ooio
OOO07ABC  DODDO000 _End of mports W2 32l
0007400 OCO0RSC0 . HinMNarme Rvi 0019 mallo
00007404 OODOATIA  Hint/Name VA 0018 fes
007708 ODOASCA  Hini/Name RVA 0008 _callnewh
COO07ASC  OOOAT1A  HiniiName FVA 0016 _sat_naw_made
QO007AA)  CODODU00 _ End of imponts aphirwirect-hesgeri-1-0, di
COO07ARS  DOUOATDA FardiNama FVA 0006 _configthrssdiocile
00007 ARS 00000000 End of Imports apkmms-win-crt-locale-11-1-0.dil
O007AAC CODASFC FariiName FvA O02E _satusammathon
QOO07AED _ C0D00000_ End of Imponts sghmgwirecmath1-10 g1 “
< 5

Vi IMPORT Adkress Tatke

using a tool like PEview, it indicates that the executable relies on various external functions from
dynamic-link libraries (DLLs) or other modules to perform specific tasks. Importing functions
allow the executable to access functionalities that are not directly present in its code but are
provided by external libraries.
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Dependency Walker:

Based on my examination in malware analysis, | anticipate the file to be potentially malicious due
to the limited presence of DLL files.

Dependency Walker - [Iceland]

B File Edt ‘ew Options Profile Window Help _ 8 x
A I ®EOR
= [ ICELANDEXE Ordinal ~ Hint Function Entry Point ~
@) MSYCP140.DLL WA 535 (0x0217) | GetCurrentProcess Not Bound
# - [ ws2_32.0lL A 536 (0x02 18) | GetCurrentProcessld Hot Bound
® WCRUNTIME140.DLL NJA 540 (002 1.C) | GetCurrentThreadld Mot Bound
@) APT-MS-WIN-CRT-HEAP-L1-1-0.DLL [ 632 (0x0278) | GetModuleHandlew Hot Bound
2} APL-ME-WIN-CRT-STDIO-L1-1-0,0LL [ 745 (0XDZES) | GetSystemTimensFileTime Mot Bound
@ APIMS-WIN-CRT-RUNTIME-L1-1-0.DLL A 867 (0x0363) | InitializeSListHead Hot: Bound
@) APLMS-WIN-CRT-MATH-L1-1-0.0LL [ 895 (DxD37F) | [sDebuggerPresent Mot Bound
B APLMEWIN-CRTLOCALE-L1-1-0.0LL /A 902 {0x0386) | IsProcessorFeaturePresent ot Bound
+ BN s 1101 {0x044D) | CGuervPerformanceCounter Mot Bound b q
E Ordinal ~ Hint Functian Entry Paint sl
(] 1(0x0001) 0(0x0000) | ActivateActCtx 0x0000A8D4 -
= 2 (0x0002) 1 (0x0001) | AddAtoma 0x00035505
[l 3(0x0003) 2(0x0002) | AddAtomi 0x00032609
D | 4(0x0004)|  3(0x0003) | AddCansoledliash 0x00071C0F
[l 5 (0x0005) 4(0x0004) | AddConsolealiasw 0x00071CA1
€0 | &(0x0006)|  5(0x0005) | AddLocalAkermateComputeriamed | 0x00059362
[>m) 7 (0x0007) 6 (0x0006) | AddLacalAkernat
ED | 5(00008)|  7(0x0007) | AddReFActCx Ox0002BEFS -
ET%| s9(oxoo09) 8 (0008) | Add! n ol MTDLL.RHadd! r s
ED | 10(0x0008)| 3 (3x0009) | AlocCanscle 0x00072331
B3 | 11(ox0008) [ 10(0x0004) | AllocatelserPhysicalPages 0X0005F614
ED | 12(00000)| 11 (0x000B) | AreFleApisAST 0x00035967
B3 | 13(0x0000)| 12 (0x000C) | AssigrProcessTalobObject 0x0002E442 3
~_ | Modle File Tme Stamp | Lirk Time Stamp__ | FileSize | Attr. | LinkChecksum | Real Checksum | CPU__| Subsystem | Symbols Preferred Base | ActualBase | Virtual Size_ | Load Order | File Ver Productt A
@ | APE-MS-WIN-CRT-HEAP-L1-1-0.DLL Error opening file. The system cannat Find the File specified (2], =
(%) | APT-MS-WIN-CRT-LOCALE-L1-1-0,DLL | Errar opering fle, The system canno find the Fle spedified (2),
@ | APT-MS-WIN-CRT-MATH-L1-1-0.0LL Error opening file. The system cannot find the File specified (2],
@ | API-MS-WIN-CRT-RUNTIME-L1-1-0.DLL | Errer apening File The system cannet find the File specified (2)
(@ | APE-MS-WIN-CRT-STDIO-L1-1-0.BLL | Errar apering file. The system cannot find the Fil specfied (2)
@ |mevcp1a0.on Error opering fle. The system cannot find the fie specified (2).,
(3) | YCRUNTIME140.DLL Error opering file, The system cannat Find the File specified (2],
= | nacoun Frre onarinn e The cucham rannet Find the Fla cnacifier £71 L)
<l b
[Error: At least one required implicit or forwarded dependency was not found, ~
At least one delay-load dependency module was not found. =
[Warning: At least one module has an unresolved import due ko a missing export function in a delay-load dependent module. v

For Help, press FL

However, it's crucial to conduct further analysis, considering factors such as behavioral patterns,
code scrutiny, and the file's origin, to substantiate any suspicions and make a conclusive
determination regarding its nature.

Resource Hacker:

| only found only Manifest

=B

Wiew Action  Help Manifest : 1: 1033

RH Resource Hacker - Iceland.exe
File  Edit

] B N = Dialo D
DRkEEMF v 0 QLEBEP OO
= ) Manifest 1| <Pl version="1.0" encoding="UTF-2' standalone="yas'?>»

2 | zassembly xmins="urm:schemas-micrasoft-com:asm.wl' manifestyersion="1.0"

3| «trustInfo xmins="urn:schemas-microsoft-com:asm.v3">

4 =secLrity >

5 <requestedPrivileges:

G <requestedExecutionLevel level="aslrvoker' Lidccess= false' [>

7 < frequestedPrivieges:

8 < feacurity >

9| «jftrustinfos

0 || «/assemnbly> !

or Wiew Binary Wiewr

170 { 9660 11 ANST
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Dynamic analysis

First for Free Sandbox | used hybrid-analysis.com :

The executable file, Iceland.exe (Hash: c997f4dbbd2190dd8ad1713a23867467), has been identified as
malicious.

And a related file, Iceland.zip (Hash:34233824813fca9c245f065b47e6952a995ce652c9c02c0c12cc2a4a303cb758),
is also confirmed to be malicious. Both files exhibit behavior consistent with harmful activities.

Related Hashes

Related files

Name Verdict

Iceland.zip ==
34233824813fca%9c245f065b47695229950e652c9c02c0c12cc224a303ch758

And in this analysis, we explore the threat posed by the executable file *Iceland.exe™ across
diverse computing environments, including Windows 10, Linux (Ubuntu 16.04), and Windows 7.
Examining threat scores, antivirus detections, and indicators provides a comprehensive
perspective on the malware's behavior and potential risks .
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Falcon Sandbox Reports

Iceland.exe @ Iceland.exe @ Iceland.exe
Analyzed on: 11/27/2023 16:44:04 (UTC) Analyzed on: 04/02/2020 20:37:03 (UTC) Analyzed on: 03/26/2020 07:40:23 (UTC)
Environment: Windows 10 64 bit Environment: Linux (Ubuntu 16.04, 64 bit) Environment: Windows 7 32 bit
Threat Score: 100/100 Threat Score: 50/100 Threat Score: 50/100
AV Detection: 47% AdWare FakeNs AV Detection: 9% AdWare FakeNs AV Detection: 5% Gen:NN.ZexaF 34104
Indicators: o m Indicators: o o Indicators: o o
Network: [(none Network: (none) Network: (none)
U"H"m ﬁ [ - ]P] [ - l”

Windows 10 (64-bit) Analysis:

The analysis of *Iceland.exe* on Windows 10 (64-bit) conducted on 11/27/2023 revealed an
alarming threat score of 100/100, indicating a highly malicious nature. Notably, 47% of antivirus
engines flagged the file as “AdWare.FakeNS” . While specific indicators were identified, no
network activity was reported. This emphasizes the severity of the threat on this platform,
warranting immediate attention and response to mitigate potential risks.

Linux (Ubuntu 16.04, 64-bit) Analysis:

In the Linux environment (Ubuntu 16.04, 64-bit) on 04/02/2020, *Iceland.exe* exhibited a
moderate threat level with a score of 50/100. The AV detection rate for “AdWare.FakeNS” was
9%, suggesting a potential risk. Similar to the Windows 10 analysis, specific indicators were
observed, but no network activity was reported. This underscores the adaptability of the
malware across different operating systems and the importance of cross-platform vigilance.

Windows 7 (32-bit) Analysis:

Analyzed on 03/26/2020, the examination of *Iceland.exe* on Windows 7 (32-bit) yielded a
threat score of 50/100, signifying a considerable risk. The AV detection rate was 5%, with
detection for “Gen:NN.ZexaF.34104"”. As seen in other analyses, indicators were present without
any reported network activity. While the threat level is notable, the lower AV detection rate on
this platform emphasizes the dynamic nature of the malware and the necessity for
comprehensive security measures across diverse systems.
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And when | used sandbox.pikker.ee :

The analysis conducted on sandbox.pikker.ee revealed that Iceland.exe has been flagged as
"very suspicious" with a high score of 10 out of 10.

SHA2S6

CRC32 BCF31EGS

E Exploit DB Google Hacking D

cuckoo = Recent of Pending Q Search
P Summary a
(=] I File Iceland.ex CE
e Summary ¥ 2 Download 3 Resubend sample This file is very suspicious, with a score of 10 out of 10
® Size 400KB

Phass ot The g aysem i curei i n devslrnentand houldbeconadere ana b .

(=] Type  PEIZ executabie (console)
(] MDS 597 4dbba21960 AFeedback
) SHAT  d7ef27ac] 18233615 3dce0c4b645665 031208 Fdd Expectin e resute? S v i aralsis and e il et i Cichhare

Furthermore, the file has been identified as malicious by five different antivirus engines on
IRMA, with a total of five recorded events. These findings strongly indicate the malicious nature
of the executable.

{<¥ File has been identified by 5 AntiVirus engine on IRMA as malicious (5 events)

G Data Antivirus (Windows) Virus: Gen:Variant.Fugrafa.143502 (Engine A)
Avast Core Security (Linux) FileRepMalware [Adw]

F-Secure Antivirus (Linux) Adware. ADWARE/Redcap.wkfzg (3, 1, 1) [Aquarius]
eScan Antivirus (Linux) Gen:Variant.Fugrafa.143502(DB)

Bitdefender Antivirus (Linux) Gen:Variant.Fugrafa.143502

Additionally, while one screenshot has been obtained during the investigation, its significance in
the context of the malware remains uncertain. Further analysis may be required to determine its
relevance to the overall threat landscape posed by Iceland.exe.

much fast
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ProcMon tool :

Utilizing ProcMon, a tailored filter was implemented to focus on the malware's nomenclature.
The malware was then executed to observe and analyze its distinctive activities within the
system. This method aims to provide concise insights into the behavioral patterns for an in-depth
malware analysis report.

¥ Process Monitor Filter >
Display entries matching these conditions:
Process Mame “||is w | lceland.exe then | Include o
Reset Add Remowve
Column Relation Value Action ()
CreateFile
[] & Cperation 5 CreateFile clude
@ Process M... is Procmon.exe Exclude
63 Process M... is Procexp exe Exclude
@ Process M... is Autoruns exe Exclude
@ Process M... is ProcmonG4. exe Exclude
@ Process M... is Procespbd exs Exclude
@ Process M... is System Exclude W
Ok Cancel Apply

During malware execution, it was determined that the threat utilized two distinct DLL files,

specifically "ntdll.dIl,

indicating potential exploitation of low-level system functions.

Noteworthy file creation and reading operations were also observed, highlighting a multifaceted
impact on system integrity. These findings contribute to a holistic comprehension of the
malware's capabilities and associated risks, forming a foundation for dynamic analysis.

B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help
rA

EEIIIRINTYTAO & F L

Time ... Process Mame PID  Operation Path
12:45:... W lceland exe 3460 <2 Process Start
12:45:... W |celand exe 3460 <P Thread Create
12:4! B |celand exs 3460 2 Load Image C:iUsers\althy\Desktop*lceland exe
124! B Iceland exe 3460 <2 Load Image C:\Windows"\System32\ntdll dl
12:45;... W |celand exe 2460 2 Load Image C:\Windows \SysWOWe4 \ntdll.dl
12:45:... W |celand exe 3460 ‘= ReadFile C:\8Directory
12:45:... W lceland exe B0 ' CreateFile C:\Windows"\Prefetch\ICELAND .EXE-8...
12:45:... W |celand.exe B0 ‘= QueryStandard!...C:\Windows"Prefetch ICELAND . EXE-8...
12:45: TI eland exe 3460 '+ ReadFile C:\Windows"\Prefetch\ICELAND EXE-8...
124 ‘B- celand exe 3460 ' ReadFile C:\Windows"\Prefetch\ICELAND .EXE-8...
124 leeland axe 360 ' CloseFile C:\Windows"\Prefetch\ICELAND EXE-8...
124! ‘B lceland exe 3460 [ RegOpenkey  HKLM\System\CurentControlSet'\Contr...
12:45:... W |celand exe 3460 [ RegOpenKey — HKLM\System\CurentControl Set'\Contr...
12:45:... W leeland axe 3460 ﬁ RegQuenyValue HKLM\System‘CumrertControlSet*Contr....
12:45:... W |celand exe 3460 [ RegCloseKey  HKLM\System\CurentControlSet'\Contr...
12:45:... W |celand exe 3460 [ RegOpenkey  HKLM\SYSTEM\CumertCortrolSet\Con...
12:45:... W leeland axe 3460 ﬁ RegOpenkey HKLM\System\CumentControl Set*\Caontr....
12:45:... W |celand exe 3460 [ RegOpenkey  HKLM\SYSTEM\CumertCortrolSet\Con...
12:45;... W |celand exe 3460 EE’ RegOpenkey HEKLM\SystemCumrentControl Set \Contr. ..
12:45:... W |celand exe 3460 ﬁﬂeg@uew‘-ﬁalue
12:45:... W |celand exe 3460 [ RegCloseKey

| D R

Result Detail

SUCCESS Parent PID: 3212, ..
SUCCESS Thread 1D: 6332
SUCCESS Image Base: (x3al...
SIUCCESS Image Base: (u7id...
SUCCESS Image Base: (x773...
SUCCESS Offset: 65,536, Len...
SUCCESS Desired Access: G...
SUCCESS AllocationSize: 4.0...
SUCCESS Offset: 0, Length: 3...
SUCCESS Offset: 0, Length: 3...
SUCCESS

REPARSE Desired Access: Q...
SUCCESS Desired Access: Q...

NAME NOT FOUND Length: 80
SUCCESS

REPARSE Desired Access: Q...
NAME NOT FOUND Desired Access: Q...
REPARSE Desired Access: Q...
SUCCESS Desired Access: Q...
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Further exploration revealed that the malware created the threats and processes, followed by
exit the thread.

12:45:.. W lceland exe MED ¢ Thread Create SUCCESS Thread 1D: 5516
12:45:... ' lceland exe 6D % Process Create  C\Windows \SysWOWES \WerFault exe  SUCCESS PID: 7140, Comma...
12:45:.. W lceland exe MED P Thread Exit SUCCESS Thread 1D 4436, ...
12:45:... - lceland exe 3460 < Thread Exit SUCCESS Thread |1D: 5516, ...
12:45:.. W lceland exe MED % Thread Exit SUCCESS Thread 1D: 6332, ...
12:45:.... W celand.exe 3460 <?Process Exit SUCCESS Exit Status: -10737...
12:45:.. ' lceland exe 3460 E’Heg@penl{ey HELM\System \CumertControl Sett Servi... SUCCESS Desired Access: All..
12:45:... W lceland exe 360 EE’HegQuery‘-.-"alue HELM\System \CumertControl Set Servi... SUCCESS Type: REG_BIMA...
12:45:... ' lceland exe 3460 E’HegSeWalue HELMSystem \CumertControl Set Servi... SUCCESS Type: REG_BIMA...
12:45: . W lceland exe 3460 E’HEQCIDSEKE'_.' HELM\System \CumentControl Set Servi... SUCCESS

This behavior suggests a deliberate and controlled strategy employed by the malware, likely for
evasive measures or to conceal its presence by creating and terminating threats and processes in
a sequenced manner. Understanding this pattern is crucial for anticipating the malware's tactics
and enhancing countermeasures against its activities.

Process Explorer :

Like the previous program, | created a filter to find the malware and ran the malware to monitor
what would happen .

Process Explorer unveiled two processes with PID numbers 7644 and 1724, denoted in red
(Terminated processes) and green (New processes) , displaying CPU usages of 11% and 30%,
respectively. These processes, Descripe as SSH, Rlogin, and SU , exhibited working set sizes of
30,616 K and 41,344 K. The elevated CPU usage alongside privileged access activities suggests a
potential security concern, necessitating further investigation into the nature and legitimacy of
these processes.

Qy

File Options View Process Find Users Help

HE=EpER s ad | | i [Iceland

Process CPU  Private Bytes | Working Set PID Description Company Name

= v K —
lceland .exe 30.30 33,920K 41344 K 1724 SSH, Telnet, Rlogin, and SU... Simon Tatham
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B |celand.exe:d116 Properties - O X

Image Performance Performance Graph GPU Graph
Threads TCPfIP Security Environment Job Strings

Examining the malware properties revealed the creation comt: ¢
of 9 threats, as detailed in the accompanying image,
suggesting a complex and potentially harmful nature.

TID EPU CSwitch D... Suspend Count  Start Address

Even after a thorough look into the malware, | don’t find
the strings. This suggests the malware might be using
advanced techniques to hide its code and operations, Tresd 0 =l M

Start Time: E
making the analysis more challenging. sete: e o
rnel Time: ynamic Priority:
User Time: 10 Priority:
Context Switches: Memory Priority:
Cydles: Ideal Processor:

Permissions Kill Suspend

Carcel

RegShot tool :

Upon conducting a comparative analysis using RegShot before and after the execution of the
malware, notable changes in the Windows Registry were identified.

The first detect of malware was in Values modified in this command:

HKLM\SYSTEM\ControlSet@@l\Services\bam\State\UserSettings\S-1-5-21-2723166875-3450330811-3520752311-1000\Microsoft.Windows.Search_cwSnlh2txyewy: C4 3D B6 FE 78 23 DA ©1 00 00 00 00 00 0 00 60 @1 09 00 00 92 20 00 00
HKLM\SVSTEM\Ccntl"olSetﬂBl\SEr‘v:lceS\bEm\StatE\UserSett:ngs\S 1-5-21-2723166875-3450330811-3520752311- 180B\\Dev:lce\HEI"dd:lschlume3\W1r\dcws\SyStem!Z\Taskmgr exe: DE 57 14 27 0B 23 DA 01 00 00 00 00 00 00 00 00 00 00 00 @0 62 60 60 oo
-1-5-2
g5\5-1-5-2° rddiskVolum s\a. esktop\proje t\I eland.exe: AD 9D DC 78 76 23 DA 01 00 00 00 00 00 00 00 00 0@ 0@ A0 60 62 60 60 09
HKLM\SYSTEM\ControlSe 5\S-1-5-2 i S\EIthy\D sktop\project\Iceland.exe: (@ F8 ED @1 79 23 DA 01 @0 00 00 00 00 62 00 00 @0 00 00 00 02 60 ee 00
HKLM\SYSTEM\Co 5\S-1-5-2 oft. Skyp App_kzfBqxf38zg5c: 35 EA CC 25 77 23 DA 01 00 00 60 0@ 00 00 00 00 01 00 60 60 02 00 00 00
HKLM\SYSTEM\ControlSet@81\Ser gs\S-1-5-21-2723166875-3450330811-35208752311-1808\Microso ft.SkypeApp_kzf8qxf38zg5c: BS A3 20 83 79 23 DA @1 09 00 00 0e @0 00 60 60 01 60 00 26 02 00 e ee

ser
HKLM\SYSTEM\ControlSet8d1\Ser ITS\Start: Oxi BBBBBBBS

The added hexadecimal values (AD 9D DC 7B 76 23 DA 01 00 00 00 00 00 00 00 00 00 00 00 00 02
00 00 00) indicate a modification induced by the malware. These changes likely represent
alterations to the user settings associated with the "lceland.exe" application for the specified
user.

Second detected was in Values modified also in this command:

20 00 12 00 00 00 13 0 2 09 14 02 0@ 00 15 00 00 00 16 02 2 00 17 00 00 00 13 00 02 02 19 00 00 00 1A 90 20 00 18 02 00 09 1C 00 00 00 1D 92 92 P2 1E 00 00 00 1F 00 00 00 20 02 00 00 21 00 90 90 22 90 00 02 23 0 00 00 24 80 90 0 25 00 0 00 26 00 00 00 27 02 09 of
00 61 60 60 60 62 60 60 60 03 00 00 B0 04 00 00 00 00 00 00 60 60 60 60 60 60 60 B0 00 0O 00 00 00 00 00 0O 00 0O 00 00 60 60 60 60 60 00 00 00 00 00 00 00 00 60 00 6O 6 60 60 60 60 60 60 80 00 00 00 0D 00 00 00 60 00 60 60 60 6O B0 60 00 B0 60 00 00 00 00 00 00 00 00
KU\S-1-5-21-2723166875-3450330811 - 3520752311 -1000\SOF THARE \Mi crosoft \Windows NT\Cur i i £ 1an 3 09 00 00 28 97 00 69 00 00 00
HKU\S-1-5-21-2723166875- 3450330811 - 3520752311 - 1000\ SOF THARE \Ml 4r\ux ndows NT\Cur an\Aop(omp atFlags \(olp tlbxnty Assistant\Store\C: \Users\a. 1zny\no 5k toy 00 00 28 00 00 00 £1 97 00 09 0 0 00 00
HKU\S-1-5-21-2723166875- 3450330811 -3520752311-1000\SOF THARE \C1asses\Local Settings \s rosoft\Windows\C: on\AppMode1\Sy \Microsoft.Wind 20 78 23 DA 01

The malware, upon analysis, exhibited modifications within the registry key related to
compatibility flags for "Iceland.exe" .The changes involved additions of hexadecimal values,
indicating potential manipulations, while also featuring alterations suggesting data replacement
or removal.
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Ghidra:

The project file "Iceland.exe" is a 32-bit, little-
endian executable created with Visual Studio.
It contains 7 memory blocks, 1 function, and
74 symbols. The executable, last modified on
Mon Nov 27, 2023, has an MD5 checksum of
c997f4dbbd21 and SHA256 of 36185cabb5d7. =

[ Import Results Summary

Project File Name
Last Modified:
Readonl,

Program Nane:
Language ID:
Conpiler ID
Processor:

Endian:

Address Size:
Minimum Address:
Maximum Address:

# of Bytes:

# of Memory Blocks:
# of Instructions
# of Defined Data:
# of Functions

# of Synbols:

# of Data Types:

# of Data Type Categories
Conpiler:

Date Created
Executable Fornat:
Executable Location
Executable MDS:
Executable SHA256:

POB Age:
FOB File:
PDB GUID:
PDB Version:

Created With Ghidra Version:

Iceland.exe

Mon Nov 27 15:00:51 EST 2022
alse

Iceland.exe

x86:LE: 32:default (2.14)
windows

%86
Little
32
00400000
0040d5F

41480
7

0
1020
1

74
39

4
visualstudio:unknown

10.3.2

Mon Nov 27 15:00:51 EST 2023

Portable Executable (PE)

/home /kali/Downloads/Iceland. exe

€997 4dbbd 21 90dd8ad1 713223867467
36185cabh5d7838465ab8h507dd]1 031833147 52262001 6a71 caf4552244b098
file:///home/kali/Downloads/Iceland . exe ?MD5=c937 f4dbbd2150ddBad1713a 23857467
2

yasuo. pdb
378ed0e9-c438- 4610- 8141 - Bcd4a21516aa
RSDS

Debug information includes a PDB file named
"yasuo.pdb" with age 2 and GUID 378ed0e9-
c438-4610-8141-8cd4a21516aa. The
executable is relocatable, has a section
alignment of 4096, and was analyzed using
Ghidra version 10.3.2.

Preferred Root Nanespace Category:
Relocatable: true
Sectionalignment: 4096

Additional Information

rrrrr Loading /home/kali/Downloads/Iceland. exe -----
Delay inports detected.

Library APT-MS-WIN-CRT-HEAP-L1-1-0.DLL: Not found
Library API-MS-WIN-CRT-HEAP-L1-1-0.DLL; Not found
Library APT-MS-WIN-CRT-LOCALE-L1-1-0.DLL: Not found
Library APT-MS-WIN-CRT-LOCALE-L1-1-0.DLL: Not found
Library APT-MS-WIN-CRT-MATH-L1-1-0.DLL: Not found
Library APT-MS-WIN-CRT-MATH-L1-1-0.DLL: Not found
Library APT-MS-WIN-CRT-RUNTIME-L1-1-0.DLL: Not found
Library APT-MS-WIN-CRT-RUNTIME-L1-1-0.DLL: Not found v

Jr

@
File Edit Analysis Graph Mavigation Search Sclect Tools

bl 4 1 4 J°ER Y

Window Help

IDULFVYEB- @49 » o V/EIabGL.0B® OEF

Program Trees FIEEIES ‘Eustng: Iceland.exe NEEA I EES ‘CfDEUHﬂiE’ G Wy x
=-[E7¥ Iceland.exe =1 2 ~ 1 [wo Function
- Headers // Headers
; text // ram:00400000-ram: 004001££
; rdata &1 Analysis Options X
b data
el rere Analyzers Description
- Debug Data
Enabled  Analyzer
2 Aggressive Instruction Finder (Frototype) ~
Apply Data Archives
ASCIT Strings
Call Convention ID Options
Program Tree X Call-Fixup Installer
= Condense Filler Bytes {Prototype)
1 Symbol Tree o ™% Create Address Tables
- [l Imports Data Reference
- Exports Decompier Parameter ID
tl- [E5fF) Functions Decompiler Switch Analysis
i) 59 Labels Demangler Microsoft
i) I3 Classes Disassemble Entry Points
- [C5( ) Namespaces Embedded Media
External Entry References
Function ID
Function Start Pre Search
Function Start Search
Function Start Search After Code
Function Start Search After Data
= Non-Returning Functions - Discovered
Filter: 2 MNon-Returning Functions - Known
= [Z pnAMSOL hd
o7) Data Type Manager v X
Deselect Al Reset save..
- |- (WK
{3 Data Types Standard Defaults ~| | Delete
Al BuiltInTypes
& |l ©lceland.exe >
= L 3
£l Console i Cancel Apely AR
Fiter: &)
Q‘ 00400000 MAGE_DOS_HEADER. (54) 5]

I've enabled a comprehensive set of analyzers for the project, including Aggressive Instruction
Finder, ASCII Strings, Imports, Exports, and more. This thorough selection aims to provide
detailed insights into the executable's structure and behavior for effective malware analysis.
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