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Overview 

The malware is delivered as a Word document which can gain initial access through phishing, It 

contains a VBA macro that drops the actual scripts and starts execution which initiates a 

connection with a Command and Control server for the attacker to manipulate the victim’s 

machine through system commands or special commands, It doesn’t have a persistence 

technique itself, but the attacker can gain it using their control over the system. 

 

The special commands vary between commands that can gain more information about the victim 

machine such as: taking a screenshot and getting system info, or commands to download or 

upload to the Command and Control server via FTP, or even commands to modify the file 

system like copying files, linking, hiding, and renaming files and folders, and there exists a 

command to compress the files into a one zip file or into multiple chapters to help in the 

exfiltration process, or even commands to modify the registry itself. 

There also a script to communicate with the attacker frown.py and another to execute the 

commands smile.py and they communicate and synchronize their behavior via other files to store 

the commands or the output encrypted using Affine cipher, and another file to mark which script 

can run and which can wait, but this is not always the case since frown.py can give the attacker 

an interactive shell in case of an error or something with smile.py. 

Also, the commands can be executed in the background and the attacker implemented a way to 

manage these processes in the background in case of they want to do multiple jobs at the same 

time and the output of these background commands is stored too. 
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MITRE ATT&CK 

 

 

File identification 

By opening the sample on HxD tool I noticed the first 8-bytes: 

 

Which are common in Microsoft office documents so to identify the document type I searched 

for “word”: 

 

Now it’s clear that the sample is a Word document and hence 7.94 MB size is suspicious. 
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Stage 1 

Overview 

I checked the document using olevba tool and it showed there is a macro embedded inside: 

 

I dumped the vba script to examine closely as it was not obfuscated. 

VBA analysis 

 

The script does the following: 

• Copies the word document to: C:\Users\Public\docer.doc 

• Reads the last 7074638 bytes from the document 

• Writes the previous data to: C:\Users\Public\smile.zip 

• Checks if C:\Users\Public\Python37 directory exists if so, it deletes it 

• Unzipping C:\Users\Public\smile.zip file into Python37 folder on the same directory 

• Deletes C:\Users\Public\smile.zip and C:\Users\Public\docer.doc files 

• Runs the python script launcher.py using the dropped python.exe 
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Static extraction 

I preferred to extract the zip file statically, so I calculated the offset of the zip file inside the 

original word document: 

0x7F214D (document size) - 7074638 (start) + 1 = 0x132E00 

I jumped to that address in HxD tool and noticed the PK magic numbers that marks a zip file: 

 

And saved the data starting from here to the end as smile.zip and looked at the files inside the 

archive which includes Python utility with some libraries and scripts: 
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Stage 2 

Overview 

Starting from the entry point launcher.py script: 

 

It has a simple anti-VM technique that checks if the disk size is greater than 62 GB if so, it 

continues execution otherwise it overwrites smile.py, smile_funs.py and frown.py with the 

legitimate python LICENSE.txt, so these are the malicious scripts. 

After passing the simple check it generates the GUID of the victim and writes it inside frown.py 

in THE_GUID_KEY variable value and in .key file on the same directory to identify victims. 

 

Then it executes smile.py and frown.py scripts. 
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Python scripts analysis 

The logic of the execution is explained as follows: 

• smile.py script handles command parsing and execution. 

• frown.py script handles the connection to the Command and Control server. 

• smile_funs.py script contains the functions for parsing and executing commands. 

The interaction between smile.py and frown.py is indirect both use an intermediate channel 

which is Abibliophobia23 file, the frown.py writes the server’s commands and smile.py reads it 

and executes then writes the result in the same file so frown.py can read and send it to the C&C 

server. This operation demands a synchronization so they both use Abibliophobia23.ready file 

to record the state so one can work while the other waits: 

• If Abibliophobia23.ready has “0” inside, frown.py can execute and smile.py waits 

• If Abibliophobia23.ready has “1” inside, smile.py can execute and frown.py waits 

The data written inside Abibliophobia23 file is encrypted using Affine cipher. 

Since smile.py is the first to execute it prepare the shell header and writes it encrypted and waits 

for the attacker commands: 
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After 83 seconds of frown.py sleeping it checks if it’s connected by pinging google then if 

online it sends null to the server if it’s not connected it established a connection: 

 

The connection is done via a socket over SSL the attacker can respond with: 

• “who” to get victim’s information on the format username@computer_name-guid 

• “ice” to establish a communication channel 
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In frown.py the malware connects with the host dellgenius.hopto.org on port 143: 

 

It seems the malware is a Remote Access Trojan (RAT) so, I wrote a basic server in python to 

simulate the C&C server and changed the malware’s host to localhost 127.0.0.1 without the need 

for SSL context since the connection is happening locally, to discover the malware’s 

functionalities dynamically from the attacker’s point-of-view: 

import socket 

from colorama import init 

from time import sleep 

 

init() 

 

HOST = '127.0.0.1' 

PORT = 143 

connected = True 

 

with socket.socket(socket.AF_INET, socket.SOCK_STREAM) as s: 

    s.bind((HOST, PORT)) 

    s.listen() 

    conn, addr = s.accept() 

    with conn: 

        while connected: 

            print(conn.recv(10000).decode(), end='') 

            msg = input() 

            conn.sendall(msg.encode()) 

            sleep(1)  # wait the response 

back in frown.py if the attacker chose “ice”, header will be sent, and they will have several 

options: 
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• “exit” to break from frown.py loop and hence the connection. 

• “dis” to close the Abibliophobia23 file and stopping the script immediately. 

• “##” to have a direct shell on the system from frown.py directly which can be used in 

case of a problem in smile.py to not lose the control over the victim’s machine. 

• Executing commands whether normal cmd commands or special commands. 

When the command is sent and written by frown.py script, smile.py checks if the command 

starts with $$ if so, it makes it run in a sub process in background and adds it to the processes 

list, otherwise it executes it directly and returns the result: 

 

This is the result of using $$ with ls command in Process Hacker 2 tool: 

 

In the following section I edited some sleep intervals to 1 second to use my server without delays 

to get deeper understanding of some of the special commands. 
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Interesting special commands 

This is a list of all special commands the attacker can use on the victim machine: 

 

Some commands are obvious or the same as normal cmd commands so I will focus on the most 

critical ones. 
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sysinfo 

used to get more details about the victim’s system 

 

upload 

upload -f <file> -u <username> -p <password> -d <directory> 

 

The command basically downloads a file from the FTP server owned by the attacker using the 

same host dellgenius.hopto.org but on the default FTP port 21, using FakeNet-NG tool to 

simulate the FTP response and I got the requested file. 

FakeNet-NG logs: 

 

Downloaded file in the same directory:  

 

 

download 

download -f <file> -u <username> -p <password> -d <directory> 

 

Same as the previous command but it uploads a file to the FTP server which can be the main 

method for exfiltration. 
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shot 

shot -u <username> -p <password> -d <directory> 

 

It takes a screenshot using mss python library (which saves it as monitor-1.png on the current 

directory by default) and then sends it to the FTP server to be saved in the format 

shot_{computer_name}_{time}.png 

 

register 

register -o <root_key> -p <path> -n <key_name> -v <key_value> -t <value_type> 

This adds a registry key which then can be used to achieve persistence on the victim machine, 

the -o and -v options values are defined by the attacker as following: 

 

 

https://t.me/learningnets



15 

 

I tested it with calc.exe, the attacker can use it on launcher.py to be run by the dropped 

python.exe to launch the malware on startup: 

 

 

 

compress 

compress -d <output> -t <file(s)> -c <chunk_size> -l <compression_level> 

 

It compresses the file(s) to decrease the size in the exfiltration process, the -v option (optional) is 

used to divide the file into multiple files (the size is provided in MB) and then removing the 

original archive, the archives end with their order number. 

jobs 

jobs [clear|output|kill|terminate|close] <process(es)_number(s)> 

Recalling the execution with $$ + the command makes a child process; this option is made to 

control these jobs that happen in the background which are all stored in a list called processes 

• If no arguments is provided it will list the jobs: 
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• “clear” option clears the list of processes: 

 

• “output” option can show the output of the process even if it has ended: 

 

• The kill, terminate and close options can be used if the attacker is compressing, 

downloading, or uploading a large file and it's running on the background, and they lost 

interest in that file for example. 
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Indicators of Compromise (IOCs) 

Hashes 

sample1 (original Word document) 

MD5 3aadbf7e527fc1a050e1c97fea1cba4d 

SHA1 2cf055b3ef60582ca72e77bc4693ea306360f611 

SHA256 208ec23c233580dbfc53aad5655845f7152ada56dd6a5c780d54e84a9d227407 

 

launcher.py 

MD5 213a4ab4cd98002144bfba75ff2ac67c 

SHA1 d14c7ea0f4f7269dd1bf10f4f60a5495f3fdc3b2 

SHA256 5f1c268826ec0dd0aca8c89ab63a8a1de0b4e810ded96cdee4b28108f3476ce7 

 

smile.py 

MD5 7e9d3fe81c528d9729bc03a805460642 

SHA1 298974d7e3efef0cad81ba039b2e1a38f543454a 

SHA256 252c5d491747a42175c7c57ccc5965e3a7b83eb5f964776ef108539b0a29b2ee 

 

smile_funs.py 

MD5 471b1d3d04b1a582d236a033c0c9cac2 

SHA1 1b13b772a43cb39441aee4ca70991f0200d8e3cb 

SHA256 312f54943ebfd68e927e9aa95a98ca6f2d3572bf99da6b448c5144864824c04d 
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Host-based signatures 

• C:\Users\Public\Python37\launcher.py 

• C:\Users\Public\Python37\smile.py 

• C:\Users\Public\Python37\frown.py 

• C:\Users\Public\Python37\smile_funs.py 

• C:\Users\Public\Python37\.key 

• C:\Users\Public\Python37\Abibliophobia23 

• C:\Users\Public\Python37\Abibliophobia23.ready 

Network-based signatures 

• C2 server  : dellgenius.hopto.org:143 

• FTP server : dellgenius.hopto.org:21 

YARA rules 
 

 

 

import "hash" 

 

rule PoetRat 

{ 

    meta: 

        malware = "PoetRat" 

        description = "Detection of PoetRat malware" 

 

    strings: 

        $c2_server = "dellgenius.hopto.org" 

        $file = "Abibliophobia23" 

 

    condition: 

(hash.md5(0, filesize) == "3aadbf7e527fc1a050e1c97fea1cba4d") or // Word MD5 

        (hash.md5(0, filesize) == "213a4ab4cd98002144bfba75ff2ac67c") or // launcher.py MD5 

        (hash.md5(0, filesize) == "7e9d3fe81c528d9729bc03a805460642") or // smile.py MD5 

        (hash.md5(0, filesize) == "471b1d3d04b1a582d236a033c0c9cac2") or // smile_funs.py MD5 

        $c2_server or $file 

} 
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