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Preface

Over the past several years, the field of detection engineering has become more and more at the forefront
of cyber security defense discussions. While the number of conference talks, blog posts, and webcasts
surrounding detection engineering has increased, a dedicated book on the topic has not yet appeared
on the market. We hope that we can fill the gap with the release of this book. While learning resources
for related fields such as threat hunting, threat intelligence, and red teaming are plentiful, detection
engineering has a long way to go in providing the training necessary to develop detection engineers.

Our goal is to not only provide a discussion on the topic but to provide you with practical skills using
hands-on exercises throughout the book. Furthermore, we hope that these exercises, in combination
with the creation of the detection engineering test lab, lead you to continue your education and training
by practicing the skills you've learned for your own use cases.

The authors of this book have worked in various areas of security, with a current focus on detection
engineering, and derived this content from real-life experiences throughout their careers. This, combined
with research taken from some of the top minds in this field, provides you with a comprehensive
overview of the topics necessary to understand detection engineering. With topics including the
detection engineering life cycle, creating and validating detections, careers guidance for detection
engineers, and everything in between, you should walk away feeling confident in your understanding
of what detection engineering is and what it means to the cyber security industry.

We hope this book inspires continued content creation and community contributions in
detection engineering.

Who this book is for

This book provides insights into detection engineering via a hands-on methodology for those with
an interest in the field. It is primarily focused on security engineers who have some experience in
the area. Mid- to senior-level security analysts can also learn from this book. To fully understand the
content and follow the labs, you should understand foundational security concepts. Additionally, you
should have the technical ability to work with technologies such as virtual machines and containers,
which are leveraged in hands-on exercises throughout the book.
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What this book covers

Chapter 1, Fundamentals of Detection Engineering, provides an introduction to the foundational
concepts that will be referenced throughout the book. It also defines detection engineering to help
you understand what exactly detection engineering is.

Chapter 2, The Detection Engineering Life Cycle, introduces the phases of the detection engineering
life cycle and different types of continuous monitoring. Each phase of the life cycle will be discussed
in depth in later chapters.

Chapter 3, Building a Detection Engineering Test Lab, introduces the technologies that will be used
to build a detection engineering test lab. The subsequent hands-on exercises will teach you how to
deploy the detection engineering lab that will be leveraged for future labs throughout the book, and
how to create a simple detection.

Chapter 4, Detection Data Sources, discusses what detection data sources are, their importance, and
the potential challenges faced when leveraging data sources. It will then provide a hands-on exercise
to connect a new data source to the detection engineering test lab.

Chapter 5, Investigating Detection Requirements, looks at the first two phases of the detection engineering
life cycle. It discusses how to identify and triage detection requirements from a variety of sources and
the related methods and processes to be implemented.

Chapter 6, Developing Detections Using Indicators of Compromise, discusses the use of indicators
of compromise for the purpose of detection engineering. The concept is demonstrated through an
example scenario based on a real-life threat. As part of the exercise, Sysmon will also be introduced
and installed in the detection engineering lab.

Chapter 7, Developing Detections Using Behavioral Indicators, builds on Chapter 6 by moving on to
developing detections at the behavioral indicator level. Two scenarios and associated exercises are
leveraged to introduce the concept: one focused on detecting adversary tools and one focused on
detecting tactics, techniques, and procedures (TTPs).

Chapter 8, Documentation and Detection Pipelines, provides an overview of how detections should be
documented in order to effectively manage a detection engineering program. It then introduces concepts
related to deployment processes and automation, such as CI/CD, along with a lab to demonstrate
creating a detection pipeline.

Chapter 9, Detection Validation, provides an overview of validating detections using various methodologies.
It will introduce two tools, Atomic Red Team and CALDERA, that can be used for performing
validation. An associated hands-on exercise will allow you to work with these tools in your detection
engineering test lab.

Chapter 10, Leveraging Threat Intelligence, provides an introduction to cyber threat intelligence with
a focus on how it relates to detection engineering. A series of examples is used to demonstrate the
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use of open source intelligence for detection engineering. Additionally, the chapter will discuss the
use of threat assessments to develop detection requirements.

Chapter 11, Performance Management, provides an overview of how to evaluate a detection engineering
program as a whole. It includes methodologies for calculating the effectiveness and efficiency of the
detections in an organization. Then, it discusses how such data can be used to improve the detection
engineering program.

Chapter 12, Career Guidance for Detection Engineers, closes off the book with a discussion on careers
in detection engineering. This includes finding jobs, improving your skill sets, and associated training.
It then provides insights into the future of detection engineering as a field. Finally, it looks at ways in
which detection engineers can contribute to the community.

To get the most out of this book

The primary software used in this book is Docker and virtualization software. All other software
and operating systems are run within these technologies. Due to the use of virtualization software,
these labs cannot be run on ARM-based systems, such as M1 Macs. For the labs, we provide setup
instructions for both Linux and Windows systems.

Software/hardware covered in the book Operating system requirements
Docker Windows or Linux
VirtualBox Windows or Linux

While the book uses steps and screenshots specific to VirtualBox in the exercises, users who have an
understanding of virtualization software may use VMware or other solutions of their choice.

If you are using the digital version of this book, we advise you to type the code yourself or access
the code from the book’s GitHub repository (a link is available in the next section). Doing so will
help you avoid any potential errors related to the copying and pasting of code.

Download the example code files

You can download the example code files for this book from GitHub at https://github.com/
PacktPublishing/Practical-Threat-Detection-Engineering.If there’s an update
to the code, it will be updated in the GitHub repository.

We also have other code bundles from our rich catalog of books and videos available at https: //
github.com/PacktPublishing/. Check them out!
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Download the color images

We also provide a PDF file that has color images of the screenshots and diagrams used in this book.
You can download it here: https://packt.link/gtlnr.

Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “The
process described on Elastic’s site involves the use of docker-compose.yaml and a . env file,
which docker-compose then interprets to build the Elastic and Kibana nodes.”

A block of code is set as follows:

ES1 DATA=/path/to/large/disk/elasticdata/es01
ES2 DATA=/path/to/large/disk/elasticdata/es02
KIBANA DATA=/path/to/large/disk/elasticdata/kibana_data

Any command-line input or output is written as follows:

$ docker --version
Docker version v20.10.12, build 20.10.12-Oubuntu4

Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words in
menus or dialog boxes appear in bold. Here is an example: “At this point, you are probably wondering
what type of data is being sent back to the Elasticsearch backend. You can view this data by navigating
to the Discover page, under Analytics in the hamburger menu.”

Tips or important notes
Appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, email us at customercaree
packtpub . com and mention the book title in the subject of your message.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub.com/support/errata and fill in the form.
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Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyright@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors.packtpub. com.

Share Your Thoughts

Once you've read Practical Detection Engineering, wed love to hear your thoughts! Please click here
to go straight to the Amazon review page for this book and share your feedback.

Your review is important to us and the tech community and will help us make sure we’re delivering
excellent quality content.

https://t.mel/learningnets
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Part 1:
Introduction to Detection
Engineering

In this part, you will learn about some foundational concepts related to detection engineering. After
establishing this baseline knowledge, you’ll be introduced to the detection engineering life cycle,
which will be followed throughout the book. To wrap up this part, we'll guide you through deploying
a detection engineering lab, which will support the labs throughout the book.

This section has the following chapters:
o Chapter 1, Fundamentals of Detection Engineering

o Chapter 2, The Detection Engineering Life Cycle
o Chapter 3, Building a Detection Engineering Test Lab
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Fundamentals of Detection
Engineering

Across nearly every industry, a top concern for executives and board members is the security of their
digital assets. It's an understandable concern, given that companies are now more interconnected and
reliant on technology than ever before. Digital assets and their supporting infrastructure comprise ever-
increasing portions of a typical organization’s inventory. Additionally, more processes are becoming
reliant on robust communication technologies. In most cases, these technologies enable companies
to operate more effectively. The management and defense of this new digital landscape, however, can
be challenging for organizations of any size.

Additionally, where sophisticated attacks used to be limited to nation-state adversaries, the increased
interconnectedness of technology, coupled with the emergence of cryptocurrencies, creates a near-
perfect environment for cyber criminals to operate in. The addition of sophisticated threat actors
motivated by financial gain rather than those limited to nation-state motivations has dramatically
broadened the number of organizations that must be able to identify and respond to such threats.
Stopping these attacks requires increased agility by an organization to combat the adversary. A detection
engineering program provides that agility, improving an organization’s ops tempo to operationalize
intelligence about new threats. The primary goal of detection engineering is to develop the rules or
algorithmic models to automatically identify the presence of threat actors, or malicious activity in
general, promptly so that the relevant teams can take mitigative action.

In this chapter, we will discuss several topics that will provide you with knowledge that will be relevant
throughout this book:

« Foundational concepts, such as attack frameworks, common attack types, and the definition
of detection engineering

o The value of a detection engineering program

o An overview of this book
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Fundamentals of Detection Engineering

Foundational concepts

The foundation of how we can track and categorize an adversary’s actions allows us to prioritize
and understand the scope or coverage of our detections. The following subsection covers common
frameworks and models that will be referenced throughout this book. They provide a starting model
for framing cyberattacks, their granular sub-components, and how to defend against them.

The Unified Kill Chain

Cyberattacks tend to follow a predictable pattern that should be understood by defenders. This pattern
was initially documented as the now famous Lockheed Martin Cyber Kill Chain. This model has
been adapted and modernized over time by multiple vendors. The Unified Kill Chain is a notable
modernization of the model. This model defines 18 broad tactics across three generalized goals, which
provides defenders with a reasonable framework for designing appropriate defenses according to
attackers’ objectives. Let’s look at these goals:

o In: The attacker’s goal at this phase is to research the potential victim, discover possible attack
vectors, and gain and maintain reliable access to a target environment.

« Through: Having gained access to a target environment, the threat actor needs to orient
themselves and gather supplemental resources required for the remainder of the attack, such
as privileged credentials.

o Out: These tactics are focused on completing the objective of the cyberattack. In the case of
double extortion ransomware, this would include staging files for exfiltration, copying those
files to attacker infrastructure, and, finally, the large-scale deployment of ransomware.
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Foundational concepts

Figure 1.1, based on the Unified Kill Chain whitepaper by Paul Pols, shows the individual tactics in
each phase of the kill chain:

Reconnaissance

Collection

Social Engineering

Credential Access

Figure 1.1 - The Unified Kill Chain

Privilege Escalation

Defense Evasion

Command & Control

To better understand how the Unified Kill Chain applies to cyberattacks, let’s look at how it maps
to a well-known attack. We are specifically going to look at an Emotet attack campaign. Emotet is a
malicious payload often distributed via email and used to deliver additional payloads that will carry
out the attacker’s final objectives. The specific campaign we will analyze is one reported on by The
DFIR Report in November 2022: https://thedfirreport.com/2022/11/28/emotet -
strikes-again-1lnk-file-leads-to-domain-wide-ransomware/.
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6 Fundamentals of Detection Engineering

Table 1.1 lists the stages of the attack, as reported in the article, and how they map to the Unified

Kill Chain:
ified Kill Chai
Attack Event Unified Kill Chain Unified Kill Chain Phase
Phase Group
Emotet executed via LNK ,
In Delivery
malspam attachment
Emotet sends outbound Network propagation Pivotin,
SMTP spam email propag &
Domain enumeration via
Through Di
Cobalt Strike rous iseovery
Lateral tt
atera mover'nen © Through Pivoting
user workstation
SMB share enumeration Through Discovery
Zerologon exploit attempt In Exploitation
Remote Management Command
. In .
Agent installed and control/persistence
Exfiltration via Rcl
xfiltration via Rclone Out Exfiltration
to Mega
Ransomware execution Out Impact

Table 1.1 - Unified Kill Chain mapping for Emotet attack chain

As can be seen from Table 1.1, not all phases will take place in every attack and may not occur in a
linear order.

To read the full Unified Kill Chain whitepaper, visit this link: https://www.unifiedkillchain.
com/assets/The-Unified-Kill-Chain.pdf.

While this follows the progression of a typical cyberattack, as the paper outlines and as our example
shots show, it is not uncommon for the attacker to execute some tactics outside this expected order.
While the Unified Kill Chain provides a model for how threat actors carry out attacks, it does not
dive into the detailed techniques that can be used to achieve the goals of each phase in the kill chain.
The MITRE ATT&CK framework provides more granular insight into the tactics, techniques, and
procedures leveraged by threat actors.
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Foundational concepts

The MITRE ATT&CK framework

The MITRE ATT&CK framework is a knowledge base developed by the MITRE Corporation. The
framework classifies threat actor objectives and catalogs the granular tools and activities related to

achieving those objectives.

ATT&CK stands for Adversarial Tactics, Techniques, and Common Knowledge. The MITRE
ATT&CK framework groups adversarial techniques into high-level categories called tactics. Each tactic
represents a smaller immediate goal within the overall cyberattack. This framework will be referenced
frequently throughout this book, providing an effective model for designing and validating detections.
The following points detail the high-level tactics included as part of the Enterprise ATT&CK framework:

Reconnaissance: This tactic falls within the initial foothold phase of the Unified Kill Chain.
Here, the threat actor gathers information about their target. At this stage, the attacker may
use tools to passively collect technical details about the target, such as any publicly accessible
infrastructure, emails, vulnerable associate businesses, and the like. In ideal cases, the threat
actor may identify publicly accessible and vulnerable interfaces, but reconnaissance can also
include gathering information about employees of an organization to identify possible targets
for social engineering and understand how various internal business processes work.

Resource development: This tactic falls within the initial foothold phase of the Unified Kill
Chain. Having identified a plausible attack vector, threat actors design an appropriate attack and
develop technical resources to facilitate the attack. This phase includes creating, purchasing, or
stealing credentials, infrastructure, or capabilities specifically to support the operation against
the target.

Initial access: This tactic falls within the initial foothold phase of the Unified Kill Chain. The
threat actor attempts to gain access to an asset in the victim-controlled environment. A variety
of tools can be leveraged in combination at this point, ranging from cleverly designed phishing
campaigns to deploying code that weaponizes yet-undisclosed vulnerabilities in exposed software
interfaces (also known as zero-day attacks).

Execution: Tactics in this category fall within the initial foothold and network propagation phases
of the Unified Kill Chain. The attacker aims to execute their code on a target asset. Code used in
this phase typically attempts to collect additional details about the target network, understand
the security context the code is executing under, or collect data and return it to infrastructure
controlled by the threat actor.

Persistence: This tactic falls within the initial foothold category of the Unified Kill Chain. Initial
access to a foreign environment can be volatile. Threat actors prefer robust and survivable access
to target systems. Persistence techniques focus on maintaining access despite system restarts
or modifications to identities and infrastructure.
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Privilege escalation: This tactic falls within the network propagation category of the Unified
Kill Chain. Having gained access to the victim control environment, the threat actor typically
attempts to attain the highest level of privileges possible. Privileged access provides a means
for executing nearly every option available to the administrators of the victim, removing many
roadblocks that may prevent them from taking action on the attacker’s objectives. Having
privileged access can also make threat actor activities more challenging to detect.

Defense evasion: This tactic falls within the initial foothold category of the Unified Kill Chain.
Threat actors must understand the victim’s defense systems to design appropriate methods
for avoiding them. Successful evasion of defense increases the likelihood of a successful
operation. These tactics focus specifically on finding ways to subvert or otherwise avoid the
target’s defensive controls.

Credential access: This tactic falls within the initial foothold and action on objectives categories of
the Unified Kill Chain. Identities control access to systems. Harvesting credentials or credential
material is essential for completely dominating a victim’s environment. Access to multiple
systems and credentials makes navigating environments easier and lets attackers pivot if the
event credentials are modified.

Discovery: This tactic falls within the network propagation category of the Unified Kill Chain.
These techniques focus on understanding the victim’s internal environment. The internal
network layout, infrastructure configuration, identity information, and defense systems must
be understood to plan for the remaining phases of the attack.

Lateral movement: This tactic falls within the action on objectives category of the Unified
Kill Chain. Systems that are accessed for the first time often do not have the information or
resources (tools, credential material, direct connectivity, or visibility) required to complete
objectives. Following the discovery of connected systems, and with the proper credentials, the
adversary can, and often needs to, move from the current system to other connected systems.
These techniques are all focused on traversing the victim’s environment.

Collection: This tactic falls within the action on objectives category of the Unified Kill Chain.
These techniques focus on performing internal reconnaissance. Access to new environments
provides new visibility, and understanding the technical environment is essential for planning
the subsequent phases of the attack.

Command and control: This tactic falls within the initial access category of the Unified Kill Chain.
It allows us to implement systems so that we can remotely control the victim’s environment.

Exfiltration: This tactic falls within the action on objectives category of the Unified Kill Chain. Not
all attacks involve exfiltration activities, but tactics in this category have become more popular
with the rise of ransomware double extortion attacks. You can find a more detailed description
of double extortion ransomware attacks at https://www.zscaler.com/resources/
security-terms-glossary/what-is-double-extortion-ransomware. These
tactics aim to copy data out of the victim’s environment to an attacker-controlled infrastructure.
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o Impact: This tactic falls within the action on objectives category of the Unified Kill Chain. At
this point, the threat actor can take steps to complete their attack. For example, in the case of
a ransomware attack, the large-scale encryption of data would fall into this phase.

We encourage you to explore the MITRE ATT&CK framework in fullat https://attack.mitre.
org/. In this book, we are specifically going to focus on the Enterprise ATT&CK framework, but
MITRE also provides frameworks for ICS and mobile-based attacks as well. The ATT&CK Navigator,
located at https://mitre-attack.github.io/attack-navigator/, is also extremely
useful for defenders to quickly search for and qualify tactics.

Most publications documenting incident response observations typically provide kill chain and
MITRE ATT&CK tactics, which help defenders understand how to design detections and other
preventative controls.

The Pyramid of Pain

Another helpful model for defenders to understand is the Pyramid of Pain. This model, developed
by David Bianco, visualizes the relationship between the categories of indicators and the impact of
defending each. This impact is expressed as the effort required by the threat actor to modify their
attack once an effective defense is implemented for a given indicator category. Figure 1.2 shows the
concept of the Pyramid of Pain:

Tough to Change

Figure 1.2 - David Bianco’s Pyramid of Pain

As we can see, controls designed to operate on static indicators such as domain names, IP addresses,
and hash values are trivial for adversaries to evade. For example, modifying the hash of a binary
simply involves changing a single bit. It is far more difficult for an adversary to modify their tools,
tactics, and procedures (TTPs), which are essentially the foundation of their attack playbook. The
gold standard for defensive controls is those that target TTPs. However, these are usually more difficult
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to implement and require reliable data from protected assets, as well as a deep understanding of the
adversary’s tactics and capabilities. Defensive controls designed for static indicators are effective for
short-term, tactical defense. You can read David Bianco’s full blog post here: https://detect-
respond.blogspot.com/2013/03/the-pyramid-of-pain.html.

Throughout the remainder of this book, we will frequently reference these concepts. In later chapters,
we will illustrate how these models can be used to understand cyberattacks, translate high-level business
objectives for defense into detections, and measure coverage against known attacks.

Now that we have gained an understanding of the model for framing cyberattacks, let’s look into the
most common types of cyberattacks.

Types of cyberattacks

To detect cyberattacks, detection engineers need to have a base understanding of the attacks that they
will face. Some of the most prevalent attacks at the time of writing are summarized here to provide
some introductory insight into the attacks we are trying to defend against.

Business Email Compromise (BEC)

The FBI reported receiving a total of 19,954 complaints related to Business Email Compromise
(BEC) incidents in 2021. They estimate these complaints represent a cumulative loss of 2.4 billion
dollars (USD). The full report can be accessed at https://www.ic3.gov/Media/PDF/
AnnualReport /2021 IC3Report.pdf.

BEC attacks target users of the most popular and accessible user collaboration tool available — email.
The electronic transfer of funds is a normal part of business operations for many organizations. Threat
actors research organizations and identify personnel likely to be involved in correspondence related
to the exchange of funds. Having identified a target, the threat actor leverages several techniques to
gain access to the target’s mailbox (or someone adjacent from a business process perspective). With
this access, the threat actor’s objective pivots to observing email exchanges to understand internal
processes. During this time, the threat actor needs to understand the communication flows and key
players. In ideal cases, they will identify a third-party contractor whom the organization conducts
routine business with, the people who typically send correspondence for payments, and the person
who approves these payments on behalf of the organization. Once the right opportunity arises, the
threat actor can intercept and alter email conversations about payment, changing destination account
numbers. If this goes unnoticed, funds may be deposited into the attacker’s account instead of the
intended recipient.

Denial of service (DoS)

Denial of service (DoS) attacks attempt to make services unavailable to legitimate users by overwhelming
the service or otherwise impairing the infrastructure the service depends on. There are three main
types of DoS attacks: volumetric, protocol, and application attacks.
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Volumetric attacks are executed by sending an inordinate volume of traffic to a target system. If the
attack persists, it can degrade the service or disrupt it entirely. Protocol attacks focus on the network
and transport layer and attempt to deplete the available resources of the networking devices, making
the target service available. Application attacks send large volumes of requests to a target service.
The service attempts to process each request, which consumes processing power on the underlying
systems. Eventually, the available resources are exhausted, and service response times increase to the
point where the service becomes unavailable. These types of attacks can be further categorized by
their degree of automation and the techniques used.

Increasing the number of systems executing the attack can significantly increase the impact. By making
use of compromised systems, threat actors can conduct synchronized DoS attacks against a single
target, known as distributed denial of service (DDoS) attacks.

Malware outbreak

When malicious software, or malware, manages to evade defensive controls, the impact can range
broadly, depending on the specific malware family. In low-impact cases, an end user may be bombarded
with unsolicited pop-up ads, and in more extreme scenarios, malware can give full control of a system
to a remote threat actor. The presence of malware in an enterprise environment usually indicates a
possible deficiency in security controls. Seemingly low-impact malware infections can lead to more
significant incidents, including full-blown ransomware attacks.

Insider threats

Employees of an organization who perform malicious activity against that organization are known as
insider threats. Insider threats can exist at any level of the organization and have various motivations.
Malicious insiders can be difficult to defend against since the organization has granted them a degree
of trust.

Phishing

Phishing attacks fall under the category of social engineering, where threat actors design attacks
around communication and collaboration tools, such as email, instant messaging apps, SMS text
messages, and even regular phone calls. The underlying objective in all cases is to entice users to reveal
sensitive information, such as credentials or banking information. BEC attacks typically leverage
phishing techniques.

Ransomware

While the threat landscape is full of countless actors, with diverse goals ranging from stealthy cyber
espionage to tech-support scams, the most prolific and impactful of these is the modern ransomware attack.

The goal of a ransomware attack is to interrupt critical business operations by taking critical systems
offline and demanding payment, or a ransom, from the organization. In exchange for a successful
payment, the threat actors claim they will return systems to a normal operating state.
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Recently, some ransomware operators have added a separate extortion component to their playbook.
During their ransomware attack, they exfiltrate sensitive data from the organization’s environment
to attacker-controlled systems. Ransomware operators then threaten to publicize this data unless
the ransom is paid. This attack is commonly referred to as the double-extortion ransomware attack.

Successful ransomware operations put businesses in a frightening predicament. Apart from untangling
the deep complexities of determining whether to pay the ransom, recovering from a successful
cyberattack can take months or sometimes years.

These malicious operations have become increasingly sophisticated and successful over time. According
to CrowdStrike, the first instance of modern ransomware was recorded in 2005. Between then and
now, the frequency, scale, and sophistication of ransomware attacks have only increased. CrowdStrike’s
History of Ransomware article provides a summary of the evolution of ransomware. You can read the
full article here: https: //www.crowdstrike.com/cybersecurity-101/ransomware/
history-of-ransomware/.

The motivation for detection engineering

Successful breaches can have expensive impacts, requiring thousands of man-hours to remediate. IBM’s
2022 Cost of a Data Breach report found that the average total cost of a data breach amounted to 4.35
million USD. Typically, the earlier a threat is detected, the lower the cost of remediation. For every
phase that an attacker advances through the kill chain, the cost of remediation goes up. While a threat
hunt allows an organization to search for an adversary already inside its environment, the identification
occurs when and if a search is performed. This detection, though, allows an organization to identify
malicious behavior when the activity is performed, reducing the mean time to detect. Given that the
same IBM Cost of a Data Breach report determined that the average time to identify and contain a
breach was 277 days, there is much work to be done in attempting to reduce the time to detection.

To understand how the time to detect an attack greatly determines the impact on the business, let’s
consider a scenario where a threat actor can gain initial access to an internet-connected workstation
via a successful phishing campaign. This unauthorized access was immediately detected by the
organization’s security team. They quickly isolated this workstation and performed a full re-imaging
of its contents to a known-good state. They also performed a full reset of the user’s credentials, along
with any other user who interacted with that workstation. Administrators identified the phishing
email in their enterprise email solution, and all recipients had their workstations re-imaged and their
credentials reset.

In this scenario, the steps that were taken by the security team were relatively simple to execute and
would likely be sufficient to remove the threat from the environment. In contrast, if the threat actors
were able to gain privileged access, exfiltrate data, and then deploy ransomware across all systems,
the task becomes significantly more onerous. The security team would be faced with the dual task of
understanding what happened while simultaneously advising on the best way to restore the business’s
ability to operate safely. The following table summarizes how the number of assets impacted, the
investigative requirements, and typical remediation efforts change across the Unified Kill Chain goals:
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Initial Foothold

Network Propagation

Action on Objectives

Assets

impacted

Low value.

Typically, this involves edge
devices, public-facing servers,
or user workstations. Because
of their position in modern
architectures, these devices are
typically untrusted by default.

Medium value.

Some internal systems. Typically
at this phase, the threat actor has
access to some member servers
within the environment and has
areliable C2 channel established.

High value.

Critical servers such as
Active Directory domain
controllers, backup servers,
or file servers.

Threat
actor’s degree
of control

Low.

The threat actor has unreliable
access to a system or is
attempting to obtain access
to a system, typically through
phishing or attacking publicly
facing services. Typically, this
phase is the best opportunity
for defenders to remove
a threat.

Medium.

The threat actor has enough
control to traverse the network,
but not enough control to execute
objectives. At this point, threat
actors typically have some
credentials and have a reliable
C2 channel established.

High.

The threat actor is fully
comfortable operating in
the environment. They
found all the resources
needed to execute their
objectives. At this point,
they likely have the highest
level of privileges available
in the environment.

Data
requirement
for investigation

Relatively low.

Typically, impact at this phase
is limited to a small number
of assets. Once identified at
this phase, the data required
for fully scoping the event is

limited to a single host.

Significant.

The capability to traverse the
internal network typically
indicates the presence of a reliable
C2 channel. A higher volume
of historic and real-time data is
required to identify impacted
assets. At this point, incident
responders will need to have
visibility of all connected assets

to fully track lateral movement.

High.

Investigators will require
access to historical and real-
time data from all connected
assets. Additionally, in cases
where data exfiltration is an
objective, telemetry for the
access and movement of data
will also be required. This
data is difficult to collect
and is not typically tracked.

Effort
required
to remediate

Low.

Activities at this phase typically
occur on edge devices or
public-facing assets. The typical
posture is to treat these assets
as untrusted, so it is common
for environments to have
capabilities for rapidly isolating
these assets.

Medium.

Traversing the network requires
more investigative work to
identify the individual assets
that were accessed, the degree
to which they were utilized, and
the requirements for remediating.

High.

In nearly every case, this
requires rebuilding critical
infrastructure. Often,
this needs to occur with
the added pressure of
returning the business to a
minimally operational state,
to minimize losses.

Table 1.2 - Generalized asset impact and effort versus kill chain goals
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It’s plain to see the importance of finding out about cyberattacks in your environment and, more so, the
importance of finding out as early as possible. The right person needs to get the relevant information
about cyberattacks in a timely fashion. This is the primary objective of detection engineering.

Defining detection engineering

Quickly identifying, qualifying, and mitigating potential security incidents is a top priority for security
teams. Identifying potential security incidents quickly is a fairly complicated problem to solve. In
general terms, security personnel need to be able to do the following:
1. Collect events from assets that require protection, as well as assets that can indirectly impact them.
2. Identify events that may indicate a security incident, ideally as soon as they happen.
3. Understand the impact of the potential incident.
4

Communicate the high-value details of the event to all relevant teams for investigation
and mitigation.

5. Receive feedback from investigative teams to determine how the whole process can be improved.

Each of these steps can be difficult to execute within small environments. The complexity increases
radically for any increase in the size of a managed environment.

( A
Detection engineering definition

Detection engineering can be defined as a set of processes that enable potential threats to be
detected within an environment. These processes encompass the end-to-end life cycle, from
collecting detection requirements, aggregating system telemetry, and implementing and
maintaining detection logic to validating program effectiveness.

. J

To accomplish these goals, a good detection engineering program typically needs to implement four
main processes:

« Discovery: This involves collecting detection requirements. Here, you must determine whether
the requirements are met with existing detections. You must also determine the criticality of
the detection, as well as the audiences and timeframes for alerting.

o Design, development, and testing: The detection requirement is interpreted, and a plan for
implementing the detection is formulated. The designed detection is implemented first in a
test environment and tested to ensure it produces the expected results.

o Implementation and post-implementation monitoring: Detection is implemented in the
production detection environment. Here, the performance of the detection and the detection
systems is monitored.
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Validation: Routine testing to determine the effectiveness of the detection engineering program
as a whole:

Y

Validation

h 4

Discovery Development »  Implementation

Figure 1.3 - The detection engineering processes

Chapter 2, The Detection Engineering Life Cycle, takes a deeper dive into each of these processes.

Important distinctions

Detection engineering can be misunderstood, partly because some processes overlap with other
functions within a security organization. We can clarify detection engineering’s position with the
following distinctions:

Threat hunting: The threat hunting process proactively develops investigative analyses based on a
hypothesis that assumes a successful, undetected breach. The threat hunting process can identify
active threats in the environment that managed to evade current security controls. This process
provides input to the detection engineering program as it can identify deficiencies in detections.
The data that’s available to detection engineering is typically the same data that threat hunters
utilize. Therefore, threat hunting can also identify deficiencies in the existing data collection
infrastructure that will need to be solved and integrated with the detection infrastructure.

Security operations center (SOC) operations: SOC teams typically focus on monitoring the
security environment, whereas detection engineering provides inputs to SOC teams. While the
SOC consumes the products of the detection engineering functions, they typically work very
closely with them to provide feedback for detection or collection improvements.

Data engineering: Data engineers design, implement, and maintain systems to collect, transform,
and distribute data, typically to satisfy data analytics and business intelligence requirements.
This aligns with several goals of detection engineering; however, the detection engineering
program is heavily security-focused and relies on data engineering to produce the data it needs
to build detections.

In this section, we examined some basic cyber security concepts that will be useful throughout this
book as we dive into the detection engineering process. Furthermore, we established a definition for
detection engineering. With this definition in mind, the following section will examine the value that

a detection engineering program brings to an organization.
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The value of a detection engineering program

Before a detection engineering program can be established, it must be justified to stakeholders in the
organization so that funding can be received. This section will discuss the importance of detection
engineering. Specifically, we will look at the increasing need for good detections, how we define the
quality of a detection, and how a detection engineering program fills this need.

The need for better detection

Advancements in software development such as open source, cloud computing, infrastructure
as Code (IaC), and continuous integrations/continuous deployment (CI/CD) pipelines have
reaped benefits for organizations. These advancements allow organizations to easily build upon the
technology of others, frequently deploy new versions of their software, quickly stand up and break
down infrastructure, and adapt quickly to changes in their landscape.

Unfortunately, these same advancements have aided threat actors as well. Open source repositories
provide a plethora of offensive tools. Cloud computing and IaC allow adversaries to quickly deploy
and break down their C2 infrastructure, while advances in software processes and automation have
increased their ops tempo in updating and creating new capabilities. These changes have further
deteriorated the value of static indicators and necessitate the need for better, more sophisticated
detections. As such, the field of detection engineering is beginning to evolve to support efforts for
more sophisticated detections. With an effective detection engineering program, organizations can
go beyond detecting static indicators and instead detect malicious activity at a technique level.

The qualities of good detection

There is no one definition for good detection. Individual cyber security organizations will have varying
thresholds for false positive rates — that is, the rate of detections triggering when they shouldn’t.
Additionally, the adversaries they face will differ in sophistication, and the visibility and tools at their
disposal will vary. As a detection engineer, you must identify metrics and evaluation criteria that align
with your organization’s needs. In Chapter 9, we will review processes and approaches that will help
guide those decisions. These evaluation criteria can be broken into three areas:

o 'The ability to detect the adversary
o The cost of that ability to the cyber security organization

o The cost to the adversary to evade that detection

The ability to detect the adversary can be broken into a detection’s coverage, or the scope of the activity
that the detection identifies. This can most easily be understood in terms of MITRE ATT&CK. As
mentioned earlier, the framework provides definitions at varying levels of specificity, starting with
tactics as the most general grouping, broken into techniques, and then procedures as the most fine-
grained classification. Most behavioral detections focus on detecting one or more procedures taken
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by an adversary to implement a technique. Increasing a detection’s coverage by detecting multiple
procedures associated with a technique or creating a detection that works across multiple techniques
often increases the complexity of the detection but can also improve a detection’s durability.

Where a detection’s coverage can be thought of as the surface area across the MITRE ATT&CK
TTPs, the durability of the detection identifies how long the detection is expected to be effective.
Understanding the volatility of an adversary’s infrastructure, tools, and procedures and the relative
cost to change them can help predict the durability of a detection.

These two evaluation criteria define what portion of attacks we can detect and for how long we expect
those detections to be effective. Unfortunately, quantifying these evaluation criteria into metrics requires
complete knowledge of an adversary’s capabilities and their ops tempo to change those capabilities.
Despite this, we can use these criteria to rank the effectiveness and quality of our detections as we
strive to improve our ability to detect the adversary.

However, we can calculate an organization’s historical effectiveness by calculating our mean time
to detection as the time from the start of the attack on the organization to the time it took to detect
the adversary.

Our ability to detect the adversary does not come without costs to the cyber security organization.
These costs can be realized in the creation, running, and maintenance of detections, the resources
spent reviewing associated alerts, and the actions taken based on those alerts. Later in this chapter,
we will review the workflow of detection engineering. The creation time to perform that workflow
defines the costs for creating that detection. For example, researching approaches to a technique is
necessary to improve the coverage and durability of a detection but also increase the cost of creation.
As a detection engineer, understanding the complexity of the detection affects future analysts’ abilities
to understand and maintain the detection. It also affects the efficiency of running the detection (both
positively and negatively). Maintaining the detections within an organization is an ongoing process.
Staleness can be used to define the continued effectiveness or value of a detection. Is that technique or
tool still being actively used? Is the detection used to detect something that is fully patched or protect
infrastructure/software that is no longer on your network?

Each alert that an analyst must review comes at a cost. The confidence of a detection measures the
probability that the alert is a true positive - that is, the alert is triggered under the expected conditions.
However, tuning a detection to reduce the false positive rate can decrease the detection’s coverage
and result in not identifying the attack. In contrast, the noisiness of a detection identifies how often a
detection creates an alert that does not result in remediation. The noisiness of a detection might result
from low confidence - that is, a high false positive rate — but it could also be related to the impact of
the detection. Understanding the potential impact allows us to measure the importance or severity
of what has been detected.

For example, a detection might identify reconnaissance scanning of the network. The lack of actionability
on this activity, despite the confidence in the detection, might result in the noisiness of the detection
being unacceptable. Each organization must identify its tolerance for false positives when tuning
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its detections. However, confidence in detection and the associated potential impact can be used to
prioritize an organization’s alerts. In Chapter 5, we will review how low-fidelity detections can be
valuable without significantly affecting analyst productivity.

The actionability of a detection defines how easy it is for a SOC analyst to leverage the detection to
either further analyze the threat or remediate it. This does not mean that every detection must have
an immediate action or response. A detection may have such significantly low confidence that it is
ineffective to immediately investigate or respond to. Instead, the action associated with the alert is
to increase confidence in other related identified activities or support potential root cause analysis.
Unactionable intelligence, however, has limited value. The specificity of a detection supports this
actionability by explaining what was detected. As an example, a machine learning model may provide
increased coverage in detection with a high confidence level but may be unable to explain specifically
why the alert was created. This lack of specificity, such as identifying the malware family, could reduce
the actionability by not identifying the capabilities, persistence mechanisms, or other details about
the malware required to properly triage or remediate the threat.

Lastly, when evaluating a detection, we must look at the cost to the adversary. While we will not, in
most cases, have an inside look at the detailed costs associated with implementing an attack, we can
look at indirect evidence in determining adversary cost. Inherent knowledge of how easily an adversary
can evade detection, such as referencing the Pyramid of Pain, can provide guidance for ranking the
cost to the adversary. As an example, the cost of changing a malware hash is significantly less than
the cost of changing the malware’s C2 protocol. The volatility of an attacker’s infrastructure, tools,
and procedures measures how often the attacker changes their attack in a way that would mitigate
the detection. Identifying parts of an attack with lower volatility allows the defender to increase the
durability of their detection.

The benefits of a detection engineering program

When selling the concept of a detection engineering program to executives, there’s only one justification
that matters: a detection engineering program dramatically reduces the risk that a sophisticated
adversary can penetrate their network and wreak havoc on their company. While this should be true
about every aspect of your cyber security organization, each organization achieves this differently.
A detection engineering program differs from other aspects of a cyber security program by allowing
organizations to respond to new attacks quickly. It can leverage internal intelligence about adversaries
targeting their industry and specifics about their company’s network to customize detections.

While detection solutions from any given vendor are typically bundled with vendor-provided detections,
these detections are created based on a customer-agnostic approach to detection. They are written in
such a way that they can be mass-distributed to client devices without impacting business. As such,
vendor detections focus on rules and signatures that can apply to any environment. However, this does
not catch the edge cases; that is where detection engineering within your organization comes in. By
establishing a detection engineering program, you have control over the focus of your detections and
can plan them in such a way that they cover the use cases specific to your environment. For example,
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the vendors cannot block all logins from foreign countries as that would impact their client base
negatively. However, an internal detection engineering team can determine that there should not be
any foreign logins and write the detection accordingly. We'll dive deeper into designing detections
tailored to your environment in Chapter 2 and Chapter 5.

In addition to this core benefit, there are additional secondary benefits that cyber security organizations
can expect from a well-established detection engineering program. Specifically, we will dive into the
following key advantages:

« Standardized and version-controlled detection code
o Automated testing

o Cost and time savings

Let’s take a look.

Standardized and version-controlled detection code

As part of building a detection engineering program, you will set the standards for how detections
are written. This allows the code to be easily understood and compatible with detection solutions,
regardless of the author of the detection. Without such standardization, the author will write rules at
their discretion, potentially confusing peers trying to interpret the rule.

Furthermore, a detection repository will be leveraged so that all code is version-controlled and peer-
reviewed and tested before it’s implemented in production. Maintaining a centralized repository of
detection code reduces the chance of untested changes or rules being introduced into production
environments and makes it easier to track any problematic code. We'll discuss maintaining a repository
of detections in Chapter 5.

Automated testing

By automating detection testing, we reduce the risk of new or modified detection code introducing
errors into production environments. Furthermore, the more automation that is integrated into the
environment, the less time detection engineers must spend manually testing code. The detection
validation process will be thoroughly discussed in Part 3.

Cost and time savings

The cost and time savings of detection engineering are major selling points to stakeholders. For any
funding provided to the program, stakeholders and management will look for a return on investment
(ROI) as soon as possible. This ROI comes in the form of cost and time savings resulting from numerous
factors. For example, automated testing will improve the quality of detections. This will reduce the time
spent on testing detections and it will reduce the time the analysts spend responding to bad detections.
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The largest cost and time savings deduction results from reducing the probability of a network breach.
Reducing the risk of a breach by implementing well-developed detections reduces the risk of the cost
associated with breaches.

In this section, we demonstrated the value of a detection engineering program and the benefits this
has for an organization that implements such a program. The next section will close out this chapter
by outlining the material you can expect to see throughout this book.

A guide to using this book

The previous sections in this chapter provided the foundational knowledge you will need to fully grasp
the contents of this book. In this final section, we'll provide a brief overview of the rest of this book
and the topics covered in each chapter.

The book's structure

This book aims to provide you with a thorough walk-through of building a detection engineering
program. Along with in-depth knowledge of various aspects of the detection engineering life cycle,
this book provides hands-on labs to allow you to learn the tools and skills discussed throughout this
book practically. This book is broken into four parts, each providing insight into a different aspect of
detection engineering.

Part 1 establishes the foundational knowledge required for the rest of this book. The previous sections
of this chapter provided key concepts and terminology that will be referenced throughout this book.
We also covered the justification for establishing a detection engineering program and the benefits
it brings an organization. In Chapter 2, we will dive into each phase of the detection engineering life
cycle and provide a high-level overview of the actions that occur at each phase. Finally, Chapter 3 will
guide you through building a detection engineering lab. This lab will be used throughout the rest of
this book for hands-on exercises.

Part 2 focuses on the creation side of the detection engineering life cycle. It starts with Chapter 4,
which focuses on identifying and evaluating the data sources available to detection engineers. This
chapter includes a lab that will show you how to add detection sources to the lab you will have built in
Chapter 3. Chapter 5 will help you understand your detection requirements and establish the procedure
and method for storing detection code. Part 2 ends with Chapter 6, where you will be provided with
a hands-on walk-through of turning the detection requirements you established previously into
detection code that can be tested within the lab.

Part 3 moves on to the concept of testing and validating detections. First, Chapter 7 provides practical
guidance on validating detection by using existing data and generating simulated data. Additionally, it
provides an introduction to proving TTP coverage via the results of the validation. Chapter 8 introduces
the idea of leveraging threat intelligence in your detection engineering program, as a detection source,
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detection requirement, and method of understanding coverage. Chapter 9 closes off Part 3 with a
discussion on performance management. This includes methods of measuring the effectiveness of
your detections, as well as your detection engineering program as a whole. Furthermore, you will learn
how to implement continuous improvement into your detection engineering program.

Part 4 ends this book with Chapter 10. This chapter is for those who want to learn more about detection
engineering as a career. It will dive into the skill sets that will be required for a career in detection
engineering and the day-to-day role of a detection engineer. Here, you will see where the future of
detection engineering is going and how you can get involved in the detection engineering community.

Practical exercises

One of the authors’ goals with this book is to provide not just text-based knowledge but also practical
hands-on exercises that will allow you to experience the detection engineering process. These labs
begin in Chapter 3, where we'll build out a test environment that will contain all the infrastructure
and tooling required for the rest of the labs in this book.

With this test environment in place, most chapters will include exercises that will allow you to write
and evaluate detections. These labs will include both those that relate to specific detection technologies
and those that look at the environment’s coverage as a whole.

All code related to these labs is hosted publicly on GitHub at https://github.com/
PacktPublishing/Practical-Threat-Detection-Engineering.

The hope is that the practical knowledge provided by this book will enable detection engineers to
take actionable lessons learned and implement such strategies and techniques in their environments.

Summary

In this chapter, we provided a high-level introduction to some of the foundational cyber security
concepts that will be referenced throughout this book. With this knowledge established, we justified
a detection engineering program - specifically, the benefits and value provided to organizations
implementing such a program. Finally, we closed out this chapter by providing an overview of what
you can expect from the rest of this book.

In the next chapter, we'll begin to look at how organizations can identify and plan out their specific
detection requirements. We'll also dive further into the detection engineering life cycle steps that
were introduced in this chapter.
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The Detection Engineering
Life Cycle

In Chapter 1, we introduced the foundational concepts that will be referenced throughout this book.
With this baseline knowledge, we can begin diving further into detection engineering (DE) and its
practical implementation. This chapter will cover the DE life cycle to help you understand the purpose
of each phase. We will also consider the inputs and outputs of each phase to see how the different
phases interact with each other for a holistic approach to DE.

To begin, we'll introduce the DE life cycle and its subcomponents. Figure 2.1 shows the life cycle as a
flow chart to help you understand the order of operations:

v |

Requirements . .
Discovery }—V{ Triage H Investigate }—b[ Develop H Test H Deploy }_y

Figure 2.1 - DE life cycle

The top section shows the six primary phases, each of which we will dive into at a high level in the
following sections of this chapter. The phases operate in sequence, aligning with the order shown in
Figure 2.1, with the Test and Investigate phases potentially feeding back into previous phases. We will
review these phases in the order that they occur within the subsections of this chapter:
1. Requirements Discovery
Triage
Investigate

2

3

4. Develop
5. Test
6

Deploy
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Future chapters will go into each phase in more depth but this chapter will give you the insight needed
to know how each phase feeds into the next and the functioning of the life cycle as a whole.

Along with these phases, four key continuous activities are involved in DE that focus on the DE program
as a whole, based on developed content, and can help identify areas of improvement:

» Monitoring
e Maintenance
e Metrics

o Comprehensive validation

Despite laying outside the DE life cycle, these activities may lead to the creation of new detection
requirements. We'll discuss these activities briefly in this chapter, and then in more depth in Chapter 10.

The majority of this chapter will focus on introducing each phase at a high level so that when future
chapters begin to reference these phases, you are prepared with the baseline knowledge. Where
information is expanded on in future chapters, we will provide a reference, but we recommend that you
continue progressing through this book in order rather than skipping ahead as many of the chapters
build on the previous ones. Knowledge of the DE life cycle will help you understand how the various
topics discussed in future chapters fit into the DE process as a whole.

Phase 1 - Requirements Discovery

The first task in the DE life cycle is to collect detection requirements. The Requirements Discovery
phase can be initiated from multiple sources, as described here, and results in detection requirements,
which will be passed onto the Triage phase for further evaluation. At a high level, we can analyze
inputs and outputs for each phase. In this case, we have the following:

« Input: Findings from detection requirement sources

« Output: Detection requirement(s) with the details specified in the Characteristics of a complete
detection requirement section

This section will outline various aspects of the Requirements Discovery phase, such as what a detection
requirement should include and where those requirements come from. To start, we’ll examine the
characteristics of a complete detection and provide a template so that you can gather such information
in your organization. Then, we'll dive into the sources that detection requirements can come from
and how to identify which are most relevant to your organization.
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Characteristics of a complete detection requirement

The result of the Requirements Discovery process should be well-defined detection requirements. The
detection engineers need to work with the stakeholders who will be submitting detection requirements,
to ensure these requirements are written clearly. At a minimum, the following details should be collected:

o Requesting organization: The organization that requested the requirement. This should also
include the individual, if applicable, that issued the request, allowing the detection engineer to
reach out for additional details if necessary. It is also important to inform the requester once
the detection has been created. This provides feedback to the requestor and assures them that
their inputs are being acted upon.

o Description: What needs to be detected? Descriptions can be phrased in technical terms, such
as detect when new files are written to a web server code directory, or in broader, less technical
terms, such as notify line managers and the security team if an end user uses unauthorized
remote administration software. Any links to open source material, analysis performed by the
requesting team, or other information would be provided by the requestor.

o Reason: In many cases, the reason may be self-evident from the description. As an example,
the detection requirement was based on a forensic analysis of an attempted attack against
the company network. In other cases, the reason can be used to help triage the importance
of implementing the detection. Was the ticket placed by an analyst reading a blog about a
new attack or was it created based on the tactics, techniques, and procedures (TTPs) of the
adversaries targeting other companies within your industry?

o Exceptions: Under what conditions should an alert not be triggered? An example of this is if
the event is an authorized developer modification.

o Scope: The scope describes where the detection should be applied. Similar to exceptions, the
scope can be used to limit the false-positive rate of the detection. The scope can also inform the
detection engineer of the purpose of the detection, types of telemetry available, or limitations
of the detection.

o Evidence: Links to malware, logs, PCAP, or other data collected that can be used to create or
test the detection. Any detection request created by the security operations center (SOC), IR,
or hunt team should contain the associated network or endpoint artifacts that were acquired
during their investigation.

Next, we will take a look at where these detection requirements can be sourced from within
your organization.
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Detection requirement sources

Detection requirement sources refer to where the information used to create the requirement originated.
These sources can be internal to the DE team or external teams. Furthermore, the detection requirement
sources may involve ad hoc requests or can result from findings during the DE process.

In this subsection, we are going to look at the most common requirement sources, including examples
of how these sources can be leveraged. Future chapters will go into more depth on some of the most
significant sources. The following sources will be covered in this subsection:

o 'Threat intelligence:

* Internal threat intelligence

* Open source threat intelligence

» Business security requirements
+ Red Team exercises
o SOC requests

« Continuous activities

Each of these sources plays a unique role in guiding the DE team’s work and providing complete
detection coverage.

Threat intelligence

Threat intelligence plays a major role in detection development. When developing detections, it is
important to prioritize your efforts toward threats that you are likely to face in your environment.
Otherwise, your efforts may be wasted on irrelevant detections.

For example, Transparent Tribe is a threat group that targets diplomatic, defense, and research
organizations in India and Afghanistan. If your organization is a retail organization in the US, writing
detections for Transparent Tribe is likely not to have a major impact on your defenses. However,
writing detections for FIN7, a threat actor that targets organizations in the US retail, restaurant, and
hospitality industries, typically through point-of-sale malware, would provide much more value as
they are more likely to target your organization.

The following are some questions you can ask to start identifying specific threats of importance to
your organization:

o What are the most common threats against your organization’s technologies?

o What types of attacks does your organization most often observe (based on historical
incident tracking)?
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o Which active threat groups are targeting your industry?

o What types of attacks are most impactful to your organization (ransomware, DoS, IP loss, and
so on)?

With the context gained from asking these questions, organizations can begin to identify which
detections will have the biggest impact on their defenses. Threat intelligence reporting will help you
identify the TTPs used by the threat actors likely to target your organization. These TTPs, in turn,
can be used to design and develop detections.

As another brief note on threat intelligence: we can further distinguish threat intelligence into two
categories: open source and internal. Open source intelligence (OSINT), as the name implies, is
publicly available. This can be in the form of blog posts, tweets, whitepapers, or online security tools,
such as VirusTotal. Internal threat intelligence is sourced from previous incidents targeting your
organization. This knowledge can be used to identify common attacks and trends. For example,
based on an analysis of previous incidents reported by the SOC, phishing is the most common attack
vector seen by organizations. In this case, we would want to discuss how we could better detect such
attacks. Bigger organizations may have a dedicated threat intelligence team producing reports for
the rest of their security teams, sourced from both OSINT and internal data. Smaller organizations,
however, may not have dedicated analysts to provide this information and the detection engineers
will be responsible for identifying relevant intelligence.

In Chapter 8, we'll dive further into the role threat intelligence plays in a DE program and provide
further guidance on evaluating which threat intelligence sources will provide the most value to
your organization.

Business security requirements

Organizations often have acceptable use policies that define how their devices should be used. This often
reduces the risk of users visiting illegitimate websites that could present a security risk. For example,
an organization may choose to prohibit the use of BitTorrent. An alternative to blocking traffic using a
firewall would be to leverage detection systems instead and alert others to such a policy violation. This
assists in detecting both malicious actors using such services and users attempting to violate corporate
policy without causing any disruptions for potentially legitimate but unknown use cases. Questions
to ask yourself that will assist you in identifying these business security requirements are as follows:

o What software is prohibited by company security policies?
o What system administrative tools may be used legitimately and by who?

« What network technologies are not common to the organization (RDP, SSH, and so on)?

https://t.mel/learningnets

27



28

The Detection Engineering Life Cycle

Security operations center requests

SOC analysts are on the front lines when it comes to observing malicious activity. They may start
observing new threats before the DE team has identified the need for new detection. Alternatively, if
a detection is performing poorly and needs to be fine-tuned, it is going to be the SOC that is flooded
with false positive alerts. As such, it is important to have a constant feedback loop between SOC
analysts and detection engineers. If there is an issue with an existing detection or if a detection gap
is identified, the SOC should ensure the DE team is aware. The DE team should, in turn, leverage the
observability the SOC has and use its feedback as a source for detection requirements.

For this detection requirement source, it is especially important to define the process by which this
feedback loop occurs. The methods of communication between the SOC and DE teams, as well as the
information required by the DE team from the SOC, are both key procedures to document. Assuming
a ticketing system is in place for tracking work when the SOC or any other requirement stakeholder
identifies a detection requirement, it should be submitted to the DE team via the ticketing system.
The templates for any requests that are to be submitted should include all the information discussed
in the previous section, Characteristics of a complete detection requirement.

Red Team exercises

Red Team exercises are designed to help identify an organization’s security weaknesses. One of the
security controls that is tested is the ability to detect the Red Team’s activity in the environment. If
their activity is not successfully detected, it indicates the need for improvements to detection systems.
Like with the SOC requests requirement source, a process must be in place for communicating the
requirements between the Red Team and the DE team.

One unique differentiation from SOC requests is that since SOC observations are based on real, corporate
activity, it is not as easy to simulate the exact circumstances that led to the need for that detection.
Forensic analysis can help identify related samples or logs but is limited to the organization’s visibility
and data retention policies. Red Teams, however, can replay the attack under the same conditions to
identify whether the detection is successful.

Continuous activities

As part of continuous activities, such as monitoring and validation, the DE program will identify
where their existing detections fall short as it pertains to their validation criteria. This information
can then be used to direct the design of new detections.

In the introduction to this chapter, we covered the different continuous activities involved in a DE
program. Specifically, this includes the following:

e Monitoring
e Maintenance
e Metrics

« Comprehensive validation
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This subsection will briefly describe each of these activities and how they act as detection
requirement sources.

Monitoring

Monitoring is the process of continuously assessing detections that have been implemented in
production. Regardless of how much testing is performed during the DE life cycles, there will always
be unexpected results when implemented in production. During development, you will test for certain
expected false positives and make sure that the detection fires under specially crafted circumstances.
So, here, monitoring allows you to capture how the rule performs in “real-world” deployments.

These unexpected results are the output from the monitoring phase and act as input for the detection
requirements. For example, let’s say you deploy a rule that checks for the presence of nc in a command
line (to detect Netcat activity). During testing, you ensure executing an nc command results in the
detection firing. You also use a sample set of random data to check for false positives but nothing
triggers, so you deploy it to production.

Given the limited nature of your sample dataset, you can’t guarantee there won't be false positives
on a more wide-scale deployment. That’s where the monitoring phase comes in. As per our previous
example, let’s say there’s a command line with the sync string present. Since the rule is triggering in
the presence of “nc,” this command line will result in a detection for Netcat, despite it being unrelated.
This information should be used to create a detection requirement to tune the existing detection and
reduce false positives. This process may continue multiple times for some detections if edge cases
that aren’t expected during testing arise. Monitoring will be discussed in more detail in Chapter 9.

Maintenance

The idea of maintaining detections results from the fact that the cyber security landscape is constantly
evolving. As threats evolve, so must our detections; otherwise, we won't be able to keep up with threat
actors. Some detections will remain relevant and consistent throughout their lifetime, while others
will need updating as part of the maintenance phase.

An example of this would be if you write a detection for a specific campaign you've observed targeting
your organization. Let’s say that this campaign involves a threat actor sending a malicious executable
in a ZIP archive via email. With this knowledge, the DE team develops a rule for ZIP attachments
that spawns an executable. But what if the threat actor changes their tactics and decides to put the
executable in a TAR archive instead? If this occurs, the original detection will no longer work. Therefore,
the detection logic for this campaign needs to be updated to now look for TARs. The output of the
maintenance phase is a detection requirement for updating an existing detection. Maintenance will
be discussed further in Chapter 10.

Metrics

Metrics are essentially a statistical analysis of the performance of your rules. They can be used from a
variety of perspectives to increase the effectiveness of your ruleset by identifying unexpected results.
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First, we can look at metrics that simply indicate how many times a detection has been triggered. This
allows us to identify rules that need to be tuned. For example, if metrics highlight a detection that is
triggering an excessive number of alerts compared to other detections, it may indicate the detection
is causing a high number of false positives. From the other perspective, if there is a detection that has
never resulted in an alert, we should review whether the rule is functioning as expected. Some rules
may be looking for such niche activity that we don't expect them to trigger, but that should be verified.

Next, we can look at metrics regarding the final determination of triggered detection. This requires
your organization to have some method of tracking the outcomes of incident response - for example,
a case management system that analysts provide a reason for closing after completion. From there,
youd be able to retrieve statistics regarding which detections result in false positives based on a
manual analyst review.

The final metric to be discussed here is performance metrics. Due to the technical limitations of
detection technologies, it is important to ensure that your rule is not only resulting in accurate
detections but also efficient detections. If detections are not built for efficient performance, you risk
impacting production systems. During detection development, you will implement best practices
to avoid deploying resource-intensive resources. As your detection repository grows, however,
performance may be affected in the scope of the entire detection deployment. We'll discuss metrics
further in Chapter 10 as part of performance management.

Comprehensive validation

Validation uses simulated attacks or other techniques to identify whether your detection systems or
individual detections are identifying the associated malicious activity. Validation is commonly used
as part of the Test phase of the detection life cycle but can also be used in a continuous comprehensive
fashion to perform a larger gap analysis. When beginning a validation process, you will likely set
some goal for the validation - that is, what coverage you want to validate. This could be validation of
detections against certain frameworks, such as MITRE ATT&CK, or specific threat actors or campaigns.
After performing a validation, the results can become a detection requirement source based on where
existing detections did not provide coverage.

For example, if validation is performed against the MITRE ATT&CK matrix as a gap analysis and it
is revealed that we are unable to detect T1053 (Scheduled Task/Job), that technique may become a
requirement for a new detection. The Phase 2 - Triage section will briefly introduce the concept of
detection coverage. Additionally, Chapter 10 will cover performance management and assessing your
detection coverage in more depth. Before closing out this chapter, let’s perform a quick exercise to test
your understanding of the Requirements Discovery phase.

Exercise - understanding your organization’s detection
requirement sources

The following questions will assist you in identifying how each of the concepts applies to your
organization. If you do not work in a role or company that provides you with the information to
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answer these questions, choose a fictional company to use with this book. As this book progress,
questions like these will help reinforce the concept that certain aspects of your DE program will be
heavily influenced by organization-specific characteristics. Being able to take information about an
organization and understand how it affects detection development is an important DE skill:

1. Review the detection requirement sources listed in the chapter. Which of these apply to
your organization?

2. Do your current processes enable these stakeholders to easily submit new requirements? How
can your processes be improved to increase participation?

By answering these questions regarding your organization, you can establish a foundation that will give
you a personalized approach to the rest of the content in this book. This context will guide priorities,
limitations, and processes specific to your situation. An example of what this context might look like
for an organization is as follows:

1.  We have a SOC team as well as various business requirements that could be leveraged for
detection requirements. We do not have a Red Team or threat intel team, however, so currently,
those are irrelevant sources.

2. At this time, there are no processes for submitting detection requirements. The organization
leverages Jira as a ticketing system. We should create templates and procedures for submitting
detection requirements with all the required information. We need to identify and notify
stakeholders and ensure they understand the process.

With the detection requirements output from this stage, we can now move on to the Triage phase,
which will help us identify which of the detection requirements should be prioritized.

Phase 2 - Triage

As the backlog for requirements increases, a Triage phase is required to identify what detection should
be focused on next. The following are the inputs and outputs associated with this phase:

o Input: Detection requirement created during the previous phase

o Output: Triaged and prioritized detection requirement

In most circumstances, dependencies do not exist between detection requirements, allowing the DE
team to choose the next appropriate task from the backlog. Using a first-in first-out queue or predefined
priority is not preferable as these methods will not consider the changing external threat landscape
and internal attack surface. In Chapter 10, we will review performance management techniques that
influence the Triage phase. The Triage phase can depend upon several factors, including the following:

o The severity of the threat

o Your organizational alignment with the threat
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o Your detection coverage

o Active exploits

Threat severity

Threat severity relates to the impact of the threat if it is not detected. The greater this impact, the higher
the severity. A simple example of this would be the severity difference between detecting reconnaissance
versus detecting malware on your network. Most commonly, the further in the kill chain or how far
right in the MITRE tactics, the greater the impact. However, the operational environment can affect this
rating of severity. Consider the ability to detect a remote access Trojan (RAT) in your environment.
Traditionally, a RAT would be high severity but if found within a closed network, the RAT’s inability
to contact its C2 would reduce its severity and the detection team may triage to identify malicious
users or ransomware as higher severity.

Organizational alignment

In the Detection requirement sources section, we discussed the value of threat intelligence in supporting
your DE efforts. In Chapter 9, we will focus on creating and leveraging threat intelligence to support
DE. Threat intelligence is only half of understanding organizational alignment. At a high level,
organizational alignment describes how a detection relates to the company or network it is protecting.
We start by leveraging threat intelligence to identify external threats’ motivations, targets, capabilities,
and infrastructure. This external view of the threats can then be overlaid upon the internal view - that
is, the industry, organization, infrastructure users, and data that is being protected. If the requested
detection falls within the overlap of the external threats and what is being internally protected, it has
organizational alignment.

Detection coverage

Understanding your current detection capabilities, both those created by your internal organization
and those provided by commercial or open source entities, can inform the triage process. Is this
requirement already met by existing detections or is the requestor identifying a gap or fault in the
existing detections that were supposed to serve this requirement? This analysis may not be a binary
question of whether existing detections identify the malicious activity identified within the request.
In addition, you may wish to analyze whether the request is an improvement on existing detections,
such as reducing the false positive rate, improving the specificity of the detection, or identifying the
activity through additional sources or visibility compared to the current detections.

Active exploits

Quickly protecting against newly identified active exploits may be one of the most visible ways to
show the value of the DE team. Rapidly implementing detection in these scenarios helps protect your
organization against an active threat and provides value when leadership’s attention is squarely on
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the cyber security team. Consider the Log4j exploit in 2021. Figure 2.2 shows the increase in attacks
over the hours following the exploit’s announcement. The ops tempo of adversaries leveraging this
vulnerability was hours, not days. Having the ability to match the velocity of the adversary, as well
as implementing and deploying detections that identify and block this activity, is a core added value
of the DE team:

Log4i Attacks Post Disclosure
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200,000
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12 24 36 72
Number of Attacks 40,000 120,000 400,000 830,000

Hours Since Vulnerability Disclosure

Figure 2.2 — Log4j exploit statistics. Data source: https: //blog. checkpoint .com/
security/the-numbers-behind-a-cyber-pandemic-detailed-dive/

While it may be tempting to continuously respond to the latest exploits, especially if a request was
created to detect it, understanding the exploit and its impact is important. Here are some questions
you should consider:

« Is my organization affected by this exploit?
o What is the impact of this exploit?

« Does enough information exist for adversaries to implement the exploit or for a detection to
be created against it?

o How easy is it for an adversary to implement the exploit?
« Is the exploit being currently used in the wild, or by adversaries that target your organization?

o How quickly will the affected applications provide an update to patch this exploit?
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After using the Triage phase to prioritize detection requirements, the Investigate phase can begin,
with the triaged requirements acting as the input.

Phase 3 - Investigate

The Investigate phase has multiple goals, but fundamentally, it needs to prepare a detection requirement
for development by converting the detection requirements into more technical ones. Executing this
process can identify deficiencies in intelligence or data collection, which will need to be resolved
before development can start. The following are the inputs and outputs associated with this phase:

+ Input: Triaged detection requirement

o Output: Detection of technical specifications and data engineering requirements (if applicable)
The Investigate phase can be broken into four steps:

1. Identify the data source
2. Determine detection indicator types
3. Research
4

Establish validation criteria

Let’s take a look.

Identify the data source

During this step, you must identify the relevant data sources needed to satisfy the detection requirement.
Analysts will need to understand the intent and scope of the detection, to identify the assets in scope.
For example, a detection may only be relevant for an organization’s operational technology (OT)
environment, but not their corporate environment. Furthermore, the detection may only be relevant
to a specific type of network traffic. This informs you of the specific type of data that will need to
be operated on to produce the relevant detection, and therefore the teams that need to be engaged,
such as network engineers and operations personnel who understand the specific domain the assets
operate in. During this step, any data source deficiencies will also be identified, and where necessary,
additional requests will be sent to the appropriate team for resolution (the data engineering requirements
mentioned as output). For example, a frequently encountered issue with web server logs is the absence
of the X-Forwarded-For request header. If the web infrastructure is not configured to capture
this field, detection cannot be written to test for values in that field. Configuration changes need to
be made before any dependent detections can be implemented.
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Determine detection indicator types

Detection indicator types can be static, behavioral, statistical, or hybrid. Static detections operate on
an atomic attribute of a signal. For example, antivirus data may collect MD5 hashes for binaries saved
to disk. A detection designed to identify static indicators may have a definition that looks for an MD5
of a specific value. Detections for static indicators tend to be the easiest to implement, but they are
also the easiest to evade. They tend to have low long-term value but high short-term tactical value,
specifically when scoping an active cyberattack. Behavioral indicators are more complex and can
operate on multiple data entity types, with multiple conditions specified. These detections attempt to
identify a general definition for a specific tactic being executed. Statistical indicators typically detect
aggregate value exceeding some threshold for a given period, or a deviation from an established
baseline. Table 2.1 outlines the indicator types, an example of those indicators, and the requirements
that detection systems must satisfy to develop detections of that type:

Indicat
Tl;pleca or Example Requirement Detection System Requirements
Detect communication
ith tly identified
w}iishairfecsi?e )llli)s:ldlate The ability to identify a specific IP address, URL,
Static P g stte, and domain name in any outbound traffic, and the

SiteA.com/login.
php, with the IP
address IPAddrl

host where the traffic originated

A maintainable list of web server processes, a
maintainable list of reconnaissance commands,
and the ability to identify processes, child
processes, and security contexts for processes

Detect a web server
Behavioral | process executing
reconnaissance commands

The volume of traffic from | The ability to monitor a moving aggregate

a single specified host to of bytes sent from a single host, holding a
Statistical | the internet that rises over | configurable value for a data threshold, and the
a specified threshold within | ability to compare aggregate values against the

a specified timeframe specified threshold

Communication with a The ability to identify a specific IP address, URL,

recently identified phishing | 44 domain name in any outbound traffic, as well
Hybrid site, hosted at SiteA. as the host where the traffic originated.

com/login.php,
followed by an anomalous The ability to identify login behavior varying from

login activity a normal baseline to determine suspicious outliers

Table 2.1 - Detection indicator types
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As you can see, detection requirements can become quite complex and require different development
strategies. Ideally, these details should be understood and mapped before advancing to the Develop phase.

Research

During this step, analysts need to understand the detection and classify it based on attacker goals and
the associated tactics and techniques (often using the MITRE ATT&CK framework). In reviewing
the tactics and techniques, this step will reveal whether similar tactic coverage already exists within
the detection environment, and how the new detection requirement can be integrated. This might
include the following:

« Identifying examples of attacks performed in the past.

o Identifying any similar rules, partial matches, or detections for the same TTPs that should be
updated rather than a new detection being created.

o Identifying variations of the attack that could be performed by the adversary. Here, you can
deconstruct the attack to identify the underlying capabilities used and determine which of
these capabilities are least likely to vary.

Establish validation criteria

The Investigate phase must also identify how detection can be tested. In ideal circumstances, realistic
data will always be available to determine whether a detection query runs as expected. However, this is
not always the case, for a variety of reasons. Emerging or novel attack techniques may not have many
details available, and in these cases, detections are usually theoretical, with no concrete validation. In
other cases, assets may not or cannot collect the resolution of data required to build a specific detection,
due to a business constraint outside of the control of the security function. Part of the Investigate
phase involves sourcing or generating test data that can be used to validate the effectiveness of the
detection being reviewed.

Detection requirements can sometimes be expressed in non-technical terms, which require interpretation
before they can be translated into specific technical requirements. This process produces a package of
relevant technical details that developers need to write detection code, as discussed in the next section.

Phase 4 - Develop

The goal of this phase is to take technical specifications from the Investigate phase, then design,
develop, and test a technical implementation for the relevant detection. The following are the inputs
and outputs associated with this phase:

« Input: Detection of technical specifications

o Output: Detection code

https://t.mel/learningnets



Phase 5 - Test

As with most development work, this step requires rigorous planning. New detections need to not only
satisfy the requirements but must also integrate with the rest of the detections within the environment.
Detections are often implemented in the form of a query that is run against a data source or multiple
data sources. Depending on your environment and its capabilities, different languages may need to
interact with different data sources, and data pipelines and intermediary data stores may need to be
built. The development process develops and implements a suitable solution for each new detection
requirement, keeping both short- and long-term objectives in mind. This phase can be divided into
three sub-processes — design, development, and unit testing:

o Design: The design process plans the approach for implementing a new detection. In some
cases, the detection requirement can be satisfied by simply writing a single query in a system
built for managing detections. These can be implemented quickly. However, for more complex
requirements, developers often need to devise strategies for collecting, transforming, and
processing data from multiple data stores, and writing integrations for different applications
and alerting systems. Complex requirements can generate requests for infrastructure changes.
These can take significant time to implement, and often, in practice, temporary solutions are
implemented until more robust solutions are built.

o Development: This development process converts the designed solution into a rule or capability
that can be run by the detection appliance. In simple terms, this process focuses on writing the
code that matches the design outlined in the previous step.

« Unit testing: During the unit testing process, the detection is executed against a test dataset
to ensure the expected results are returned. This step uses the data and criteria outlined by the
validation criteria that were produced during the Investigate phase.

With the detection code developed, we are ready to begin testing the code to determine whether it
functions as per the requirements.

Phase 5 — Test

Testing is a way to validate the efficacy of your detection and reduce its noisiness before deploying it
within a production environment. While we show testing as occurring after development, in reality,
it is a continuous process that occurs throughout the detection development process. It should not be
relegated to occurring only after development is complete. A best practice within DE is to use testing
to guide the development process.

Test-driven development is a software development technique that adapts well to this purpose. Tests
are designed before development and are first added to the automated acceptance testing infrastructure.
The development process starts with running the tests against your existing detection capabilities. This
may result in you identifying already existing detection capabilities or confirming the failure of these
tests, which identifies the need to create or update a detection. During the development process, these
tests are continuously applied and used to influence the improvement of the detection. Once these
tests pass, the detection is refactored (changes are made to the code to improve its implementation
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and ensure it adheres to best practices without changing its functionality) and retested. Additional
tests may also be created throughout the process as the implementer identifies new ways the adversary
may try to circumvent the detection.

Types of test data
There are two types of test data: known bad and known good.
Known bad

Known bad data refers to any telemetry that represents the adversary’s activity. This could be anything
that’s captured while simulating the attack in a sandbox, captured from actual adversary attacks
against an environment, or mock data created by altering existing telemetry to represent expected
data from an attack.

Known good

Known good data refers to telemetry captured from benign activity within a clean environment. It can
typically be curated outside of the DE life cycle and reused to test each detection. In addition to general
known good datasets, you may wish to add specific datasets that test the boundary conditions of the
detection. This dataset should, if possible, be curated from your operational environment, reducing
the risk that the tests are not representative of production.

During this phase, multiple ad hoc tests will be written to ensure the detection performs optimally.
In general, these ad hoc tests should keep the following goals in mind:

o Identify possible scenarios for false positives. Each detection can be triggered for scenarios
that do not accurately represent the event the detection was designed to capture. One goal of
testing is to minimize the false positive rate.

o Identify potential for evading detection. While this step arguably falls under the responsibility
of Red Team operators, testers can and should identify more obvious ways to execute techniques
that can carry out the action that the detection should identify, while not being detected.

o Identify possibly incomplete detections. These should highlight detection definitions that are
too loosely defined and do not correctly identify all permutations of the event to be detected.

After testing and repeating the development phase as required, the detection can move on to the
Deploy phase of the life cycle.

Phase 6 - Deploy

The goal of this phase is to take the developed detection from the test environment and migrate it to
the production environment. This detection is also monitored to ensure it runs as expected and does
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not negatively impact the performance of the production system. The following are the inputs and
outputs associated with this phase:

o Input: Tested detection code

o Output: Deployed detection code

Deployment tags are a useful method for representing the maturity stages of a detection, enabling the
rapid release of new capabilities while limiting the impact of a malfunctioning detection on analysts
reviewing alerts. Here are the criteria for the experimental, test, and stable maturity stages:

o Experimental: At this stage, the detection has been designed and converted into code but
extensive testing on its performance in a real environment has not been tested. Tweaking will
likely need to be done for it to be ready before a peer review. The detection engineer should
closely monitor the results to ensure that the rule works as expected. Other analysts, beyond
the author, should not review alerts associated with experimental detections. The questions
the author should answer at this stage are as follows:

= Does the detection code execute without errors?

* Does the detection successfully trigger for the sample(s) provided as part of the
detection requirement?

* Given unrelated samples, do any false positives occur?

* Is there any negative impact on system performance as a result of the rule?

o Test: Once the experimental stage has led to a rule that is believed to be ready for a broader
audience, the test stage can occur. The test deployment tag signals that all analysts should
review the alerts from the detection, but these alerts are lower fidelity and thereby may be of
lower priority than alerts resulting from stable detections. Here are some questions that will
assist in this stage:

* Does the rule trigger under expected conditions?

* Does the rule conflict with or duplicate existing rules?

= Is the false positive rate tolerable?

* Has the broader team identified any ways to improve the detection?

* Is the broader team comfortable with the quality of the detection?

o Stable: Once a rule has been determined to be stable, it is fully deployed to the production
environment. Analysts should have high confidence in the accuracy of detections tagged as
stable. The rule must have undergone thorough testing in the previous stages; otherwise, you
risk affecting business operations. Once operating in production, if changes are needed based on
false positives or negatives identified alongside the additional sources of events, a ticket should be
submitted to the DE team, who will repeat the life cycle with the existing rule as a starting point.
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The Deploy phase is the last phase of the life cycle and at this point, the detection is in production.
Updates may need to be made to the rules as further data is collected, which will result in a new
detection requirement and a repeat of the life cycle.

Summary

In this chapter, we introduced the DE life cycle and dove into its different phases. To break things
down even further, we analyzed the inputs, outputs, and processes of that given stage in the life cycle.
These phases will be the basis for the remainder of this book, and in subsequent chapters, we will
dive into each of them.

The next chapter will take you through creating your own DE laboratory and the components found
within the lab. We will also provide the technical details for investigating, developing, and testing
new detections.
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Building a Detection
Engineering Test Lab

In Chapter 2, we introduced the detection engineering (DE) life cycle and provided a high-level
overview of each of its phases. In this chapter, we will walk through the process of building a DE lab
so that we can practice the concepts that will be introduced throughout the rest of this book.

Before we get started, we need to cover the technical components of a typical detection environment.
As mentioned in Chapter I, DE exists to help the cyber security function protect assets. To protect
assets at scale, these assets first need to forward event telemetry to a central log store. In more complex
configurations, multiple data stores are involved and separate processes are used to compute relevant
statistics and aggregate values for detections. Once stored, these events then need to be routinely
reviewed to identify those that might be indicative of malicious activity. Furthermore, once a possible
malicious activity has been identified, the system must notify the appropriate audiences.

We can break this high-level objective into the following feature sets:

« Event forwarding: Forward events from assets
« Collection: Collect events in the centralized data store

o Detection development: Allow users to define what might be indicative of malicious activity
since the definition of malicious activity is constantly evolving

o Monitoring: Use those definitions to scan for matching events

o Alerting: Notify appropriate audiences if events matching definitions of malicious activity
have occurred

Fortunately, multiple solutions exist to address each of these requirements. In this book, we will
use Elastic Stack. Its feature set and license make it suitable for building a test lab that we can use to
develop and test detections.
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In this chapter, we will cover the following main topics:

o Deploying and configuring Elastic Stack
o Setting up Fleet Server
o Adding data sources to the detection lab

o Implementing a simple detection

By the end of the chapter, you will have a fully functioning DE lab to use for the rest of the labs in
this book.

Technical requirements

To set up the detection lab, you will need access to a system that can perform virtualization. The
supported operating systems for this book’s walk-throughs are Linux and Windows.

For a Windows virtual machine (VM) deployed in a lab, you will require the following resources:

o Atleast 2 GB of RAM, though 4 GB or more is recommended
o Atleast 60 GB of disk space

The Elastic Stack

The Elastic Stack is a set of tightly integrated products that are well suited to address the requirements
of a DE lab. The Elastic Stack includes the following components:

« Beats: A data shipper that is used to collect data from an endpoint and forward it to Elasticsearch
or Logstash for pre-processing. Different packages exist for collecting different types of data
from endpoints. While Beats is a core component of the Elastic Stack, in this book, we will use
Elastic Agent to forward data from endpoints to Elasticsearch.

» Logstash: A powerful tool for transforming data and forwarding it to different destination
systems. It offers a high degree of control over re-shaping data and has plugins that support
forwarding data to a significant variety of destinations.

o Elasticsearch: This is the data storage component. While primarily designed for searching, it
has evolved to become a capable data analysis engine.

« Kibana: This is the Elasticsearch frontend. Kibana allows users to explore and visualize data
stored in Elasticsearch using a web browser. To read more about Kibana’s vast feature set, visit
Elastic’s website: https://www.elastic.co/kibana/features.

« Integrations: This refers to the large collection of data ingestion components that are enabled by
Elastic Agent and managed by Fleet Server. Once an endpoint has Elastic Agent installed on it,
administrators can configure the collection of data from a variety of known data sources. Elastic
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Agent receives configuration details from Fleet Server about what data should be collected,
and which server the data should be output to. These configuration details are defined as agent
policies and are stored in Elasticsearch.

Figure 3.1 shows some of the Elastic Stack components and how they can interact with each other to
solve many data management problems:

Elastic stack
components
—4eb interface: Kibana

data
e
D D D D Data store
Fleet server oogod !
oood

N\ L 7 raw data from

__policy data _J Vi

¢ and heartbeat <> multiple
— sources

Beats
Data source 1 Data source 2 server 2 Server 3

Figure 3.1 — Example Elasticsearch deployment

Elastic agent

server 1

In this section, we will walk through setting up Elasticsearch and Kibana, specifically for working
with detections. Your configurations may vary, depending on the infrastructure you have available.
To simplify deployments, we will be making use of Docker and docker-compose.

( 1
Important note on security

This book describes a way to deploy a minimal environment for independently developing and
testing DE concepts. Many configurations have been simplified and are far too insecure for use
in production environments. Thankfully, Elastic Co has provided detailed instructions for setting
up the Elastic Stack in production environments on their website. We strongly recommend
reviewing this documentation for guidance on planning, deploying, and maintaining the Elastic
Stack in a production environment. All of Elastic’s documentation, including its installation
guide, can be found here: https://www.elastic.co/guide/index.html.
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In the rest of this section, we will walk through the process of standing up an Elastic Stack, which we
will then use for the labs covered in this book. We'll describe one way to provision a simple Elastic
Stack environment using Docker. We recommend that you use a Linux-based operating system to
act as your Docker host, though the Elastic website (https://www.elastic.co/guide/en/
elasticsearch/reference/current/install-elasticsearch.html) provides
detailed instructions for installing and running the Elastic Stack with and without Docker on Linux,
Windows, and macOS systems. As these tools receive updates, their Uls may change slightly, so there
may be some differences from the screenshots we have provided.

Deploying the Elastic Stack with Docker

Perhaps the simplest way to get started with the Elastic Stack is by using Docker and the docker-compose
plugin. Docker simplifies the deployment of applications by using operating system-level virtualization.
This reduces the impact on the configuration of the underlying operating system. While installing the
Elastic Stack on the base operating system is a valid and well-documented approach (documented
here: https://www.elastic.co/guide/en/elasticsearch/reference/current/
install-elasticsearch.html), it can sometimes make management and cleanup more
difficult. If something goes wrong, you often have to make changes to software and sub-components
that might affect other software running on the same system. With containers, we can worry less about
managing Elastic sub-components and dependencies. If something breaks, we can simply delete and
re-create a container, rather than making changes to components that might impact other software
running on the same system. Deep coverage of Docker and container technologies, in general, is
beyond the scope of this book, but more information can be found here: https://docs.docker.
com/engine/faq/.

docker-compose is a powerful utility for orchestrating the creation and configuration of multi-container
applications. As input, docker-compose requires a single docker-compose . yaml file, which
specifies the types of containers to use, their connectivity, volumes, and other configurations. You
can read more about using docker-compose on Docker’s website here: https://docs.docker.
com/get-started/08 using compose/.

We will use docker-compose to orchestrate the deployment of Elasticsearch nodes and a Kibana
node. This process is thoroughly documented on Elastic’s official website, located here: https: //
www.elastic.co/guide/en/elasticsearch/reference/current/docker.html.

https://t.mel/learningnets


https://www.elastic.co/guide/en/elasticsearch/reference/current/install-elasticsearch.html
https://www.elastic.co/guide/en/elasticsearch/reference/current/install-elasticsearch.html
https://www.elastic.co/guide/en/elasticsearch/reference/current/install-elasticsearch.html
https://www.elastic.co/guide/en/elasticsearch/reference/current/install-elasticsearch.html
https://docs.docker.com/engine/faq/
https://docs.docker.com/engine/faq/
https://docs.docker.com/get-started/08_using_compose/
https://docs.docker.com/get-started/08_using_compose/
https://www.elastic.co/guide/en/elasticsearch/reference/current/docker.html
https://www.elastic.co/guide/en/elasticsearch/reference/current/docker.html

The Elastic Stack

The process described on Elastic’s site involves using docker-compose .yaml and a . env file,
which docker-compose then interprets to build the Elastic and Kibana nodes. We will use a slightly
modified version of these files to provision two Elasticsearch nodes and a single Kibana node, with
some default parameters predefined in the . env file.

Installing Docker

Docker provides support for a variety of platforms, including Microsoft Windows, Linux, and macOS.
The labs in this book support Windows and Linux. If you are doing these labs on a macOS computer,
we recommend using VirtualBox and provisioning a virtual Ubuntu Server to act as your Docker
host. You can find instructions for installing Docker on Docker’s documentation site (https://
docs.docker.com/):

« Instructions for installing Docker Desktop on Windows: https://docs.docker.com/
desktop/install/windows-install/

« Instructions for installing Docker on Linux: https://docs.docker.com/desktop/
install/linux-install/

More detailed instructions for installing Docker on Windows and Linux are provided in the next section.

Installing Docker on Windows

Follow these steps to install Docker on Windows:

1. Install Windows Subsystem for Linux version 2 (WSL2). This requires Windows 10, version
2004 or later. To start the installation process, open an administrative Command Prompt and type
wsl --install -d ubuntu. The -d parameter specifies the Linux distribution to use for
ws1. For our lab, we will use the ubuntu distribution. If you already have WSL installed, you
can check the version that’s being used by executing the ws1l -1 -v command. If you already
have a ws1 version 1 distribution, you can upgrade it by issuing the ws1l --set-version
<distribution name> 2 command. Once you've done this, you need to restart your
computer. Full instructions for installing and upgrading WSL can be found on Microsoft’s
website: https://learn.microsoft.com/en-us/windows/wsl/install.

2. Download and install Docker Desktop from https://www.docker.com/products/
docker-desktop/.
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Installing Docker Desktop on Windows requires minimal user interaction. Once the installation
is complete, you should see a window similar to the one shown in Figure 3.2:

Docker Desktop "_ d i & o sgnin O

@©@ Containers Containers Give Feedback B
A container packages up code and its dependencies so the application runs quickly and reliably from one computing environment to
& Images another. Learn more

& Volumes

& Dev Environments (30 Flﬂ

Extensions [0}

@ Add Extensions

Run a Sample Container

Try running a container: Copy and paste this command into your terminal and then come back

Explore more in the Docker Docs

m RAM3.26GB  CPU25.80% W Notconnected to Hub va120 Q@

Figure 3.2 — Docker Desktop on Windows

3. Once the icon in the lower-left corner is green, Docker Engine is running.

4. To check that docker-compose is available, run docker compose version froma
command-line prompt. You should get an output similar to the following:

c:\>docker compose version
Docker Compose version v2.10.2
Installing Docker on Linux

If you are running a Debian-based Linux distribution, such as Ubuntu Server, you can find the
instructions for installing Docker here: https://docs.docker.com/engine/install/
ubuntu/. This process will walk you through the process of installing Docker with the docker-
compose plugin. Install the following list of packages using the apt package manager via the sudo
apt-get install command:

¢ docker-ce
¢ docker-ce-cli
¢ containerd.io

e docker-compose-plugin
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Once those packages have been installed, you can start the Docker daemon using the following command:

$ sudo service docker start

To test your installation, run docker --version from a terminal. You should see an output
similar to the following:

$ docker --version
Docker wversion v20.10.12, build 20.10.12-0ubuntu4

Running docker --help should show the compose plugin under the Management Commands
section, as shown in Figure 3.3:

examinerddatasrve2:~$% docker —help

docker [OPTIONS] COMMAND
runtime for containers

Options:
—config string

Path to
Path to
Use TLS a rify remote
Print version information and

builds
compose r Compose (Docker Inc.
config anage Docker configs
container a containers

Figure 3.3 — Docker help

With Docker installed, next, we will modify some configuration settings, as required for our
Elastic deployment.

Virtual memory configuration

Due to the increased memory requirements of Elastic, the default Docker settings must be modified
to handle this.

If you installed Docker on a Linux-based system, as outlined in the Elastic system configuration
documentation at https://www.elastic.co/guide/en/elasticsearch/
reference/7.17/vm-max-map-count . html, then you need to modify the vin. max_map
count setting of the Docker hosts via the sysct1 command. The steps for making this change are
different for Windows and Linux systems and are detailed separately in this section.
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Windows

If you are running Docker Desktop on Windows, the process is a little different. Since Docker Desktop
on WSL2 is a lightweight VM, we need to access that VM or distribution to make those configuration
changes. As outlined in Elastic’s documentation, we can connect to this distribution using the ws1
command with the -d argument. From a new terminal, run the ws1l -1 command to list the available
distributions, as shown in Figure 3.4:

PS C:\> wsl
Windows Subsystem for Linux Distributions:
Ubuntu (Default)

podman-machine-default
docker-desktop
docker-desktop-data

Figure 3.4 - Listing wsl distributions

Intuitively, Docker Desktop uses the docker-desktop distribution. You can access this VM directly
by issuing the ws1 -d docker-desktop command. From there, you can issue the sysctl
command to make the required vim. max_map_count value change, as shown in Figure 3.5:

PS C:\> wsl docker-desktop
labhost8:/mnt/host/c# sysctl -w vm.max_map_ count=262144

vm.max_map_count = 262144

Figure 3.5 — Configuring Docker Desktop’s virtual memory

To exit WSL2 at any point, type exit.

Linux

On Linux, this can be achieved by issuing the following command:
sudo sysctl -w vm.max map_count=262144

You can make this change survive reboots by modifying /etc/sysctl.conf.

At this point, we have configured Docker as needed to begin installing the Elastic Stack.

Configuring the Elastic Stack

Now that we have Docker installed with docker-compose, we need to download the stack configuration
files, specifically docker-compose . yaml and . env. These files are available in this booK’s GitHub
repository, which is located here: https: //github. com/PacktPublishing/Practical-
Threat-Detection-Engineering/tree/main/Chapter%203/Lab%20build/esk.
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In terms of our directory structure, for the rest of this chapter and book, you should create a project
folder starting with the structure in Figure 3.6 for the docker-compose . yaml file and . env files
you downloaded previously, as well as certificates that will be required for configuration:

Project root folder

certs

esk

i::.env
docker-compose.yaml

Figure 3.6 - Project folder structure with the Elastic Stack

The docker-compose . yaml file describes the containers, networks, and volumes necessary to
run the Elastic Stack. The version used for this book is slightly different from the version available on
Elastic’s site. The docker-compose . yaml file will create a three-container application comprising
two Elasticsearch containers and a single Kibana container, as shown in Figure 3.7

Container

P ~, - " ¢ ™
ES81: ESB2: Kibana:
Elasticsearch Elasticsearch Kibana 8.4.2
8.4.3 8.4.3
"\ A . 4 - -
Docker ‘
base 05 }

Figure 3.7 - Docker deployment

The docker-compose . yaml file uses a companion file, . env, which specifies default environment
variable values used by the stack. You will need to make changes to the highlighted portions of the
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.env file shown here. Replace the first two values with secure passwords of your choice. Replace the
last three values with randomly generated 32-character strings:

ELASTIC_ PASSWORD=<<a new password>>
KIBANA PASSWORD=<<a new password>>
STACK VERSION=8.4.3

CLUSTER NAME=docker-cluster
LICENSE=basic

ES_PORT=9200

KIBANA PORT=5601

MEM LIMIT=1073741824

XPACK_ENCRYPTEDSAVEDOBJECTS ENCRYPTIONKEY=<<random 32 character
string>>

XPACK SECURITY ENCRYPTIONKEY=<<random 32 character string>>
XPACK_REPORTING ENCRYPTIONKEY=<<random 32 character string>>

Optional storage configuration

Elasticsearch can be quite data-intensive, depending on the volume of data being ingested. If you
have a faster or a higher-capacity disk that you prefer to use for Elasticsearch data, you can make
changes that instruct Docker to map the Elasticsearch data paths to a path on the high-capacity or
high-performance disk:

1.

First, create a directory on the disk to hold all your data. Ideally, this disk should be reliably
connected to the Docker host - that is, it shouldn’t be a removable disk that could potentially
be disconnected. Since we will be using it to store our data, if it is ever disconnected while the
containers are running, this will cause the containers to terminate ungracefully.

Once the data directory has been created, we can make the relevant modifications to the . env
file. We will add three additional default environment variables that will hold the paths for
the Elasticsearch and Kibana data. For example, if the directory we created was /path/to/
large/disk/elasticdata/, we would add the following three lines to the . env file
we edited previously:

ES1 DATA=/path/to/large/disk/elasticdata/es01
ES2_DATA=/path/to/large/disk/elasticdata/es02
KIBANA DATA=/path/to/large/disk/elasticdata/kibana data

This will create three environmental variables that we will reference in the docker-compose.
yaml file.

In the docker-compose . yaml file, we need to modify the volumes section of our
Elasticsearch and Kibana containers so that we can configure the container for it to leverage
these disks. For es01 and es02, you can add the following lines under volumes:

- ${ES1 DATA}:/usr/share/elasticsearch/data
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- ${ES2 DATA}:/usr/share/elasticsearch/data

This should create a docker-compose . yaml file that looks like this:

es01:
depends on:
setup:
condition: service healthy

image: docker.elastic.co/elasticsearch/
elasticsearch:${STACK VERSION}

volumes:
- ../certs:/usr/share/elasticsearch/config/certs
- ${ESl DATA}:/usr/share/elasticsearch/data
es02:
depends on:

- es01

image: docker.elastic.co/elasticsearch/
elasticsearch:${STACK VERSION}

volumes:
- ../certs:/usr/share/elasticsearch/config/certs
- ${ES2 DATA}:/usr/share/elasticsearch/data

Similarly, for the Kibana container, you can make the following addition:

kibana:
depends _on:
es01:
condition: service healthy
es02:
condition: service healthy
image:
docker.elastic.co/kibana/kibana:${STACK VERSION}
volumes:
- ../certs:/usr/share/kibana/config/certs
- ${KIBANA DATA}:/usr/share/kibana/data

With these changes in place, Docker will use your specified path in place of the relevant data
directories for the Elasticsearch and Kibana containers. Ensure these files are saved to the
correct hierarchy in the directory structure that was described at the beginning of this section.

Using a new terminal or administrative command-line prompt, change your working directory
to the esk supdirectory of the project root folder and issue the sudo docker compose
up -d (for Linux) or docker-compose up -d (for Windows) command.
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Debugging tip
Running this command without the - d parameter will allow you to see the terminal output

from each container. This is extremely helpful when troubleshooting stack setup issues and
other errors.

6. You can check the status of your stack by running the sudo docker compose ps command:

Figure 3.8 — Container status via the terminal

7. Once the es01, es02, and Kibana containers have a status of Running (as shown in Figure 3.8),
this means your setup has been successful so far. Once no runtime issues arise, you can attempt
to access the services.

8. On Docker Desktop for Windows, you can monitor the startup progress of your stack by using
the Docker Desktop app. The Containers window should look like what’s shown in Figure 3.9:

Containers Give Feedback By

A container packages up code and its dependencies so the application runs quickly and reliably from one computing environment to another. Learn more

Selected 1 of 5 2 m Q i

-] NAME IMAGE STATUS PORT(S) STARTED ACTIONS

O i@ S = Running (3/4) - ] : ]
4 containers 8 g
kibana-1 . _— . . ) . _

O 938729354441 docker.elastic.co/kibana/kibana Running 5601 50secondsag W H ]
es02-1 : : : )

27119d535ac4 T docker.elastic.co/elasticsearch/. Running - 2minutesagc M H ]
es01-1 ) i ) i _

O 8804b7285430 docker.elastic.co/elasticsearch/ Running 9200 2minutesagc MW : [ ]

O CeRIR docker.elastic.co/elasticsearch/ Exited = > H i—

8aB671f66f28 O

Figure 3.9 - Container status via Docker Desktop

9. If everything has gone well, you will be able to access your Elastic Stack by going to http://
[ip address of your docker host]:5601,orhttp://localhost:5601
if you are running Docker on the same machine. You will see a login page similar to the one
shown in Figure 3.10:
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@ localhost:5601/login?next=%2F

e
(]

Welcome to Elastic

Username

Password

0] ®

Figure 3.10 - Elastic login page

You can log in by using elastic as the username and the password specified in the . env
file for the ELASTIC PASSWORD value. After logging in, you'll be greeted with a welcome
message. At this point, we've successfully set up the Elastic Stack for our detection lab.

The next step in the lab setup process is to set up Fleet Server.

Setting up Fleet Server

In our lab, we will be collecting telemetry from multiple endpoints. To enable this, we will install
Elastic Agent on any system we want to collect data from. In larger deployments, agents can get
deployed to hundreds or even thousands of endpoints and each of these endpoints can have different
data collection requirements. Managing these agents can become complicated as the number and
diversity of installed agents increase. Fleet Server is a component of the Elastic Stack that attempts to
simplify agent management.

From Kibana, we can create different agent policies, which define what data should be collected, apply
those policies to different endpoints, and even uninstall Elastic from these endpoints if we need to.
This capability is extremely powerful, especially in larger environments with many endpoints.

We will use Fleet to manage the endpoints that we’ll connect to our detection lab. The following section
details how to install Fleet Server.
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Installing and configuring Fleet Server

For our lab, we will add an additional container to act as our Fleet Server. Figure 3.11 shows the
previous Docker deployment but includes the additional container for Fleet:

(] Container
P ™, Fe ™, e , Fe ™,
ES81: ES82: Wibana: Fleet:
Elasticsearch Elasticsearch Kibanz €.4.3 Elastic agent
8.4.3 8.4.3 8.4.3
M A . 4 b4 A . A
-
Docker }
L.
ra
base 05 }
\

Figure 3.11 - Docker deployment with Fleet

Let’s get started with installing Fleet:

1. In our main project folder, add a new directory named f£1leet. In that directory, copy
the .env and docker-compose . yaml files hosted here: https://github.com/
PacktPublishing/Practical-Threat-Detection-Engineering/tree/
main/Chapter%203/Lab%20build/fleet.

Our project’s directory structure should now match the one shown in Figure 3.12:

Project root folder

@)

—ecerts

—e esk

i::.env
docker-compose.yaml

—e fleet

t::.env
docker-compose.yaml

Figure 3.12 - Project folder structure with Fleet
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Before we use docker-compose to launch this stack, we need to modify the . env file. Specifically,
we need to add the service token that Fleet will use to connect to the rest of the stack.

To get that service token, we can navigate to the Fleet administration page from the Kibana frontend.

Start by logging in to your Elastic Stack (viahttps:// [ip address of your docker
host] :5601). Then, click the hamburger menu in the top-left corner of the page. Under the
Management section (near the bottom), click Fleet. After navigating there, you will be presented
with the screen shown in Figure 3.13, which walks us through setting up Fleet Server. For the
Fleet Server host field, use https:// [ip address of your docker host] :8220:

Fleet

Centralized management for Elastic Agents.

Agents  Agentpolicies  Enrolimenttokens ~ Datastreams  Settings

Add a Fleet Server

A Fleet Server is required before you can enroll agents with Fleet. Follow the instructions below to set up a Fleet Server. For more information, see the
Fleet and Elastic Agent Guide

o Get started with Fleet Server

First, set the public IP or host name and port that agents will use to reach Fleet Server. It uses port 8228 by default. We'll then generate a policy
for you automatically.

Fleet Server host  https://fleet-server-host.com:8220

Generate Fleet Server policy
Figure 3.13 - Fleet Server configuration screen (step 1)

Select Generate Fleet Server policy. As shown in Figure 3.14, a sequence of commands for
installing Fleet on a centralized host will be provided:

@ Getstarted with Fleet Server

+ Fleet Server policy created.

Fleet server policy and service token have been generated. Host configured at https://108.30.23.1608:8220 . You can edit your Fleet Server
hosts in Fleet Settings.

2 Install Fleet Server to a centralized host

Install Fleet Server agent on a centralized host so that other hosts you wish to monitor can connect to it. In production, we recommend using one
or more dedicated hosts. For additional guidance, see our installation docs .

Mac  Windows RPM DEB

curl -L -0 https://artifacts.elastic.co/downloads/beats/elastic-agent/elastic-agent-8.4.3-1inux-x86_64.tar.gz

tar xzvf elastic-agent-8.4.3-linux-x86_64.tar.gz

cd elastic-agent-8.4.3-1inux-x86_64

sudo ./elastic-agent install \
-~fleet-server-es=http://localhost :9208 \
-~fleet-server-service-token=AAEAANVsYXNOalMvZnx1ZXQt c2Vy dnVyL3Rva2VuL TE2N]Y INDHOMzc 4MTk6a1d4dk5renFUQB toY2V1b1 VFMKRIQD \
--fleet-server-policy=fleet-server-policy

Figure 3.14 - Fleet Server configuration screen (step 2)
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5. Inour case, we only need the value of f1eet -server-service-token. Copy this value
from that web page and paste it into the . env file in the £1eet subdirectory.

6. You can now start the Fleet container using the sudo docker compose up -dcommand.
Shortly after, you should see confirmation that this Fleet Server was successfully connected,
as seen in Figure 3.15:

. Install Fleet Server to a centralized host

Install Fleet Server agent on a centralized host so that other hosts you wish to monitor can connect to it. In proaduction, we recommend using one
or more dedicated hosts. For additional guidance, see our installation docs .

Mac Windows RPM DEB

curl -L -0 https://artifacts.elastic.co/downloads/beats/elastic-agent/elastic-agent-8.4.3-1inux-x86_64.tar.gz
tar xzvf elastic-agent-8.4.3-1linux-x86_64.tar.gz
cd elastic-agent-8.4.3-1inux-x86_64
sudo ./elastic-agent install \
--fleet-server-es=http://localhost:9286 \
--fleet-server-service-token=AAEAAWVsYXNBaWMvZmx1ZXQtc2VydmVyL3Rva2Vul TE2NjY1NDMBMzc4MTk6a1d4dk5renFUQBtoY2V1b1VFMKRIQQ \
--fleet-server-policy=fleet-server-policy

. Fleet Server connected

You can now continue enrolling agents with Fleet.

Continue enrolling Elastic Agent

Figure 3.15 — Fleet Server configuration screen (step 3)

With that, Fleet has been configured. Next, we'll perform some additional configurations that are
required for full functionality.

Additional configurations for Fleet Server

By default, the Fleet Server policy is configured to send output to the Elastic host (http://
localhost:9200). Hosts that we later connect to our Fleet Server may not be able to reach the
Elasticsearch backend using that address. Therefore, we need to change the default output so that
telemetry from additional hosts gets stored in Elasticsearch.

From the Settings tab, select the pencil icon next to the default output. An edit window similar to the
one shown in Figure 3.16 will be displayed. For the Hosts section, enter https:// [ip address
of docker host] :9200. For Advanced YAML configuration, enter ss1.verification
mode: none:
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Edit output

Name

default

Type
Elasticsearch
Hosts
https://10.30.23.160:9200
@ Add row

Elasticsearch CA trusted fingerprint (optional)

Specify Elasticsearch CA trusted fingerprint

Advanced YAML configuration
ssl.verification_mode: none‘

~ Make this output the

~ Make this output the default for agent monitoring

Cancel

Figure 3.16 - Fleet output configuration

default for agent integrations.

Save and apply settings

Finally, click Save and apply settings. With that, your Elastic Stack has been configured with Fleet so
that you can manage Elastic Agent simply.

Adding a host to the lab

For our detection lab, we will deploy a single Microsoft Windows client workstation and install Elastic

Agent, which will allow us to monitor security events in Kibana.

Requirements

To get started, we will need the following:

https://t.mel/learningnets

Virtualization software: There are many options available, but the most popular desktop
systems are VirtualBox and VMware. If you have access to and prefer using other software,
such as ESXi or Hyper-V, these are also reasonable options. Regardless of the software you
choose, ensure it is deployed on a host that has connectivity to your Elastic Stack. We will show
detailed instructions for setting up the Windows 10 VM on VirtualBox, but the process will be
similar to other virtualization packages. VirtualBox is available for multiple operating systems
as a single installer file, which simplifies the installation process. You can download VirtualBox
here: https://www.virtualbox.org/wiki/Downloads.
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Windows installation media: This is distributed as a . i so file, which we can use with
our virtualization software. You can download the Windows 10 installation . i so file from
here: https://www.microsoft.com/en-us/evalcenter/evaluate-windows-
10-enterprise.

VM setup

Let’s look at the VM setup:

1.

To start, install VirtualBox. Obtain the installation package from the VirtualBox site
here: https://www.virtualbox.org/wiki/Downloads.

Execute the installer and follow the on-screen instructions to complete the installation.

Our Windows 10 VM will be configured with the following resources:

* Atleast 2 GB of RAM, though 4 GB or more is recommended
* Atleast 60 GB of disk space
Open Oracle VirtualBox. Then, from the main VirtualBox interface, click the New icon. You

will be prompted to enter some details for the VM. Figure 3.17 and Figure 3.18 show the settings
to be used in the first two VM creation steps:

? X
Create Virtual Machine
Name and operating system
Name: ' windows 10 ‘
Machine Folder: c:\tmp\virtualmachines ~ ‘
&
Type: Microsoft Windows
r]'.rO‘
Version: Windows 10 (64-bit)
‘Memory size
9y 2048 : MB
4 MB 16384 MB
Hard disk

O Do not add a virtual hard disk
(@ Create a virtual hard disk now

O Use an existing virtual hard disk file

Empty

‘Guided Mode Cancel

Figure 3.17 — The Create Virtual Machine area in VirtualBox
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Create Virtual Hard Disk

File Jocation

C:\tmp\virtualmachines\windows 10\windows 10.vdi ‘ \_;

File size
L 60.00 [GB
4.00 MB 2.00 TB
Hard disk file type Storage on physical hard disk
(@ VDI (VirtualBox Disk Image) (® Dynamically allocated
(O VHD (Virtual Hard Disk) O Fixed size
(O VMDK (Virtual Machine Disk) Split into files of less than 2GB
(O HDD (Parallels Hard Disk)
(O QCOW (QEMU Copy-On-Write)
O QED (QEMU enhanced disk)

Guided Mode Cancel

Figure 3.18 - The Create Virtual Hard Disk area in VirtualBox

After clicking Create, you will see your newly created VM in the listing on the left-hand side
of the VirtualBox window. We need to configure this VM to use the Windows 10 installation
ISO file. Select the newly created VM and click Settings above the VM information.

From the Settings window (shown in Figure 3.19), select Storage, then click on the virtualized
optical drive. Under the Attributes section, click on the CD icon and select Choose a disk file...:

&) windows 10 - Settings ? x
Bl General Storage ‘
B preview
il System Storage Devices Attributes
B oisplay & controller: SATA Optical Drive: SATA Port 1 @ ‘
3] windows 10.vdi [] uive co/ovD . Choose/Create a Virtual Optical Disk
;| Storage 5 =
il 0 oty [ Hot-plugoable N e e
[¢ Audio Information -
oS Type: — ubuntu-22.04.1-live-server-amd64.iso
B Network Size; —
Location: = Remove Disk from Virtual Drive
) seribons Attached to; —
7 usB
[L2] shared Folders
| user interface
T -
A -
| OK Cancel

Figure 3.19 - VM settings in VirtualBox
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10.

11.
12.
13.
14.

15.

A file navigation window will appear. From that window, browse to your downloaded Windows
10 ISO file, then click Open.

Click OK to accept the changes and return to the VirtualBox main window.

With that, the VirtualBox VM has been configured and is ready to be launched for the first
time. Click Start from the main VirtualBox window.

Once the VM starts, follow the on-screen instructions to install Windows 10. To get started,
click Install now.

Read and accept the license terms.
Then, click Custom: Install Windows only (advanced).
Select the disk we created.

The installation process will reboot the VM. Once it restarts, you will be prompted for some
basic information to complete the installation.

You will then be prompted to create a user account. Ensure you use a username and password
that you can remember.

Congratulations! You now have a Windows 10 client installed for use in our detection lab. The next
step is to install Elastic Agent so that our Windows 10 client can forward events.

Installing Elastic Agent

We can set up Elastic Agent via the Elastic Stack UI by performing the following steps:

1.
2.
3.

Log in to our Elastic Stack.
Navigate to Fleet from the Management section of the navigation menu.

We can connect this host to our Elastic Stack by clicking Add agent from the Agents screen,
shown in Figure 3.20. For the first prompt, enter Windows policy. This will create a policy
that the new agent will be assigned to:
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O | @ Agents- Flest- Eastic x == - a X

&« @] A Notsecure | 10.30.23.160:5601/app/fleet/agents % = @ @

elastic

= . Fleet  Agents [ send feedback

x

Add agent

Add Elastic Agents to your hosts to collect data and send it
to the Elastic Stack.

° What type of host are you adding?

Type of hosts are controlled by an agent policy 2.
Create a new agent policy to get started.

Windows policy Create policy

Collect system logs and metrics @

> Advanced options

2 Enroll in Fleet?

Close

P 7°C Clear ~ @ T Q)

"
Figure 3.20 - Add agent

4. For Step 2, leave the default option, Enroll in Fleet (recommended), selected.

5. Step 3, shown in Figure 3.21, provides the installation script for multiple environments. Since we
are enrolling a Windows workstation, we will click on the Windows tab and click the clipboard
icon at the top right to copy the inner text:

o Install Elastic Agent on your host

Select the appropriate platform and run commands to install, enroll, and start
Elastic Agent. Reuse commands to set up agents on more than one host. For
aarch64, see our downloads page . For additional guidance, see our installation
docs .

Linux Tar Mac [V RPM  DEB  Kubernetes

SProgressPreference = 'SilentlyContinue’
Invoke-WebRequest -Uri https://artifacts.elastic.co/downloads/beat
Expand-Archive .\elastic-agent-8.4.3-windows-x86_64.zip -Destinati
cd elastic-agent-8.4.3-windows-x86_64

.\elastic-agent.exe install --url=https://10.30.23.160:8220 --enro

Figure 3.21 - Elastic Agent install script
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This script is used to silently download the agent installer ZIP, unzip the archive, and execute
it with the appropriate command-line flags. For the agents to work in our environment, we
need to make one modification to this installation script. First, let’s take a look at the individual
commands issued in this installation script. The following table explains these commands:

Command Description

SProgressPreference =

'SilentlyContinue’ Suppresses the PowerShell progress bar.

Invoke-WebRequest -Uri
https://artifacts.elastic.co/

downloads/beats/elastic-agent/ Downloads the Elastic Agent installation
elastic-agent-<<VERSION>>- files from elastic. co to the current
windows-x86 64.zip -OutFile working directory.

elastic-agent-8.4.3-
windows-x86_64.zip

Extracts the contents of the Elastic Agent
Expand-Archive .\elastic-agent- | installation files to the current directory,
<<VERSION>>-windows-x86_64.zip | indicated by the . shorthand. This command
-DestinationPath . will create a new directory that contains the
Elastic Agent installation files.

Changes the working directory to the newly
created Elastic Agent directory to where the
installation files were extracted.

cd elastic-agent-<<VERSION>>-
windows-x86 64

The Elastic Agent installation command is
automatically generated using the URL that
.\elastic-agent.exe install was configured for your Fleet Server, as well as
--url=https://10.30.23.160:8220 | your enrollment token for the selected policy.
--enrollment-token=<<ENROLLMENT | For our lab, since our conﬁgurations are not
TOKEN> > to production standards, we need to append
--insecure to the end of this command for
our agents to connect.

Table 3.1 - Elastic Agent installation commands

6. After updating the script to include the insecure flag, switch to the Windows VM where you
want to install the agent. Since this script downloads files, we suggest changing your working
directory to the current user’s Downloads directory before execution. To get started, launch
a new administrative PowerShell window. You can do this by clicking the Windows icon in
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10.

the lower left-hand corner of the screen, then searching for PowerShell. Hover over the
Windows PowerShell result, then select Run as administrator.

Once the PowerShell window opens, change the working directory to your user’s Downloads
directory by issuing the cd $env:USERPROFILE\Downloads command.

From there, issue the Elastic Agent installation commands you obtained from your Elastic
Stack. For the last command, ensure the - - insecure parameter is appended.

A message stating Elastic Agent has been successfully installed will be displayed once there
are no installation errors.

Following its successful installation, you should see a confirmation message similar to the one
shown in Figure 3.22. You should be able to see your host in the list of Fleet agents:

‘ Agent enrollment confirmed

v 1agent has been enrolled.

View enrolled agents

‘ Incoming data confirmed

v Incoming data received from 1 of 1 recently enrolled agent.

Close
Figure 3.22 — Agent enrollment confirmed

Your newly enrolled host will appear in the list of agents. Elastic Agent can be installed on many
different operating systems, and this installation process can be repeated for any additional
hosts you want to enroll in the Elastic Stack. We encourage adding additional hosts if you have
resources available.

At this point, you are probably wondering what type of data is being sent back to the Elasticsearch
backend. You can view this data by navigating to the Discover page, under Analytics in the
hamburger menu. This should bring you to a page similar to the one shown in Figure 3.23:
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O elastic

logs-* ~ 2 @ Q Filter your dat ing KL syntax ] v Last 15 minutes & Refresh
QU search field name = 496 nits Field statistics  seva & @
Filter by type ‘0 v @
- Available fields 282 I

TR T T i T n ; 7 7
@ 2
Oet 27, 2022 @ 20:12:49.733 - Oct 27, 2022 @ 20:27:49.733 (interval: Auto - 30 seconds]

P % 1field sorted i)
5@ & @timestamp (0 ~ Document h

KToken Dot 27, 2092 © 70:27:44.6

34 agent.epheneral_id

et 2022 @ 28:27:35.51 27, 2022 2 agent .epheners

At type filsbeat ager

Det 27, 2022 © 20:27:34.893 " 7:34.094 agent.ephe
nt.name DESK
agent.version 8

Oct 27, 2022 ® 20:27:24.795 Btimestanp Oct 27, 26: 29:27:24.795 agent.epheneral_id 00B1631s-

@ Addafield

Rows per page: 100~

Figure 3.23 - The Discover view in the Elastic Stack

Elastic is now configured to receive logs from our Windows host. Next, we will look at how we can
adjust the configuration of a connected agent to provide better logs.

Elastic Agent policies

Fleet and Elastic Agent allow us to centrally control the type of data being sent from our connected
agents using agent policies. To view these, click on Agent policies via the Fleet management page.
You should see two policies listed, one auto-generated Fleet policy and the one that was created earlier
while we were enrolling our first Windows host, as shown in Figure 3.24:

Fleet

Centralized management for Elastic Agents.

Agents  Agent policies  Enrollmenttokens Datastreams  Settings

Q Filter your data using KQL syntax C© Reload @ Create agent policy
Name Description Last updated on «J/ Agents Integrations Actions
Fleet Server Policy rev. 4 Fleet Server policy generated by Kibana Oct 27, 2022 1 2
Windows policy rev. 2 Oct 27, 2022 2 1

Rows per page: 20 v

[

Figure 3.24 - Elastic Agent policies
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Each policy can have several integrations added to it, which control the type of data being collected.
Click on Windows policy; you will see that a single System integration has been added. To view the
configurable details of this integration, click on the name of the integration; you should see a window
that looks similar to the one shown in Figure 3.25:

< Cancel

4 Edit System integration Agent poicy

Windows policy

Modify integration settings and deploy changes to the selected agent policy.

Integration settings Integration name
Choose a name and description to help identify how system-1
this integration will be used.
Description Optional

> Advanced options

( Collect logs from System instances Change defaults ~
( Collect events from the Windows event log Change defaults ~
( Collect metrics from System instances Change defaults ~

X Collect logs from third-party REST APl (experimental) Change defaults ~

Figure 3.25 — Edit System integration

If this integration hasn’t been configured to collect Windows event logs, click Collect events from
the Windows event log. Clicking on Change defaults shows us some more configurable options for
each type of data being collected. We can see that this integration is currently configured to collect
data from the Application, Security, and System event logs, as shown in Figure 3.26:
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« Collect events from the Windows event log Change defaults ~

‘ Application Preserve original event
X

Preserves a raw copy of the original XML event, added to the
field event.original

Collect Windows application logs

» Advanced options

‘ Security Preserve original event

X
Preserves a raw copy of the original XML event, added to the
field event.original

Security channel

» Advanced options

‘ System Preserve original event

Collect Windows system logs

raw copy of the original XML event, added to the
t.original

» Advanced options

Figure 3.26 — Windows event log collection settings

With that, we have a DE lab deployed that includes the Elastic Stack, Fleet Server, and a single Windows
host. Next, we will test the data flow and detection capabilities of the Elastic Stack by building our
first detection.

Building your first detection

Detections monitor data stores for specified patterns and then take some action when a pattern
match occurs. These actions can be anything from adding data to a queue to triggering an alert that
sends a message to a defined audience. To see some of this in action, in this section, we will walk
through the process of creating a very simple detection, or rule, for failed login attempts that rise over
a specified threshold.

It's important to emphasize that this is not a very good detection for reasons we will elaborate on in
later chapters, but it will give you an understanding of the general mechanics of detections:

1. First, log in to your Elastic Stack and click the hamburger icon from the top-left corner. Then,
navigate to Manage under the Security section. From there, click on Rules. This will take us
to the Create new rule page.

2. Click Threshold, leave the default sources as is, then enter event .code: 4625 AND
winlog.channel: "Security" inthe Custom query section.
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3.

For Threshold, enter a value of 4. Click Continue once these values have been filled in and

match what’s shown in Figure 3.27:

Source
Use Kibana Data Views (4 or specify individual index patterns (5 as your rule's data source to be searched.

° Index Patterns Data View

apm-*-transaction* X auditbeat-* X endgame-* X filebeat-* X logs-* X packetbeat-* X traces-apm* X

winlogbeat-* X -*elastic-cloud-logs-* X
Enter the pattern of Elasticsearch indices where you would like this rule to run. By default, these will include index patterns defined in Security Solution
advanced settings.
Custom query Import query from saved timeline

@ (] Q event.code :4625 and winlog.channel: "Security"

Group by Threshold
All results ~ >= 4 H
Select fields to group by. Fields are joined together with 'AND’
Count Unique values
All results v >= .

Select a field to check cardinality

Timeline template
None v

Select which timeline to use when investigating generated alerts.

Figure 3.27 — New rule configuration

o

For the About rule section, enter failed logon threshold met under Name and add
a description. Leave the Default severity and Default risk score values as is. Click Continue

once these values have been filled in and match what’s shown in Figure 3.28:

v 0 About rule

Name

failed logon threshold met

Description

the number of failed logons has risen over a defined threshold

Default severity
Select a severity level for all alerts generated by this rule.

® Low ~

Severity override
Use source event values to override the default severity.

Default risk score
Select a risk score for all alerts generated by this rule.
—
pal - |
0 25 50 75 100

Risk score override

Figure 3.28 — New rule details
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For the Schedule rule section, enter 10 for Runs every and 5 for Additional look-back time.
This means the rule will check the data store every 10 minutes, and at those times, the scope
of events for review will be everything recorded 15 minutes before. This is because the time
range for search is the rule interval plus the additional look-back time.

For Rule actions, leave the default value of Perform no actions as is, then click Create and
Enable Rule.

With our newly created rule in place, we can run a simple test to ensure the rule operates as
expected. In this case, our rule checks for events that have the event . code attribute set to
4625 and the winlog. channel attribute set to security, both of which were recorded
in the last 15 minutes. If the number of events rises to 4 or higher, an alert will be recorded.
Windows events with event .code = 4625andwinlog.channel= security referto
Windows Security event logs indicating a logon failure. To test this, we can go to our Windows
virtual host and log off if we're already logged in, or lock the session.

At that point, we can try logging in with an incorrect password four times. This will generate
the data necessary to trigger our detection. If successful, we will see a generated alert, similar
to what’s shown in Figure 3.29:

Alerts
Acknowledged Closed Updated 10 seconds g

v

= Columns

Actions

1029 00:0

fo Trend ~ Groupby  kibana.alertule.name -

Group by top

I @ falled logon threshold met

1029 03:00 10.28 06:00 1029 09:0 29120 1029 15:00 1029 18:00 1029 71:00

¢ 1fieldsorted talert & Fields Additional fiiters ~  Grid view ~ [03]

L @timestamp ~ Rule v Severity - RiskScore - Reason ~ hostname - username  process.n.. v filename

2022-10-29 18:06:09.985 falled logon threshold met  low 21 event created low alert failed logon threshold met.

Figure 3.29 - Successful detection result

And with that, we have a fully functioning detection lab!

Additional resources

In this chapter, we demonstrated how to build a detection lab from scratch using the Elastic Stack, Fleet,
and Windows hosts, which will allow you to customize it to your needs as well as better understand
the underlying technology concepts. However, many open source projects have attempted to provide

simplified deployments of entire lab infrastructure, as well as other log aggregation technologies outside
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of the Elastic Stack. The following list provides some projects to look into if you want to explore other
options. The rest of this booK’s labs will add to this chapter’s lab, though:

o DetectionLab (https://detectionlab.network/, no longer maintained)
o The Hunting ELK (https://thehelk.com/intro.html)
¢ Matano (https://github.com/matanolabs/matano)

o Wazuh (https://wazuh.com/)

You can use these projects if you want to automate parts of deploying a DE environment.

Summary

In this chapter, we built out the lab infrastructure that will be leveraged in the rest of the lab exercises
within this book. We did this by leveraging Docker to deploy containers. Our lab includes the Elastic
Stack, Fleet Server, and a single Windows host.

In Chapter 4, we will dive into the data sources we can use to build detection, such as application or
endpoint logs. We'll discuss how to identify valuable data sources and add those data sources to the lab.
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Part 2:
Detection Creation

Part 2 dives into more technical aspects of detection engineering, focusing on the creation of detections.
First, we’ll understand the importance of data sources, how to identify relevant data sources, and
the challenges you may face. We'll then discuss how we can create, investigate, and triage detection
requirements. With an understanding of the early steps of the detection engineering life cycle, we can
move on to learning how to develop detections for both static and behavior indicators. To wrap up
this part, you’ll learn more about the procedural side of things, including how to document detections
and automate the development and deployment process.

This section has the following chapters:

o Chapter 4, Detection Data Sources

o Chapter 5, Investigating Detection Requirements

o Chapter 6, Developing Detections Using Indicators of Compromise
o Chapter 7, Developing Detections Using Behavioral Indicators

o Chapter 8, Documentation and Detection Pipelines
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Detection Data Sources

In the previous chapter, we built out a detection engineering test lab that will be leveraged for the
labs throughout the rest of this book, as well as any testing you want to perform yourself. This lab
environment included the Elastic Stack, Fleet Server, and a single Windows host. In this chapter, we will
discuss the different data sources that can be leveraged as part of detection engineering. Furthermore,
we will provide optional labs that will allow you to expand your lab environment so that you can
include some of these additional sources if you want to test them and have the resources available.

The data sources we consume for detection engineering help determine our ability to provide widespread
detection coverage for an organization. Without network data, we can’t develop network-based
signatures, potentially missing web-based threats or C2 communication. Without application data,
we might not be able to identify malicious activity taking place within a specific application. Simply
put, an increase in the quantity and quality of the data sources we have available to us will provide us
with more detection opportunities.

We will cover the following main topics in this chapter:

o Understanding data sources and telemetry
« Looking at data source issues and challenges

« Adding data sources

The first section will help us understand, at a high level, what data sources are and the type of data
sources available. At this point, you should be able to identify the data sources relevant to your use
cases. We'll then discuss certain issues and challenges to consider when defining and configuring
your data sources, allowing you to look at your data sources and identify the impact of such issues.
Finally, we'll wrap up by adding a new data source to our lab and creating a detection that would not
have been possible without that additional telemetry.
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Technical requirements

The labs in this chapter assume you have completed the lab setup in Chapter 3; these labs will expand
on the existing Elastic Stack deployment. If you have not set up the detection lab, we recommend
returning to Chapter 3 and completing the exercises provided there first.

In this chapter, we will deploy a web server running on a Linux VM. The VM will require the
following specs:

o 10 GB of hard disk space
« 2GBof RAM

The labs in this chapter will not use the existing Windows host, so it can be powered off to save
resources during this chapter’s labs.

Understanding data sources and telemetry

Covering all potential data sources in a corporate environment or even going into depth on each of the
major ones is not feasible given the number of data sources present in an organization’s infrastructure.
As such, this section will highlight the major data sources and provide a brief explanation of their
relevance to detection engineering.

We are going to look at two different types of sources of data for detection engineering. The first is
going to be raw telemetry. These are unprocessed logs that simply state an event occurred, without a
determination on whether it is malicious or not. This is going to be our focus with detection engineering
as we can use these raw events to identify malicious activity without relying on an existing security
solution’s detection capabilities. The second type of data source that we'll briefly discuss is security
tooling. Data from security tooling primarily focuses on processed events but can also include its
own raw telemetry data.

Raw telemetry

As mentioned previously, we are using the term raw telemetry to describe unprocessed logs produced
by systems and applications. The data source will generate logs containing events with no context
regarding whether they may be malicious.

This section will look at the various data sources that fall under the category of raw telemetry, the type
of data they provide, and examples of detection designs that leverage those sources.

Endpoints and servers

Endpoints and servers are likely the first resources that come to mind when you think about the
components of an organization’s infrastructure - rightly so as they typically make up a large majority
of the organization’s assets and are vulnerable to users’ risky behaviors.
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Endpoints and servers generate logs detailing activities occurring on the host. This includes important
events such as user logins and administrative activities (such as configuration changes or user creations).
In this section, we won’t differentiate servers from endpoints in terms of the logging details as they
both provide similar or the same types of logs. Where the difference comes into place is determining
detection requirements. For example, you might want to prioritize detections for suspicious activity
on a domain controller over an individual’s workstation as the risk to the organization is higher if the
domain controller is compromised.

Unfortunately, every operating system has its methods of logging, so we have to consider what OS
our endpoints and servers are running. The log locations and types of logs available will vary between
the different operating systems. For example, Windows provides its logs via Windows Event Logs.
Logs are divided into several different categories and custom logs can even be created. In Chapter 3,
we added a Windows host and enabled log forwarding via Fleet to bring in application, system, and
security logs. These are by far the most relevant logs to ingest. If you have enabled PowerShell Script
Block Logging in your environment, we recommend you also turn on log forwarding for those events.
Similarly, if you have deployed Sysmon in your environment, those logs should also be forwarded.

The following tables provide the potential log sources by operating system type. It is worth noting
that these are not comprehensive lists and that there may be additional logs that will provide value to
your use case, but these provide the highest value across all organizations.

Windows

Windows has robust logging features, some enabled by default, others requiring enabling. These events
are stored as Windows Event Logs, which are divided into a few sub-categories. Table 4.1 provides
descriptions and examples of the events that are stored in each of these logs:

Event Log Type Description Example

The application crashed due

Events generated at the
to memory exhaustion

application level. Logs may
vary as they depend on
developer configurations.

Application log
An error occurred while

starting an application

Events generated at the
System log operating system level related | A service was started
to system operations.

Events generated at the
Security log operating system level related | User account creation

to potential security risks.
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Any events related to the
PowerShell engine (the
program), providers,
and commands.

PowerShell application started
PowerShell log

Any events generated by the

Sysmon log Process creation

Sysmon service.

Table 4.1 - Windows event log types

Note that PowerShell event logs only include full command lines if PowerShell Script Block Logging
is enabled. It is disabled by default and must be enabled via a Group Policy Object or the Registry.
Without these command lines, we lack the most important context surrounding PowerShell execution.
Knowing an attacker executed PowerShell provides little value if we don’t know what they used it to do.

It is also important to note that Sysmon is not installed on Windows by default but provides highly
valuable data. Sysmon logs include those for process creation (including hashes and command-line
details), network connections, and filesystem changes, all of which are either not logged or logged
with a minimal context in the default Windows Event Logs. This context can be the difference between
knowing that an attacker used a known malware payload to exfiltrate data to a remote server versus
knowing an attacker executed an unknown file with an unknown purpose. We recommend that you
consider deploying Sysmon in your environment and collect the logs, if possible. To learn more about
Sysmon, see https://learn.microsoft.com/en-us/sysinternals/downloads/
sysmon. Sysmon is also available for Linux but as it is not as widely used on Linux systems, it will
be left out of the next section about Linux sources.

Linux

Linux logs are stored in system files under the /var/log directory. A few logs of relevance exist,
as outlined in Table 4.2. In some cases, the name of the file differs depending on the specific Linux
distribution being used or if the defaults have been changed:

Log Type Description Example

/var/log/syslogor /

All global ivi
var/log/messages global system activity data | Startup messages

/var/log/auth.logor / Account logins, root

All security-related events

var/log/secure account actions
Information about Command execution

/var/log/cron . .
scheduled tasks resulting from a cron job
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/var/log/faillog Inf?rmatlon about failed Account login failure
login attempts
A modification was
/var/log/audit/ File modification and syscall | made to a monitored file
audit.log activity based on auditd rules | or a file was added to a
monitored directory

Table 4.2 - Linux log types

It is worth noting that auditd’s rule file must be configured by the user to specify the files and syscalls
to be monitored, so you will not see those logs unless they’ve been configured on the system.

macOS

macOS provides a type of single, centralized log storage called macOS Unified Logs. As such, all
log entries related to the system being monitored should be accessible via this source. The example
detection design in the following note box, along with the others shown throughout this chapter, will
show you how to take a particular detection requirement and associated data source and gather the
information needed to create detection logic in plain English. This first one is going to look at using
both Windows event logs and Linux logs to identify a MITRE ATT&CK technique.

( 7
Example detection design using an endpoint data source

Let’s assume we are receiving application, system, and security logs from a Windows endpoint.
As a detection requirement, we want to know if any non-admin users are creating additional
user accounts. This could be a sign of a threat actor establishing persistence via user account
creation (MITRE ATT&CK Technique T1136). Researching what evidence exists for Windows
account creation reveals that Windows Security Event ID 4720 is used to log account creation
events for both local and domain users. So, in plain English, our detection design is “If there
is a Windows Security event with event ID 4720, and the subject username associated with the
event is not an administrator, trigger a detection.”

Let’s assume you also have a Linux host in the same environment. In that case, you want
to monitor the /var/log/auth.logor /var/log/secure logs (depending on the
distribution). In plain English, the detection design is “If there isa /var/log/auth. log
event containing the new user: string, trigger a detection”

Unfortunately, the auth . 1og file does not record which user initiated the event, so we will
have to rely on an analyst review to determine whether it was legitimate account creation
activity or not.
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Network data

Network telemetry can be gathered from numerous data sources and provides highly valuable context.
It is going to be unlikely that an incident is 100% isolated to a single local host. There are multiple
points in the kill chain during which we are likely to see network activity. For example, a drive-by
download will result in web traffic during the initial access stage, the C2 communication will leverage
the attacker’s chosen C2 protocol, and lateral movement can be seen between devices on the network. As
such, solely relying on endpoint logs instead of covering both planes will result in a huge coverage gap.

In terms of how and from where we can gather network data, we have a few options. The first is that
we can leverage packet captures from the endpoints themselves. All network traffic is captured and
forwarded to the data storage system. These packet captures will provide full details and the content
of any network connections. For this, we need to configure endpoints to capture traffic and export
the packet captures with a packet capture solution. One such option is Packetbeat, which we will test
in an upcoming lab using our lab’s Windows host. It is worth noting that packet captures take up
a significant amount of storage space, and thus most organizations do not perform network-wide,
constant full-packet captures.

The second method of gathering network data is from the network devices themselves. There are a few
different device types that can be mined for network data. Networking infrastructure devices, such as
routers and switches, can provide some relevant network data in an unprocessed, raw form. It would
not be our first reccommendation for a network data source but in the absence of more advanced and
comprehensive data (such as from a perimeter firewall), it can provide some coverage. Most routers
and similar devices have a web portal you can access to administer the device and set up shipping
logs via Syslog to a server. Many of these devices may collect flow data, which is essentially metadata
about network connections providing details of the source and destination IPs and ports, as well as
the traffic size. If the devices support flow data, a flow collector can be used to obtain this data. It
may be useful in identifying C2 traffic (abnormal or known-abused ports, for example) or exfiltration
attempts (abnormally large amounts of data leaving the network).

As a related data source, firewalls and other network security solutions will have some subset of logs that
are events rather than alerts and may provide context worth including in your detection engineering
lab. This data source, however, also falls under the security tooling type of data source rather than raw
telemetry since these devices often implement some sort of processing to enrich or morph the events.
For example, a firewall may have traffic logs that are essentially raw telemetry, detailing the source
and destination properties of a connection. That same firewall might also have NGFW capabilities
and have a log for URL filtering that provides context as to which websites were blocked and why. In
the latter case, we are looking more at security tooling data rather than raw telemetry as the NGFW’s
detections are what generate events.
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( 7
Example detection design using a network data source

Let’s assume we are receiving traffic logs from a firewall device on the network perimeter. As
a detection requirement, we want to know if a single source IP is exhibiting repeated failed
connections to various destination ports. This could be a sign of a port scan against a host
(MITRE ATT&CK Technique T1046). The firewall logs should tell us the source and destination
port and IP address, as well as if the connection failed or was successful. So, in plain English,
our detection design is “If the firewall is logging a significant number of failed connections
with a shared source IP but unique destination ports, trigger a detection”
. J

Cloud assets

The reason we decided to highlight cloud assets as a data source category in this book is due to the
growing nature of the cloud. It’s highly likely that, as a detection engineer, at some point in your
career, you will identify a detection requirement relating to a cloud asset or environment. The cloud
is extremely complex in terms of the number of services and resources you'll find available, as well
as the variation that occurs between different cloud vendors (that is, AWS versus Azure versus GCP,
and so on).

Attackers are more frequently targeting the cloud as its use is widespread but not well understood, so
it is often trivial to find misconfigured, vulnerable cloud resources that are publicly accessible. MITRE
has even mapped their Enterprise ATT&CK matrix to the cloud: https://attack.mitre.org/
matrices/enterprise/cloud/. The matrix includes many techniques that overlap with those
seen in traditional, on-premises environments. This is because a lot of cloud resources are simply
cloud-hosted versions of existing technologies. There are, however, some cloud-specific techniques
that have been added to the ATT&CK framework. Regardless of how your organization leverages the
cloud, it is important that the detection engineering team is aware of the existence of any cloud assets
and understands how they can be used as a data source.

( 7
Example detection design using a cloud asset data source

Let’s assume we are receiving CloudTrail logs from an AWS account that hosts several VMs
used by the organization. CloudTrail records all API and user activities for all services in your
AWS account. As a detection requirement, we want to know if an unauthorized user accesses
an S3 storage bucket called sensitive-data. This could be an indicator of MITRE Technique
T1619, Cloud Storage Object Discovery. Research shows that when users are inspecting the
contents of a bucket, a ListBuckets API call is recorded in the CloudTrail logs. So, in plain
English, our detection design is “If there is a CloudTrail event for a ListBuckets API call to the
sensitive-data S3 bucket, and the user associated with the event is not authorized to view that
bucket, trigger a detection.”
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Applications

Application logs can vary greatly as they are defined by the developer of the application rather than the
operating system itself. Some of the common sources of application logs are mail, web, and database
servers. While they may be running on a Linux or Windows server and have the associated OS logs,
they’ll also have logs specific to the application running on the server. The types of logs will depend
on the specific application, but the following is a list of log and event types you may observe:

o Access, authentication, and authorization logs (who logged in/out and when, whether it was
a successful login attempt, and what operations were performed)

 Change logs (what configuration changes were made, what users or permissions were added,
when the software was last updated)

o Error logs (any errors that occurred during application execution, such as disk space limits,
memory exhaustion, and licensing issues)

o Availability logs (system shutdowns and reboots, failover occurrences, backups complete)

From this list, the most valuable to detection engineers are the access, authentication, and authorization
logs and the change logs. Error and availability logs may provide some insight for incident investigations
but in terms of developing detections, they will provide less value.

( N
Example detection design using an application data source

Let’s assume we are receiving logs from an Apache web server. As a detection requirement,
we want to know if any SQL injections are being performed against our server. One of the
many methods for performing SQL injections involves inserting SQL statements into the URL
parameters followed. The results of submitting this request may allow the attacker to reveal
information from the backend database. An example of a known string placed in URLs for
attempting SQL injection is or 1=1#. This might be indicative of an attacker trying to gain
access to the environment via SQL injection (T1190), so we need to detect such strings present

in web traffic. In plain English, our detection design is “If there is an Apache HTTP access log
with a GET event that has a URL containing the or 1=1# string, trigger a detection.”

. J

Under the category of applications, there are also Software-as-a-Service (SaaS) data sources. These
are going to provide similar data as other application sources but are not hosted on your infrastructure
and, as such, may require further exploration to understand what data is available and how it can be
retrieved. Saa$ can refer to any cloud-hosted application or software leveraged by the organization;
however, the most prevalent use of Saa$S in organizations is application suites such as Google Workspace
and Office365, which provide email and productivity tools.
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( 7
Example detection design using a Saa$S data source

Let’s assume we use Google Workspace as our SaaS provider for email and productivity tools
and are receiving audit logs from the account. As a detection requirement, we want to know
if admin privileges are granted to any additional users. While this could be legitimate admin
activity, it could also be a sign that the attacker is trying to get an account they need to perform
additional actions or maintain persistence (T1098). Research shows that such activity is recorded
asa GRANT DELEGATED ADMIN PRIVILEGES or GRANT ADMIN PRIVILEGE event
for the admin.googleapis . com service within the Google Workspace admin audit logs.

So, in plain English, our detection design is “If there is a Google Workspace admin audit log event
for the admin.googleapis . com service with an event name of GRANT DELEGATED
ADMIN PRIVILEGES or GRANT ADMIN PRIVILEGE, and it was initiated by a user who
should not be creating accounts, trigger a detection”

. J

Raw telemetry provides the most valuable data for detection engineers, but there are uses for logs that
are directly generated by security tooling, as we will discuss next.

Security tooling

While we will not heavily discuss the use of security tooling data for detection engineering in this
book, it is important to understand what data could be available to you via these sources as they
might prove useful for your specific detection requirements. Security tools leverage their proprietary
detections within their tool, which is why they may not be as relevant for creating new detections. The
alerts from security tooling are often based on the same raw telemetry we discussed in the previous
sections, resulting in potential overlap in information. Furthermore, we have to be aware of how
multiple security tools may alert on the same behavior, just in different ways. For this reason, you
need to be aware of the effect that writing a detection based on this data source may have in terms of
generating duplicates. Security tool alerts, however, should not be completely ignored by detection
engineers as they can prove useful in gap analysis and identifying attack chains.

The key data sources we are going to touch on in this section are endpoint protection and network
protection, with a brief mention of security information and event management (SIEM) technologies.

Endpoint protection

Endpoint protection, as the name implies, involves detecting and/or preventing malware on user
endpoints. The most common types of endpoint protection are antivirus (AV) and endpoint detection
and response (EDR). These solutions use a variety of tactics to detect suspicious and malicious activity.
While we don’t know the exact code running on the backend to perform detections, the most common
methods include indicator-based (a known bad IP address) and behavior-based (abnormal activity).
Furthermore, more and more companies are adopting solutions that have some component of machine
learning (ML) that will assist in computationally determining what is potentially malicious. One way
you might use an endpoint protection data source for detection engineering is by generating alerts
on a series of techniques being used or an increase in activity of a certain kind. For example, if an
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alert for an attachment on an email is followed by malware execution on an endpoint, that might be
worth providing a detection for as it implies the kill chain of an attack is continuing instead of being
blocked by the endpoint protection.

Network protection

Next, we have network protection. We've already discussed raw telemetry from endpoint and network
devices; similarly, tools for endpoint and network security contain vastly different but equally important
data sources. In terms of the types of devices we might see in our network, email security appliances
and firewalls are probably the most common. Email security appliances provide some level of alerting
to malicious email activity, such as detecting known malicious files or URLs observed in emails
traversing the network. Firewalls, depending on their capabilities, might provide security alerts such as
communication with known bad domains/IPs, abnormal traffic, and malicious files being downloaded.

Along with the vendor-provided devices that you might deploy in your network, there are popular
open source options worth mentioning. Zeek and Suricata are open source network security tools that
act as network security monitors and/or intrusion detection and prevention systems. Like commercial
solutions, they provide alerts based on traffic analysis and threat signatures. Along with built-in rules,
users can create their own rules, making it particularly interesting to detection engineers. While using
these tools is outside the scope of this book, there are plenty of resources online that can help you
learn to leverage them.

Security information and event management (SIEM)

Lastly, we have SIEM systems. These themselves are log aggregators that provide additional enrichment
and context, ultimately providing security analysts with a single pane of glass related to what is happening
in their environment. Less value will be provided from this concerning detection engineering since
it, in theory, is ingesting the same data sources as us. Where it does provide value is if you cannot get
access to specific data sources the SIEM already ingests. We can simply forward those events from the
SIEM instead of the originating device. Secondarily, if the SIEM is providing any sort of enrichment
or correlation that could be leveraged for detection development, it might be worth including as a
data source.

Given this high-level overview of possible data sources, we can look further into the approach MITRE
ATT&CK has taken to document this information.

MITRE ATT&CK data sources

In Chapter 1, we introduced the MITRE ATT&CK framework, specifically the tactics, techniques,
and procedures (TTPs) that they document. There are, however, a couple of other knowledge bases
provided by MITRE that tie additional security information and intel to the TTPs. One of these
knowledge bases documents data sources that can be leveraged to identify these TTPs. Data sources,
from MITRE’s perspective, are the categories of information that can be gathered from sensors or
logs. MITRE has also mapped its data sources to the ATT&CK techniques they can be used to detect.
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Our first example of a detection design in the previous section was for creating new user accounts,
which could indicate persistence being established. We associated that technique with MITRE ATT&CK
Technique T1136. Looking at the MITRE ATT&CK data sources, we can see that a data source exists for
User Account Creation (https://attack.mitre.org/datasources/DS0002/#User%20
Account%20Creation). It says that account creation can be detected via event ID 4720 on
Windows or /etc/passwd logs on Linux. This is the guidance we needed to create the detection
design, provided right alongside the technique we used to develop the detection requirement.

We are not going to look at the data sources provided by MITRE in depth; the full knowledge base
can be accessed here: https: //attack.mitre.org/datasources/. It is worth mentioning
this framework briefly as it can be used to map detection requirements for data sources, especially if
you are leveraging ATT&CK to plan your detection requirements.

Now that you know what data sources may be available to the detection engineering team, let’s work
through an exercise that will help you think about how these data sources apply to your environment.

Identifying your data sources

The following list will help you identify which data sources you have available, and which should
be prioritized so that they can be integrated into your detection engineering infrastructure. If you
are working for an organization in which you are aware of the infrastructure, we suggest that you
go through this list and identify what your organization’s data sources look like. In future chapters,
understanding your data sources will help you understand the detections that are possible and relevant
for your organization:

o Assets:

= User endpoints (laptops, desktop computers, mobile devices)

= Servers:

+ Are any of these servers public facing?

+ What type of servers are they? Domain controllers, web servers, file servers, and so on.
o Software:

* Operating systems are running on the various assets

= Software/applications used throughout the organization

o Network architecture diagram

o Cloud assets:

* SaaS applications
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Security solutions:

SIEM
Endpoint protection (AV/EDR)
Network protection (IPS/firewall/ WAF)

To show what this might look like in a corporate environment, look at the following list as an example
of identifying data sources at a high level:

Assets:

Each employee is issued a laptop computer and cell phone. Our local office each has several
desktops that are used when assisting customers.

‘We have three servers in a co-located data center. This includes a domain controller, internal
file servers, and a public-facing web server.

Software:

All laptops are running Windows 10. All mobile devices are running iOS. The servers are
running Windows Server 2016.

Atlassian Jira and Confluence are used by employees. Salesforce is used by our sales team.
The help desk uses TeamViewer to connect to endpoints remotely for troubleshooting.

Cloud assets:

We leverage Microsoft 365 as our Saa$ provider for email and productivity tools

We have a development team that uses AWS for various projects, primarily for running
virtual machines in the cloud

Security solutions:

We use Splunk as our SIEM.
We deploy Sophos to all user endpoints, as well as their cell phones.

We have a Palo Alto next-generation firewall protecting the network. Additionally, we have
an F5 web application firewall in front of our web server.

All these resources will result in logs being produced, which will become the data sources for our

detection development. Using the list of resources identified in your organization, you can start to

identify the relevant data sources. For example, there are no Linux hosts in the example organization’s
list of data sources, so they should focus on detections related to Windows hosts, as time spent on Linux

detections would be fruitless. If an email-related threat needs to be protected against, we can see that

Microsoft 365 is used for email in this example - this guides us to where we can detect such threats.
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Ensure that you can forward logs from the identified devices. If the device is managed by a vendor
or another team in the organization that will not support exporting logs, it should not be included
as a potential data source.

In terms of prioritizing data sources, this should be guided by the same methods that will be discussed
as part of the requirements discovery process, which we will dive into in Chapter 5. Essentially, your
data sources prioritization will be based on your detection requirements. So, for now, we'll gather the
list of possible data sources, and then, as detection requirements are determined, we’ll add any data
sources that were not included in our initial data lab configuration based on our needs. This will also
help ensure were not consuming compute resources and storage on logs that aren’t even leveraged
in any of our detections.

The other advantage of having this clear list of available data sources from the start is that you can
avoid wasting time planning detections that you don’t have the data available for. For example, if you
don’t have any public-facing applications, you shouldn’t be writing detection rules for attacks that
attempt to exploit such applications.

Now that we know what a data source is and which are relevant, the next section will cover the issues
and challenges that you may encounter when attempting to implement them in your detection lab
or organization.

Looking at data source issues and challenges

Unfortunately, a lot of variabilities are involved in what data sources will be available and the quality
of those data sources. We'll touch on several of the causes of such variability and the challenges they
present in the following subsections.

Completeness

The completeness of the data provided by a data source is based on the value of the attributes captured
for any given event. We do not want to waste storage resources and bandwidth on data sources that
won't add value to our investigation due to the data they expose. For example, if a system provides
logs showing a network connection was established but there are no details on the source/destination
of the connection with contextless timestamps and ambiguous time zones, there is likely not much
that can be used from that to develop a quality detection. As such, we either ignore or de-prioritize
this data source.

As an additional note regarding completeness, some data sources provide varying amounts of information
based on logging configurations. There are countless ways to configure Windows, Linux, and macOS
logging to capture additional or less information. For example, in the previous section, we mentioned
PowerShell Script Block Logging. It is not enabled by default, but if enabled, it can provide PowerShell
commands that can be executed on the host. You should be aware of the existing policies but also keep
in mind where it might be worth requesting better logging configurations.
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Quality

When we discuss the quality of a data source, we want to look at a few key features. We need to ensure
our data is reliable, consistent, and trustworthy. First, if we don’t have high confidence in the data source
itself in terms of the data it reports, we should not be using it as part of our detection development.
We need to ensure that the sources we are querying are providing accurate information. If you are
unsure of the value a particular data source will provide, consider that uncertainty when prioritizing
data sources. It may be worth integrating the data to further investigate its value, but this should not
be prioritized over a known-good, high-value data source.

Another aspect affecting the quality of data is the format it is provided in. Third-party tools, such as
the Elastic Stack, which we are using in our labs, often expect data to be formatted in a specific way.
You need to ensure the data you are shipping to your detection system can be understood by the
platform. For example, if the destination system expects a JSON file that can be parsed and you try
to send a Windows Event Log, it will not be parsed and will likely just be dropped. It’s important that
when identifying data sources, you also document what format the logs are in and what methods can
be used to export them to your detection system.

Finally, systems can generate large volumes of rich data for every type of event that occurs. However,
if the interpretation of these events is unclear, this can lead to inaccurate detections and undue delays
during incident response.

Timeliness

When it comes to security, time is of the essence. Our detection platforms must alert us as soon as
possible after malicious activity occurs. As such, the timeliness of receiving data is an important
factor to consider when approaching the topic of data sources. One of the primary issues surrounding
timeliness is that some data sources will not immediately provide data for querying. If the data source
performs any post-processing that causes a delay between the activity being recorded and the processed
data being available to ship to our detection system, we will potentially see a delay between the event
time and the detection time. It is important to be aware of and document any time deltas that may
exist between the event’s occurrence and its delivery to the detection system.

Coverage

Coverage is going to tell us whether the given data sources we have identified provide the data we need
for developing detections. For example, if the detection requirements state we need to detect exploit
activity targeting a public-facing web server, but we aren’t receiving logs from that server, then our
data source coverage is causing blockers for detection development.

Another aspect of coverage is ensuring that the data sources and your data ingestion processes are
resilient. This essentially means that if logging is failing for any given data source, it should either be
known or there should be a fallback mechanism where needed.
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Adding data sources

If attacker activity is occurring at the same time there is a disconnect between the victim system and
detection platform, we don’t want to find out during an investigation when no evidence exists of activity
on that system. This is even more critical if the data sources have a short retention period and your
logging or detection system is responsible for archiving that data with an extended retention period.

Coverage is something you are going to want to revisit regularly as data sources may expand as the
organization grows, so your coverage will change over time. Make sure that any teams responsible
for deploying new infrastructure and applications are aware of your data source requirements so that
your team can be notified when new potential data sources are created.

Exercise - understanding your data sources

If you completed the Identifying your data sources exercises in the previous section, you can now use
what you've learned about data source issues and challenges. For this exercise, take your list of possible
data sources and begin to document the various properties that will potentially affect the value of
your data source. The following questions are worth answering for the sources on your list to ensure
you fully understand the data source:

o What method is required to retrieve logs from the data source? API, Syslog, or something else?
« What format does the data source provide logs in?

o What timezone is the data source using for their timestamps?

o Who is the point of contact for the data source that we need logs from?

o What are the retention policies of the data source?

o Does the detection engineering team have access to re