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Scanning & Enumeration

« Scanning

 Actively connecting to the system and get
response to identify open ports & services

 Enumeration
* In-depth information gathering
* Open shares
» User accounts information
» Software versions

» Compile the information gathered to
build a target map before beginning
your attack
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"What tool should | use?

* No single tool is sole solution

* Some tools are:
* Free and open-source
 Easily detected
 Crash services on the target machine
* Provide false results
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nmap

u btarting Nmap 6.00 ( http://nmap.org ) at 2012-05°
[ } Used In Our IabS map scan report for scanme.nmap.org (74.207.244.22
ost is up (0.00031s latency).
ot shown: 997 closed ports
STATE SERM
open Pebian 3ubuntu
ssh-hostke
_ 2048 791874
0/tcp i qr B ( (Ubuntu

* Most popular scanning

bevice typei ™y

u unning: Linux 276%
ro ram In the World )S CPE: cpe:/o:linux KErNEE2NeNepe: /o : linux :kernel:3
S details: Linux 2.6.32 - 2.6.39, Linux 2.6.38 - 3.0
work Distance: 2 hops

ice Info: 0S: Linux; CPE: cpe:/o:linux:kernel

* Free and open-source

» Great GUI with Zenmap
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Scanning for Targets
 ARP

* Ping

* Netbios

e Passive Collection
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ARP
» nmap —PR <IP ADDRESS>

» Sends ARP to local subnet only

* Advantages:
* Low level
 Looks like legitimate traffic
* Never blocked by a target

 Disadvantages:

« Cannot route across subnets
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ing (ICMP)
* Ping <IP ADDRESS>
* nmap —sn <|P ADDRESS>

» Advantages:
« Used locally or to other subnets
 Layer 3 protocol, receives TTL

 Disadvantages:
* Blocked by many firewalls

» Some Network IDS log this activity
pically used by SYSADMIN or Hackers
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traceroute
* nmap —traceroute <IP ADDRESS>

» Advantages:
 Resolves IPs to router names

* Disadvantages:
 Blocked by many firewalls
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NetBIOS
 nbtstat —A <IP ADDRESS>

» Advantages:
* Blends into Windows environment
» Gives us lots of details on the host
« Workgroup/domain name
 Hostname
« MAC address
» Networking & Print Sharing

* If you send it to UNIX, its noticeable!
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ingerprintin
» Simplest method is based on TTL

* Not accurate, since defaults can be
changed

* Based on TTL, though, we can
narrow our port scanning
e Linux, Mac OS X (64)
* Windows (128)
* Solaris, Cisco (255)
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Enumeration

o
* Determine the OS and Service Pack ...« N (\A
Windows

- |dentify the machine’s role Limjlg_(f’\
oy

* \Workstation, Server, Router, etc.

» Use this information to find
vulnerabilities for identified services

* You use this to be quieter!
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What ports should I Iook for’?

* Web services (80, 443)
* FTP (20/21)

« SSH (22)

« SMTP (25)

* Remote Desktop (3389)
* NetBIOS (135, 139, 445)
 RPC Mapper (111)

e Cups (631)

* NFS (2049)
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Administrator: C:\Windows\system32\cmd.exe  =| !

 Manual enumeration HTTP 1.4 302 Found o 3:34 G

Server: Apaches/2.2.16 (Debhian>

Location: https://ifconfig.dk/

Uary: Accept—Encoding

Content—Length: 281

Content—-Type: text/html; charset=is0—8859-1

« Connect to the target

 Service provides a “welcome banner”

* Determine OS based on banner

« Common in FTP, SSH, Telnet,
and HTTP/HTTPS.
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Target: ‘192.168.1.1 v | Profile: ‘Ouickscan plus

Zenmap (as superuser) .
Scan Tools Profile Help Z e n m a p
|

Command: |nmap -sV T4 -O -F —version-light 192.168.1.1

| Hosts | Services Nmap Output | Ports / Hosts | Topology || Host Details | Scans P PI N( ;

0s Host Hosts Viewer |F|sheye |Controls Save Graphic
® 101.04 v Action
.1.0. o

{J 10.1.05 .
Q10.1.0.4 @ + |\

i - NETBIOS

{/ 10.1.0.10
{J 10.1.0.75
A

B locahost (127.¢ Frames v
| © Polar Cartesian o U D
OE ¥ Layout

Symmetric ¥

¥ View

&) address

[ _hostname

'
'
.
'
'
'
'

Navigation 225.0

"logalhost

\Olo.l.o.lo
010.1.0.75

B} Add New Post < LNXGo... || ] Zenmap (as superuser) |
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- NMAP manipulates the TCP flags

Initiating Host

* URG (Urgent! Even if out of order)

* ACK (Acknowledges SEQ #)

* PSH (Push buffered data)

* RST (Reset the connection)

* SYN (Agrees on intial SEQ #)
* FIN (Session is finished)
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¥’ OS Detection in NMAP - ‘
*Noisy process...scans 1000 {7 4ows )
ports (twice) .
1nux />
*6 TCP Packets with SYN flag "&

«2 ICMP Echo packets
1 UDP Packet to a closed port
6 TCP Packets with various flags
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¥ Version Scans
*Scan takes a long time, so use less ports

*Sends SYN flag, if a SYN/ACK
IS received, it sends RST to
build a port list

* Then, sends another SYN to
create a full connection and
review the response
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ZENMAP

* Default profiles:
* Ping
* Quick
* Regular

* Intense
» Slow Comprehensive

Intense scan

ology | HosL

http://wviw.JasoénDionleomy | Scanning and EnumerationPhase

Intense scan

Intense scan plus UDP
Intense scan, all TCP ports
Intense scan, no ping

Ping scan

Quick scan

Quick scan plus

Quick traceroute

Regular scan

Slow comprehensive scan
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Common Vulnerabilities and Exposure

*Find a vulnerability based on the information
gathered in your scanning and enumeration

* Match an exploit in Metasploit in
order to exploit the vulnerability
and gain access!

* https://cve.mitre.org
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