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Learning Objectives

With the increasing adoption of the Internet (World Wide Web) for business and personal
communication, securing sensitive information such as credit card details, PINs, bank account
numbers, and private messages is becoming increasingly important, albeit more difficult to
achieve. Today’s information-based organizations extensively use the Internet for e-commerce,
market research, customer support, and a variety of other activities. Data security is critical to
online business and communication privacy.

Cryptography and cryptographic (“crypto”) systems help in securing data against interception
and compromise during online transmissions. This module provides a comprehensive
understanding of different cryptosystems and algorithms, one-way hash functions, public-key
infrastructures (PKIls), and the different ways in which cryptography can ensure the privacy and
security of online communication. It also covers various tools used to encrypt sensitive data.

At the end of this module, you will be able to
= Describe cryptography concepts
" Understand different encryption algorithms
= Use different cryptography tools
= Describe public key infrastructure (PKIl)
=  Apply email encryption
= Apply disk encryption
= Describe various cryptography attacks

= Use different cryptanalysis tools
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LO#01: Explain Cryptography Concepts

Copyright © by EG-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Cryptography Concepts

Cryptography enables one to secure transactions, communications, and other processes
performed in the electronic world. This section deals with cryptography and its associated
concepts, which will enable you to understand the advanced topics covered later in this module.
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Cryptography

J Cryptography is the conversion of data into

a scrambled code that is encrypted and sent
across a private or public network

J Cryptography is used to protect confidential
data, such as email messages, chat sessions,
web transactions, personal data, corporate

data, and e-commerce applications

C
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Types of Cryptography

Symmetric Encryption

Symmetric encryption (secret-key, shared-key, and private-key)
uses the same key for encryption as it does for decryption
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Asymmetric encryption (public-key) uses different encryption keys,
which are called public and private keys for encryption and

2 Authentication decryption, respectively
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“Cryptography” comes from the Greek words kryptos, meaning “concealed, hidden, veiled,
secret, or mysterious,” and graphia, meaning “writing”; thus, cryptography is “the art of secret
writing.”

Cryptography is the practice of concealing information by converting plaintext (readable format)
into ciphertext (unreadable format) using a key or encryption scheme. It is the process of
converting data into a scrambled code that is encrypted and sent across a private or public
network. Cryptography protects confidential data such as email messages, chat sessions, web
transactions, personal data, corporate data, e-commerce applications, and many other types of
communication. Encrypted messages can, at times, be decrypted by cryptanalysis (code
breaking), even though modern encryption techniques are virtually unbreakable.

Objectives of Cryptography

* Confidentiality: Assurance that the information is accessible only to those authorized to
access it.

" Integrity: Trustworthiness of data or resources in terms of preventing improper and
unauthorized changes.

= Authentication: Assurance that the communication, document, or data is genuine.

* Nonrepudiation: Guarantee that the sender of a message cannot later deny having sent
the message and that the recipient cannot deny having received the message.

Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
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Cryptography Process

Plaintext (readable format) is encrypted by means of encryption algorithms such as RSA, DES, and
AES, resulting in a ciphertext (unreadable format) that, on reaching the destination, is decrypted
into readable plaintext.

-_—- |- - -

L___‘ . Encryption - o Decryption
S = e, > - Aamt ittt >j';  RERRE >
- . BB . P &
Plaintext Ciphertext Ciphertext Plaintext
Figure 20.1: Example of Cryptography
Types of Cryptography

Cryptography is categorized into two types according to the number of keys employed for
encryption and decryption:

=  Symmetric Encryption

Symmetric encryption requires that both the sender and the receiver of the message
possess the same encryption key. The sender uses a key to encrypt the plaintext and sends
the resultant ciphertext to the recipient, who uses the same key (used for encryption) to
decrypt the ciphertext into plaintext. Symmetric encryption is also known as secret-key
cryptography, as it uses only one secret key to encrypt and decrypt the data. This type of
cryptography works well when you are communicating with only a few people.

Because the sender and receiver must share the key before sending any messages, this
technique is of limited use for the Internet, where individuals who have not had prior
contact frequently require a secure means of communication. The solution to this
problem is asymmetric encryption (public-key cryptography).

Encryption Decryption
Dear John, AN Guuihifhofnk BN Dear John,
Thislsmy AL __ ________ Ny it T R - e ThisismyA/C
number / NklcimIm / > number
7974392830 #A*R(*) (_ 7974392830
\ / Secret key \ ) Secret key \ J
Plain Text Cipher Text Plain Text

Figure 20.2: Symmetric Encryption

= Asymmetric Encryption

The concept of asymmetric encryption (also known as public-key cryptography) was
introduced to solve key-management problems. Asymmetric encryption involves both a
public key and a private key. The public key is publicly available, whereas the sender keeps
the private key secret.

An asymmetric-key system is an encryption method that uses a key pair comprising a
public key available to anyone and a private key held only by the key owner, which helps
to provide confidentiality, integrity, authentication, and nonrepudiation in data
management.
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Asymmetric encryption uses the following sequence to send a message:

1. An individual finds the public key of the person he or she wants to contact in a
directory.

2. This public key is used to encrypt a message that is then sent to the intended recipient.
3. The receiver uses the private key to decrypt the message and reads it.

No one but the holder of the private key can decrypt a message encrypted with the
corresponding public key. This increases the security of the information because all
communications involve only public keys; the message sender never transmits or shares
the private keys. The sender must link public keys with usernames in a secure manner to
ensure that individuals claiming to be the intended recipient do not intercept the
information. To meet the need for authentication, one can use digital signatures.

Encryption Decryption

Dear John, AN Guuihifhofnk ) Dear John,
ThiﬁismYA/c..-.......‘ ,.u.u,.::“’;ll---- blfl(fnnfk IIIIIIIIIIII.; EEEEES ThlSiEfﬂYﬂ/c
number / ) Nklclmim %/‘ ) number
7974392830 #AE&(*) (L 7974392830

\ Public Key \ / Private key \ /
Plain Text Cipher Text Plain Text

Figure 20.3: Asymmetric Encryption
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Strengths and Weaknesses of Crypto Methods
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Symmetric Encryption

Asymmetric Encryption

Faster and easier to implement, as the
same key is used to encrypt and decrypt
data

Requires less processing power

Can be implemented in application-specific
integrated chip (ASIC).

Convenient to use, as the
distribution of keys to encrypt
messages is not required

Strengths
Prevents widespread message security Enhanced security, as one need not
compromise as different secret keys are share or transmit private keys to
used to communicate with different parties | anyone
The key is not bound to the data being
transferred on the link; therefore, even if Provides digital signatures that
the data are intercepted, it is not possible cannot be repudiated
to decrypt it
Symmetric Encryption Asymmetric Encryption
Lack of secure channel to exchange the Slow in processing and requires high
secret key processing power
Widespread message security
Difficult to manage and secure too many compromise is possible (i.e., an
shared keys that are generated to attacker can read complete
Weaknesses | communicate with different parties messages if the private key is

compromised)

Provides no assurance about the origin and
authenticity of a message, as the same key
is used by both the sender and the receiver

Messages received cannot be
decrypted if the private key is lost

Vulnerable to dictionary attacks and brute-
force attacks

Vulnerable to man-in-the-middle
and brute-force attacks

Module 20 Page 3318
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Government Access to Keys (GAK)

Cortetund

J GAK means that software companies will give copies of all keys (or at least a sufficient proportion of each
key that the remainder could be cracked) to the government

J The government promises that they will hold on to the keys in a secure manner and will only use them when
a court issues a warrant to do so

J To the government, this is similar to the ability to wiretapping phones

CryptographicKey

----------------------------------------------------
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Government Access to Keys (GAK)

Government Access to Keys (GAK) refers to the statutory obligation of individuals and
organizations to disclose their cryptographic keys to government agencies. It means that
software companies will give copies of all keys (or at least enough of the key such that the
remainder can be cracked) to the government. Law enforcement agencies around the world
acquire and use these cryptographic keys to monitor suspicious communication and collect
evidence of cybercrimes in the interests of national security. The government promises that it
will hold on to the keys in a secure manner and only use them when a court issues a warrant to
do so. To the government, this issue is similar to the ability to wiretap phones.

Government agencies often use key escrow for uninterrupted access to keys. Key escrow is a key
exchange arrangement in which essential cryptographic keys are stored with a third party in
escrow. The third party can use or allow others to use the encryption keys under certain
predefined circumstances. The third party, with regard to GAK, is generally a government agency
that may use the encryption keys to decipher digital evidence under authorization or a warrant
from a court of law. However, there is growing concern about the privacy and security of
cryptographic keys and information. Government agencies are responsible for protecting these
keys. Such agencies generally use a single key to protect other keys, which is not a good idea, as
revealing a single key could expose the other keys.

These agencies are not aware of how confidential the information protected by the keys is, which
makes it difficult to judge how much protection is required. In cases where seized keys also
protect other information that these agencies have no right to access, the consequences of key
revelation cannot be determined, because government agencies are not aware of the
information that the keys protect. In such cases, the key owner is liable for the consequences of
key revelation. Before owners hand over their keys to government agencies, they need to be

Module 20 Page 3319 Ethical Hacking and Countermeasures Copyright © by EG-Council
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assured that the government agencies will protect these keys according to a sufficiently strong
standard to protect their interests.

Cryptographic Key
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Figure 20.4: lllustration of GAK
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LO#02: Explain Different Encryption Algorithms

Copyright © by EG-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Encryption Algorithms

Encryption is the process of converting readable plaintext into an unreadable ciphertext using a
set of complex algorithms that transform the data into blocks or streams of random
alphanumeric characters. This section deals with ciphers and various encryption algorithms such
as DES, AES, RC4, RC5, RCe, DSA, RSA, MD5, SHA, etc.

Module 20 Page 3321 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
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Ciphers

----------------------------------------------------------------------

Types of ciphers
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Ciphers are algorithms used to
encrypt or decrypt the data

---------------------------------------------------------------------
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.......................................................

Substitution cipher
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A block of plaintextis replaced
with ciphertext

Private Key

----------------------------------------------------------------------------

Same key is used for
encryption and decryption

-----------------------------------------
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Encrypts blocks of data
of fixed size
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Public Key

.................................

Transposition cipher

-----------------------------------------

The letters of the plaintext are
shifted about to form the

cryptogram

Two different keys are

used for encryption and
decryption

Stream Cipher

Encrypts continuous
streams of data

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Ciphers

In cryptography, a cipher is an algorithm (a series of well-defined steps) for performing
encryption and decryption. Encipherment is the process of converting plaintext into a cipher or
code; the reverse process is called decipherment. A message encrypted using a cipher is rendered
unreadable unless its recipient knows the secret key required to decrypt it. Communication
technologies (e.g., Internet, cell phones) rely on ciphers to maintain both security and privacy.
Cipher algorithms may be open-source (the algorithmic process is in the public domain while the
key is selected by a user and is private) or closed-source (the process is developed for use in
specific domains, such as the military, and the algorithm itself is not in the public domain).
Furthermore, ciphers may be free for public use or licensed.
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Types of ciphers

Classical Ciphers

------------------------------------------------------------------

Substitution cipher

A block of plaintext is replaced
with ciphertext

Transposition cipher
The letters of the plaintext are
shifted about to form the
cryptogram

Types of ciphers

*” Modern Ciphers

Baseﬂ uﬁ the type
of key used

. W% Private Key
Same key is used for
encryption and decryption

~ Public Key

Two different keys are
used for encryption and
decryption

Figure 20.5: Classification of ciphers

Ciphers are of two main types: classical and modern.

(Y vacionthe et g

Exam 312-50 Certified Ethical Hacker

input data

Block Cipher *
Encrypts blocks of data
of fixed size

Stream Cipher <

Encrypts continuous
streams of data

Classical ciphers are the most basic type of ciphers, which operate on letters of the
alphabet (A-Z). These ciphers are generally implemented either by hand or with simple
mechanical devices. Because these ciphers are easily deciphered, they are generally

o Substitution cipher: The user replaces units of plaintext with ciphertext according to
a regular system. The units may be single letters, pairs of letters, or combinations of
them, and so on. The recipient performs inverse substitution to decipher the text.
Examples include the Beale cipher, autokey cipher, Gronsfeld cipher, and Hill cipher.

For example, “HELLO WORLD” can be encrypted as “PSTER HGFST” (i.e., H=P, E=S,

Transposition cipher: Here, letters in the plaintext are rearranged according to a

regular system to produce the ciphertext. For example, “CRYPTOGRAPHY” when
encrypted becomes “AOYCRGPTYRHP.” Examples include the rail fence cipher, route
cipher, and Myszkowski transposition.

= (Classical Ciphers
unreliable.
Types of classical ciphers
etc.).
®
* Modern Ciphers

Modern ciphers are designed to withstand a wide range of attacks. They provide message
secrecy, integrity, and authentication of the sender. A user can calculate a modern cipher
using a one-way mathematical function that is capable of factoring large prime numbers.

Module 20 Page 3323

Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Cryptography

Types of Modern ciphers
o Based on the type of key used

e Symmetric-key algorithms (Private-key cryptography): Use the same key for
encryption and decryption.

e Asymmetric-key algorithms (Public-key cryptography): Use two different keys for
encryption and decryption.

o Based on the type of input data

e Block cipher: Deterministic algorithms operating on a block (a group of bits) of
fixed size with an unvarying transformation specified by a symmetric key. Most
modern ciphers are block ciphers. They are widely used to encrypt bulk data.
Examples include DES, AES, IDEA, etc. When the block size is less than that used
by the cipher, padding is employed to achieve a fixed block size.

e Stream cipher: Symmetric-key ciphers are plaintext digits combined with a key
stream (pseudorandom cipher digit stream). Here, the user applies the key to each
bit, one at a time. Examples include RC4, SEAL, etc.
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Data Encryption Standard (DES) and Advanced Encryption C 'E H
Standard (AES) ] s
Data Encryption Standard (DES) Advanced Encryption Standard (AES)
) DESis designed to encipher and decipher blocks of ) AES is a symmetric-key algorithm used by the US
data consisting of 64 bits under control of a 56-bit government agencies to secure sensitive but
key unclassified material

J DESis the archetypal block cipher —
an algorithm that takes a fixed-length string | J AES s an iterated block cipher that works by
of plaintext bits and transforms it into a ciphertext bit repeating the same operation multiple times
string of the same length

. Due to the inherent weakness of DES with today’s
technologies, some organizations triple repeat the
process (3DES) for added strength until they can
afford to update their equipment to AES capabilities

J 1t has a 128-bit block size with key sizes of 128,
192, and 256 bits for AES-128,

AES-192, and AES-256, respectively

Copyright © by EC-Council. All Rights Reserved. Repraduction is Strictly Prohibited.

Data Encryption Standard (DES)

DES is a standard for data encryption that uses a secret key for both encryption and decryption
(symmetric cryptosystem). DES uses a 64-bit secret key, of which 56 bits are generated randomly
and the other 8 bits are used for error detection. It uses a data encryption algorithm (DEA), a
secret key block cipher employing a 56-bit key operating on 64-bit blocks. DES is the
archetypal block cipher—an algorithm that takes a fixed-length string of plaintext bits and
transforms it into a ciphertext bit string of the same length. The design of DES allows users to
implement it in hardware and use it for single-user encryption, such as to store files on a hard
disk in encrypted form.

DES provides 72 quadrillion or more possible encryption keys and chooses a random key for the
encryption of each message. Because of the inherent weakness of DES vis-a-vis today's
technologies, some organizations use triple DES (3DES), in which they repeat the process three
times for added strength until they can afford to update their equipment to AES capabilities.

Triple Data Encryption Standard (3DES)

Eventually, it became obvious that DES would no longer be secure. The U.S. Federal Government
began a contest seeking a replacement cryptography algorithm. However, in the meantime, 3DES
was created as an interim solution. Essentially, it performs DES three times with three different
keys. 3DES uses a “key bundle” that comprises three DES keys, K1, K2, and K3. Each key is a
standard 56-bit DES key. It then performs the following process:

DES encrypt with K1, DES decrypt with K2, DES encrypt with K3

There are three options for the keys. In the first option, all three keys are independent and
different. In the second option, K1 and K3 are identical. In the third option, all three keys are the
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same; therefore, you are literally applying the same DES algorithm three times with the same
key. The first option is the most secure, while the third is the least secure.

Advanced Encryption Standard (AES)

The Advanced Encryption Standard (AES) is a National Institute of Standards and Technology
(NIST) specification for the encryption of electronic data. It also helps to encrypt digital
information such as telecommunications, financial, and government data. US government
agencies have been using it to secure sensitive but unclassified material.

AES consists of a symmetric-key algorithm: both encryption and decryption are performed using
the same key. It is an iterated block cipher that works by repeating the defined steps multiple
times. It has a 128-bit block size, with key sizes of 128, 192, and 256 bits for AES-128, AES-192,
and AES-256, respectively. The design of AES makes its use efficient in both software and
hardware. It works simultaneously at multiple network layers.

AES Pseudocode

Initially, the system copies the cipher input into the internal state and then adds an initial round
key. The system transforms the state by iterating a round function in a number of cycles. The
number of cycles may vary with the block size and key length. After completing rounding, the
system copies the final state into the cipher output.

Cipher (byte i1in [4*Nb], byte out [4*Nb], word w[Nb* (Nr+l)])
begin
byte state[4, Nb]
state = 1in
AddRoundKey (state, w)
for round = 1 step 1 to Nr-1
SubBytes (state)
ShiftRows (state)
MixColumns (state)
AddRoundKey (state, w+round*Nb)
end for
SubBytes (state)
ShiftRows (state)
AddRoundKey (state, w+Nr*Nb)

out = state
end
Module 20 Page 3326 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
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RC4, RC5, and RC6 Algorithms CEH

RC5S Algorithm
J Avariable key size symmetric key stream cipher with

RC4 byte-oriented operations and is based on the use of l’_
a random permutation T
— ((_(

{

F1
J Itis a parameterized algorithm with a variable block =
RCS5 size, variable key size, and variable number of rounds.
The key size is 128 bits
]
—F L£L£<
J RC6 is a symmetric key block cipher derived from RC5 }
with two additional features: -+
RC6 L

€@ integer multiplication _
@ four 4-bit working registers (RC5 uses two 2-bit registers)
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RC4, RC5, and RC6 Algorithms
Symmetric encryption algorithms developed by RSA Security are discussed below.

= RC4

RC4 is a variable key-size symmetric-key stream cipher with byte-oriented operations, and
it is based on the use of a random permutation. According to some analyses, the period
of the cipher is likely to be greater than 10,100. Each output byte uses 8 to 16 system
operations; thus, the cipher can run fast when used in software. RC4 enables safe
communications such as for traffic encryption (which secures websites) and for websites
that use the SSL protocol.

= RGCS5

RC5 is a fast symmetric-key block cipher designed by Ronald Rivest for RSA Data Security
(now RSA Security). The algorithm is a parameterized algorithm with a variable block size,
a variable key size, and a variable number of rounds. The block sizes can be 32, 64, or 128
bits. The range of the rounds can vary from O to 255, and the size of the key can vary from
0 to 2,040 bits. This built-in variability can offer flexibility at all levels of security. The
routines used in RC5 are key expansion, encryption, and decryption.

In the key expansion routine, the secret key that a user provides is expanded to fill the
key table (the size of which depends on the number of rounds). RC5 uses a key table for
both encryption and decryption. The encryption routine has three fundamental
operations: integer addition, bitwise XOR, and variable rotation. The intensive use of
data-dependent rotation and the combination of different operations make RC5 a secure
encryption algorithm.
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Figure 20.6: Block diagram of the RC5 algorithm
= RC6

RC6 is a symmetric-key block cipher derived from RCS5. It is a parameterized algorithm
with a variable block size, key size, and number of rounds. Two features that differentiate
RC6 from RC5 are integer multiplication (which is used to increase the diffusion, achieved
in fewer rounds with increased speed of the cipher) and the use of four 4-bit working
registers rather than two 2-bit registers. RC6 uses four 4-bit registers instead of two 2-bit
registers because the block size of the AES is 128 bits.
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Blowfish

Blowfish is a type of symmetric block cipher algorithm designed to replace DES or IDEA
algorithms. It uses the same secret key to encrypt and decrypt data. This algorithm splits the data
into a block length of 64 bits and produces a key ranging from 32 bits to 448 bits. Due to its high
speed and overall efficiency, blowfish is used in software ranging from password protection tools
to e-commerce websites for securing payments.

It is @ 16-round Feistel cipher working on 64-bit blocks. However, unlike DES, its key size ranges
from 32 bits to 448 bits.

This algorithm has two parts. The first part handles the expansion of the key. The second part
actually encrypts the data.

The key expansion is handled in several steps. The first step is to break the original key into a set
of subkeys. Specifically, a key of no more than 448 bits is separated into 4,168 bytes. There is a
P-array and four 32-bit S-boxes. The P-array contains 18 32-bit subkeys, while each S-box contains
256 entries.

Key expansion is performed as follows:
1. The first step is to initialize the P-array and S-boxes.

2. Then, XOR the P-array with the key bits. For example, P1 XOR (first 32 bits of the key),
P2 XOR (next 32 bits of the key).

Use the above method to encrypt the all-zero string.
This new output is now P1 and P2.
Encrypt the new P1 and P2 with the modified subkeys.

This new output is now P3 and P4.

M @ gs

Repeat the process 521 times to calculate new subkeys for the P-array and the four S-
boxes.

The round function splits the 32-bit input into four 8-bit quarters and uses the quarters as input
to the S-boxes. The outputs are added modulo 232 and XORed to produce the final 32-bit output.
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Twofish and Threefish

Twofish Threefish

) Threefish is a large tweakable symmetric-key
block cipher in which the block and key sizes are
equal, i.e., 256, 512, and 1024

) Twofish uses a block size of 128 bits and key
sizes up to 256 bits. Itis a Feistel cipher

It works fast for CPU or hardware and is also . It involves just three operations: Addition-
flexible with network based applications Rotation-XOR (ARX)
J 1t even enables various levels of performance ) Threefish blocks of sizes 256, 512, and 1024
trade-off with parameters of encryption speed, involve 72, 72, and 80 rounds of computations,
hardware gate count, memory usage, etc. respectively
Copyright © by EC-Council. All Rights Reserved. Repraduction is Strictly Prohibited.
Twofish

The Twofish algorithm was one of the U.S. Government’s five finalists to replace DES, but it was
not chosen. It was designed by Bruce Schneier, John Kelsey, Doug Whiting, David Wagner, Chris
Hall, and Niels Ferguson.

TwoFish is a 128-bit block cipher. It is one of the most conceptually simple algorithms that uses
a single key for both encryption and decryption for any length up to 256 bits. It is a Feistel cipher.
It not only works fast for CPU or hardware but is also flexible for network-based applications.
Furthermore, it allows various levels of performance trade-off on parameters such as encryption
speed, hardware gate count, memory usage, etc. This technique of enabling different
implementations improves the relative performance of the algorithm. Any user can optimize the
performance based on the key scheduling.

Threefish

Threefish was developed in 2008 and it is a part of the Skein algorithm. It was enrolled in NIST’s
SHA-3 (hash function) contest. It is a large tweakable symmetric-key block cipher in which the
block and key sizes are equal, i.e., 256, 512, and 1024. Threefish involves only three operations,
i.e., ARX (addition-rotation-XOR), which makes the coding simple, and all these operations work
on 64-bit words. Threefish blocks 256, 512, and 1024 involve 72, 72, and 80 rounds of
computations, respectively, to achieve the final security goal. This algorithm does not use S-boxes
to prevent cache timing attacks.
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Serpent and TEA CEH
Serpent TEA
J Serpent uses a 128-bit symmetric block cipher J Tiny Encryption Algorithm (TEA) is a Feistel cipher
with 128-, 192-, or 256-bit key sizes that uses 64 rounds

J It involves 32 operating rounds on four 32-bit word
blocks using 8 variable S-boxes with 4-bit entry and J It uses a 128-bit key operating on a 64-bit blocks
4-bit exit; each S-box parallelly works 32 times

J The 32 rounds of computational operations include J It also uses a constant that defined as 232/the
various substitutions and permutations golden ratio

Copyright © by EC-Couneil. All Rights Reserved. Repraduction is Strictly Prohibited.

Serpent

Like Blowfish, Serpent is a symmetric-key block cipher that was a finalist in the AES contest. This
algorithm was designed by Ross Anderson, Eli Biham, and Lars Knudsen. It uses a 128-bit
symmetric block cipher with key sizes of 128, 192, or 256 bits. It can be integrated into software
or hardware programs without any restrictions.

Serpent involves 32 rounds of computational operations that include substitution and
permutation operations on four 32-bit word blocks using 8-variable S-boxes with 4-bit entry and
4-bit exit. All S-boxes work parallelly 32 times. Although, Serpent is one of the most secure
encryption mechanisms in AES contests, researchers have chosen Rijndael over Serpent due to
its moderate encryption speed (owing to the number of rounds it uses) and complexity. Serpent
minimizes the correlation between encoded images or plaintexts to a greater extent compared
to Twofish and Rijndael. Therefore, Rijndael is the stand-out AES competitor and is now being
used as AES.

TEA

The tiny encryption algorithm (TEA) was created by David Wheeler and Roger Needham, and it
was publicly presented for the first time in 1994. It is a simple algorithm, easy to implement in
code. It is a Feistel cipher that uses 64 rounds (note that this is a suggestion; it can be
implemented with fewer or more rounds). The number of rounds should be even since they are
implemented in pairs called cycles.

TEA uses a 128-bit key operating on a 64-bit block. It also uses a constant that is defined as
232/the golden ratio. This constant is referred to as delta, and in each round, a multiple of delta
is used. The 128-bit key is split into four different 32-bit subkeys labeled K[0], K[1], K[2], and K[3].
Instead of using the XOR operation, TEA uses addition and subtraction, but with mod 232. The
block is divided into two halves, R and L. R is processed through the round function.
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The round function takes the R half and performs a left shift of 4. Then, the result of this operation
is added to K[0]. Next, the result of this operation is added to delta (recall that delta is the current
multiple of 232/the golden ratio). The result of this operation is then shifted right by 5 and added
to K[1]. This is the round function. As with all Feistel ciphers, the result of the round function is
XORed with L, and L and R are then swapped for the next round.
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CAST-128 EH

C

Cortetund

J CAST-128 or CASTS is a symmetric-key block cipher Single round of CAST-128 block cipher

J Ithas a12 or 16 round Feistel network with 64-bit
block size

2 ltuses a key size varying from 40 to 128 bits in 8-bit
increments

.J CAST-128 consists of large 8x32-bit S-boxes and uses
the masking key (K.,;) and rotation Key (K.,)

2 The round function consists of three alternating
types for performing addition, subtraction, or XOR
operations at different stages

) CAST-128is used as a default cipherin GPG and PGP

Copyright © by EC-Council. All Rights Reserved. Repraduction is Strictly Prohibited.

CAST-128

CAST-128, also called CASTS, is a symmetric-key block cipher having a classical 12- or 16-round
Feistel network with a block size of 64 bits. CAST-128 uses a key size varying from 40 bits to 128
bits in 8-bit increments. The CAST-128 components include large 8x32-bit S-boxes (51, S2, S3, S4)
based on bent functions, modular addition and subtraction, key-dependent rotation, and XOR
operations. CAST-128 uses a masking key (Km1) and a rotation key (Kr1) for performing its
functions. The round function consists of three alternating types to perform addition,
subtraction, or XOR operations in different stages. It used as a default cipher in GPG (GNU Privacy
Guard) and PGP (Pretty Good Privacy).

CAST-256 is an extension of CAST-128 that uses the same design procedure. CAST-256 has a 128-
bit block size and uses key sizes varying from 128 to 256 bits. Furthermore, it uses zero-
correlation cryptanalysis, which can break 28 rounds with time = 2242 and data = 2°%3.
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T
Figure 20.7: Block diagram of CAST-128
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GOST Block Cipher and Camellia C :ELI

GOST Block Cipher Camellia

J Camellia is a symmetric key block cipher with
either 18 rounds (for 128-bit keys) or 24 rounds

(for 256-bit keys)

) GOST block cipher, also called as Magma, is a
symmetric key block cipher

J Itis a 32-round Feistel network working on 64- ) ltis a Feistel cipher working with 128-bit blocks
bit blocks with 256-bit key length and has key sizes of 128, 192, and 256-bits

. 1t consists of an S-box that can be kept secret,
and it contains approximately 354 bits of secret
information

J Itis used as part of the Transport Layer Security
(TLS) protocol

Copyright © by EC-Council. All Rights Reserved. Repraduction is Strictly Prohibited.

GOST Block Cipher

The GOST (Government Standard) block cipher, also called Magma, is a symmetric-key block
cipher having a 32-round Feistel network working on 64-bit blocks with a 256-bit key length. It
consists of an S-box that can be kept secret and it contains around 354 bits of secret information.
GOST is a simple encryption algorithm, where the round function 32-bit subkey modulo 232 is
added and put in the layer of S-boxes and the rotate left shift operation is used for shifting 11
bits, thereby providing the output of the round function.

The key scheduling of the GOST block cipher is performed by breaking the 256-bit key into eight
32-bit subkeys, where each subkey is used four times. In this algorithm, the key words are used
in order for the first 24 rounds and they are used in reverse order for the last 8 rounds.

Kuznyechik is the latest extension of GOST, which uses 128-bit blocks.
Camellia

Camellia is a symmetric-key block cipher having either 18 rounds (for 128-bit keys) or 24 rounds
(for 256-bit keys). It is a Feistel cipher with a block size of 128 bits and a key size of 128, 192, and
256 bits. Camellia uses four 8x8-bit S-boxes that perform affine transformations and logical
operations. A logical transformation layer FL-function or its inverse is applied every six rounds.
Camellia uses the key whitening technique for increased security.

Camellia is a part of the Transport Layer Security (TLS) protocol, which is used to deliver secure
communication. Camellia cannot be brute-forced even with the latest technology although it
uses a smaller key size of 128 bits, thus making it a safe cipher. In addition, Camellia offers high
security and its processing skills are equivalent to those of AES or Rijndael.
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DSA and Related Signature Schemes

Digital Signature Algorithm Digital Signature
FIPS 186-2 specifies the Digital Signature Algorithm A digital signature is computed using a set of rules
(DSA) that may be used in the generation and (i.e., the DSA) and a set of parameters such that the
verification of digital signatures for sensitive, identity of the signatory and integrity of the data can
unclassified applications be verified

Each entity creates a public key and corresponding private key

Select a prime number g such that 21>° < g < 2180

Choose twith0<t<8 P =

Select a prime number p such that 2°11*0%t < p < 2°12%40 wijth the additional property that g divides (p-1) —

Select a generator a of the unique cyclic group of order g in Z* _R

T 5
To compute a, select an element g in Z* ,and compute g/**4 mod p

If a =1, perform step five again with a different g

Select a random dsuch that1<d<g-1
Compute y = a? mod p (p, q,a, y) is the publickey and d is the private key.

o N8 g W a8

Copyright © by EC-Council. All Rights Reserved. Repraduction is Strictly Prohibited.

DSA and Related Signature Schemes

The Digital Signature Algorithm (DSA) is a Federal Information Processing Standard for digital
signatures. The NIST proposed the DSA for use in the Digital Signature Standard (DSS), adopted
as FIPS 186. The DSA helps in the generation and verification of digital signatures for sensitive
and unclassified applications. It creates a 320-bit digital signature with 512—-1024-bit security.

A digital signature is a mathematical scheme used for the authentication of digital messages.
Computation of the digital signature uses a set of rules (i.e., the DSA) and a set of parameters in
that the user can verify the identity of the signatory and the integrity of the data.

Processes involved in DSA:
= Signature Generation Process: The private key is used to know who has signed it.

* Signature Verification Process: The public key is used to verify whether the given digital
signature is genuine.

DSA is a public-key cryptosystem, as it involves the use of both private and public keys.
Benefits of DSA:

" Less chances of forgery compared with a written signature

" Quick and easy method of business transactions

= Fake currency problem can be mitigated considerably
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DSA Algorithm:
Each entity A does the following:
1. Select a prime number g such that 215° < g < 2160

2. Choose tsuchthato £ t £ 8, andselecta prime numberp where 2511+64tgp< 2512+64¢
with the property that g divides (p-1)

3. Select a generator a of the unique cyclic group of order g in z*_ by choosing an element
g €Z*, and then computing a = gV /amod p until a #1

4. Select arandom integerd suchthatl1 < 4 £ g-1
5. Computey = a4 mod p
6. A’spublickeyis (p, g, «, y);A’sprivate key is d.
To sign a message m, A does the following:
Select a random secret integer k, 0<k<q.
Compute r=(o* mod p)mod q

Compute k"'mod g

W e e

Compute s=k1{h(m) + dr}mod q, wherehisthe Secure Hash Algorithm
5. A’ssignature formis the pair (r, s)
To verify A’s signature (r, s) onm, B should do the following:

1. Obtain A’s authentic public key (p,q, a,y)

2. Verify that 0<r<g and 0<s<gq; if not, then reject the signature
3. Computew = s mod g and h(m)
4. Computeu; = w.h(m) mod gandu, - rw mod g
5. Computev = (a*ly*? mod p) mod g
6. Accept the signature if and only if v=r
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) RSAisa public-key cryptosystemfor Internet encryption and
authentication

J It uses modular arithmetic and elementary number theories to
perform computations using two large prime numbers

RSA Signature Scheme

Algorithm Key generation for the RSA signature scheme

SUMMARY: each entity creates an RSA public kev and a corresponding private key.

Each entity A should do the tollowing
. Generate two large distinet random primes p and q. each roughly the same size
2. Compute n = pqg and ¢ p—1lg—1)

3. Select a random mteger ¢, 1 < € < @, such that ged(e, @) = 1

4. Use the extended Euchdean algorithm (Algonthun 2.107) to compute the wimque m-
tegerd, 1 < d < ¢, suchthated = 1 (mod @)

5. A'spublickeyis (n,e): A's pnvate key i1s d

Algorithm RSA signature generation and verification

SUMMARY" entity A signs a message m € M. Any entity B can venfv A's signature and
recover the message m from the signature

1. Signarure generation. Entity A should do the tollowmng:

(a) Compute mi = H{m), an mteger in the range [0, n — 1]
(b) Compute s = m? mod n.
(c) A's signature for m 15 8
2. FVerificarion. To venify A's signature s and recover the mmessage m. B should:

(a) Obiain A’s anthennc public key (n, ¢)

(b) Compute mi = 5" mod n

(¢) Venfv that i € M . if not, reject the signamre
(d) Recoverm = R~'(m).

Rivest Shamir Adleman (RSA)

Rivest Shamir Adleman (RSA)

P

Q

PQ

E
D

CEH

Corifund

Example of RSA Algorithm

61 <= first prime number (destroy this after computing
E and D)

53 <= second prime number (destroy this after computing
E and D)

3233 <= modulus (give this to others)
17 <= public exponent (give this to others)
2753 <= private exponent (keep this secret!)

Your public key is (E,PQ).
Your private key is D.

The encryption function is: encrypt(T) = (T”E) mod PQ

= (T*17) mod 3233

The decryption function is: decrypt(C) = (C"D) mod PQ

= (C*2753) mod 3233

To encrypt the plaintext wvalue 123:

encrypt(123) = (123717) mod 3233

= 337587917446653715596592958817679803 mod 3233
= 855

To decrypt the cipher text value 855:

decrypt(B55) = (855*%2753) mod 3233

123

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Ron Rivest, Adi Shamir, and Leonard Adleman formulated RSA, a public-key cryptosystem for
Internet encryption and authentication. RSA uses modular arithmetic and elementary number
theories to perform computations using two large prime numbers. The RSA system is widely used
in a variety of products, platforms, and industries. It is one of the de-facto encryption standards.
Companies such as Microsoft, Apple, Sun, and Novell build RSA algorithms into their operating
systems. RSA can also be found on hardware-secured telephones, Ethernet network cards, and

smart cards.

RSA works as follows:

1. Two large prime numbers are taken (a and b), and their product is determined (c = ab,

where “c” is called the modulus).

2. RSA chooses a number “e” that it is less than “c” and relatively prime to (a-1)(b-1).
Therefore, e and (a-1)(b-1) have no common factor except 1.

S L

Furthermore, RSA chooses a number “f” such that (ef - 1) is divisible by (a-1)(b-1).
The values “e” and “f” are the public and private exponents, respectively.
The public key is the pair (c, e); the private key is the pair (c, f).

It is difficult to obtain the private key (c, f) from the public key (c, e). However, if someone

can factor “c” into “a” and “b”, then that person can decipher the private key (c, f).

The security of the RSA system depends on the assumption that such factoring is difficult to carry

out, making the cryptographic technique safe.
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An example of how cryptography uses RSA algorithms in a practical interchange is illustrated
by the following sequence:

1. The sender of a message encrypts it using a randomly chosen DES symmetric key. DES
(Data Encryption Standard) is a relatively insecure symmetric-key system using 64-bit
encryption (56 bits for key size, 8 bits for cyclic redundancy check) to encrypt data.

2. The sender will then look up the recipient’s public key and use it to encrypt the DES key
using the RSA system.

3. The sender transmits an RSA digital envelope, consisting of a DES-encrypted message and
an RSA-encrypted DES key, to the recipient.

4. The recipient will decrypt the DES key and then use the DES key to decrypt the message
itself.

This system combines the high speed of DES with the key management convenience of the RSA
system.

RSA Signature Scheme

Cryptography uses RSA for public key encryption and for a digital signature (to sign a message
and verify it). The RSA signature scheme is the first technique used to generate digital signatures.
It is a deterministic digital signature scheme that provides message recovery from the signature
itself, making it the most practical and versatile technique available.

RSA involves both a public key and a private key. The public key, as the name indicates, can be
used by anyone for encrypting messages. The messages that the user encrypts with the public
key require the private key for decryption.

Consider that John encrypts his document M using his private key S, thereby creating a signature
Siohn(M). John sends M along with the signature Sjonn(M) to Alice. Alice decrypts the document
using John's public key, thereby verifying John’s signature.

RSA Key Generation

The procedure for RSA key generation is common to all the RSA-based signature schemes. To
generate an RSA key pair, i.e., both an RSA public key and the corresponding private key, each
entity A should do the following:

= @Generate two large distinct primes p and q arbitrarily, each with roughly the same bit
length

* Computen=pqgand¢=(p-1)(g-1)
* Choose arandom integer e, 1 < e <¢,such that gcd(e, ¢) =1
GCD = Greatest Common Divisor

" Use the extended Euclidean algorithm to compute the unique integer d, 1 < d < ¢,such
that ed = 1 (mod¢)

= A’spublic key is (n, e); A’s private key is d
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Destroy p and g at the end of the key generation

The RSA algorithm generates and verifies the RSA signature as follows way:

Entity A signs a message me M. Any entity B can verify A’s signature and recover the message m
from the signature.

1. Signature Generation
To sign a message m, entity A should do the following:
o Compute m = R(m), an integer in the range [0, n—1]
o Compute s=mmod n
o A’ssignature formiss
2. Signature Verification
To verify A’s signature s and recover the message m, B should do the following:
o Obtain A’s authentic public key (n, e)
o Compute m=s*modn
o Verify that m €Mg; if not, reject the signature
o Recover m = R*(m)
Example of RSA Algorithm
The math underlying RSA public-key encryption is described below:
1. Find P and Q, two large (e.g., 1024-bit) prime numbers.

2. Choose E such that E is greater than 1, E is less than PQ, and E and (P-1)(Q-1) are relatively
prime, which means that they have no prime factors in common. E does not have to be
prime, but it must be odd. (P-1)(Q-1) cannot be prime because it is an even number.

3. Compute D such that (DE - 1) is evenly divisible by (P-1)(Q-1). Mathematicians write this
as DE =1 (mod (P-1)(Q-1)), and they call D the multiplicative inverse of E. This is easy to
do—simply find an integer X that causes D = (X(P-1)(Q-1) + 1)/E to be an integer and then
use that value of D.

4. The encryption functionis C=(T~E) mod PQ, where Cis the ciphertext (a positive integer),
T is the plaintext (a positive integer), and A indicates exponentiation. During the
encryption of the message, T must be less than the modulus, PQ.

5. The decryption functionis T = (CAD) mod PQ, where Cis the ciphertext (a positive integer),
T is the plaintext (a positive integer), and » indicates exponentiation.

Your public key is the pair (PQ, E). Your private key is the number D (do not reveal it to anyone).
The product PQ is the modulus. E is the public exponent. D is the secret exponent.

You can publish your public key freely because there are no known easy methods of calculating
D, P, or Q given only (PQ, E) (your public key).
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Given below is an example of the RSA algorithm:
P = 61<= first prime number (destroy this after computing E and D)
Q = 53<=second prime number (destroy this after computing E and D)
PQ = 3233<= modulus (give this to others)
E = 17<= public exponent (give this to others)
D = 2753<= private exponent (keep this secret)
Your public key is (E,PQ)
Your private key is D
The encryption function is:
encrypt(T) = (TAE) mod PQ
= (T~17) mod 3233
The decryption function is:
decrypt(C) = (CAD) mod PQ
= (C~2753) mod 3233
To encrypt the plaintext value 123, do this:
encrypt(123) =(123717) mod 3233
=337587917446653715596592958817679803 mod 3233
= 855
To decrypt the ciphertext value 855, do this:
decrypt(855) = (855*2753) mod 3233
=123
One way to compute the value of 85522753 mod 3233 is as follows:
Consider these powers of 855:
= 85571 =855 (mod 3233)
= 85572 =367 (mod 3233)
= 85574 =367"2 (mod 3233) = 2136 (mod 3233)
= 85548 =2136"2 (mod 3233) =733 (mod 3233)
= 855716 =73322 (mod 3233) =611 (mod 3233)
= 855732 =61172 (mod 3233) = 1526 (mod 3233)
= 855764 =1526"2 (mod 3233) =916 (mod 3233)
= 8557128 =916”2 (mod 3233) = 1709 (mod 3233)
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= 8557256 =170972 (mod 3233) = 1282 (mod 3233)
= 8557512 =1282"2 (mod 3233) = 1160 (mod 3233)
= 85571024 =1160"2 (mod 3233) =672 (mod 3233)
= 85572048 = 67272 (mod 3233) =2197 (mod 3233)

Given the above, we know the following:

85572753 (mod 3233)

= 85571+ 64 + 128 + 512 + 2048) (mod 3233)

= 85571 * 855764 * 85572128 * 8557512 * 85522048 (mod 3233)

=855 *916 * 1709 * 1160 * 2197 (mod 3233)

=794 * 1709 * 1160 * 2197 (mod 3233)

= 2319 * 1160 * 2197 (mod 3233)

=184 * 2197 (mod 3233)

=123 (mod 3233)

=123
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Diffie-Hellman

J A cryptographic protocol that Diffie-Hellman Algorithm

allows two parties to establish

Th m h rameters call n
a shared key over an insecure 4 The system has two parameters called p and g

channel @ Parameter pis a prime number

@ Parameter g (usually called a generator) is aninteger less thanp with the
It does not provide any following property: for every number n between 1 and p-1 inclusive, there is a
authentication for the key power k of g such that n = g“ mod p
exchange and is vulnerable to J  Many cryptography textbooks use the fictitious characters “Alice” and
many cryptographic attacks “Bob” toillustrate cryptography, as we will do here:

© Alice generates a random private value @ and Bob generates a random private
value b. Both a and b are drawn from the set of integers

© They derive their public values using parameters p and g and their private values.
Alice’s public value is g mod p and Bob’s public value is g° mod p

© They exchange their public values

@ Alice computes g?? = (g?)? mod p, and Bob computes g°? = (g?)° mod p

@ Because g°° = g”? = k, Alice and Bob now have a shared secret key k

Copyright © by EG-Coumcil. All Rights Reserved. Reproduction is Strictly Prohibited.

Diffie-Hellman

It is a cryptographic protocol that allows two parties to establish a shared key over an insecure
channel. It was developed and published by Whitfield Diffie and Martin Hellman in 1976. Actually,
it was independently developed a few years earlier by Malcolm J. Williamson of the British
Intelligence Service, but it was classified at that time.

Diffie—Hellman Algorithm

The system has two parameters called p and g

Parameter p is a prime number

Parameter g (usually called a generator) is an integer less than p, with the following
property: for every number n between 1 and p-1 (both inclusive), there is a power k of g
such that n = g*mod p

Many cryptography textbooks use the fictitious characters “Alice” and “Bob” to illustrate
cryptography; we will do the same here as well:

Alice generates a random private value a, and Bob generates a random private value b.
Both a and b are drawn from the set of integers

They derive their public values using parameters p and g and their private values. Alice's
public value is g2 mod p, and Bob's public value is g° mod p.

They exchange their public values
Alice computes g = (g®)? mod p, and Bob computes g*? = (g°)°? mod p

Since g = g*? = k, Alice and Bob now have a shared secret key k
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The Diffie—Hellman algorithm does not provide any authentication for the key exchange and is
vulnerable to many cryptographic attacks. Nevertheless, it is the basis of many authentication
mechanisms; for example, it provides forward secrecy in the TLS protocol’s ephemeral modes
depending on the cipher spec.
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YAK C

J YAK s a public-key-based authenticated key exchange protocol

. The authentication of YAK is based on the public key pairs, and it requires PKI to distribute authentic public
keys

) YAK s avariant of two-pass HMQV protocol using ZKP for proving knowledge of ephemeral secret keys
from both parties

The YAK protocolimplementation between the two parties Alice and Bob is described in the following steps:

@ Alice chooses a random number x so that x€ ¢[0, g = 1] and computes X = g*, and ZKP of x is denoted by
KP{x}

Bob chooses a random number y so that y€ z[0, g - 1] and computes Y = g¥, and ZKP of y is denoted by KP{y}
Alice verifies KP{x} and computes the session key k = H ((Y.PKg)**?)
Bob verifies KP{y} and computes the session key k = H ((X.PK,)Y*?)

P @ @ @

They authenticate each other, and both obtain the same session key k = H (gix*aly+bl)
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YAK

YAK is a public-key-based Authenticated Key Exchange (AKE) protocol. The authentication of YAK
IS based on public key pairs, and it needs PKI to distribute authentic public keys. YAK is a variant
of the two-pass Hashed Menezes-Qu-Vanstone (HMQV) protocol using zero-knowledge proofs
(ZKP) for proving the knowledge of ephemeral secret keys from both parties. The YAK protocol
lacks joint key control and perfect forward secrecy attributes.

The YAK protocol implementation between two parties Alice and Bob is described as follows:

1. Alice chooses a random number x such that x€ g[0, g = 1], computes X = g, and
generates ZKP of x, denoted by KP{x}. Alice sends X and KP{x} to Bob.

2. Bob chooses a random number y such that y€ g[0, q - 1], computes Y = gY, and
generates ZKP of y, denoted by KP{y}. Bob sends Y and KP{y} to Alice.

3. Alice verifies the received KP{x} and computes the session key after verification as
k =H ((Y.PKg)**2), where H is a hash function.

4. Bob verifies the received KP{y} and computes the session key after verification as
k=H ((X.PKa)Y*P).

5. They authenticate each other, and both obtain the same session key k = H (g**2)ly +b)),

The YAK protocol can accomplish the following objectives:
= Private key security
* Full forward secrecy

= Session key security
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Message Digest (One-Way Hash) Functions
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) Hash functions calculate a unique fixed-size bit string representation called a message digest of any arbitrary
block of information

2 If any given bit of the function’s input is changed, then every output bit has a 50 percent chance of changing

2 Itis computationally infeasible to have two files with the same message digest value

Note: Message digests are also called one-way hash functions because they cannot be reversed
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Message Digest (One-way Hash) Functions

Hash functions calculate a unique fixed-size bit string representation, called a message digest, of
any arbitrary block of information. Message digest functions distill the information contained in
a file (small or large) into a single fixed-length number, typically between 128 and 256 bits. If any
given bit of the function’s input is changed, every output bit has a 50% chance of changing. Given
an input file and its corresponding message digest, it should be nearly impossible to find another
file with the same message digest value, as it is computationally infeasible to have two files with
the same message digest value.

Message digest functions are also called one-way hash functions because they produce values
that are nearly impossible to invert, resistant to attack, mostly unique, and widely distributed.
Message digest algorithms themselves do not participate in encryption and decryption
operations. They allow the creation of digital signatures and message authentication codes
(MACs) as well as the derivation of encryption keys from passphrases.

The main role of a cryptographic hash function is to provide integrity in document management.
Cryptographic hash functions are an integral part of digital signatures. They are relatively faster
than digital signature algorithms; hence, their characteristic feature is to calculate the signature
of the document’s hash value, which is smaller than the document. In addition, digests help to
hide the contents or source of the document.
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Widely used message digest functions include the following algorithms:

= MD5
= SHA

Note: Message digests are also called one-way hash functions because they cannot be reversed.

‘abcd
ﬁl-f( I"I"I'1'I ..................... ) .................... > ald092afo948b938569584e5b8dB8d30/7a
Q
Document Message Digest Function Hash Value

Figure 20.8: Block Diagram of One-way Hash Function
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: ; |
Message Digest Function: MD5 and MD6 CEH

) The MDS5 algorithm takes a message of arbitrary length as the input and then outputs a 128-bit fingerprint or message digest
of the input

- MDS5 is not collision resistant; use of the latest algorithms, such as MD6, SHA-2 and SHA-3, is recommended

. MDG6 uses a Merkle tree-like structure to allow for immense parallel computation of hashes for very long inputs. It is resistant
to differential cryptanalysis attacks

J MDS5 and MD6 are deployed for digital signature applications, file integrity checking, and storing passwords
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Message Digest Function: IMDS5 and MD6

MD2, MD4, MD5, and MD6 are message digest algorithms used in digital signature applications
to compress a document securely before the system signs it with a private key. The algorithms
can be of variable length, but the resulting message digest always has a size of 128 bits.

The structures of all three algorithms (MD2, MD4, and MD5) appear similar, although the design
of MD2 is reasonably different from that of MD4 and MD5. MD2 supports 8-bit machines, while
MD4 and MDS5 support 32-bit machines. The algorithm pads the message with extra bits to
ensure that the number of bits is divisible by 512. The extra bits may include a 64-bit binary
message.

Attacks on versions of MD4 have become increasingly successful. Research has shown how an
attacker launches collision attacks on the full version of MD4 within a minute on a typical PC.
MDS5 is slightly more secure but is slower than MD4. However, both the message digest size and
the padding requirements remain the same.

MDS5 is a widely used cryptographic hash function that takes a message of arbitrary length as
input and outputs a 128-bit (16-byte) fingerprint or message digest of the input. MD5 can be used
in a wide variety of cryptographic applications and is useful for digital signature applications, file
integrity checking, and storing passwords. However, MD5 is not collision resistant; therefore, it
IS better to use the latest algorithms, such as MD6, SHA-2, and SHA-3.

MD6 uses a Merkle-tree-like structure to allow for large-scale parallel computation of hashes for
very long inputs. It is resistant to differential cryptanalysis attacks.

To calculate the effectiveness of hash functions, check the output produced when the algorithm
randomizes an arbitrary input message.
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The following are examples of minimally different message digests:
* echo “There is CHF1500 in the blue bo” | md5sum
e41a323bdf20eadafd3f0e4f72055d36
= echo “There is CHF1500 in the blue box” | md5sum
7a0da864a41fd0200ae0ae97afd3279d
* echo “There is CHF1500 in the blue box.” | md5sum
2db1ff7a70245309e9f2165¢c6c34999d

Even minimally different texts produce radically different MD5 codes.

MDS5 & SHA1 Hash Generator and Verifier
e @@ MD5 & SHA1 Hash Generator For File
Sender
enerale and verly the MDSHAT checksum of a file withow! upicading i Choose File | MO file chosen

Click to select a file, or drag and drop it here{ max 4GB )

4

ﬂ‘i ,.!ﬂ‘ . -ﬂ Q Fliename Test File tut
#T I}

" Flle size 20 Byles

Checksum type L e SHAT SHA-Z55

a Flie checksum IDERFEBODC4BECZZAOFABSECOBADSDSE
EEEE T AEAEEEEEEEE R }-
Compare with
- [4 i
e

Compare Pause Shop

MDS5 Algorithm

Figure 20.9: Verifying MD5 Hash

=  Onlinemd>5

Source: http://onlinemd5.com

Receiver

Onlinemd5 generates and checks file integrity using secure time-proven algorithms such
as MD5, SHA-1, and SHA-256. One can create checksums (digital fingerprints) of files and

verify their integrity using this online tool.
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Message Digest Function: Secure Hashing Algorithm (SHA)

= =

This algorithm generates a cryptographically secure one-way hash; it was published by the National
Institute of Standards and Technology as a US Federal Information Processing Standard

SHA-1 I It produces a 160-bit digest from a message with a maximum length of(264 - 1) bits, and
2 it resembles the MD5 algorithm
SHA-2 I It is a family of two similar hash functions with different block sizes, namely, SHA-256,
x which uses 32-bit words, and SHA-512, which uses 64-bit words
SHA-3 I SHA-3 uses the sponge construction, in which message blocks are XORed into the initial bits

of the state, which is then invertibly permuted
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Message Digest Function: Secure Hashing Algorithm (SHA)

The NIST has developed the Secure Hash Algorithm (SHA), specified in the Secure Hash Standard
(SHS) and published as a federal information-processing standard (FIPS PUB 180). It generates a
cryptographically secure one-way hash. Rivest developed the SHA, which is similar to the
message digest algorithm family of hash functions. It is slightly slower than MD5, but its larger
message digest makes it more secure against brute-force collision and inversion attacks.

SHA encryption is a series of five different cryptographic functions, and it currently has three
generations: SHA-1, SHA-2, and SHA-3.

= SHA-0: Aretronym applied to the original version of the 160-bit hash function published
in 1993 under the name SHA, which was withdrawn from trade due to an undisclosed
“significant flaw” in it. It was replaced with a slightly revised version, namely SHA-1.

=  SHA-1: It is a 160-bit hash function that resembles the former MD?5 algorithm developed
by Ron Rivest. It produces a 160-bit digest from a message with a maximum length of (264
- 1) bits. It was designed by the National Security Agency (NSA) to be part of the Digital
Signature Algorithm (DSA). It is most commonly used in security protocols such as PGP,
TLS, SSH, and SSL. As of 2010, SHA-1 is no longer approved for cryptographic use because
of its cryptographic weaknesses.

» SHA-2: SHA2 is a family of two similar hash functions with different block sizes, namely
SHA-256, which uses 32-bit words, and SHA-512, which uses 64-bit words. The truncated
versions of each standard are SHA-224 and SHA-384.

= SHA-3:SHA-3 uses sponge construction in which message blocks are XORed into the initial
bits of the state, which the algorithm then invertibly permutes. It supports the same hash
lengths as SHA-2 but differs in its internal structure considerably from the rest of the SHA
family.
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Comparison of SHA functions (SHA-0O, SHA-1, SHA-2, and SHA-3).

Exam 312-50 Certified Ethical Hacker

Internal !
Output size state BHICk: | MARsimm
Algorithm and variant P! : Size message | Rounds Operations Security (bits)
i) $1Z€ | (bits) | size (bits)
(bits)
32
128 64 Addmod 2, <=18 (collisions
MD5 (EIS reference) 128 (4*32) 512 -1 64 anth or, Xor, fﬂund)
ro
— _-— 160 _— 64 20 Add mod 232' <34 (collisions
(5%32) Zz -1 antd, or, Xor, taiirid)
ro
32
160 Addmod 2, | .63 (collisions
HA-1 16 12 *. 80
S 0 (5+32) 5 7 -1 antd, or, Xor, found)
ro
32
SHA-224 224 256 Addmod2 , | 112
512 R | 64 and, or, xor
SHA-256 256 (8*32) 0 S 128
shr, rot
SHA-2 | SHA-384 384 o 192
SHA-512 512 512 — . - Addmod2 , | 256
SHA-512/224 224 (8*64) 2 i, 5, Mo, 112
shr, rot.
SHA-512/256 256 128
SHA3-224 224 1157 114
SHA3-256 256 1088 128
1600
SHA3-384 384 832 And, xor, not, 192
SHA-3 (5*5*64) oo 24
SHA3-512 < 576 rot 256
SHAKE128 d(arbitrary) 1344 Min(d/2,128)
sHAKE256 d(arbitrary) 1088 Min(d/2,256)
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RIPEMD-160 and HMAC

RIPEMD-160

RACE Integrity Primitives Evaluation Message
Digest (RIPEMD) is a 160-bit hash algorithm

developed by Hans Dobbertin, Antoon Bosselaers,
and Bart Preneel

There exist 128-, 256-, and 320-bit versions of this
algorithm, which are called RIPEMD-128, RIPEMD-
256, and RIPEMD-320, respectively

The compression function consists of 80 stages
made up of 5 blocks that execute 16 times each

HMAC

HMAC is a type of message authentication code
(MAC) that combines a cryptographic key witha
cryptographic hash function

It is widely used to verify the integrity of the data
and authentication of a message

This algorithm includes an embedded hash function,
such as SHA-1 or MD5

The strength of HMAC depends on the embedded
hash function, key size, and the size of the hash

output
J This process repeats twice by combining the results
at the bottom using modulo 32 addition . As HMAC executes the underlying hash function
twice, it protects from various length extension
attacks
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RIPEMD-160

RACE Integrity Primitives Evaluation Message Digest (RIPEMD) is a 160-bit hash algorithm
developed by Hans Dobbertin, Antoon Bosselaers, and Bart Preneel. There exist 128-, 256-, and
320-bit versions of this algorithm, called RIPEMD-128, RIPEMD-256, and RIPEMD-320,
respectively. These algorithms replace the original RIPEMD, which was found to have a collision
issue. They do not follow any standard security policies or guidelines.

RIPEMD-160 is a more secure version of the RIPEMED algorithm. In this algorithm, the
compression function consists of 80 stages, i.e., 5 blocks that execute 16 times each. This process
repeats twice by combining the results at the bottom using modulo 32 addition.

HMAC

Hash-based message authentication code (HMAC) is a type of message authentication code
(MAC) that uses a cryptographic key along with a cryptographic hash function. It is widely used
to verify the integrity of data and authentication of a message. This algorithm includes an
embedded hash function such as SHA-1 or MD5. The strength of HMAC depends on the
embedded hash function, key size, and size of the hash output.

HMAC includes two stages for computing the hash. The input key is processed to produce two
keys, namely the inner key and the outer key. The first stage of the algorithm inputs the inner
key and message to produce an internal hash. The second stage of the algorithm inputs the
output from the first stage and outer key, and produces the final HMAC code.

As HMAC executes the underlying hash function twice, it offers protection against various length
extension attacks. The size of the key and the output depends on the embedded hash function;
e.g., 128 or 160 bits in the case of MD5 or SHA-1, respectively.
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CHAP

The Challenge-Handshake Authentication Protocol (CHAP) is an authentication mechanism used
by Point-to-Point Protocol (PPP) servers to authenticate or validate the identity of remote clients
or network hosts. It is more secure and effective compared to Password Authentication
Procedure (PAP), as it regularly verifies the identity of the client using a three-way handshake
and provides protection against replay attacks.

EAP

The Extensible Authentication Protocol (EAP) is an authentication protocol that was originally
designed for point-to-point connections. It is used as an alternative to the CHAP and PAP
authentication protocols, as it is more secure and supports different authentication mechanisms
such as passwords, smart tokens, one-time passwords (OTPs), secure ID card, digital certificates,
and public-key encryption mechanisms. After the selection of the EAP authentication
mechanism, a session is established and messages are exchanged between the client and the
authenticating server. The session consists of requests and responses for authentication
information. The length and details of the authentication session are determined by the EAP
authentication mechanism used.

GOST - Hash Function

This hash algorithm was initially defined in the Russian national standard GOST R 34.11-94
“Information Technology - Cryptographic Information Security - Hash Function.”

It produces a fixed-length output of 256 bits. The input message is broken up into chunks of 256-
bit blocks. If a block is less than 256 bits, then the message is padded by appending as many zeros
to it as are required to make the length of the message 256 bits. The remaining bits are filled with
a 256-bit integer arithmetic sum of all previously hashed blocks. Then, a 256-bit integer
representing the length of the original message, in bits, is produced.
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Other Encryption Techniques _,.:EH

Cor bl
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Elliptic Curve Cryptography Quantum Cryptography Homomorphic Encryption

J ECCis a modern public-key J Quantum cryptography is J Homomorphic encryption

cryptography developed to
avoid larger cryptographic key
usage

J The cryptosystem in ECC

depends on numbertheory
and mathematical elliptic

curves (algebraic structure)

ECC was proposed as a
replacement for the RSA
algorithm to reduce the usage
of key size

based on quantum mechanics,
such as quantum key
distribution (QKD)

Datais encrypted by a
sequence of photons with a
spinning trait while travelling
fromone end to another

Attackers can eavesdrop but
cannot manipulate the data
because the photons are
transferred through arbitrary

allows users to secure and
leave their datain an
encrypted format even while it
IS being processed or
manipulated

Encryption and decryption are
done by the same key holder

It enables a user to encrypt
the confidential data and out-
source it to the enterprise via
cloud services to process the

filters given data

- o . J - >
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Other Encryption Techniques (Cont’d) CEH
Hardware-Based Encryption
. Hardware-based encryption uses computer hardware forassisting or replacing the software when the data encryption
process is underway
. These devices are also capable of storing encryption keys and other sensitive information in secured areas of RAM or other
nonvolatile storage devices
Types of hardware encryptiondevices
I @ Trusted platform module (TPM) is a crypto-processor or chip that is present on the motherboard that can
securely store the encryption keys, and it can perform many cryptographic operations
I @ Hardware security module (HSM) is an additional external security device that is usedin a system for
crypto-processing and can be used for managing, generating, and securely storing cryptographic keys
I | @ USB encryption is an additional feature for USB storage devices that offers onboard encryption services I
Encryptmn
Hard Drive I © Hard drive encryption is a technology where the data stored in the hardware can be encrypted using
Encryption a wide range of encryption options
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Post-quantum Cryptography

. Post-quantum cryptography is an advanced
cryptographic algorithm designed to protect
security systems from attacks initiated on
both conventional and quantum computers

J Itis intended to provide secure wide-range
communication, secure secret-key
processing, public-key-based signatures, and
public-key-based encryption

Other Encryption Techniques
= Elliptic Curve Cryptography (ECC)

Other Encryption Techniques (Cont’d)

Lightweight Cryptography

- Most current cryptographic algorithms are
suitable for servers and desktops, but
lightweight cryptographicalgorithms are
aimed at low-complexity applications such as
RFID tags, sensor-based applications, and
other loT-based applications

- The main objective of developing lightweight
cryptography is to use less power and less
resources without compromising security

©@©
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ECC is a modern public-key cryptography developed to avoid larger cryptographic key
usage. The asymmetric cryptosystem depends on number theory and mathematical
elliptic curves (algebraic structure) to generate short, quick, and robust cryptographic
keys. RSA is an incumbent public-key algorithm, but its key size is large. The speed of the
encryption always depends on the key size: a smaller key length allows faster encryption.
To minimize the key size, elliptic curve cryptography has been proposed as a replacement

for the RSA algorithm.

The operational key sizes of both algorithms to achieve similar goals are listed below:

ECC Key size

RSA Key Size

160

1024

224

2048

256

3072

384

7680

512

15360

Table 20.3: Comparison of ECC and RSA key size

While RSA uses a key size of 1024 to encrypt the data, ECC provides equal security with a
comparatively smaller key size of 160. For high-level computing, RSA uses a key size of
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7680 to implement security, whereas ECC can provide the same level of security with a
key size of 384.

= Quantum Cryptography

As the world is increasingly adopting online information sharing, cryptosystems are
witnessing a sharp increase in security attacks. Since mathematical encryption uses binary
digits (0 and 1), it can be easily eavesdropped on or manipulated using various techniques.
Hence, quantum cryptography has been introduced to protect data from theft midway
(e.g., MITM attacks). This cryptography is processed based on quantum mechanics, such
as quantum key distribution (QKD), using photons instead of mathematics as a part of
encryption.

In quantum cryptography, the data are encrypted by a sequence of photons that have a
spinning trait while traveling from one end to another end. These photons keep changing
their shapes during their course through filters: vertical, horizontal, forward slash, and
backslash. Here, vertical and backslash spins imply “ones,” while horizontal and forward
slash spins imply “zeros.”

o Horizontal (-): 0

o Vertical (|):1

o Backslash (/): 1

o Forward slash (\): 0

Attackers can eavesdrop on but cannot manipulate the data because the photons are
transferred through arbitrary filters. To breach this mechanism, attackers have to know
the exact shape of the photons; if they fail to choose the right transmission, the photon
polarization is distorted and the receiver detects an error indicating the eavesdrop.

= Homomorphic Encryption

Homomorphic encryption differs from conventional encryption mechanisms, where math
operations are performed to encrypt the plaintext. Homographic encryption allows users
to secure and leave their data in an encrypted format even while it is being processed or
manipulated. In this technique, encryption and decryption are performed by the same
key holder. The homomorphic mechanism enables the user/sender to encrypt the
confidential data and out-source it to an enterprise via cloud services to process the given
data.

How homomorphic encryption differs from other encryption mechanisms:
In private key encryption:

o Only keyholders can generate and decrypt ciphertexts using similar keys.
In public key encryption:

o Onlythe public keyholder generates the ciphertext and the secret keyholder decrypts
the ciphertext.
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In homomorphic encryption:

o The keyholder can generate the ciphertext and anyone can alter the ciphertext, but
only the keyholder again can decrypt the data.

The reason for using this cryptography is that an untrusted entity can manipulate the
data. Hence, this mechanism allows the sender himself/herself to encrypt and decrypt
the data, allowing anyone to perform mathematical operations on the ciphertext with
respect to the rules applied by the sender.

= Hardware-Based Encryption

Hardware-based encryption is a technique that uses computer hardware for assisting or
replacing the software when the data encryption process is being performed. Devices that
offer encryption techniques can be considered as hardware-based encryption devices. In
the implementation of hardware-based encryption, the cryptography technique
workload is transferred to the hardware processors, making the system resources free for
performing other functions. These devices can also store encryption keys and other
sensitive information in secured areas of RAM or other nonvolatile storage devices such
as flash memory.

Hardware encryption devices reduce instruction sets, where only the authorized code can
be executed. These devices do not support third-party software, thereby preventing the
execution of any malicious programs. Hardware encryption offers many advantages over
software encryption, as it can perform rapid processing of algorithm. It provides tamper-
resistant key storage and avoids unauthorized code. Some hardware-based encryption
devices are wireless access points, Nitrokey, credit card terminals, and network bulk
encryptors.

Types of hardware encryption devices

o TPM

Trusted Platform Module (TPM) is a crypto-processor or a chip that is present in the
motherboard. It can securely store the encryption keys and perform many
cryptographic operations. TPM offers various features such as authenticating
platform integrity, providing full disk encryption capabilities, performing password
storage, and providing software license protection.

o HSM

A hardware security module (HSM) is an additional external security device that is
used in a system for crypto-processing, and it can be used for managing, generating,
and securely storing cryptographic keys. HSM offers enhanced encryption
computation that is useful for symmetric keys longer than 256 bits. High-performance
HSM devices are connected to the network using TCP/IP. Some HSM devices include
Thales Luna Network HSM, nSheild HSM, Utimaco HSM, and Cryptosec Dekaton PCI.
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o USB Encryption

USB encryption is an additional feature for USB storage devices, which offers onboard
encryption services. Encrypted USB devices need an on-device credential system or
software- or hardware-based credentials from a computer. USB encryption provides
protection against malware distribution over USB and helps in preventing data loss
and data leakage. Some hardware USB-encrypted devices include Encrypted USB,
Kingston Ironkey D300S, and diskAshur Pro.

o Hard Drive Encryption

Hard drive encryption is a technology whereby the data stored in the hardware can
be encrypted using a wide range of encryption options. Hard drive encryption devices
cannot use an on-device keyboard or fingerprint reader; instead, they need a TPM or
an HSM. These devices can be installed as an internal drive on a computer. Some hard
drive encryption devices include military-grade 256-bit AES Hardware Encryption and
DiskCypher AES Sata Hard Drive Encryption.

Post-quantum Cryptography

Post-quantum cryptography is also known as quantum-resistant and quantum-proof
cryptography, as it is an advanced cryptographic algorithm (mostly public-key based)
designed to protect security systems from attacks initiated on both conventional and
guantum computers. It can also work in conjunction with underlying communication
protocols and operating networks. Moreover, post-quantum cryptography can serve as a
stand-alone encryption algorithm that replaces current vulnerable cryptosystems
complying with standard security policies.

Post-quantum cryptography is intended to provide secure wide-range communication,
secure secret-key processing, public-key-based signatures, and public-key-based
encryption for high-end activities such as secure e-voting. The cryptography comprises
several low-cost, secure systems and other systems that are usually employed for online
communications. Post-quantum cryptography is aimed at preparedness for the age of
quantum computing by updating specific algorithms and standards.

Lightweight Cryptography

A major challenge in current cryptography techniques is its usage in low-powered devices.
Researchers are attempting to develop a compact algorithm that is quantum-safe and can
be operated effectively on low-powered devices. Most current cryptographic algorithms
are suitable for servers and desktops, but lightweight cryptographic algorithms are aimed
at low-complexity applications such as RFID tags, sensor-based applications, and other
loT-based applications. The main objective of developing lightweight cryptography is to
use less power and less resources without compromising security.
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Comparison of Cryptographic Algorithms EH
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| : | : ~ Key/Block Size | : " : Key/Block
Algorithm | Working Structure m Algorithm Working Structure . v/ X
bits 1 Size (bits
| DES Feistel 56 (8 bits parity)/ 64 Brute-force attack GEESi'pI':;Ek Feistel 256/64 Chosen-keyattack
3DES Feistel 112 or 168 bits Block collision attack - _ Brute force and timing
. _- RSA Factorization Variable S
titution-
AES ?; :“ J:ﬂh;unn Up to 256/128 Side-channel attack
Diffie-Hellman Elliptic Curves/Algebraic Variable Man-ln—the-:mddle
RC4 Random-permutation  Up to 2048/2064 NOMORE attack attac
YAK Nondeterministic Finite Variable Keyshareandkey
' Merkle-Damgard
RC6 Feistel Up to 256/128 Brute force attack MDS5 _ga Variable Collisionattack
Construction

Birthdayattackand known-

Blowfish Feistel 2-448 bits
Sl & Heas plaintext attack MDE Merkle-Damgard i ahia Brute-force attack/
, _ ) Construction Birthday attack
Twofish Feistel Up to 256/128 Power analysis attack
Threefish TwWeakame binck Up to 1024/1024 Boomerangattack SHA Merkle-ﬂan'_:gard 160/512 Collision attack
cipher/Non-Feistel P 2 Construction
Substitution- XSLand Meet-in-the-Middl
Serpent e ;‘;’" Up to 256/128 2Ll Eft '”k i Merkle Damgrd
bl Blale RIPEMD - 160 _ Up to 320/512 Collision attack
Construction
TEA Feistel Up to 128/64 Related-key attack
' Merkle-Damgard :
CAST-128 Feistel Up to 128/64 Known-plaintext attack AL Construction Variable Brute-force attack
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Comparison of Cryptographic Algorithms

The following table compares the various cryptographic algorithms and lists the known attacks
against these algorithms:

Key/Block Size

Algorithm Working Structure

(bits)

3DES 112 or 168 hits Block collision attack

Substitution-

AES Up to 256/128 Side-channel attack

permutation

RCs Up t0 256/128

Birthday attack and known-
plaintext attack

Twofish Up to 256/128 Power analysis attack

Tweakable block

Blowfish Feistel 32-448 bits

Threefish Boomerang attack

cipher/Non-Feistel R

SLIbStItLItII:')n- Up to 256/128 XSL and Meet-in-the-Middle
permutation attack
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CAST-128 Up to 128/64 Known-plaintext attack

T Block
GOS_ - Feistel 256/64 Chosen-key attack
Cipher

Diffie—Hellman Spe : Variable Man-in-the-Middle attack
curves/Algebraic
Nondeterministic finite _ Key share and key replication
YAK Variabl
- automation (NFA) ariable attack
Merkle—D
MD5 - anjigard Variable Collision attack
Construction
MDE Merkle—Danjagard Variable Brute-force attack/Birthday
Construction attack
Merkle—Damegar
SHA rovanlicn _ga d Variable Collision attack
Construction
RIPEMD - 160 | V1o «e-Dameard Up to320/512 | Collision attack
Construction
Merkle—Damegar
HMAC —— _ga d Variable Brute-force attack
Construction

Table 20.4: Comparison of cryptographic algorithms

Exam 312-50 Certified Ethical Hacker

Ethical Hacking and Countermeasures Copyright © by EG-GCouncil

All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures

Exam 312-50 Certified Ethical Hacker

Cryptography
Cipher Modes of Operation EH
. Cipher modes of operations are used to encrypt a fixed block of plain text using secret key and Initialization vector
J These modes of operations can provide data with confidentiality and authenticity
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Cipher Modes of Operation (Cont'd)
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Cipher Modes of Operation
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Cipher modes of operation, also known as block cipher modes of operation, are used to encrypt
a fixed block of plaintext using a secret key and, in some modes, an initialization vector. These
modes of operation can ensure the confidentiality and authenticity of data. The client and server
exchange an encrypted symmetric key securely to facilitate encryption and decryption. Discussed
below are the four block cipher modes of operation that explain how source-side encryption and

destination-side decryption work.
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* Electronic Code Book (ECB) Mode

The ECB mode is a straightforward process of encryption and decryption that requires
plaintext, a secret key, and a block cipher encryption algorithm. The plaintext is divided
into a fixed length of blocks, which is equal to the size of the secret key. In the first stage,
the encryption starts by taking the first block of the plaintext, and the secret key is taken
as input to the block cipher encryption algorithm; the output is the first block of
ciphertext. The process is repeated for all the plaintext blocks.

On the destination side, decryption is performed in the same manner as generation of the
first block of ciphertext. The secret key is taken as input to the block cipher decryption
algorithm, which outputs the first block of plaintext. This process is repeated for all the
ciphertext blocks. However, this mode has a flaw: if the equally partitioned blocks of
plaintext contain the same data, then the output cipher blocks also contain the same
ciphertext, providing analysts a chance to predict the plaintext.

Secret Key *

Plaintext g C||:fher Plaintext s Cl;:fher
Encryption Encryption
4 \
) f—
2 u —B2
Ciphertext Ciphertext

Figure 20.10: Electronic Code Book (ECB) mode encryption
* Cipher Block Chaining (CBC) Mode

The CBC mode is an improvement over ECB that rectifies most of the security flaws in ECB.
In the CBC mode, the process of encryption requires an initialization vector and a secret
key. First, the plaintext is divided into blocks of the same size. The first block is XOR with
the initialization vector (IV), and the resultant is sent as input to the block cipher
encryption algorithm, along with the secret key. The output is the first block of ciphertext.
This cipher block is used to perform XOR with the next plaintext block; the chain process
continues till the last block of plaintext.

On the destination side, the first block of ciphertext and secret key is sent to the block
cipher decryption algorithm, and the result is XOR with the same IV. The output is the first
block of plaintext. For the next cipher blocks, in the place of the IV, the previously used
cipher block is input to perform XOR; this process continues for the remaining cipher
blocks. However, this mode also has a problem: if one generated ciphertext block has an
error, it propagates to the subsequent cipher blocks.
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Figure 20.11: Cipher Block Chaining (CBC) mode encryption
Cipher Feedback (CFB) Mode

In the CFB mode, previously generated ciphertext is used as feedback for the encryption
algorithm to encrypt the next plaintext block to ciphertext. First, the initialization vector
(1V) is stored in a shift register and sent to the encryption algorithm, along with a secret
key. From the result of that encryption, the first S bits are selected, and the XOR operation
is performed with a plaintext block of size S. The resultant output is the ciphertext block.
For the next encryption block, the previous cipher block is given as the input to the shift
register; it shifts S bits to the left, and the process is continued till the end of the plaintext.

On the destination side, the decryption process is the same till the XOR operation. The
XOR operation is performed for the first S bits from the result of the encryption algorithm
and the first cipher block, and the output is the first block of plaintext. For the subsequent
blocks, the previously used cipher block is taken as the input for the shift register, and the
process continues till the last cipher block. The advantage of this mode is that it makes
cryptanalysis difficult as it has some data loss because of the use of shift registers.

Initialization
Vector (IV)

Secret Key _: Secret Key ;':
(JW N (JW Block Cipher (J\ i (]\ Block Cipher

w> .~ |  Encryption > |_~_| Encryption
[ v [ Y
o | reeeees ><%> XOR o | emes ><%> XOR

Plaintext v Plaintext v
j— jE—

_ —R . —

Ciphertext Ciphertext
Figure 20.12: Cipher Feedback (CFB) mode encryption

Module 20 Page 3363 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil

All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures

Exam 312-50 Certified Ethical Hacker

Cryptography

Counter Mode

The counter mode is a block cipher mode of operation that uses a counter value in the
encryption and decryption process. A counter value is initiated and sent as the input to
the block cipher encryption algorithm with a secret key, and the result is subjected to the
XOR operation with a block of plaintext. The output is the ciphertext block. This process
is performed in a sequential manner to encrypt all the other plaintext blocks.

On the destination side, this mode uses the same counter values and secret keys. The
same encryption algorithm is used to encrypt the counter value and secret key, the result

is subjected to the XOR operation with the obtained ciphertext block, and the output
contains plaintext.

The counter mode eliminates the problem of error propagation because it does not use
previously generated ciphertext in encryption or decryption. The counter mode requires
synchronized counter values on both the source and destination sides.

Secret Key
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\ v
Counter ..... > ®) ®) Counter ..... > (©) ©)
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Block Cipher Block Cipher
Encryption Encryption
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Figure 20.13: Counter mode encryption
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Modes of Authenticated Encryption

Authenticated encryption (AE) modes of operation provide integrity and confidentiality for a
transmitted message. In any cipher mode of operation, encryption/decryption is possible only
with the shared secret key, preventing man-in-the-middle (MITM) attacks. However, the attacker
can perform a chosen ciphertext attack to crack the encryption schema. The AE schema rectifies
the problem of chosen cipher attacks. In AE modes, the ciphertext is combined with a message
authentication code (MAC). Therefore, choosing a part in the ciphertext is not possible, and the
AE scheme rejects improper ciphertexts while decrypting.

Authenticated encryption with Message Authentication Code (MAC)

A MAC is a value obtained by hashing a plaintext message using a shared secret key. It provides
integrity for the message, and the receiver can verify the message using the hash value attached
to it. The following are the three different ways of using a MAC while encrypting a message.

* Encrypt-then-MAC (EtM)

In this approach, the plaintext is first encrypted using a secret key. For the obtained
ciphertext, a hash value called message authentication code (MAC) is generated. The MAC
is attached to the ciphertext and transmitted. This approach provides higher security for
the transmitted message than other AE approaches.

* Encrypt-and-MAC (E&M)

In the E&M approach, a MAC is first generated for the plaintext, following which the
plaintext is encrypted using a secret key. Finally, both the ciphertext and MAC are
combined and transmitted.
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* MAC-then-encrypt (MtE)

In the MtE approach, a MAC is first generated for the plaintext using the hash function,
and the MAC is combined with the plaintext. The combination of the plaintext and MAC
IS encrypted with a secret key to produce ciphertext. The ciphertext contains the
encrypted MAC.

Authenticated Encryption with Associated Data (AEAD)

AEAD is another approach used to ensure the integrity and authenticity of a message that
contains both encrypted and unencrypted data. This approach adds additional data to the
ciphertext at certain places to thwart chosen ciphertext attacks. The message header is kept
unencrypted so that the receiver can verify the source of the message, and the payload is
encrypted to ensure confidentiality.
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Applications of Cryptography — Blockchain

J A blockchain, also referred to as distributed ledger technology (DLT), is used to record and store the history
of transactions in the form of blocks
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Applications of Cryptography — Blockchain

A blockchain is a type of distributed ledger technology (DLT) that is used to record and store the
history of transactions securely in the form of blocks. Data recorded in blockchains are resistant
to unwanted modifications, and account transparency is maintained through cryptographic
techniques. For multiple transactions, multiple blocks are created, which are cryptographically
linked together to form a “blockchain.” This chain of records or blocks are known as ledgers,
which are shared in the network to make other participants aware of all the transaction details
and the number of bits owned by each member. The members in the network authenticate blocks
using their hash values, and the hashes are further validated by crypto miners using complex

cryptographic algorithms, following which the blocks are approved to join the blockchain
mechanism.

Blockchains are generally implemented using two mechanisms: hash functions (mostly SHA-256)
and asymmetric key algorithms. The process of validating blocks is known as “proof of work,” for
which crypto miners are compensated, and the process of adding blocks to a blockchain after
performing “proof of work” is referred to as “crypto mining.”

Each block in a blockchain consists of three elements: data (transaction details), hash, and the
hash of the previous block. Every time a new block is created using a new hash value, the hash
value is shared with the next block. The first block in a blockchain referred to as the genesis and

is represented by 0s. Once a block verifies its previous block’s hash, it is allowed to join the
blockchain.
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Figure 20.14: Blockchain

If a block is tampered with, the next block in the chain invalidates it because it does not match
the previous hash value in the current block. However, a blockchain is not completely protected
by merely generating hashes and comparing them with other blocks. Attackers can generate valid
hashes for each block using many cryptographic techniques. The “proof of work” mechanism is
used, as described above, to mitigate such risks. The security of the blockchain is ensured by both
the effective usage of hashes and the “proof of work” by miners (on public ledgers).

Figure below illustrates the process of creating a blockchain.

A block is created and
The participant requests broadcasted to the

members in the network )

3

a transaction

Members validate *
the transaction *

[ | [ P——

<

The block is
ledger is generated added to the
and made available blockchain

to all members

Figure 20.15: Creation of a blockchain

In figure, a block is created by a person involved in a transaction. This block is shared with all the
members in the network. Each member validates the block using its hashes, following which the
block is added to the blockchain. Thus, each member has the details of the new transaction.
Blockchains can be created in four variants, each of which serves a different purpose.

* Public ledger or public blockchain: This type of blockchain has no central authority or
administration to manage the blocks or ledgers. It is a decentralized and permission-less
network in which anyone can join, create, and share blocks. Once the data on the
blockchain have been validated, it is secure from modifications or alterations. Some
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examples of public blockchains include Bitcoin and Ethereum. Each member in this
blockchain can access a copy of other ledgers without any permissions. The following are
the key aspects of public ledgers.

o Everyone in the network can participate in validation.

o Once a block is created, it cannot be modified or tampered with.

o Public ledgers can be employed in different sectors such as education and healthcare.
o Public ledgers are suitable for B2C services.

" Private ledger or private blockchain: In this type of blockchain, a supervisor or central
authority decides who can join and participate in the blockchain network. In a private
ledger, only the members involved in a transaction will have knowledge about the
corresponding ledgers. Some examples of private blockchains are Hyperledger and Ripple
(XRP). The following are the key aspects of private ledgers.

o An administrator provides a certain level of access to participants.

o Organizations can add and delete participants on demand.

o Private ledgers can be employed in sectors such as defense and banking.
o Private ledgers are suitable for B2B services.

* Federated blockchain or consortium blockchain: It is a partially decentralized blockchain
in which a group of individuals or organizations, rather than a single entity as in private
blockchains, create and manage separate blockchain networks. Control over the
blockchain is provided to a group of predetermined or trusted nodes. Participants in a
consortium blockchain are mostly from government organizations or central banks. This
type of blockchain is extremely fast and scalable. EWF (Energy) and R3 (banks) are
instances of federated blockchains.

* Hybrid blockchain: It is a combination of both private and public blockchain. In a hybrid
blockchain, only a selected set of records or data from the blockchain can be publicly
accessed; the remaining data are kept confidential in a private network. This type of
blockchain enables organizations to select which data they wish to make public private.
One important example of a hybrid blockchain is the IBM Food Trust.
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Cryptography Tools

This section deals with various cryptography tools that you can use to encrypt sensitive data to
protect it from unauthorized access by any party other than the person for whom it is intended.
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MD5 and MD6 Hash Calculators
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MD5 and MD6 hash calculators that use different hash algorithms to convert plaintext into its

equivalent hash value are discussed below.
MD?5 Calculator

Source: https://www.bullzip.com

MDS5 Calculator is a simple application that calculates the MD5 hash of a given file. It can

be used with large files (e.g., severa
a text field from which the final M

Calculator can be used to check the

gigabytes in size). It features a progress counter and

D5 hash can be easily copied to the clipboard. MD5
integrity of a file.

It allows you to calculate the MD5 hash value of the selected file. Right-click the file and
choose "MD5 Calculator;"” the program will calculate the MD5 hash. The MD5 Digest field
contains the calculated value. To compare this MD5 digest with another, one can paste

the other value into the Compare
between the two values if they are

‘u_n

To field. Obviously, an equal to sign (“=") appears
equal; otherwise, the less than (“<”) or greater than

(“>") sign will tell you that the values are different.
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Figure 20.16: Screenshot of MD5 Calculator

= HashMykFiles
Source: https://www.nirsoft.net

HashMyFiles is a utility that allows you to calculate the MD5 and SHA1 hashes of one or
more files in the system. It allows you to copy the MD5/SHA1 hash list to the clipboard or
save it in a text/html/xml file. You can launch HashMyFiles from the context menu of
Windows Explorer and display the MD5/SHA1 hashes of the selected files or folders.
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Use Default Font
Put lcon On Tray
Always Cn Top
& file(s) NirSoft Freeware. htt
Figure 20.17: Screenshot of HashMyFiles
Some additional MD5 and MD6 hash calculators are as follows:
* HashCalc (https://www.slavasoft.com)
* MD6 Hash Generator (https://www.browserling.com)
* All Hash Generator (https://www.browserling.com)
* md>5 hash calculator (https://onlinehashtools.com)
" Message Digester (https://www.freeformatter.com)
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Hash Calculators for Mobile
Some hash calculators for mobile devices are discussed below.
* hash tools
Source: https://play.google.com

hash tools is a utility for calculating and checking a hash from a given text or decrypting a
hash to its original text. In this application, the available hash functions are MD5, SHA-1,
SHA-256, SHA-384, and SHA-512.

# hash tools

hash result
27703945b9%bceach9546d2e103ad360

COPY SHARE

Compare to Vv

Compare to

27703945bSbceach9546d2e103ad360

CONFIRM

Figure 20.18: Screenshot of hash tools
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= Hash Droid
Source: https://play.google.com

The Hash Droid utility helps to calculate a hash from a given text or a file stored on the
device. In this application, the available hash functions are Adler-32, CRC-32, Haval-128,
MD2, MD4, MD5, RIPEMD-128, RIPEMD-160, SHA-1, SHA-256, SHA-384, SHA-512, Tiger,
and Whirlpool.

Hash Droid
HASH A COMPARE
[EX] HASHAFILE HASHES
Select a hash fur N
MD5S v

HASHDROID.APK

Result in upper case

CALCULATE

Name: HashDroid.apk
Size' 1.46 MIB

ViL S checksum:

= r' i - & - & P

5 & ol s Al . >
I ! H tcoauUudllSe20ad 1',.'."._'!"_'!.I [

COPY CHECKSUM TO CLIPBOARD

Figure 20.19: Screenshot of Hash Droid

Some additional MD5 hash calculators for mobile are as follows:
= Hash Smart Checker - Md5 & Sha256 Calculator (https://play.google.com)
= Hash Checker (https://play.google.com)
* Hashr - Hash & Checksum Calculator (https://play.google.com)
= Hash Calc (https://play.google.com)
* Hash Generator - Checksum Calculator (https://play.google.com)
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LY PTGy SETE
J Encrypts confidential text in your message ._ AXCrypt
BCTextEncoder | . Uses strong symmetric and public-key algorithms . https://www.axcrypt.net
for data encryption -
! T BCTestEncoder Uility v. 1.03.2.1 = m ] X ' '
File Edit Key Options Helip |
I ELEEEY E Microsoft Cryptography Tools
Decndad plain text: 260 8 Encode by:  passward Encode https://docs. microsoft.com
: | BETextEncoder wtiity softeare smpkfies encoding and decoding text data, Plain text data are compressed, enoypied and converted |
Concealer
https://www. belights oft.com
SensiGuard
https://www.sensiguard.com
Ercoded tExt: B2ZE Deroded by password Decode
Verson: BCTextEncoder Uthty v, 103.21 ' . |@$. Challenger
A o e i Bl iy A m— https://www.encryption-soft ware. de
ﬂﬂﬂﬂﬂ 11 ﬂ:i-Efl}'T]I_i'.l:lﬁd"lfl'lBEHFFDE'WWTU‘FENJL‘:FJMEL:.-E h = T,
T IR 3 +AY ATy SRS ST I03-+PNGS iR TSa0h QP IRtk TS tips _.-'f."' www. jetico.com .
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Cryptography Tools

You can use various cryptographic tools for encrypting and decrypting your information, files,
etc. These tools implement different types of encryption algorithms.

= BCTextEncoder
Source: https://www.jetico.com

The BCTextEncoder utility simplifies the encoding and decoding of text data. It
compresses, encrypts, and converts plaintext data into text format, which the user can
then copy to the clipboard or save as a text file. It uses public key encryption methods as
well as password-based encryption. Furthermore, it uses strong and approved symmetric
and public-key algorithms for data encryption.
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't BCTextEncoder Utility v. 1.03.2.1 — ] hd
File Edit Key Options Help

B & B DT R S 9P

Decoded plain text: 260 B Encode by: password : Encode

Encoded text: 822 8 [ Decoded by password | Decode |

—BEGIN ENCODED MESSAGE-—-
Version: BCTextEncoder Utility v, 1.03,2.1

wy4ECQMCYW7QDRYZ /05gFhime Ay 548X 1Z IxR fimf5W KdHh +QYngaG +/Zbk3%5i
0gEBNnhLya20X38MNt9DoL BK +pDfbncsbZR 3WTi 7PY ysd043R 0gxkL iINhSgMSqulq
noSEeruTidi8foY 12EwagB8aNyH324FL 2YoevnpPDsKnYuSPEWDtzgFDZDDSXksLvG
JITIxUR 3h9KxjU +AYaSkXIyeRS 5GT 30 3 +PNG 5gBvPI 75s0hZ QFlitdhKiKL Zkw 4

Figure 20.20: Screenshot of BCTextEncoder

Some additional cryptography tools are as follows:
= AxCrypt (https://www.axcrypt.net)
= Microsoft Cryptography Tools (https://docs.microsoft.com)
* Concealer (https://www.belightsoft.com)
* SensiGuard (https://www.sensiguard.com)

* Challenger (https://www.encryption-software.de)
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Cryptography Tools for Mobile
Some cryptographic tools for mobile devices are discussed below:
= Secret Space Encryptor

Source: https://paranoiaworks.mobi

Secret Space Encryptor is an integrated solution for password management, message
(text) encryption, and file encryption. It keeps messages, notes, and other text safe from
unintended readers. It uses encryption algorithms such as AES (Rijndael) 256bit, RC6
256bit, Serpent 256bit, Blowfish 256bit/448bit, Twofish 256bit, and GOST 256bit.

Password Vault

Encryption Algorithm
Current: Threefish (1024 bit)

Password List Font Size
Current: 100

Lock Screen
when application goes background

Show Bottom Menu Bar

show options menu by default

Text Encryptor

Encryption Algorithm
Current: AES (256 bit)

Hide Info Messages

nide less important pop-up messages

File Encryptor

Encryption Algorithm
Current: Threefish (1024 bit)

Save Changes

Figure 20.21: Screenshot of Secret Space Encryptor
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= Secure Everything
Source: https://play.google.com

Secure Everything uses AES encryption to secure SMS, videos, images, audio files, etc. This
tool also helps in securing credit card details, bank account details, SSN, etc.

Options

Secure everything!

== Encrypt text and send as SMS

Enter text to encrypt

You will not be able to read this text
anymore!!

Encrypt Text Send SMS
Encrypt & Send SMS Save as file

Decrypt Text

Decrypt SMS (Show SMS List)

< File Encryption & Decryption

Figure 20.22: Screenshot of Secure Everything

Some additional cryptography tools for mobile devices are as follows:
= Crypto - Tools for Encryption & Cryptography (https://play.google.com)
= SSE - File/Text Encryption & Password Vault (https://play.google.com)
* Encrypt File Free (https://play.google.com)
= EgoSecure Encryption Anywhere (https://play.google.com)
* Decrypto (https://play.google.com)

Module 20 Page 3379 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Cryptography

CEH

Ethical Hozhes

LO#04: Explain Public Key Infrastructure (PKI)
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Public Key Infrastructure (PKI) C 'E!_'_l

PKl is a set of hardware, software, people, P A
R . it . e . %.,—l .
olicies, and procedures required to create, Certification =y - > %
P . P q Authority (CA) - ” o Updates Information - \ /"T
manage, distribute, use, store, and revoke | ﬁ H." sk
digital certificates Request for issuing -y | =2 Validation
.~ certificate e A - Authority (VA)
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Components of PKI = =7 Public Key Public Key E : Determined
. — Certificate Certificate o : Result
& Certificate Management System: Generates, distributes, _ \y : :
stores, and verifies certificates Rptrton "R : : :
Authority (RA) " . :
User applies for : \ 4

& Digital C.El‘tlﬁl‘.atESZ Establish people’s credentials in online issuing certificate P
transactions .

& Validation Authority (VA): Stores certificates (with their
public keys)
Message with digital signature
@ Certificate Authority (CA): Issues and verifies digital and copy of public key certificate
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" Publickey U -
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certificate authority \, y
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Public Key Infrastructure (PKI)

This section deals with public key infrastructure (PKI) and the role of each component of PKI,
certification authorities such as Comodo, ldenTrust, Symantec, and GoDaddy, and signed
certificates (CA) vs. the self-signed certificates.

PKl is a security architecture developed to increase the confidentiality of information exchanged
over the insecure Internet. It includes hardware, software, people, policies, and procedures
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required to create, manage, distribute, use, store, and revoke digital certificates. In cryptography,
the PKI helps to bind public keys with corresponding user identities by means of a certification
authority (CA).

Components of PKI
= Certificate Management System: Generates, distributes, stores, and verifies certificates

* Digital Certificates: Establishes credentials of a person when performing online
transactions

= Validation Authority (VA): Stores certificates (with their public keys)
* Certification Authority (CA): Issues and verifies digital certificates

* End User: Requests, manages, and uses certificates

= Registration Authority (RA): Acts as the verifier for the CA

PKl is a comprehensive system that allows the use of public-key encryption and digital signature
services across a wide variety of applications. PKI authentication depends on digital certificates
(also known as public-key certificates) that CAs sign and provide. A digital certificate is a digitally
signed statement with a public key and the subject (user, company, or system) name in it.

PKI uses public-key cryptography, which is widely used on the Internet to encrypt messages or
authenticate message senders. In public-key cryptography, a CA generates public and private
keys with the same algorithm simultaneously. The private key is held only by the subject (user,
company, or system) mentioned in the certificate, while the public key is made publicly available
in a directory that all parties can access. The subject keeps the private key secret and uses it to
decrypt the text encrypted by someone else using the corresponding public key (available in a
public directory). Thus, others encrypt messages for the user with the user’s public key, and the
user decrypts it with his/her private key.

The steps involved in the PKI process are as follows:

1. The subject (user, company, or system) intending to exchange information securely
applies for a certificate to the registration authority (RA).

2. The RAreceives the request from the subject, verifies the subject’s identity, and requests
the CA to issue a public key certificate to the user.

3. The CA issues the public key certificate binding the subject’s identity with the subject’s
public key; then, the updated information is sent to the validation authority (VA).

4. When a user makes a transaction, the user duly signs the message digitally using the
public key certificate and sends the message to the client.

5. The client verifies the authenticity of the user by inquiring with the VA about the validity
of the user’s public key certificate.

6. The VA compares the public key certificate of the user with that of the updated
information provided by the CA and determines the result (valid or invalid).
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