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LAB SCENARIO

The most important aspect of security controls is the protection of organizational assets such as people, property, and data. By establishing
security controls, an organization can either reduce or completely mitigate risks to their assets.

The labs in this module will provide you with a real-time experience in using various methods and techniques used to implement technical
controls in the network, thereby, preventing the network from unauthorized access to critical assets and resources.

LAB OBJECTIVE

The objective of this lab is to provide expert knowledge in implementing technical controls. This knowledge is gained through the following
tasks:

- Implementation of Host-based firewall protection and Host-based firewall functionality
- Blocking access to unwanted website and insecure ports using pfSense firewall

- Implementation of Host-based IDS functionality and Network-based IDS functionality

- Detecting malicious traffic in the network using HoneyBOT

- Configuring VPN connection using tools such as SoftEther VPN

- Scanning the System for Viruses using Kaspersky Internet Security

OVERVIEW OF TECHNICAL CONTROL

Technical control is referred to as logical controls. It makes use of technology to control access to the physical assets or the facility of the
organization. It is generally incorporated in the computer hardware, software, operations, or applications to control access to sensitive areas.
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LAB TASKS

A cyber security professional or a security professional use numerous tools and techniques to implement technical controls in the
network. Recommended labs that will assist you in learning various aspects of technical controls include the following:

Implement Host-based Firewall Functionality

Implement Host-based Firewall Protection with iptables using Windows Firewall

Implement Network-Based Firewall Functionality: Block
Unwanted Website Access using pfSense Firewall

Implement Network-Based Firewall Functionality:
Block Insecure Ports using pfSense Firewall

Implement Host-based IDS Functionality using Wazuh
HIDS

Implement Network-based IDS Functionality using
Suricata IDS

Establish Virtual Private Network Connection

Detect Malicious Network Traffic using HoneyBOT using SoftEther VPN

Scan System for Viruses using Kaspersky Internet
Security

Note: Turn on PfSense Firewall virtual machine and keep it running throughout the lab exercises.
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EXERCISE 1: IMPLEMENT HOST-BASED FIREWALL PROTECTION WITH IPTABLES
iptables is a command-line firewall utility that uses policy chains to allow or block traffic.

LAB SCENARIO

A security professional must know how to configure an iptables host-based firewall to allow or block traffic to or from a Linux system. iptables
allows us to enter firewall rules into the existing tables using the command line.

LAB OBJECTIVE

This lab will demonstrate how to configure an iptables host-based firewall in an Ubuntu machine.

OVERVIEW OF IPTABLES

iptables is a standard firewall included in most Linux distributions. With the default chain policies configured, you can start adding rules to
iptables, so that it knows what to do when it encounters a connection from or to a particular IP address or port.

LAB TASKS

Note: Ensure that PfSense Firewall virtual machine is running.
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1. Turn on the Attacker Machine-1 virtual machine.

2. Select User Bob and type password user@123 press the Enter button.

3. Open the Firefox web browser, type www.google.com in the URL, and press Enter.
Note: If a notification appears at the top section of a browser window, click Okay, Got it and in Before you continue to Google Search wizard,
click I agree button.
Note: If a Software Updater pop-up appears, click on Remind Me Later.

4. Bob is able to access the website, which implies that Bob has internet access. A security professional can block internet access on the user
machine using iptables.

5. Press ALT + CTL + T to open the terminal, type the sudo su command for the root user, and press Enter.

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 7
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6. When prompted for the password, type the password for the root user (here the root user password is user@123), and press Enter.
Note: The password that you type will not be visible.

1 root@bob-Virtual-Machine: fhome/bob
:~% sudo su
do] password for baob:
root@bob-virtual-Machine: fhome /bobs i

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 8
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7. Next, to identify the user ID for Bob, type id bob in the terminal and press the Enter button. The user id displays as shown in the screenshot

root@bob-Virtual-Machine: fhomefbob

tual -Machine: fhone fbobs I

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 9
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8. Note down the user id (uid) for Bob (here 1000).
9. Further, we use the iptables commmand for network management activity.

10. Type iptables -L and press Enter to check the existing rules for users.

= root@bob-Virtual-Machine: fhome/bob

root@bob-Virtual-Machine: fhome fbob® iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
root@bob-Virtual-Machine: fhome /bob# ]
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11. No rules exist currently. Next, we will create a new rule with the following command for the user Bob.

12. Type iptables -A OUTPUT - o ethO -m owner --uid-owner 1000 -j DROP as shown in the screenshot below, and press Enter.

root@bob-virtual-Machine: fhome/bob

ob# iptables -A OQUTPUT -o et -m owner --uld-owner 1006 -j DROP
-Virtual-Hachine: ob#

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 11
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13. The rule will be applicable only for the user Bob who has 1000 as the UID, as we have already noted.
14. Test the Internet connection to check whether or not the iptables rule is applied.
15. Open the browser, type www.google.com, and press the Enter button.

16. As the screenshot below shows, the website is not accessible to the user.

Problem loading page - Mozills Firefox

“ @ @ i wonew google.com, g = @ 0 n o F

= N =T Tl 2 Firmer r
The connection has timed out
The Lerver ab wisw.goog e o is baking bod |shg to fespond

s # The site could be tempararily unsvailsble or oo busy. Try sgain in
= .\ A lenw mamentd,

= IF wou are unable to koad any pages, chedk your comguber's

_;- network connection,
I’ 1 @
k;g - 1 = IF yoed Compaites oF nebwark is protected by & firewall of proay,
e miake sune that Firefox is permitied to acoess the wWeb.
. —

Try Again
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17. Now switch back to the terminal window, type iptables -t filter --delete OUTPUT 1in the terminal window and press Enter.

root@bob-Virtual-Machine: fhome/bob

ob# iptables -t filter --delete OUTPUT 1
ob#

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 13
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18. This will delete the rule that was created in step 12 and to enable Internet connection to user Bob, to check the rule type iptables -L and
press Enter.

root@bob-Virtual-Machine: fhome/bob
omefbob® iptables -L

INPUT (policy
prot opt ce destination

target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt destination
root@bob-Virtual-Mac

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 14
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19. No rules exist currently, we have successfully deleted the rule, now we will check for connectivity.

20. Open the browser, type www.google.com, and press the Enter button.

Google - Mazilla Firefax

v geogle.com, g = B 0 naE =

Google
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EXERCISE 2: IMPLEMENT HOST-BASED FIREWALL FUNCTIONALITY USING WINDOWS
FIREWALL

A host-based firewall protects the system from various threats.

LAB SCENARIO

A security professional must have the required knowledge to implement various security layers in the organization; a single breach in security
can allow the attacker to leave malicious code or transfer the malicious file over the network. Host-based firewall implementation is another
security layer where the administrator can allow or restrict specific individual endpoints. In this lab, you will learn how to configure a host-based
firewall to protect the individual system connected to the network.

LAB OBJECTIVE

This lab will demonstrate how to secure an individual endpoint within the network. In this lab, you will learn how to do the following:
Hardening the host within the network
Applying rules in a host-based firewall

OVERVIEW OF A HOST-BASED FIREWALL

A host-based firewall is a software that makes the system or device secure. Configuring a host-based firewall will help achieve real security
implementation and defense in depth within an organization. The normal strategy of a host-based firewall is to provide defense-in-depth and
use a combination of layers of protection within the organization.

An example is the Windows firewall, which is inbuilt in the Windows platform. The Windows firewall developed by Microsoft Windows is an

application that filters the incoming and outgoing Internet traffic and blocks the malicious program communicating to the individual endpoint.
The Windows firewall (host-based) protects the individual endpoint over the network from various threats, viruses, and malware.

LAB TASKS
Note: Ensure that PfSense Firewall virtual machine is running.

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 16
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1. Turn on Admin Machine-1 and Web Server virtual machines.

2. In the Admin Machine-1 virtual machine, log in with the credentials Admin and admin@123.
Note: If the network screen appears, click Yes.

3. Navigate to the Windows Start menu, type Remote Desktop Connection, and press Enter.

A
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Remate Desktop Connection
B Reguire Metwork Level
Authentication for Remote
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0 open
' J:' Remote Desidop Connecticn
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2 Remote Desidop Connection

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 17



EC-Council <€) codered

FROM EC-COUNCIL

4, The Remote Desktop Connection window will appear as shown in the screenshot below. Type the 10.10.1.16 IP address of the Web Server
machine and click Connect.

B Remete Desktcp Conmection
Remaote Desktop
» Connection

Gomputer: 1010014
e nwmar Pl spncifinsd

Wiy wll o gl Do by whet g e

v Fem fptem | I

2 Type here 1o search
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5. The Windows Security pop-up window will appear. Type the username Administrator and password admin@123, and click OK

Windows Security

Enter your credentials

Administrator

I'I‘II-I'II‘I"I

[ ] remember me

oK Cancel

These credentials will be used to connect to 10.10.1.16.

Copyrights @ 2021 EC-Council International Ltd.
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6. The Security Certificate pop-up will appear as shown in the screenshot below. Click Yes.

%, Remote Desktop Connection X

F The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. k may be unsafe to proceed.

Certificate name

5l Name in the certfficate from the remote computer:
WebServer

Cedificate emors

The following emors were encountered while validating the remaote
compiter's certificate:

/1y The ceificate is not from a trusted certifying authonty.

Do you want to connect despite these certificate emors?

[[] Dont ask me again for connections to this computer

View certificate... - Yes Mo

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 20
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7. After clicking Yes, the Web Server virtual machine will appear as 10.10.1.16 - Remote Desktop Connection in the Admin Machine-1.

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 2]
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8. Click Restore down button of Remote Desktop window, to view connected desktop properly.

FLY, B = Rgrvest: Deibting Commbiiain

£ Type here 10 seanch
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9. In the previous task, we were able to access the Windows machine remotely because there was no restriction for the individual system;
therefore, another machine can access this machine remotely. A security professional needs to apply a host-based firewall on an individual
machine to prevent the machine from being accessed remotely.

10. Switch to the Web Server virtual machine.

1. Login with the credentials Administrator and admin@123.

12. Open Control Panel.

13. Click the System and Security option.

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 25



14. The System and Security windows will appear. Click Windows Firewall.
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15. The Windows Firewall window opens. Click Use recommended settings.
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16. The Windows Defender Firewall is turned on for Domain, Private, and Guest or Public network settings as shown in the screenshot below.

Warsderwt Firevaill

i N f v Costrol Penel + System snd Secunty Windows Feewall

Help protect your BC with Windows Firewal

Coetrol Panel Mome

‘Windres Firewall can help prevent hackers o malicices softwaee from gaining scoess to your PC through the
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I @ private networks Mot connected
' 0 Guest or public networks Connected
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Troubleshoot my network Windows Feewall state On
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of sllewed apps
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17. Click Advanced Settings in the left pane. The Windows Firewall with Advanced Security window opens.
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18. Click Inbound Rules option in the left side pane. The list of rules appears.
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19. Search for Remote Desktop- Shadow (TCP-In) and double-click.
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20. The Remote Desktop- Shadow (TCP-in) Properties window opens. Check radio button Block the connection and click OK.
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21. Next, search for Remote Desktop- User Mode (TCP-In) and double-click.
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22. The Remote Desktop- User Mode (TCP-in) Properties window opens. Check radio button Block the connection and click OK.

23. Next, search for Remote Desktop- User Mode (UDP-In) and double-click.
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24. The Remote Desktop- User Mode (UDP-in) Properties window opens. Check radio button Block the connection and click OK.

25. Now, we have blocked Remote Desktop inbound connections. Let us verify this.
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26. Close all open windows.

27. Switch back to the Admin Machine-1 virtual machine.

28. The previous session will end. Click OK.
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£ Type here to search

Remats Deiltep Connecticn

e ‘ipmar Bemote Deskbop Senioes serion bas ended

Angther yser cornpcted Bo the rermcbe computes, 5o your connection wat kot Try connecting
QAN of Conbact your Retwork sdsisiraton of Techeecsl Support greup.

el
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29. Next, try to access Web Server machine remotely. Type the 10.10.1.16 IP address of the Web Server machine in opened Remote Desktop
connection window and click Connect.

B Remote Desktop Connection — X

| Remote Desktop
~>¢) Connection

Computer: 10.10.1.16 W

Username: WEBSERVER \Administrator

You will be asked for credentials when you connect.

»  Show Options Connect Help
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30. This time, you will not be able to connect the Remote Desktop for 10.10.1.16.

31. The host-based Windows firewall on host 10.10.1.16 will not allow the other host (Admin Machine-1) to communicate with unchecked programs
listed in the allowed app of the firewall in Web Server host (10.10.1.16).

32. You will get the error message shown in the screenshot below.

Remote Desktop
=, Connection

Rernote Desktop Connection

@ Remote Desktop can't connect to the rermote computer for one of these reasons:

1) Rermote scoess te the served it not enabled
2) The remote cornputer is turned off
3) The remete cormputer is not svailable an the network

Make sure the remote computer is turned on and connected to the network, and that remote
access 15 enabled.

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 36



EC-Council <€) codered

FROM EC-COUNCIL

33. Close the Remote Desktop Connection window. Now we will try to connect to Web Server using FTP connection.
34. Switch to the Web Server virtual machine.

35. Open Control Panel.

36. Click the System and Security option.

37. The System and Security windows will appear. Click Windows Firewall.
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38. The Windows Firewall window opens. Click Turn Windows Firewall on or off.

[ Windcwn Frewall
- '} f Control Panel & System and Secunty » Windowes Fineasll e B
2 = Help protect your PC wnth Windows Firewall
Conteol Paned Home

Windiowes Firewall can help prevent hackers or malicious software from gaining sccess to your PC theough the
Alove an app of Feature Inteenet or & netwerk,

thugugh Windows Fuewall
% Change not . e Private networks Mot conr
. e Guest or public networks Connected

Mebworks in public places such x seports of coffes shops

M) Bestore defaults

Q Advanced settings

Troulleshoot my metwork ‘Windows Fireasll state: On
PeD DTG Covan RN Block #ll conesections bo apps that are not on the list
off alicwed spps
dictive public reetworks: Uridentified netwerk
Hotification state Do not notify me when Windows Feewall blocks 2
e PP
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39. In the Customize Settings window select Turn off Windows Firewall under Private and Public networks and click OK.

ﬁ Custornize Settings

— 4 @ » Control Panel » Systern and Security » Windows Firewall » Customize Settings w G =l

Customize settings for each type of network
Wou can modify the firewall settings for each type of network that you use.

Private network settings
g (2 Turn on Windows Firewall

g i_, Turn off Windows Firewall (nok recommendad)

Public metwork settings
a () Turn on Windows Firewall

@ () Turn off Windews Firewall (ret recomenended)
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40. Close all open windows.

41. Switch to the Admin Machine-1 virtual machine.

<

codered

FROM EC-COUNCIL

42. Navigate to the Windows Start menu, type Command Prompt, and press Enter to open a Commmand Prompt window.

Best match
- Command Prompt
App
Seanch the web
=]
P O command prompt

Settings (2)

Bl O Command Prompd
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43. In the Command Prompt window type ftp 10.10.1.16. It will ask for Username and Password for Login.

EC:mm:r:IF‘rnmpt-Ptp 0. 10106 1,
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44, Enter Administrator in the User field and admin@123 in the Password field to login to ftp. You will be successfully logged in to ftp.

E Command Prompt
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45, Close the Command Prompt window.

46. Switch to the Web Server virtual machine.
47. Open Control Panel.
48. Click the System and Security option.

49. The System and Security windows will appear. Click Windows Firewall.
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50. The Windows Firewall window opens. Click Use recommended settings.

w Wi Friewal - =] =
= 4 @ » ContrelPanel » Syiterm aned Secunty » 'Wisdowd Firewall w i o

Help protect your PC wi

e th Windows Firewal
Centred Panal Homa
Windows Firewall can help prevent hackers or malicioas software from gaening sccess to yoer PC Bhuough the
ligrve an app or feabare rAETAEL o & Pretwark
thicugh Wiedws Firewall

W Change cation pettings Update your Firewall settings

I Tum Windows Finpwall on or
ofi

Windiows Firewall i not using the recommended

LTI —— SEitE
HRhngE b Probect yie CoOmputir.

W Restore defuits
M Asanced seting:

Treubieshoot venak Iot con
reubleshoot my netwo l 9 Private networks Not connected

l @ Guest or public networks Connected

Metworks in public places such s suports o coffee thogs

'Windows Frewal sabe e L

Inceming £onnestiont: Block all connections to appt that are st on the list
of allewed apps

Active polblic networks Unidlentified netwsoek

Metfcation stabe D not notily me when Windows Frewall bladis a
W IEp
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51. The Windows Defender Firewall is turned on for Domain, Private, and Guest or Public network settings as shown in the screenshot below.

[ Windcwn Frewall

Control Panel Home
Ao an app or Feature
thugugh Window: Feewall
Q Change noblsatsom seftings

Q Tien ‘Windows Firesall on of
o

W Restore defaults
Q Advanced settings

Troulleshoot my rebwork

- | f Conteol Pane »

Systerm and Secunty ¢ \Windows Finewsll &
Help protect your PC wnth Windows Firewall

Windiows Feewall can helip prevent hackers or malicious sofbwane from gaining access 1o your PC theough the
Inteened o & netecrk.

. U Private networks Mot connected
. e Guest or public networks Connected

Mebworks in public places such & srports of coffes shops

‘Windows Fireaall state: On
e Block 2l conmections bo apps that are not on the list
of alicweed Bppt

Astive public retworks: Unidentified netwark

Motification state Do not notify me when Windows Feewall blocks
L
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52. Click Advanced Settings in the left pane. The Windows Firewall with Advanced Security window opens.
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53. Click Inbound Rules option in the left side pane. The list of rules appears.

54, Search for FTP Server (FTP Traffic-In) and double-click.
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55. The FTP Server (FTP Traffic-In) Properties window opens. Check radio button Block the connection and click OK.
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56. Next, search for FTP Server Passive (FTP Passive Traffic-In) and double-click.

57. The FTP Server Passive (FTP Passive Traffic-In) Properties window opens. Check radio button Block the connection and click OK.
58. Next, search for FTP Server Secure (FTP SSL Traffic-In) and double-click.
59. The FTP Server Secure (FTP SSL Traffic-In) Properties window opens. Check radio button Block the connection and click OK.

60. Now, we have blocked FTP inbound connection. Let us verify this.
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61. Close all open windows.

62. Switch to the Admin Machine-1 virtual machine.
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63. Navigate to the Windows Start menu, type Command Prompt, and press Enter to open a Command Prompt window.

H Il 2 Command Prompd
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64. In the Command Prompt window type ftp 10.10.1.16, We will get Connection timed out error message.
Note: It might take a while for the error message to appear.

E -cc,mm, n.':. pr.;. mnt ﬂl} -|:|'|5|1 5 ~
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65. We have successfully blocked the FTP connection to Web Server.

66. Switch to the Web Server virtual machine. Navigate to Control Panel > System and Security > Windows Firewall and follow step 53 to
step 60 and click on Allow the connection in the FTP Server (FTP Traffic-In) Properties, FTP Server Passive (FTP Passive Traffic-IN) Properties
and FTP Server Secure (FTP SSL Traffic-In) Properties windows.

67. Follow steps 35 to step 40 to turn off the firewall in Web Server virtual machine.

68. Close all open windows.
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EXERCISE 3: IMPLEMENT NETWORK-BASED FIREWALL FUNCTIONALITY: BLOCK
UNWANTED WEBSITE ACCESS USING PFSENSE FIREWALL

The pfSense firewall/router is the world's most trusted open-source network security solution software.

LAB SCENARIO
To prevent users from visiting malicious websites and to secure against phishing attacks, security professionals must block known malicious

websites and protect the network from various viruses and malware. As a security measure organizations need to prevent employees from
accessing unwanted websites for employees.

LAB OBJECTIVE

The lab will demonstrate how to use the pfSense firewall alias to block access to unwanted websites. If we implement one rule per host, the
number of rules will be greater and more difficult to manage. Using an alias for multiple hosts requires the use of only one rule.

OVERVIEW OF PFSENSE FIREWALL
pfSense is a free, open-source Operating System that functions like a firewall, intrusion detection system, and router. Firewall features are
integrated into pfSense, and it contains basic firewall rules and firewall logs. A security professional can use the pfSense firewall to manage

network security easily.

Aliases act as placeholders for real hosts, networks, or ports and help in reducing the number of changes required when the host, network, or
port changes. The name of an alias can be used instead of specifying the host, network, or port for defining firewall rules.

LAB TASKS

Note: Ensure that Admin Machine-1, Web Server and PfSense Firewall virtual machines are running.
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1. Turn on the AD Domain Controller virtual machine.

2. Login with the credentials CCT\Administrator and admin@123.
Note: If the network screen appears, click Yes.

3. Switch to the Admin Machine-1 virtual machine.

<

codered

FROM EC-COUNCIL

4. Open the Google Chrome browser, and type www.rediff.com and press Enter, the rediff.com website opens.

TOF STORIES LATEST | FOR YOU

LINEE Miaf 08 dtodt o 064
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5. Close the browser. This infers that the www.rediff.com website is accessible to users. You can block access to this website using the pfsense

firewall as follows.

6. Open the Google Chrome browser, and type https://10.10.1.1 and press Enter to access the web interface of pfSense.

Your connection is not

private
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7. The privacy error shows. Click Advanced button and click on Proceed to 10.10.1.1 (unsafe) link.

N Prevazy are = + (-1 - a X

Your connection is not private

wackers might be trving 1o Slea ur information fram 10.10.1.1 (for exampie

Tis T0L10.1.1; its se
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8. The login page appears, use the Username as admin and Password as admin@123. Click SIGN IN.

SIGN IN
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9. The pfSense home page will appear, as shown in the screenshot below.
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10. Navigate to the Firewall > Aliases option menu from the main menu to add the list of websites for restricting access.

Elisense sysem - interfaces = Feowall = Services = VPN =

COMMUNITY EQTION

l HNetgate Services And Support (-1 =]
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11. The Firewall/ Aliases/ IP page will appear. Click on the Add button.

Flisense

CoMMUNITY EDITI0N

Firewall / Aliases /[ IP = Ll @
1
—
Firewall Aliases IP
Narmsa Walues Dwneription Actiens

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician e0



EC-Council <€) codered

FROM EC-COUNCIL

12. Next, we will check the domain IP address of (www.rediff.com) website to block. Minimize the browser.

13. To check the domain address of rediff.com, we need to ping the domain. To open the command prompt, type emd in the windows search
option and click Command Prompt app.

14. The Command Prompt will appear. To ping the domain name, type the command ping rediff.com, and press Enter as shown in the below
screenshot.
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15. The result of ping rediff.com shows the IP address of the rediff.com server. Note down the IP address to include it in the aliases list of

pfSense firewall.
Note: Ensure that you have added all IP addresses related to rediff.com. As, sometimes, one domain name might have multiple IP addresses

and these IP addresses are changed timely. Similarly, you can also add other unwanted hosts also within the alias.
Note: IP address may differ from the one shown in the above screenshot. Ensure that you have noted all IP addresses related to rediff.com.

As, sometimes, one domain name might have multiple IP addresses.

E Command Prompt

62
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16. Next, switch to the Google Chrome web browser and add the following details. Under the Properties section, enter the following in the
respective fields as shown in the following screenshot.

 Name: BlockedWebsites
« Description: Restrict the access of unwanted websites
¢ Type: Host(s)
Under the Host(s) section, add domain url and IP addresses for the aliases list:
e IP or FQDN: www.rediff.com
« Description: Site Url
Click Add Host button and add following IP address and description.
e IP or FQDN: 84.53.185.208 (Viewed rediff.com IP address frorn Command Prompt)
« Description: Site IP address

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 63



EC-Council <€) codered

FROM EC-COUNCIL

Flisense

CoMMUNITY EBTION

Firewall / Aliases / Edit 2]
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Deseriplion Restrict the access of urwanted websa
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17. Click Save.

18. Click on Apply Changes button.

Flisense

COMMUNITY ECITION

Firewall / Aliases/ IP

=l @

Firewall Aliases IP
Mo Values Description
BlockediWel W om, 84 53.185.7

Actions
-] Restrict ihe g of

&8

2
[i]
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19. You will see the following message:

The changes have been applied successfully. The firewall rules are now reloading in the background. Monitor the filter reload process.

Flisense

COMMUNITY ECITION

=l @

assfully. The firewall rules

Firewall Aliases IP
s

Values Description

Actions
wwwerediff com, 84.53.185.20 Restrict th

&8

2
i ]
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20. Next, we will add a firewall rule in pfSense to block the websites listed in the aliases. To add the rule, click on Firewall > Rules from the main
menu in the pfSense web interface as shown in the screenshot below.

Flisense

LOITION

CORMURITY

=l @

Firewall Aliazes IP
Mo Values

Description
febaites wwwenediff.co
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£ 8

2
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21. The Rules page will appear. Select the LAN option to see the default rules list as shown in the screenshot below.

Elisense
COMMUNITY ECITION
Firewall / Rules/ LAN
F { LAM
a States Protocel Source Port Destination
W LAN
i IF LAM
nad
v 1P AN
(1]

Port Gatewsy Queus Scheduls Description
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Default allow LAN te

Rules (Drag to Change Order)

any

Default allow LAMN 1P b an

rde 3400

Eum®Ee

Actions

o

140
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22. Click upper arrow Add to set a new rule on top of the default rule.

23. Under Edit Firewall Rule section, set below details.
e Action: Block

¢ Interface: LAN

¢ Address Family: IPv4

e Protocol: TCP/UDP

Under Source section, select any from the dropdown.

<

codered

FROM EC-COUNCIL

Action

DHsabled Disable this rule

Interface

Address Family Prod >

Protocel TCRDE w

Source Porl Rangs f

n B Type here to search
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24. Under Destination, select Single host or alias from the dropdown and type BlockedWebsites in the text box, select Destination Port Range
as any.

= * * =  + o e o x
&« C AP 011 r &
Sowrce Port Range
i aFy
Destination svart match L a b Blocked\Website w

Destination Part
Range

Description

Advanced Opticns
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25. Scroll down, enter the text Restrict access to unwanted Websites in the Description field, and click Save.
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26. The page will redirect to the Firewall/ Rules page. Click Apply Changes.

Flisense

COMMUNITY EITION

Firewall / Rules/ LAN =w @
o Apply Changen
Rules (Drag to Change Order)
States Protocol Source Port Destination Port Gateway Oueue Scheduls Description Actions
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27. The firewall rule has been successfully created as shown in the screenshot below.
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28. Close all open windows.

29. Switch to the Web Server virtual machine.
Note: If you are already logged into the Web Server virtual machine, then skip to Step#31.

30. Log in with the credentials Administrator and admin@123.

31. Open the browser and type www.rediff.com to check if rediff is accessible. You will see the following message: This site can’t be reached.

This site can’t be reached

www.rediff.com
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32. This indicates that the firewall is blocking the website listed in the firewall rule.

33. Close all open windows.

34. Turn off the AD Domain Controller virtual machine.
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EXERCISE 4: IMPLEMENT NETWORK-BASED FIREWALL FUNCTIONALITY: BLOCK
INSECURE PORTS USING PFSENSE FIREWALL

Firewall rules allow a computer to send or receive packets from a program, services, computers, and/or users.

LAB SCENARIO

To keep the computer resources of the organization secure, the security professional needs to configure outbound traffic because outbound
traffic leaves the network vulnerable to malware that targets organizational resources. These threats can be protected by using firewall rules.
The pfSense firewall allows specific traffic on specific ports while blocking all other traffic.

LAB OBJECTIVE

This lab will demonstrate how to block insecure ports using the pfSense firewall and protect endpoints within the network using the pfSense
firewall.

OVERVIEW OF FIREWALL RULES

Firewall rules can be created for either inbound or outbound traffic.
An inbound firewall rule protects the network against incoming malicious traffic from the Internet or other network segments.

An outbound firewall protects against outgoing traffic originating inside an enterprise network.
Firewall rules can be configured to specify computers, users, programs, services, ports, and protocols.

LAB TASKS

Note: Ensure that Admin Machine-1, Web Server and PfSense Firewall virtual machines are running.
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1. Turn on the AD Domain Controller virtual machine.

2. Log in with the credentials CCT\Administrator and admin@123.
Note: If the network screen appears, click Yes.

3. Switch to the Web Server virtual machine.
Note: If you are not logged into the machine, then log in using credentials Administrator / admin@123.

4. In Web Server virtual machine, to open the browser, double click the Google Chrome icon on the Desktop.
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5.Type http://certifiedhacker.com/in the address bar, and press Enter. You will be able to access the web page, as shown in the below screenshot.
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6. Next, we shall create a rule to restrict a user from accessing HTTP-enabled websites (by blocking port http 80), so that they can access only
https-enabled websites on the Internet.

7. Switch to the Admin Machine-1 virtual machine.
Note: If you are not logged into the machine, then log in with the credentials Admin and admin@123.

8. To open the browser, double click the Google Chrome icon on the Desktop.

9. Browse pfSense web interface. Type https://10.10.1.1 in the address bar, and press Enter. Click Advanced button and click proceed to 10.10.1.1
(unsafe) link.
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10. The pfSense login page will appear. Type the username as admin and password as admin@123, and click the SIGN IN button, as shown in
the screenshot below.

admin

EEREEEEE

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 80



EC-Council <€) codered

FROM EC-COUNCIL

11. The pfSense Dashboard will appear. Navigate to Firewall > Rules from the main menu.
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12. The Firewall/Rules/WAN page will appear. Click the LAN option.

Flisense
COMBUNITY EDATION

Firewall/ Rules/ LAN = |l @@

—
Rules (Drag to Change Order)
o States Proatocal Source Port Destination Port Gatewasy Queus Schedule Description Actions
W Ml . *  LAM Address 443 - . Anti-Lockout Fule o
)
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13. To create a rule, click the up arrow Add button.

14. Set the following details under Edit Firewall Rule section:
e Action > Reject

e Interface > LAN

¢ Address Family > IPv4

e Protocol > TCP/UDP.

Flisense

COMMURITY EQETION

Firewall / Rules/ Edit

Edit Firewall Rule

Actlion

Dizabled
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Addrass Family
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Source nvert maich iy =
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15. Under Source section, select any from the dropdown as shown in the below screenshot.
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16. Under Destination section, select any from the dropdown and set Destination Port Range to HTTP (80) from the dropdown.

Source Port Range

Destination nwert match | - - I

Destination Port
Range

Description

Advanced Options

Mitgate
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17. Scroll down. Under Extra Options, enter Rule for Rejecting any website using http (80) port in the Description field, and click Save.

& Source Porl Range

¥ i Faisdi va iy

Destination nvert match X *

Destination Port
Range

Log Log packets that are handled by this rule
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Advanced Dplions

=
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18. The page will redirect to the Firewall/Rules/LAN page. Click Apply Changes.

Flisense

COMMUNITY EGATION

Firewall / Rules/ LAN = Ll 00 @

Rules (Drag to Change Order)
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19. The firewall rule has been successfully created.
20. Close browser window.

21. Switch back to the Web Server virtual machine.
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Source Port Range

Destination nwert match | - - I

Destination Port
Range

Description

Advanced Options

Mitgate
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22. In the Chrome browser (it is already opened, or you can launch a new window), enter http://certifiedhacker.com/ in the address bar, and

press Enter. You will see the message as This site can’t be reached. This is because the pfSense firewall rule is now preventing the traffic from
the port http.

Note: If changes are not affecting, then reboot the pfSense firewall and clear the Chrome browser cache.

it Rk L ® + (-1 - a b

= & @ certifiedhacker.com

B

This site can’t be reached

certifiedhacker.com refu
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23. Close browser window.

24. Delete the firewall rules created in this exercise and previous exercise.
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25. To delete the firewall rules, switch to Admin Machine-1virtual machine. Repeat steps Step 9 to Step 11. Navigate to Firewall > Rules from the

main menu.
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26. The Firewall/Rules/WAN page will appear. Click the LAN option. Select both the created rules by checking the checkboxes against the rules.
and click Delete button.
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27. Click OK in the Rule deletion confirmation pop-up.

28. The page will redirect to the Firewall/Rules/LAN page. Click Apply Changes.

Flisense

COMMUNITY EGATION

Firewall / Rules/ LAN = Ll 0 @

Rules (Drag to Change Order)
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29. The selected rules will be deleted.

Flisense

COMMURITY EQETION

Firewall / Rules/ LAN = |l M0 @
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30. To reboot pfSense, navigate to Diagnostics > Reboot option from the main menu.
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31. Click on Reboot button.

Fisense

COMMUNITY LEHTION

Diagnostics / Reboot 7]
Clhick F reboot the system immediately, of "Cancel” 1o go to the system dashboard without rebooting, (These will be a beief delay before the
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32. Click OK in the Reboot confirmation pop-up.

33. The pfSense firewall will reboot and load automatically.

Fisense

COMMUNITY EDITION

Diagnostics / Reboot )

Rebooting
Page will automatically reload in 84 seconds
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34. The pfSense Sign in page will appear.
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35. Now Open a hew tab in Chrome browser and type http://certifiedhacker.com/ in the address bar, and press Enter. You will be able to access

the web page as shown in the below screenshot:

certifiedhacker.com
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36. Close the tab and navigate to the pfSense SIGN IN page.
37. Now we will configure schedules for time-based rules

38. Type the username admin and password admin@123 and click the SIGN IN button, as shown in the screenshot below.

LLLIE Ll E
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39. The pfSense Dashboard will appear. Navigate to Firewall > Schedules from the main menu.

Elisense
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el Dite: Thu Agr 28 2018 il bged S B kb ek
brae S| wden e it 5 ot bhes naoand el s 00

Matgate Services And Support

S0
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40. Click + Add button in the Firewall/ Schedules window.

Klisense
L=l T e ]
Firewall / Schedules 7]
Mama Range: Date | Timas [ Mams Daneription Astiann
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41. The Firewall/ Schedules/ Edit window opens. Enter a name in the Schedule Name section under Schedule Information and enter description
in the Description field.
Note: Schedule name must only contain letters and digits, no spaces. Here we have given the name as WorkingHours and Normal Working
Hours as Description.

Flisense

COMMURITY ESTION

Firewall / Schedules / Edit 7]

Schedule Information

Schedule Hame
Desorption

Momh a 21 -

L L June_2021
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42. Now set the Month by selecting a specific month and days, or by clicking the day of the week header for weekly recurring schedules.
Note: Here we are selecting a single day in a month.

Flisense

COMMUNITE ESMTION
Firewall / Schedules / Edit

Schedule Information

Dwscription

Maontk

Pate Jurse_1021

Men Tise Wed Thu Fri Sal Sun

Click indivsdual date 1o select that date only, Click the

Apprapiate wihday Heade 1o salect all cocuriencas of
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43. Choose a Start Time and Stop Time which control when the rule is active on the selected days. Enter an optional Time Range Description
for this specific range.

Note: The time cannot cross midnight on any day. A full day is 0:00 to 23:59.
Note: While performing the task in the lab, make sure that the time you are selecting is 5 to 10 minutes ahead of the time.

= & ¥ + =] - =) *
L C A i
Pliaey Tiad Wed Thu Fri Sal Sun 3
] gl ]
i L ]
=
Time wr w w w
Tirmse range
description
Configured Ranges
Save
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44, Click on + Add Time to add the choices as range and click Save.

]
x
+
]
1
Q
b

o

=l

*
4
<
<
£

Tirres range
descripiion

Configured Ranges

=
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45, You will be redirected to the Firewall/ Schedules page with the new schedule listed.

Klisense

CoMMUNITY EGITION

Hame Range: Date / Times / Hame Description Actions
(0] i I 11 ark day Harmal Warking Hours F o |
@ Indicates that the schedule is currently act
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46. To create a new firewall rule, navigate to Firewall > Rules from the main menu.
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Fisense
COMMUNITY LOITIDN
Aliase
Firewall / Schedules MAT
Schedules
Hame Rangei D o chacer

@  WorkingHours June 30 yirual 1Ps

@) Indicates that the schedule s currently active

Description

rmval Warkine

Actions

#H
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47. The Firewall/Rules/WAN page will appear. Click the LAN option.

Klisense

COMMUNITY EGITION

Firewall / Rules/ LAN =l M@

AN LAM

Rules (Drag to Change Order)

=] States Protocal Source Port Destination Port Gateway Queus Schedule Description Actions
W v . * LAM 443 . Anti-Lockout Ruls £
Address B0
P i LA i & s & nane Default allow LAN o arymule  J. 010
net o
i LAN " ; ' . - Default allow LAN IPvE ta ary L. #0180
o @
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48. To create a rule, click the up arrow Add button.

49, Set following details under Edit Firewall Rule section
e Action > Reject

¢ Interface > LAN

e Address Family > IPv4

e Protocol > TCP/UDP.

<
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flisense
COMMUNITY [D4TION
Action
Disabled Cinable this nule
Interface
Address Family
Prodocel

[
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50. Under Source section, select any from the dropdown as shown in the below screenshot.

Copyrights @ 2021 EC-Council International Ltd.
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51. Under Destination section, select any from the dropdown and set Destination Port Range to HTTP (80) from the dropdown.

52. Scroll down. Under Extra Options, enter Rule for Rejecting any website using http (80) port during Working Hours in the Description field,
and click on Display Advanced.

T
]
b
(1]

Dertination

Destinsticn Port > HTTF i

Range

Log

Description |_H'u'¢":r' Rajecting wrvy webaite usang it (B0) poet during J
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53. In Advanced Options go to Schedule section and select the newly created WorkingHours Schedule from the drop down.

54. Leaving the other options set to default scroll down the page and click on Save.

= ® + [=] - a -~
i C A Mot e
ho KMLEPC Symc Pravert the rule on Master fiom automatcaly myncing to ciher CARP mamis
YLAM Pria e
VLAN Prio Sel r
Schurdide Vinsk it u
LT i e
I Ol Pl B i
Ackueus | Do b ok
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55. The page will redirect to the Firewall/Rules/LAN page. Click Apply Changes.

Flisense

COMMURNITY [DATION

Firewall / Rules/ LAN

= Ll @

Rules (Drag to Change Order)

States Pratacal Source Port Destination Port

Galewsy Queue Schedule Description

Actiong
LAM 443 . " AntisLackaut Rule ﬂ
Acieny &
1Pwd o . B . none D Rule for Rejecting any F.# 0
TCP/UDP (HTTP WoekingH : (Bllpert A
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56. Reload the webpage and open a new tab in chrome browser and type http://certifiedhacker.com/ in the address bar, and press Enter
Note: If a pop-up appears while reloading webpage, click on Continue.

Note: If changes are not affecting, then reboot the pfSense firewall and clear the Chrome browser cache.

W Pterseincaidaman . Frewal F 2 . e X Eop e - o x

“ & @ certifiedhacker.com

B

This site can’t be reached

certifiedhacker.com refu
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57. You will see the message as This site can't be reached. This is because the pfSense firewall rule is now preventing port http.
58. Delete the newly created firewall rule before proceeding to the next lab.

59. Close the current tab and perform Step 25 to Step 34 to delete the newly created rule and to reboot the pfSense firewall.
60. After the pfSense firewall is rebooted, close all open windows.

61. Turn off Admin Machine-1 and AD Domain Controller virtual machines.
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EXERCISE 5. IMPLEMENT HOST-BASED IDS FUNCTIONALITY USING WAZUH HIDS
Host-based Intrusion Detection Systems (HIDS) detect the events on the server and generate alerts.

LAB SCENARIO

Intrusion Detection Systems (IDS) helps monitor network activity. HIDS enables a security professional to monitor the network traffic for malicious
activity or policy violations. Using Wazuh enables security professionals to perform continuous monitoring and respond to advanced threats.

LAB OBJECTIVE

This lab will demonstrate the use of Wazuh HIDS and agent to capture network traffic and show how to monitor the captured traffic for
malicious activities. In this lab, you will learn the following:

Installing and configuring Wazuh HIDS and Wazuh agent
Monitoring network traffic for malicious activity using Sguil

OVERVIEW OF THE LAB
Host Intrusion Detection is a requirement for today’s networks. Attacks and threats can be monitored easily because the full commmunication
stream can be inspected using HIDS. Host-based IDS (HIDS) deployment is done with proper planning and care, as deploying these on a large-

scale environment has the potential to generate numerous false alarms, which can get quite difficult to manage. Initial deployment of a HIDS
is done on critical servers only. Security professional must consider implementing an IDS management console before adding additional hosts.

LAB TASKS

Note: Ensure that Web Server and PfSense Firewall virtual machines are running.
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1. Turn on Admin Machine-2 and Attacker Machine-1 virtual machines.

2. Log in with the username sam and password admin@123.

&
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3. To configure Wazuh HIDS for detecting endpoint suspicious activity, right-click on the desktop, and select the Open Terminal option from the

pop-up list as shown in the screenshot below.

= Koop Abgreed

"'3 Change Deskiop Background

T 0549 o O
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4. When the terminal window appears, type command sudo su, and press the Enter button. When it prompts for the password, type the system
password admin@123 and press Enter.

Note: The password that you type will not be visible.

Applications  Places  Terminal
rootsam-Virtual-Machine: lhomelsam

Fie Edit View Search Terminal Hedp
=% sudo su

fsudo] password for sam:

Foot@sam-Virtual-Machine : fhome/sams [
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5.To add the Web Server virtual machine as the Wazuh agent, type command /var/ossec/bin/manage_agents and press Enter, as shown in the

screenshot below.

Applcatons  Places  Terminal
E
Fée Edit View Search Terminal Help

wazuh v3.9.5 Agent manager. =
The following options are available: *
(A)dd an agent (A).
(E)xtract key for an agent (E).
(L)ist already added agents (L}.
(R)emove an agent (R)
(Q)uit.
Ehoose your action: AE.L,R or @: [l

oot sam-Virtual-Machine: omedsam

root@sam-viroual -Machine: /home/same Svar/ossec/bin/manage_agents
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6. The list of options is displayed. Type A to add the new agent (Web Server) for the monitor and press Enter.

7. You will be prompted to add new agent details. Provide the following details as shown in the screenshot below, and press Enter:
¢ A name for the new agent: WebServer

¢ The IP address of the new agent: 10.10.1.16

e Confirm adding it? (y/n):y

Applcators  Places  Terminal
L

oot sam-Virtual-Machine: Momedsam

Fée Edit View Search Terminal Help
rootf@sam-vircual -Machine: /home/same Svar/ossec/bin/manage_agents

wazuh v3.9.5 Agent manager. -
* The following options are available: *®

(A)dd an agent (A).
(E)xtract key for an agent (E).
(L)ist already added agents (L}.
(R)emowve an agent (R)
(Q)uit.

Choose your action: A,E,L,R or Q: A

F Adding a new agent (use '\q' to return to the main menu).
Please provide the following:
* A name for the new agent: WebSerwver
* The IP address of the new agent: 18.168.1.16

Eonfirm adding it?(y/n): vl
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8. The Wazuh agent manager will add a new agent. The agent ID here is 001. (It may differ in your lab).

Appleatant  Places  Terminal T 05554 & O
roollsam-Virtual-Machine: homelsam - m K

Fie Eda view Search Terminal Help
root@sam-Virtual -Machine: fhome/san® Svarfossec/bin/manage_agents

t.
Choose your action: AE,L,R or Q: A

kb Adding & P Agent (use "\g' ©0o Feturn [o Che sSAln senu)
Pleass provide the fallowing:
. s Por :

s (L)

(e
Choose your action: AE, LR or Q: [
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9. To extract the key for the agent (WebServer), type E and press Enter. You will be prompted to provide the agent ID to extract the key. Type
001 (In your lab, it may differ).

pplcwmons. Places  Termmal Tot 0555 o O
roobi® sam-Virtual-Machine: Thomelsam et

Fie Eda View Search Terminal Help
Foot@sam-Virtual -Machine : fhome/sams Svar/fossec/bin/manage_agents

available

1 agent (E).
ngents (L)

(Qjuit.
Choose your action: AE, LR or Q: A

F oAdding & few agent (use "\g' Lo return to the mAain mena).
Pl & provide the following:

na ar thi igent ; WebServer

new agent i6.19.1.16

(Qluit.
Choose your action: A.E,L,R or Q: E

Bosad )
WebServer, IP: 18.18.1.18
he agent to extract the key (or g to gquit): 881

Agent key information for "081° 1s
B IFdLY INLenZ le i AMCAaMC AR L JEZ 1DV INGIhODY BN THERDYSYT I LOTO2HT RmM  d Y2 ASMWTAT § §AZ Tk S00dmMG ) N ] dmMDY 22 j Imm ] 1Y j M4AM2Qz OGU

P* Press ENTER to return to the saln senu
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10. Press Enter to continue, and type Q to quit agent configuration. Copy the extracted key.

Applcations  Places  Termial Toe 0556 o O

ool sam-Virtual-Machine: Homealssm . *

Fie Edn View Search Terminal Help
(QJuit.
Chooss your actiom: A E, LR or Q: A
F Adding a néw agent (o to réturn Eo the main meénu) .
1 ¢ provide the fo

= TOr Che nes ager
s« 1P Address of the
] it" b

18.1.14

[R ) emne
(Qluit.
Choose your action: AE,L,R or Q: E

Bvailable age :
I0: 8ai, WebServer, IF: 18.18.1.186
the agent to extract the key (or “\q' to quit): @61

Cpen Termanal

Pasts

T T T T
orales ¥

BEar Pralie
e available:

Foisad-Cunily

= Shioey MenUDa

Ehoose your action: A E,L,R or Q: Q

agents: Exiting

Ban
-Wirtual -Hachine: fhose/sans [ ]

122
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11. Open another terminal window and type sudo gedit key.txt. Press Enter. If prompts for password type admin@123 as password.

Note: The password that you type will not be visible.

Applications  Places Terminal

File Edit View Search Terminal Help
1~% sudo gedit key.txtf]

sami® sam-Virtual-Machine: -
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12. The new key.txt file opens. Paste the copied extracted key.

Applcations.  Places  qedn Tee 0557 o O
Open * || 7 "yt Save - WX

Fh= Edt YVew Search Toolk Documents Help
MOAXIFdlY1NlenZlelAxMCAxMCAxl | E2TDYZRGINODYONTHSMDYSY T LOTO2MTRmN | d ) YZASMERT | QIZTkSODdnMG.) jN jdedaly 27 | Zmhe ) 1Y | MAM2Q20GLUS
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13. Save the file. Close all windows. Open home folder from Desktop, copy key.txt file to Desktop.

Applcatians  Places  Fies Toe 0559 W O
e
ey
{ hom | it
U 4 MhomeisamiDeskiop L | Q = e = = B ®
Ii I}
B Recent
' 0, b3 ‘) ‘o)
£ fut Heme CyberChed = Kibana README
L=
..
Zhiup 1\\ 1\\ ¥
O Documents Setup ol Seuen
f- } + Downloads
Wikerh &3 Musac
: ) Picunes
k;D - Videos
HEARIAE H b
2] Trash
2 o Network
@
Sl B Compuser
o T ey Bl sefecied (121 bytes)
D
Srpsarf

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 125



EC-Council <€) codered

FROM EC-COUNCIL

14. Open the home folder from the Desktop and press CTRL + L This will enable the search textbox. Type smb://10.10.1.16 and press the Enter
button.

Roelcations. Places  Fies Toe 0600 o O
—-—
Pt
Dt =3
| horme | FE]
f'- i L4 [ smbof1010.1.14 > L+ = BEs ™ = - L] =
“Tenahl O Recent — -:-“._ — —
o Y " 43
¢ [ ocumens  Oommiods e
o
L= G Cesicop e — —— ——
Sty & = L -
O Documents Pictues Pubiic Temgiates Videos
;_ " & Downloads
4
Fatz =] 43 Music .
key. i
L3
61 Pares
P
L'.D Wl Wideos
READIME piek
B Trash
& &R Nepwork
Lol B Cemnpues
e Deskiop” sebectad (contamng 7 sems)
JELE
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15. If prompted to enter the password, type the username Administrator and password admin@123. Click Connect.

16. The Windows share folder opens, open C$ folder. Go to the desktop and copy the key.txt file. Switch back to the Windows share folder, open

the C$ folder, and paste the key.txt file.

Applcations.  Places  Fies

-
Fon, N
—_ L3
{ home | ke
= i { » BBcSonl0l0016
Tzl R [
[ Documens —
. Config.Ms|
@_ w Downlonds.
- =
Skt 43 Wi
;_. 1 PEmnes Internal Files
'; H Wideos
& Trash Program Fles (xi)
': i &R MNetwork -
REABIAE B Compuer SOLServer2(l Thod

n
' B cSoni0100.,. &
&* =) Floppy Disk
Ergal AVEcanmes ni

0 Connect 1o Sen

—

DemoFTPSae

e

PerfLogs
s

ReConeny
e

Syshem VikeEme
brdlprmadon

D

ol =

—

Drocimmeernis ared
Setings

—

ProgramData
Lt —

SRecyche Bin

™ sedecsed (121 yies) [’

T 0600 o O

Program Fies
e

SQLI01Y

Whndows

i thed

E [rosot@iam: Mirtusl -Mac ko ho=a

—
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17. We have shared the agent key to Web Server. To configure the firewall to communicate with the agent, open terminal and type sudo ufw
allow proto udp from 10.10.1.16 to 10.10.1.79 port 1514 as shown in the screenshot below, and press the Enter button, if prompts for the password,
then type admin@123 as password and press Enter button.

Applicatione ~ Places Terminal
SamMT sam-Virtual-Machine: ~

File Edi View Search Terminal Help
=% sudo ufw allow proto udp from 10.10.1.16 to 10.18.1.79 port 151,-'..
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18. The firewall will be configured to allow communication between Web Server and Admin Machine-2 machines.

19. Switch to the Web Server virtual machine.

Note: If you are not logged into the Web Server virtual machine, then log in using credentials Administrator and admin@123.

20. Navigate to Z:\CCT Module 07 Network Security Controls - Technical Controls\Wazuh agent\. Double click Wazuh-agent-3.8.2-1 and follow
the wizard-driven installation.

- Application Took Wazuh agent
Home Share Wiew Manage

i i « CCT Madule 07 Netwaork Security Contrals - Technical Contrels

» Wazuh agent

Mame Date modified Tvoe

# Quick access y
5 wazuh-agent-3.8.2-1
B Desktop ¢
4 Downleads
% Decuments
= Pictures

== CCT-Tools (WADMI
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Note: If an Open File-Security Warning appears click Run.
21. Check I accept the terms in the License Agreement and click Install.

22. Check Run Agent configuration interface and click Finish to complete the installation.

Wazuh Agent Setup = b

Completed the Wazuh Agent Setup
Wizard

Chick the Finish button to exit the Setup Wizard.
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23. Once the installation is complete, the Wazuh Agent Manager window will open.

24. Type the IP address (10.10.1.79) of the Wazuh manager that is Admin Machine-2 into the Manager IP field. Copy the agent key from the
shared C:\key.txt file and paste into the Authentication key field. Click Save.
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L Local Bisk (£ oL Manage View Help
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EC-Council ()

25. Click OK to confirm the importing key.

26. Manager IP will be added. By default, the Wazuh agent manager will be stopped. Select Manage > Start from the main menu and click OK
for the prompted message.
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27. Click Refresh to view the Running status of the agent.
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28. Switch back to the Admin Machine-2 virtual machine, login with password admin@123.

29. Open terminal in root privileges using sudo su command and type /varfossec/binfossec-control restart, press Enter.

Applcations  Places Terminal

rootfsam-Virtual-Machine: Momedsam

File Edn View Search Terminal Help
i=5 sudo su
[sudo] password for sam:
root@sam-virtual-Machine: fhomeSsamé Svar/ossec/binfossec-control |'F-.-5.‘.'.-1.ftl
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30. To check whether the agent is active, type /var/fossec/binfagent_control -l and press Enter. You will see the WebServer agent that we added

as Active.

Applications Places Terminal

rootisam=Virtual-Maching: fhomedsam

File Edi View Search Terminal Heip
rootsam-virtual-Machine: /home/same Svar/ossec/binsagent_control -1

Wazuh agent_control. List of available agents:
ID: 980, Name: sam-Virtual-Machine (server), IP: 127.8.8.1, Active/Local
ID: 881, Mame: WebServer, IP: 108.18.1.16, Active

List of agentless devices:

Foot@sam-Virtual-Machine: fhome/sans [
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31. Switch to the Attacker Machine-1 virtual machine, select username as Bob and type password as user@123, press Enter.

32. Copy the wrd.txt file and pwd.txt file from the home directory (bob) and paste on the Desktop.

$

.
-
©
B
A

136
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33. Launch the terminal and type the below command to perform FTP attack on Web Server.
hydra -L ‘wrd.txt’ -P ‘pwd.txt’ ftp://10.10.1.16

bob@bob-Virtual-Machine: -

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 137



EC-Council {> codered

FROM EC-COUNCIL

Note: Re-execute the command if you don’'t get the result showed in the above screenshot.
34, This indicates that the attacker can extract the FTP username and password over the network using insecure ports.
35. Switch to the Admin Machine-2 machine. Login with password admin@123.
36. Launch the sguil application from the desktop.

37. The Sguil window appears. Type the username as martin and password as user@123. Click the OK button.

Ppplcations.  Places  Topbewel Tet 0627 M O

SGUIL-0.8.0 = a *

[.u

w
¢

Sguid HOSE o i -/
i gk Pont 3 !
o Uspenamac | maenn |
|Passwors [ |
o I
»
FIZARIAE Run Setup again to continue to the second phase of Setup.
;.
»,
Sria Shed
_F [root@iam Virusl-Machine: Mema | Bl [rootBeam-Virtaad Mackine: Mome. || [0 174
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38. Network interfaces will be displayed. Click the Select All button.

SGUIL-D.9.0 - o X

T

Sguil - A tckitk interface for network security monitoning
Copyright (C) 2002-2013 Robert (Bamm) Visscher <bammEsguil. net=

This program is distributed under the terms of version 3 of the
GMNU Public License. See LICENSE for further details.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY, without even the implied wamanty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

Select Metwork(s) to Monitor
B
¥ Sam-virnua-machine-ethil v Sam-vinual-machine-0sss
unmonitored urdmonitored
y
UnSelect All Stam SGLUIL Exit |
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39. All available interfaces will be selected. Click the Start SGUIL button.

40. You will see the Sguil window, as shown in the screenshot below.

Applcatons  Plices  Soultk Tor 0628 W O
SGUIL-0.9.0 - Conmected To localhost = m X

Fie Query Bepots Sound O Serviehame: ocahonl  Uberfiase matn  Usedls 2 PO21-00-17 O Fi O (}MT]

- =

Frsal T Everts | Encabbed Bvarts |

4 fam L 15 J0T1-08-1T ORaATSE 00090 aong o a5 ] LELSered poath Slafork [reelLAT) <o |

o
. 1S sameinu L35G 210817 CRER3T Q00D ang L |DS5EC] Integriy checkyum changed
] b0 samainu 1373 Hi2i08-17 0544 Q000 QD a [OSSEC] Hosthased oty Seection @ent (oo
BT 23 samevinu 13 0FL-08-1T 0RZE0R 0000 1010818 [OSSEC] Logon Faune - Linknawn wrier o Boad pos

: +
! 10 Rescasson | Agui Stat”| SR SiamwRES | Sysisn Nsgs | U8 Show Packet Data | Show Rule

Hirverig DNS  + Erabie Extismal DNS

B¢ 1P Souce 19 DestiP Wer HL TOS Wn 1D Flags Ol TIL ChaSum
Sre. Namer
Tt P UAPRSF

¢ Nama Souce Dest RRARC S5 Y |

H
= - TR Pol Poil LOGKMTNH  Seqs Acks  Ofisel Fes Widow Up ChkSum
e F Timr Mok

! [rosot@iam: Mirtusl -Mac ko ho=a B [roosBram-\rtus] Maching: home Ed 174
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41. The Windows Login Failure event is captured by the Wazuh agent.

42.You can observe the Dst IP 10.10.1.16 OSSEC alert.

43, Click on the OSSEC Windows: Logon Failure-unknown user record from the list and check the Display Detail pane/option.

Replcamons. Places | Squltk T#0628 W O
SGUIL-0.9.0 - Connected To localhost - - ®

E-q- Cuery Beports  Sownct Of  Sevvidhamis locaonl  Usertiame: matn  Usenls 2 PO01-00-17 D3 Sa lf.‘vMTj

‘ﬂ“'lnw[vu'h]mm] |

o000

4 A i J0T1-08-17 ORaAT. S8 |OSSEC] Lintinisd ports Salrk [MbbiLAT) e |

. 1% sameiru A21-08-17 04237 Q000 L= 80 ] a [OS5EC] Inbegrty checksum changed
B sameinu 1373 HZL-08-IT 03544 000 QD 0 [OSSEC] Hostbased mrdimaly Setection @t (oo
"y I3 samwinu 1304 J0F1-08-1T O ZT08 0000 15210118 [OSSEC] Logon Faune - Linknown uier o Boad pos ]
. r
 Ditspiary Dl
I - 1 7 i ] HYRONI N0 1 N vl i i T WSO O WATKOW - STy ALt P T it IS S Tl A
Eieveris DNS 7 Enabie Extismal DS 584 -3E IBABRCI00]", eventiD 46T “vershon” "0, el "0, "Lk LISE", "opoooe”™ "0 "eyrwonds™: "IBOLD
B DOOOOOOCOOT, " Sy s Timss " 2021 (8- 1 TTO6 2207, 355001 500" evert ReConi D " 3228 " poces s Or 5.7
Bre | e OO, harre - S Uy, Comte ™ Web e, severtyValue™ T AUDHT FAILLIRE . massage”: " An
SrC Mami. aceiunl Tk 10 kog
0", e S UDeC LS Sl 515 L, “subjec tUsertame™ WEBSERVERS" "sutject Domainkiame”™: W0
LI, REGRCUP™ " subiecTLogonid™. "0 3e T "TaegetLiser S " 5. 1007 "larget Lisarbame™. " Smih™, "status ™" Tao 0000061
i1 N "l onT RS ITLY aubS Lt e 00006 Togon Type™ "I TogonProses s ime™ " At "aulfnti

il e kA dne” MICROSOFT_ALIMHENTICATION PACKAGE V1_0F Swessonbiess™ WEBSERVER"
ToryLangih™ 07, " proces sid™ 0w T3, "proces shime™ TN res U Sys temINiawchost sl

win By e providertame Mceosol Windows - Security - Auditing

i B, P O CRE (Sl S S -4 SR - E IDCTCI00]

wink Syl et 4835

win sysiem version: O

WA S et O

W il Bk 12544

WSSl opeooe:

AL Sy e iy b BN DOOODONOO00N

wan vys e system Time: 2020-08-17T0E 22 07 FR000M000

L e e e

WWhoes QueTyT ¢ o 5o |P Dst 1P

!'.‘. [resots@rium: Mirtusl-Mac e ho=a B [roorBrm \rtus] Mackine: home =] 174
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44, As described above, a security professional can use Wazuh to detect malicious activity on the host machine.
45, Close all open windows.

46. Turn off the Admin Machine-2 virtual machine.
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EXERCISE 6: IMPLEMENT NETWORK-BASED IDS FUNCTIONALITY USING SURICATA IDS

Network-based intrusion detection systems (NIDS) check every packet entering the network for the presence of anomalies and incorrect data.

LAB SCENARIO

A security professional must have the required knowledge to use Suricata for real-time Intrusion Detection System (IDS), inline Intrusion
Prevention System (IPS), Network Security Monitoring (NSM), and offline pcap processing.

LAB OBJECTIVE

This lab will demonstrate how to use Suricata IDS. In this lab, you will also learn how to:
Use the intrusion detection tool Suricata
Review information in the Suricata Logs.

OVERVIEW OF NETWORK-BASED IDS
By limiting the firewall to drop large numbers of data packets, the NIDS checks every packet thoroughly. A NIDS captures and inspects all traffic.
It generates alerts at the IP or application level based on the content. NIDS are more distributed than host-based IDS. The NIDS identifies the

anomalies at the router and host levels. It audits the information contained in the data packets and logs the information of malicious packets;
furthermore, it assigns a threat level to each risk after receiving the data packets.

LAB TASKS

Note: Ensure that Admin Machine-1, Web Server, Attacker Machine-1 and PfSense Firewall virtual machines are running.
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1. Switch to the Admin Machine-1 virtual machine.
Note: If you are not logged into the machine, then log in using credentials Admin and admin@123.

2. Next, install Splunk Enterprise SIEM, to view the captured Suricata logs in SIEM.

3. Navigate to Z:\\CCT-Tools\CCT Module 07 Network Security Controls - Technical Controls\Splunk Enterprise.

A = Msnage Splunk Enterprize
Home ShHarE e Application Tasl

I + CCTMadule 07 Netwark Ser.ull'L',' Contrals - Technical .. » Splunk Emterprse w &

ArTvE [Date modded Fpe DE

o Qusck access
I Desktop
* Downloads

15 splumic-8.0.0-5eibS 35ebe-x 4 release 1 35 AM

:| Docurnents
CCT-Tooks
= Mew Yoburme (D7)
s Mew Vaburme (F)

B videos
& OneDrive

B This PC
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4. Double-click splunk-8.0.1-6db836e2fb9e-x64-release.msi to start the installation. If the Open File - Security Warning pop-up appears, click
Run.

Note: If a “SmartScreen has prevented the app from running” message appears, click More info, and then click Run anyway.
5. The Splunk Enterprise Installer window appears. Click checkbox to accept the license agreement and click Next.

6. Enter the credential for Splunk Enterprise with username admin, password and confirm password as admin@123. Click Next.

ﬁ Splunk Enterprise Setup = >

Create credentiats for the administrator accownt, The password must contain, at a minimum,
8 printable ASCIT characters.

Username:

!adrrm

Password:
| BEERRREEN

Confirm password:
||_’.-.. "..l

Cancel Back ext
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7. Click Install to install Splunk Enterprise.
8. The User Account Control pop-up window appears; click Yes to continue.

9. Wait for the installation to complete. Click Finish to complete the Splunk Enterprise setup.

&? Splunk Enterprise Setup — %

Splunk Enterprise was succesfully installed,

E"]Launm browser with Splunk Enterprise

L Eiresh
d
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10. Splunk Enterprise launches in your default browser.

11. The First time signing in? page appears. Enter the username (admin) and password (provided while installation as admin@123) in their
respective fields and click Sign In.

splunk>enterprise
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12. You will be successfully logged in to Splunk Enterprise.

Note: If Helping You Get More Value from Splunk Software window appears, click on Got it!, in Important changes coming! window click
on Don’t show me this again.

Note: If Save password pop-up appears, click on Never.

£ | EI Home|Sphunk 81 x [

« o leca®os

Explore Splunk Enterprise

Product Towns Add Data Splunk Appa 12
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13. Close the browser, to increase the default maximum number of concurrent of searches per CUP in Splunk Enterprise, navigate to C:\\Program

Files\Splunk\etc\system\default.

14. If the permission alert window opens, click Continue to access the Splunk folder.

View L
* * ThaPC ¢ Lecal Dk [C) - Preguam Filed v | 2
#F Chnck soais
CRAK
B Debtep
Comman Files
Dewrlaads
& Bewnicn Clldasistant
i Docummds rrerset Explones
CCTTools Iwin
= Mew Vedumne (05 Microncft Update Health, Tnak REIBFAN0L 236 AL Eabm Lol
= Bew Vel [F:) ModifiakleWindowsapp| Shur X
W Bozla Fuefon
B videos Bl 1 Yiou don't currently have permission 1o
A%
2 hi% folde
o OneDrive Npesp sccess this folder
B Thiz PC CrAsE Chick Comfinue to parmanently get access 1o this
Reference Assemblies Teldes.
B 30 Obgects
sernipl
IR Deskctop Splunk Cancel
Doouments Tenadble e L tes I
& Downioads Uringtsl Infermation
B Mumic U
e T Werairypt LA WY | Eubedojdey
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15. Open limits.conf with Notepad++.
Note: If the Notepad++ update pop-up appears click No.

& v | delei - = *
Hame Share i [7]

2 ) Lol Disk () » Progeam Files » Splunk > etc » gysten @ default » N -
i fields.conf
B Cesinep heath conf
& Downicads J ndeses.cont
+| Decuments gtz cond
CCT-Taoks ity cond Cile
== New Volame () Bterat.cond Cpam mbth i
e e Vickorne [F-) sttt LT 2 |
B Videos memages.conf - Eadet with Notepads = |
matric_sbertrcond i S<anwith Windows Defender. |
i OeeDerve makric_rcllups.cond BT Share |
o multiloy s ond B) addto mchae |
i pC outputs.oand B3 Ao “henas e |
) 30 Chuets procmon-fiten.cond B8 Compress snd email |
[ Desitep props-conf B3 Comnpress te bt rar and ernail |
[Decumands rettmag.cgnd Restore preious versions ¥
‘, Dessndands erveduean e cond e \ I
J Music sachbnl conf ]
£ Pictuns pegreprigescond Cat |
perveroond Copy ¥
B Vvidees i i
4 Local Disk (&) - Creste shorout |
= Hew Vobame (C) rewtetypesconi D |
Rerame
- tetemetrgcond I
g Hiow Vodarne (2 timet gond Properties I
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16. Go to line number 145 and set max_searches_per_cpu=2; click save and close the file.

*C\Pregram Filed) Sphunk’ ete ayiten defacit limitsconf - Nedepade « - a "
Fde Edit Sewch Yiew Epceding Language Seftings Tgels Mesre Bun  Plugiss i X
cEHEHE B G | 2 C | B%| % x 18- £ W | -
| S 3 ld s cond E3 |

-

L T R R R R R R

PRRiRig

# The total

# base max_ fopus'max searches per_cpu

SRATCRGE .

#} The Baas

LASE mAX SEa

i The maxis

[Eax seazches per cpu = 2 |

adding a search peer.
Ris Will Be Telecced.

The akew pe
A& ak&W LAZgE

search logs and

buffer size (in evenca).
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17. Restart the Admin Machine-1 virtual machine.

18. The Suricata IDS configuration needs to be on the web server; therefore, we need to configure the Suricata IDS on Web Server.

19. Switch to the Web Server virtual machine.

Note: If you are note logged into the machine, then log in using credentials Administrator and admin@123.

20. Navigate to Z:\\CCT Module 07 Network Security Controls - Technical Controls\Suricata and copy npcap-0.99-r7.exe.

= ” Application Tooks  Syricata
Haome Share Wiew Manage

— S « CCT Module 07 Network Security Contrels - Technical Contrels

» Suricata e
ate modifeed Type Sz
i Quick acoess
L npcap-0.99-17 Q2472020 2:23 AM Application T4l
B Desktop f i

35 Suricata-4.1.4-1-64t
"r Dewnloads

5 Decuments

o Pictures o
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21. Paste the npcap-0.99-r7.exe file on the Desktop.

22. Npcap is a tool used for network packet capturing and injection library for Windows.
23. Suricata uses npcap for capturing network packets and alerts. The following steps demonstrate the installation of the npcap tool.

24. Double click on npcap-0.99-r7.exe. Click on | Agree to continue the installation.
Note: If the Security Warning pop-up appears, click Run.

25. Check Install Npcap in WinPcap APIl-compatible Mode and click Install.
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26. The installation will start in a few seconds. Once the installation is completed successfully, click Next to continue.

L7 Mpcap 0.59-r7 Setup -

Indallation Complele
S bup was completed suocessfully,

Compeeted
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27. Click Finish to complete the installation.

28. Navigate to Z:\CCT-Tools\CCT Module 07 Network Security Controls - Technical Controls\Suricata and copy Suricata-4.1.4-1-64bit.msi.

A - Application Tools  Suncats
Home Share L

viEw

Manage
= + CCT Module 07 Network Security Controls - Technical Controls »  Suricata W

Name Date modified Type e

# Quick access
Wit npcap-0.99-r7 24 2:23 A E

I Desktop o+
i suricata-4.1.4-1-64bit 9/3/2019 %:39 PM Windows Installer 2 KB

& Downloads ¢

5| Documents o

= Pictures
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29. Paste the Suricata-4.1.4-1-64bit.msi file on the desktop.

30. Double click Suricata-4.1.4-1-64bit.msi. The Suricata.IDS/IPS2.1.2-1-64bit Setup window will appear. Click Next.
31. Check I accept the terms in the License Agreement to accept the license and click Next.

32. Click Next to continue the installation as shown in the screenshot below.

33. Click Install to continue the installation process.

34. Click Finish to complete the installation process.

ﬁ Suricata IDS/IPS 4.1.4-1-64bit Setup — X

)

]
SU R (ATA Click the Finish button to exit the Setup Wizard.

YOU MUST HAVE Mpcap installed with winpcap compalabiliw
mode in order to run Suricata IDS/IPS. If you do not have it ,
you can get it from here -

https: /fnmap.org fnpcap//dist/npcap-0.992.exe

o

O“SF

Completed the Suricata IDS/IPS
4.1.4-1-64bit Setup Wizard
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35. After Suricata IDS is successfully installed, the Suricata directory will be created under the C:\\Program Files\Suricata.

- ¥ | Suhcels = o x
Home Shaee Wi (1]

s Quick seeeid

B Debtep 5t
mules
& Oownioads hatis
Doty classification.config
&= Fictures o &
= CCT-Tools {\LADHS ibGaslP- 1.4
= Locsl Disk (C5) ibjariion-d.48
bled.dil
[ Thiy P bizma-5.d8
B Deskicp kbnsprd.d
2| Documents Ebpore 148
& Dovnlosds kgl
J" Music Ebpldsddil
B Dichures bwinptheead-1.d1
hbryarrd-0-2.d0
W Videos LICENSE
= Local Disk () T
= CCT-Tools {VLADNE magic mge
b Hetwoik chonidr
LA L
el 4l

seference.confiy

=|

Bt it
tusric iyl
WinDvert.
‘WinDecerthd prs
[ b
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36. From Windows search, Open Notepad and save the empty threshold.config file under C:\Program Files\Suricata\ location, as shown in the
screenshot below (ensure that you have selected All Files in the Save as type: option while saving the file).

Save s

Organice = Blew Foider
= CCT-Tooks (AL
L. Local Disk {C

B This PC
B Desitop
T Detymenty
A Downlosd
B Muic
= Picbunm
B videss

| o= Lecel Dk iC:)
v €

Sve 85 ype: | AllFile

# Hide Felden

i3

+ = Progeam Files » Suricsts »

tag
rules

] batch
classification.config

4 HOW T 'Windows
libGeolP - 1,40
iibjansson-d.dil
hibird. g8
hiblrenia- 50
libneped

File parme: | thieshaodd. config

— : Cance
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37. The threshold.config file will be created, as shown in the screenshot below.

- ¥ | Sunceth = (n ] 5
h Home Shaee Wi o
L + v ThisPC » Lecsd Dk iC:) Progeam Files » Suncats . t o

o Cuick scoed
BB Dekep : " '
rules
& Oownioads hatis
- ocmmunny claasification.config LA ¥ v
&= Fuctures * & HOW_TO_Windews 1
= CCT-Tools {\LADHKS ibGaslP- 1.8
i Local Disk (£ ibjernign-d.40
bledldil 4 A fion evte KE
B T ibizma- 5.0
B Desictep sbsprd.d
d| Documents hbpore .48
& Downloads b0 A A '
B Music Ebpldsddil ATEM
B Pictures Ebwinpthuesd-1.d1 E tin Ete I
2 hbryared-0-2.d0 &0 P stion et P
W Videos LICENSE
= Local Disk () T
= CCT-Tools {VLADHS magic mge
b Metanik sl
reesdd
Friiild i
reference.confey
] izt \
tasric iyl
threshold.config 1 WG i
‘WinDeveridn
‘WinDesertblos
s 0
A8 e b e dnbected 0 byied =T
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38. The Suricata IDS generates the alert based on the ruleset. A security professional can set the custom rule using the .rule file as shown in the
following steps.

39. First, the local.rules file needs to be created. The local.rules file includes custom rules. We can create ‘n’ number of files for various rules (the
rule file must have a .rule extension).

40. Here, we have created a rule for generating a PING alert.

41. Open Notepad, and type the following:
alert tcp any 21 -> any (msg:”ET SCAN Potential FTP Brute-Force attempt”; flow:from_server,established; dsize:<100; content:”530 *; depth:4;
pcre:"/530\s+(Login|User|Failed|Not)/smi”; classtype:unsuccessful-user; threshold: type threshold, track by_dst, count 5, seconds 300;)

Usaitled - Metepad - o x
File Edt Fgrmast Miew Help

s+(Login|User |Failed|Hot) fomi™; classtypeiunsuccessful-user; threshold: type threshold, track by dst, count 5, seconds 39{!;]'
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42, Save the file as local.rules under the C:\Program Files\Suricata\rules location as shown in the screenshot below (ensure that you have
selected All Files in the Save as type option while saving the file).

Save i ® | thresheld, track by_dst, count 5, seconds 309;)
4 Senicata > rules w & S B

rgansE = Wi Foldl

= CCT-Took (A

R Local Dk {C:) app-Lyer- eoents aules

File pame: | local sules

St i fype: | B Files

~ Hide Folden

B Tras PC it oder- Eeintiulid
B Desizop drgd-erintirubes
dng-evenisaules
% Docunnents
files.rubes
& Downiosds btk e
J Mhunic Ipaeg spvEnts Fules
&= Pictures kerberot- pvents.ule
B Videos rmdbus-eventh.nibes
Ze Local Dink (C) nfs-events.nuiles
w x

Encoding: ANS
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43, Navigate to C:\Program Files\Suricata, and open suricata.yaml file in Notepad++.

- ¥ | Sunceth = (n ] 5
& * » ThisPC » Lecal DiskeiC:) » Program Files + Sunicata B = =
o Cuick scoed
BB Dekep ¢ =3 I
rules
& Oownioads i
i ooty classification.confiy LA . i
=] Pictures ¢ [ HOW_TO_Windows 1
= CCT-Tools {\LADHKS ibGaslP- 1.8
i Local Disk (£ ibjarascr-d.41 Open with
0 This P :::::nil-li £ o Edet weth Hotepads «
B Deskizp Ta— D Scan wath ‘Winderas Delender_.
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44, The suricata.yaml file opens in Notepad++.
Note: If the Notepad++ update pop-up appears, click No.

45, To comment on the default rules files, select line numbers 1866 to 1910, navigate to the Edit menu, and select Comment/Uncomment >
Block Comment as shown in the screenshot below.

5 C-\Progiaen Files\Soric 20 suncata vaml - Mofepads « [Adranistrater] - o x
File Ede  Sesech View Encoding Language Settings Took Macre Fun Pluges Window 1 x
> ez - SR - o EEES
H
227 ca it X or S+ DL N
Copy Carle Cogr Ol INE
Delete DEL
Select Al i+t
Begin/Erd Select
Copy to Clipbosed »
Indent ]
Comvert Caseto *
Line Oparstions 1]
Cemmirt/Uncomment » Togqle Sngle Line Commaent Cels
Aute- Completion ] Single Line Comenent Chrl=k
EOL Conversion * Single Line Uncomment ClrieShifi+ K
Blank Qperstions 1] Elock Comment Cirl+ Shifg+ O
Paste Spacial ] Block Uincommant
On Selectsn ]
Colummm Made..
Columa Editor. AR+
Charscter Parel
Clipbord Hibony
Set Buead- Onily
= tuz-;.\r.amb::pecznc_w.zula:
= sEarging-wars.rules
b= bor.rales
s sooder-gyencs, rules  favailanle &
5 SErERE-aranrs Tulas SRVELLEBLE im FuELsREE  FSEE - w
€ 3
L Ay Madkog Langusge length : TAE3E  Fenas - 1,540 Lo: 1,980 Col:13 Sel: 1,000 45 Unix (LF) UTF-8 e
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46. Add - local.rules below the line number 1865 as shown in the screenshot below and click Save.
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47. Close all open folders and files.

48. Navigate to C:\Program Files\Suricata\log. Observe that there is no log file under the log\files directory.
49. We will capture the Suricata logs in Splunk, next we forward Suricata logs to Splunk on the monitoring machine using Splunkforwarder.
50. To install Splunk forwarder, navigate to Z:\\CCT Module 07 Network Security Controls - Technical Controls\Splunk Forwarder.

51. Double-click on splunkforwarder-7.3.2-c60db69f8e32-x64-release.msi.
Note: If a Security Warning pop-up appears, click on Run.

; v Application Tools Splunk Forwarder
Hame Share W Manage

“— w i « CCT Medule 07 Metwork Security Controls - Technical Contrels + Splunk Forwarder w &

WA TIE Llate modifeed

 Ouick access
B Desktop
4 Downloads

]rsﬂ splunkforwarder-7.3.2-c00dbE3FBe32-xbd... 01520019 240 Ak Windows Installer

= Documents

= Pictures
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52. Once the UniversalForwarder Setup window appears, check Check the box to accept the License Agreement and click on Customize
Options.

53. Leave the installation path set to the default location and click on Next.
54, Click on Next in the Splunk certificate section.

55. In the next step, select the Local System radio button to install Universal Forwarder as a Local System and then click on Next.

The LS you i Dl UnnosrtaiFomvar 06T A% OB iermanss what data it has stosss o

[nstall UnhrersalForwarder a5
{®) Local System

[nstalls UniversalForwander using local system account. UniversalForwander can
sccess all dsta on or forwarded b this machine. Tt carnot &ccess data remately.

{_) Domain Account

Instals LinhversalForwander with domain account you provide. This kets you collect
fsge mnd metrics from remete machines as wel as local and forwarded data, You
an 5=k the acoount in the next dislog, as a local administrator or a reduced privil...

Canced Back Hext
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56. Next, check all entities under Windows Event Logs, Active Directory Monitoring and Performance Monitor and click on Next.

57. Create credentials for the administrator account; type username “admin” and password “admin@123” and click on Next.

% UnncersalFarwarder Setup

X
Create oredentisle for the sdminsirator account. The Dot st conta, At & FerEmLE,
8 prinviable ASCI characisrs
Lissrmname:
Eﬂd-'ﬂl'l
Pasteaard:

(AT T AT RLT ]

Confirm password:
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58. Leave the Deployment Server section without issuing the deployment IP and port number details and click on Next.

59. In the Receiving Indexer section, enter the IP address for Admin Machine-1, namely, 10.10.1.2 in the Hostname or IP field; enter Port 9997 in

the port field and click on Next.

Receiving Indexer
Hostname or TP
[I.EL 10.1.2

Enter the hostname or IP of your receiing indexer,
&g o sl com

Cancel

If you ntend to use a Splunk receiving indexer to configure this UniversalFornarder, please
specfy the hast or 1P, and port (default port s 9997). This iz an optional step, However,
UniversaForwarder needs either a deproyment server of receiving indewer in order to do
amythang.

Back Next

loga7

default & 9997
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60. Once you are through with the configuration, click on Install. At this time, if a User Account Control pop-up appears, click on Yes.

61. Click on Finish after the installation completes.

# : 1
ﬂ UniversalForwarder Setup — X

UniversalForwarder was succesfully nstallied. Chck the
butions below to bearn more or didk Finish to et the wizard.

More info on forwarding

More info on distributed security

Provide fesdback on Splunk

|~ .- .-
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Note: You do not need any explicit configuration for Splunk Forwarder to collect Windows event logs, since Splunk Forwarder has default
configuration done during installation. You need to configure Splunk Forwarder explicitly to collect logs from IIS and Snort IDS.

62. To configure Splunk Universal Forwarder to collect IIS logs from the Web Server machine, go to the Web Server machine.

63. Navigate to C:\\Program Files\SplunkUniversalForwarder\etc\system\local, right-click on inputs.conf, and then on Edit with Notepad++.

. ¥ | local - o kA
Home Shase Wi o
* + Thas PC » Local Dk i) » Progeam Files » Sploeilniversalfermteder » efc » gystem » Becal w B b -
i Cuick scoeid
B D - suthentication.cond
wktep
inpuas.conf
Dewnleadtt - Opem with
& Drsmion wupists ool .
3 Documisnts " BEADAE o it with Notepad=+
&= Pictures - L B Scam with Windows Defender...
o CCT-Tools (\ADM BF e io archive_
Local Dk [C) ER Aod o nputsrar”
B3 Compress and email
S8 This P B Compress to “mpsisrar” and email
B Dekiop Reitaie prrnsut verend
Documents T 5
& Downlosds
Cut
Music
: Copy
= Pictures
Create shostout
B ideo:
Delete
o Local Dk (2]
Resuares
mm CCT-Togk (0ADN
Progetitses
¥ Metwork
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64. Add the following lines in the inputs.conf file like in the below screenshot.
[monitor://C:\inetpub\logs\logfiles]

sourcetype=iis

ignoreOlderThan =14d

host = WebServer

p’ ‘C‘:'-Prpgram Filg-s‘.'SF.\IunkUr;'NtmalFpr.wrdgr‘._gt;". 5].~stern". Ip:a[.'-lir.uputs.;onf = Notepad= = |.|!.dminiﬂ;rr11.'pr|
| File Edit Search View Encoding Language Settings Tools Macre Run Pluging  Window

lo | = R = R =~ M | % L = E B ¥ | @ & |

oot | Wb ot 3| I g sseccs 3| I smeatayomd 1 B iputs cord 3
[defaulz]

[ H H

JoUTCETYRE™11E

ignarellderThan =144

hoat = WebSsrver
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65. Click on Save to save the file and close it.

66. Right-click on outputs.conf, and then on Edit with Notepad++.

67. Add the following lines in the outputs.conf file, as shown in the screenshot below.
[iis*]

Pulldown_type=true

MAXTIMESTAMPLOOKAHEAD =32

SHOULD_LINEMERGE = False

CHECK_FOR_HEADER

REPORT - iis2 =iis2

{ *C:\Program Files\SplunkUniversalForwarden etc\systemilocal sutputs.conf - Notepad+ + [Administrator]
File Edit Search View Encoding Language Settings Tools Macre Run  Plugins Window 7

o HE s ca ik o9 am 2% 3 521 [iEE E E " | | W
i o 3| I W contip (1| logn st s 3| [ et yord | B ot ot 3 cntpts.cond 63 |

roup = default-autolb-group

[cepoutrdefaulec-autolb-group)
server = 10.10.1.2:59997

EEELY

Ful -:‘.3‘»-‘:’._:',";'5'::'.:.:
MANTIMESTAMPLOOFAHERD =32
SHOULD _LINEMERGE = Falae
CHECK FOR HEADER

REPORT - 1im2 =iisd
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68. Click on Save to save the file and then Close it.

69. Open Notepad and type the below code.
[iis*]

Pulldown_type=true
MAXTIMESTAMPLOOKAHEAD =32
SHOULD_LINEMERGE =False
CHECK_FOR_HEADER

REPORT -iis2 =iis2

70. Save the notepad as props.conf at C:\Program Files\SplunkUniversalForwarder\etc\system\local path and close the file.
Note: Ensure you have selected Save type as: All Files while saving the props.conf file.

Save b .+
w o etc > gystem 5 local & F=}

Cirganise = Mrw F2ldier ~ 8
o CCT-Toolk DNAL » s fred

= Lecsl Dk () suthentication.cond

B Teis PO gt oanl
tputi.conl
B Desizop iy
READNSE
sarvenoond

Docunrents
& Downlosds
d4 Music
= Pictures
- Videss
| i LecalDakicy
T N »
File names | props.cont

S 85 ype: | Al Fdes

~ Hide Felden Ercoding: ANS ¥ Save Cancel

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 173



EC-Council <€) codered

FROM EC-COUNCIL

71. Open Notepad again, add the following lines in the new opened file and save the file as transforms.conf at C:\\Program Files\
SplunkUniversalForwarder\etc\system\local.

Note: Ensure you have selected Save type as: All Files while saving the transforms.conf file.

[default]
host -WebServer

[ignore_comments]
REGEX = A#t.*
DEST_KEY =queue
FORMAT =nullQueue

[iis2]

DELIMS =" “

FIELDS = date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Cookie) cs(Referer) cs-host sc-status sc-substatus
sc-win32-status sc-bytes cs-bytes time-taken

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 174



<

~ Hide Folden

Save g
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= CCT-Tools (AL *
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Encoding: ANS

Canael
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72. To forward the Suricata logs, navigate to the C:\Program Files\SplunkUniversalForwarder\etc\system\local folder and open inputs.conf file
Edit with Notepad++. Add the following configuration lines of code at the end of the file and Save. Close the file.

[monitor://C:\\Program Files\Suricata\log]
sourcetyp=suricatata

ignoreOlderThan =14d

host = WebServer

1 *CA\Program Files\SplunkUnseersalFonsarder et systemilocalunputs.conf - Motepads + | Admansstrator]
scHHERGR AR S| A% * X = E=2EF = | 1m0 = |
I Fosts | [l Wb condg |H 1 BEQE 8 _|E picalm yaenl [ mm;miﬂlﬂ fross e |

[default

monitor: £ FoeY i

File Fdt  Search  View Egcudmg Languags ‘Seﬂ:ngs Tosk Msers Bun Ell:gliu Wndow §

BSURCATYpamiLS
ignareQldarThan =144
host = HebServer

nmmd mmr s F A Broor

I g Files\Suzicata'log]
ACUFCETYP"SITICACATA
ignoreClderThan =14d
hose = 'h'eL‘.BE:vz:';
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73. Close all open files in Notepad.

74. Navigate to Windows Start > Administrative Tools. Double-click on Services in the Administrative Tools window. The services window
opens, search for SplunkForwarder Service.

Senacel - o X
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= I._I_:“::‘::ur & Remcte Procedure Call (P i Wnalicmer. baraal Htwork 5
Sk Remote Regstry [Enabdes rem dugbomatic (T Locsd Senvce
& Recultang 5ot of Policy Provi.. Peovides an. (LT Lol Syste.

D’I'- e L) Rowting and Remote &iccess  Offers rowt Disabled Liscall Syste

?:r::t-ci::.d.; :‘cl:';p'!":::': ::: Sk RPC Endipoint Mapper Resolves FP.. Running  Automatic Hetwork 5

Flasform for cperstional mtelligence £k Secondury Logon Ensbles star..  Running  Mlesvusl Loecall Syste

Wit i itepped, Splunk wall i2op £ Secure Socket Tunneling Pre.  Providees D, Museual Lol Service
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e infeemation. Queshens can be & Senaor Monfonng Senace Boniors vi.. Mol {Trag..  Locsl Serace

submitied to £ Sendoe Serace A serice . Barinl (Trag..  Locsl Syste.

e splonic.comu answerns or for 0 Server Suppertsfil.  Running  Automatic Lol Syste.

fuppsdad L] r
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ey it Cand Maruges ac. Drsabled Lozl Service
2, Smant Card Device Enursers_. Crestes solt_. Mol (Trig_.  Local Sysbe_.
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S SHLE Toag blareaal Lo¢al Senace
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Special Admaristeatisn Con. Allgras adm, Bgraanl
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75. Click on SplunkForwarder Service, and then Restart the service.
Note: If an error occurs while restarting, click Start again.

76. Next, launch Suricata to capture the network traffic, navigate to the desktop, and double click the Suricata-4.1.4-64bit IDS-IPS shortcut.

77. The Suricata Command Prompt will open.
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78. Type the suricata.exe -c suricata.yaml -i 10.10.1.16 command to run Suricata for capturing network traffic, and press Enter.

P i sor, et Sy A B IV e Bt - TOrCaTLEnt ¢ Ponchtiysen .| TLI0 116 - o |
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79. The Suricata engine will start. Leave the command prompt open and Suricata running.

80. We need to perform the attack from the attacker machine to the Web Server. Suricata will then generate the alert and store it in the fast.
log file.

81. The fast.log file is the default alert log file that is already set into the suricatata.yaml file.
82. Switch to the Attacker Machine-1 virtual machine.
83. Select username as Bob and type password as user@123 and press Enter.

84. To perform a brute-force attack, use the tool Hydra from Ubuntu OS (Attacker Machine).

Note: Hydra uses two files for performing a brute-force attack. The first file has the list of usernames, and the second file has a list of passwords.
Hydra uses these lists of usernames and passwords for performing a brute-force attacks.
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85. Press Ctrl + Alt + T to open the terminal, type hydra -L ‘wrd.txt’ -P ‘pwd.txt’ ftp://10.10.1.16, and press Enter.

bob@bob-Virtual-Machine: ~

:~5 hydra -L "wrd.txt" -P "pwd.txt' ftp:fflﬂ.lﬂ.l.lél
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86. The Attacker Machine-1 will try to match the combination of usernames and passwords with the Web Server.

87. The matched username and password are shown in the terminal in green color. Close the terminal window.

bob@bob-virtual-Machine: =
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88. After the attack is complete, switch to the Admin Machine-1 virtual machine.

89. Log in using the credentials Admin and admin@123.
Note: If the network screen appears, click Yes.

90. Launch the web browser, and access Splunk Enterprise with the URL http://localhost:8000/en-US/account/login? and press Enter.

91. Log in with the username admin and password admin@123.
Note: If the Splunk Enterprise page is not opening, make sure the splunkd service is running. If not, then press “Windows+R" on your
keyboard and type “services.msc"”. Click on OK. Next, the Services window opens. Search for the splunkd service and restart. Wait for the
service to start.
Note: If Important Changes coming! pop-up appears, click Don’t show me this again.
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92. The Splunk web console appears; click Settings menu, select Forwarding and receiving link under the DATA section

Explore HPCWLEDGE

P @
™
.

co it EEDO0 en- LS mucaig enlsunche Torwardieceoe B
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93. The Forwarding and receiving console will appear. This is where a new instance will be added to receive the data forwarded from Universal
Forwarder. Click on the +Add new link in the bottom right corner to Configure receiving.

Forwarding and receiving

Forward data

Receive data
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94, The Add new console appears; in the Listen on this port* field, type 9997 and click on Save.

Configure receiving
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95. Once the port is added, go to Apps menu, and then select Manage Apps.

Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 187



EC-Council £> codered

96. The Apps console appears; click on the Enable link toward the extreme right associated with the SplunkForwarder application.

188
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97. When the application is enabled, click on Edit properties under Actions column associated with SplunkForwarder.
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98. The SplunkForwarder console appears; click on Yes under the Visible section, and then on Save.

SplunkForwarder

Choose File
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99. Go to Settings and select Server controls under the SYSTEM section.
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100. The Server controls console appears; click on Restart Splunk. A confirmation pop-up appears; click on OK.

Server controls

Restart Splunk

Clear restart message

t messoge
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101. Wait for few seconds, on a successful restart, a pop-up appears with the message “Restart successful”. Click OK to log back into Splunk.
Click on OK.

5 M locathostA000/ er S/manager/searchoonirg

localhost3000 says

Rertart sucopsshal - clope thes diakog 1o reclrect back o logen page
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102. You will be redirected to the login page. Enter the user credentials (username admin and password admin@123) and click on Sign In.

Splunk santer

‘our sesshon has expired. Log in o refurmn (o the system.
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Note: If Splunk is properly not restarted, click Restart Splunk again.

103. Once you log in, click on Apps > SplunkForwarder from menu.

Ressnns apmunm
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Note: Make sure Splunk Forwarder service is running. If it is not running, start the Splunkforwarder service in Windows services.

104. The Search console appears; click on Data Summary under the What to Search section.

Search

How to Search What to Search

29 839 Events o year ago Mow

[ oee s |

» Search History
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105. The Data Summary pop-up appears. Select the Sources (_) tab, wait for some time, and then click the C:\\Program Files\Suricata\log\fast.
log link to continue.

Data Summany

|__ . e
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106. Once the fast.log file is selected, the page redirects to the search page and displays the detailed logs.

107. The brute-force attempt was made from Attacker Machine-1 (10.10.1.50) to the Web Server (10.10.1.16).

Note: The number of Events might vary in your lab environment.

Mew Search

et Ui = L LG _Bataall
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108. Click on Statistics tab and Quick Reports.

MNew Search et

Preok Qulck Reports Search Commands 12
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109. You will be redirected to the host window, in the host window click on any value under Reports to see the graphical representation of that

value. Here we are selecting Top values by time.

B " o - a =
Mew Search .
" - & v
I
==
host ®
SELECTED FELDE Rl"pbfliu
WValues
os
_— WibGene Glilce - CowProgram Fles Suricaladogdast log
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110. You will be redirected to Visualization tab where you can find the Line Chart of the selected option.

& O locathost

Mew Search
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111. Click on back button on the chrome browser to get back to the Events tab.

12. Click on All Fields option at the left panel of the window to select the options that can be visible in the events tab. Here we are selecting
splunk_server option, after selecting the options close the Select Fields window.

Select Fields *®
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13. We can see that the splunk_server (Admin Machine-1) is visible in the Event tab.

Mew Search

INTERESTING FIELDS Z; e

n & Type here to search
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4. Scroll the cursor under the Format Timeline option you can see that the events are recorded in hourly basis, in real time the Administrator
can just click on the time in which he wants to review the information.

Mew Search

A W6, PO 300 AM

9 s 80 3 AM on Tuirddany, Acguat 17, 2001 00 AM

INTERESTING FIELDS

n £ Type here 1o search
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115. Close the web browser in Admin Machine-1 virtual machine.

116. Close all open windows in Web Server virtual machine.

117. Turn off the Web Server virtual machine.
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EXERCISE 7. DETECT MALICIOUS NETWORK TRAFFIC USING HONEYBOT
Network traffic monitoring is the process of capturing network traffic and inspecting it closely to determine what is happening on the network.

LAB SCENARIO

A security professional must have the required knowledge to detect malicious traffic in the network. You should constantly strive to maintain
smooth network operation. If a network goes down even for a small period, productivity within a company may decline. To be proactive rather
than reactive, the traffic movement and performance must be monitored to ensure that no security breach occurs within the network.

LAB OBJECTIVE

This lab demonstrates how to detect malicious network traffic using HoneyBOT.

OVERVIEW OF NETWORK TRAFFIC MONITORING

The network monitoring process involves sniffing the traffic flowing through the network. For this purpose, network packets must be captured,
and a signature analysis must be conducted to identify any malicious activity.

Networking monitoring assists security professionals in identifying possible issues before they affect business continuity. If an issue occurs in
the network, the root cause can be determined easily with network monitoring, and with network automation tools, the problem can be fixed

automatically. Networking monitoring not only prevents outages but also gives visibility to potential issues. Continuous network monitoring
minimizes downtime and increases the performance of the network.

LAB TASKS

Note: Ensure that Admin Machine-1, Attacker Machine-1 and PfSense Firewall are running.
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1. Switch to the Admin Machine-1 virtual machine.

2. Navigate to Z:\\CCT-Tools\CCT Module 07 Network Security Controls - Technical Controls\Honeypot Tools\HoneyBOT. Double-click
HoneyBOT_018.exe to launch the HoneyBOT installer. Follow the wizard-driven steps to install HoneyBOT.

Note: If the User Account Control window appears, click Yes.

: - Manage HaneyBOT
Home Share Vigw Application Tools

= I Honeypot Tools » HoneyBOT -
1T Diate moddied Type
o Quick sccess
B Desktep
‘ Downloads

15! HaneyBOT 012 124472018 1108 Pad

2| Documents
o= Mew Volurmee [Dx)

- Mew Vobumes (F2)

B videcs
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3. Once the installation of HoneyBOT completes, in the Completing the HoneyBot Setup Wizard window, uncheck the Launch HoneyBOT
option, click Finish.

4. Now, click the Start icon from the left-bottom of Desktop. Under Recently added applications, right-click HoneyBOT > More > Run as
administrator, as shown in the screenshot.

Note: If the User Account Control window appears, click Yes.

Play and explose
St all your masl in o place

Groowe Muse Moies & TV

T

OreNote for.

-l © Type here to search
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5. The HoneyBOT configuration pop-up appears; click Yes to configure HoneyBOT.
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6. The HoneyBOT Options window appears with default options checked on the General settings tab. Leave the default settings or modify them

accordingly.

7. In this task, we are leaving the settings on default for the General tab in the Options window.
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8. Click the Email Alert tab; if you want HoneyBOT to send you email alerts, check Send Email Alerts, and fill in the respective fields.
Note: In this task, we will not be providing any details for email alerts.

r

AEELEE)
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Remotes
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9. On the Exports tab, in which you can export the logs recorded by HoneyBOT, choose the required option to view the reports, and then
proceed to the next step. (Here, Export Logs to CSV and Upload Logs to Server checkbox are selected)

General | Emadidest  Espcte | Lipdstes

E spuiwitn s oo Mt b0 C5V bl ‘Sidomabealy Robsbes Lo’
rraset b enabled bo sctivate this Fashus

W Ewge Lags 1 C5Y

Ll plesacts poas bog Hie: 1o the corbigl ieporirsy oerve Automataall
Flokste Log' munt b ensbled o scivale iy lesae

R Upload Liogs b Senved

Mote: Log fles ave used In oot apgregate 1eparts of aack

terets, i imlormation Bt ook dently B IP addss of 3
HoresB0T sencor ia publithed in Sheps nepos

ax. Corcel | pok

i
=y 3 'l = = 1 . | |
SE== RN I P
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10. On the Updates tab, uncheck Check for Updates; click Apply and click OK to continue.

Note: If a Bindings pop-up appears, click OK to continue.
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1. The HoneyBOT main window appears, as shown in the screenshot.

f HoneyBOT - Log_ 2021071 bin = (a] =
File View Reports Help
| |

- ] L

EREEEYIEIEL)
:—..‘I-jﬂL—._J |2 % | D)

Pers | e | Tirm | Foamcte IF | Femcte Pt | Local IF LoclPoa | Protocol | Bytes
0 1ecaid I3.=.-".o-cl.»=.--.
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Copyrights @ 2021 EC-Council International Ltd. Certified Cybersecurity Technician 213



EC-Council <€) codered

FROM EC-COUNCIL

12. Now, leave the HoneyBOT window running on Admin Machine-1 virtual machine.

13. Switch to the Attacker Machine-1 virtual machine.

14. Select User Bob and type password user@123 press the Enter button.

15. Press ALT + CTL + T to open the terminal, type the sudo su command for the root user, and press Enter.

16. When prompted for the password, type the password for the root user (here the root user password is user@123), and press Enter.
Note: The password that you type will not be visible.

[+ root@bob-Virtual-Machine: fhome/bob
=5 sudo su
[sudo] password for bob:
reot@bob-virtual-Machine: | e/ bob#
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17. In the terminal window, type ftp [IP Address of the Admin Machine-1] and press Enter.
18. You will be prompted for the ftp credentials of the Admin Machine-1 machine.

19. In this task, the IP address of Admin Machine-1is 10.10.1.2; this may differ in your lab environment.

roob@mbob-Virtval-Machine: fhome/bob
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20. Switch back to the Admin Machine-1 virtual machine. In the HoneyBOT window, expand the Ports and Remotes node from the left-pane.
21. Under Ports, you can see the port numbers from which Admin Machine-1 received requests or attacks.

22. Under Remotes, you can view the recorded IP addresses through which Admin Machine-1 received requests.

f HonedBOT - Log_20210714.bin
File View Reports Help

oY e W | 40 5 i | &=
3N % PR 20
= Pt Date [ Time | Remote IP [ Remcte Pot | LocaliP [LocaPor | Prolocol | Byter | 1
21 TN B2SI5AM 100150 73 101002 21 TP T
1010150
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23. Now, right-click any IP address or Port on the left, and click View Details, as shown in the screenshot, to view the complete details of the
request or attack recorded by HoneyBOT.

F HenegBOT - Leg 20010714 bin - o x
File View Reports Melp

SE=< < IENE I P

Paits

| Rt 1P | Peamole Pot | Local IP LocalPod | Proiogol | Bytes |
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24. The Packet Log window appears, as shown in the screenshot. This displays the complete log details of the request captured by HoneyBOT.
25. In the screenshot, under Connection Details, you can view the Date and Time of the connection established as well as the protocol used.

26. Connection Details also shows the Source IP, Port, and Server Port, as shown below.

SE=] IR IP 3P

Pesin | Dige
a [ Thd

LF Pachet Log (fp) [m] b L

= Flesmotey
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EXENGAM  TH 0 220 PUBLICDE FTP Sarvice [Version 5.0]
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27. Similarly, you can run the telnet command on the Attacker Machine-1 virtual machine and observe the log recorded by HoneyBOT on
Admin Machine-1.

28. After the completion of this task, open Control Panel in the Admin Machine-1 and uninstall HoneyBOT.

29. Turn off the Attacker Machine-1 virtual machine.
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EXERCISE 8: ESTABLISH VIRTUAL PRIVATE NETWORK CONNECTION USING SOFTETHER
VPN

Virtual private network is a private network that uses a public network to connect users/sites remotely.

LAB SCENARIO

Most of the organization has its offices located at different locations around the world. There is a need for establishing a remote connection
between these offices as a result. Previously, remote access was established through leased lines with the help of dial-up telephone links
such as ISDN, DSL, cable modem, satellite, and mobile broadband. However, establishing remote connections with these leased lines is quite
expensive and the costs rise when the distance between the offices increases.

A security professional must have the required knowledge to establish a VPN connection to provide a secure remote access to organization’s
employees and distant offices.

LAB OBJECTIVE

This lab will demonstrate how to establish a Virtual Private Network (VPN) connection using SoftEther VPN.

OVERVIEW OF VIRTUAL PRIVATE NETWORK

A virtual private network (VPN) offers an attractive solution for security professionals to connect their organization’s network securely over the
Internet. VPN is used to connect distant offices or individual users to their organization’s network over a secure channel. VPN uses a tunneling
process to transport encrypted data over the internet.

IPsec is the common protocol used in VPN at the IP level. VPN ensures the data integrity check by using a message digest and ensures data

transmission is not tampered with. VPN guarantees the quality of service (QoS) through service level agreements (SLA's) with the service
provider.
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LAB TASKS

Note: Before starting this lab exercise, make a note of your public IP. To know your public IP, open up any web browser and browse for google.
com. In the Google search, type what is my IP and click search. Your public IP will be displayed.
Note: Ensure that Admin Machine-1 and PfSense Firewall virtual machines are running.

1. Turn on the AD Domain Controller virtual machine.

2. Log in with the credentials CCT\Administrator and admin@123.
Note: If the network screen appears, click Yes.

3. To install SoftEther VPN Server, navigate to Z:\CCT Module 07 Network Security Controls - Technical Controls\SoftEther VPN\SoftEther
VPN Server. Double click softether-vpnserver_vpnbridge-v4.30-9696-beta-2019.07.08-windows-x86_x64-intel.

Note: If the Open File — Security Warning window appears, click Run.
Note: You can download the latest version of SoftEther VPN Server from https://www.softether-download.com. If you use the downloaded

file, the screenshots in the lab may vary.

4. The SoftEther VPN Setup Wizard appears. Click Next.

221
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5. In the Select Software Components to Install wizard, SoftEther VPN Server is selected by default. Retain the default selection and click Next.
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6. The End User License Agreement wizard appears. Check | agree to the End User License Agreement. Click Next. Follow the wizard-driven
installation steps to install SoftEther VPN Server Manager.

7. The Important Notice window appears. Click Next.

8. Continue the installation until you see the Setup Finished wizard appears. Ensure that the Start the SoftEther VPN Server Manager option
is checked to launch it automatically. Click Finish.

Note: Alternatively, you can also launch the application by double-clicking the shortcut icon on the Desktop.

[ SontEther VPH Setup Wizard (Version 4.30.9696)
Setup Fimished

<D

A The setup process of SoRETher VPN Server has completed successiily,
[

L] Start the SoftEther VPR Server Manager,

| SoREther VPN i & wark of the retenrch dnd dewelopment paoject af Japarss
J Government, Tubdidined by Ministry of Econamy, Trade and Indusiry of Japan,
sdministrated by lamation Fromalion Ageny,
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9. The SoftEther VPN Server Manager window appears. Click the Connect button to configure the VPN Server.
Note: If an Update Available pop-up appears, click on Do Not Show this Message Again.

ﬁ SoftEther VPN Sercer Manager =

t‘ﬁ SoftEther VPN University of Tsukuba, kpar
=y Server Manager !

Connection Settings for VPN Server:

rq Cormection Setlings for VPN Server of VPN Bridge are defined as follows
!I o 'ln} Double-clich the e o connect Lo the server,
To add & new connection, click Mew Setting

Setting Name WPH Server Hostrame  Opsration Mode
:&lﬂh}:alhqs-. (This server)  Bogalhogt Erftire WPH Senser
P Sabting Edit Settirg [Drefiste Satting

E Maice & Certificate

Senart Card Marager. Select Smart chid..

About SoREther VPHL Exit SomEther VPN Server Manager
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10. When you connect for the first time, you will be prompted to set the Administrator password for the Server Manager. Type in the password in
the New Password field and retype the same password in the Confirm Password field (in this lab, the password was set to user@123). Click OK.

M Change Administrator Password of localhost X

Change the administrator password of the server localhost. Enter the new
{ | password and click QK.

MEw Pasoward: | ssssssaEs

Confirm Passward: | srnnenns

Ol Cancel
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11. After this, the password will be changed. A confirmation pop-up appears. Click OK.

12. The SoftEther VPN Server / Bridge Easy Setup wizard appears. Check Remote Access VPN Server. Click Next.
Note: If an Update Available pop-up appears, click on Do Not Show this Message Again.

4

(g
![‘; SoftEther VPM Server / Bridge Easy Setup
|

x

.| SoftEther VPN Server / Bridge Easy Setup

By wsing this setup you can easily setup a SoftEther VPN Server or VP Bridge for the fallowing wie and purpose. After exiting the setup, you can use the
VPN Server Manager to freely configure more advanced seltings.

Select the type of VPN s&rver you want to build. Multiple types can be selected together.

7] Remote Access VPN Server VPN Server
The Remote Access VPN Server allows VPN Client computers in remote locations to access 3T A5
T < v L 3 vote locat © S o
to the existing Ethernet segments, for example company LAN. ,'? D
Ary VPN Clients who is connecting 10 the VPN Server will e able 10 Bocess 1o the network i
a4 if they are connected directly and physically to the network. ]

Site
VRN i
Chest  Clnt
] Site-to-site VPN Server or VPN Bridge VPN Sarver
Site-to-site VPN is 3 VPN configuration to connect between two or more remote Ethernet ‘:g .l &
&l o, iw
SEQMEnts. AP erah o
Each of the sites are connected together, and bacome the same segment 2t Layer.2 fevel. it P b
enables By computers of each sites 1o communichle Lo each other A3 if there is & single PN Server / Bridge /' $ire &1
rebwork. & \ WPN Sarver / Bridge
i &4 . b
- e b e
Leao W T P = X
= Sito#2 S.3
Site &Y

] Other Advanced Configuration of VPN

Select this if you are planning to build a VPN system that provides advanced functions such as a clustering unction and a Virtual Layer 3 Switch
function

Click MNext to start Setup. Click Chose if you want to exit the setup and marwally configune all settings.
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13. The SoftEther VPN Server Manager pop-up appears. Click Yes.
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14. The Easy Setup - Decide the Virtual Hub Name pop-up appears. Specify the Virtual Hub Name in the field (in this exercise, the name is set

as CCT-VPN) and click OK.

asy Setup - Decide the Virtual Hub Name

Mame the new Virtual Hub as you prefer.

"‘l You have to create one Virtual Hub on the VPN Server at least.

Canoel
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15. The Dynamic DNS Function window appears. Click Exit to continue.

16. The IPsec / L2TP / EtherlP / L2TPVv3 Server Settings window appears. Check Enable L2TP Server Function (L2TP over IPsec). Retain the
other settings as default and click OK.

.
™
i
=
B 'Psec /LT / EtherlP / LITPV3 Settings 2
g IPsec / L2TP / EtherIP / L2TPv3 Server Settings L tne
Wirtual Hubs on the VPN Server can accept Remote-Access VPN connections from L2TP-compatible PCs, Mac OF X and Smanphonss
and also can accept EtherlP 7 L2TRV3 Site.to.Site VPN Connaction
L2TP Server (Remote-Access VPN Server Function)
VPN Connections from Smartphanes suchlike iPhone, iPad and Android, and also from
built-in VPN Clients on Mac 05 X and Windows can be asccepted.
[ Enable LZTP Server Function (LZTP over IPsec)
Make VPN Connections from iPhone, |Pad, Andrakd, Windows, and Mac O5 X acceptabie.
[[] Enabie L2TP Server Function (Raw LZTP with No Enayptions)
it supports special VPN Clients which uses L2TP with no IPsec enonyption
\j) Users should specily their usemame such as “Username@ Tanget Virtual Hulb Name™ to connect this LITP Server,
I designation of 3 Virtual Hub is omitted, the below Hub will be used as the target,
Detault Virtual Hub in a case of omitting a name of Hub on the Username: | CCT-VPN W I
pae
l 4
EtheriP Server Function (Site-to.Site VPN Connection) _ \ -t
Router products which are compatinle with EthertP / LZTPv3 over IPsec can cannect 1o Virtual Hub on -
the VPN Server and establish Layer-2 (Ethernet) Bridging. r
D Enable EtherlP f L2TPv3 ower | Psec Server Fundction EtheriP / LITP3
IFsec Commeon Settings th
IPsec Pre-Shared Key: | VPN
IPsec Pre-Shared Key is also called “PSKs™ or “Secrets”, Specify it with around eight |
I ASCIl characters, and et all VPN wsers know, E Cancel [
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17. The VPN Azure Service Settings wizard appears. You can choose any option according to your organization network policy. In this exercise,
we select the Disable VPN Azure radio button. Click OK.

E WP Azuwe Senvice Settings =

VPN Azure Cloud

13 £
L+ ]

: i . '

- L Metweet Global P y FH'
A, 7 e heed Windon
i o |

VPN Azure Cloud VPN Service (Free)

WP ADure ke  easier 1o eFtablish & VPH Seiiion from your haove PO b3 pdur afoe PC. Whie b VPN connection i established, wu cin
B0 B0 My GERET dereerd S BN pircale ek STy SOmpany

You don't need a global IF sddress on the ofice PO [WPN Server) It can work behind Seewalls or NATL o retwork administesions
configuration required. You cam e the Builttn S5TPAYPH Client of Windows in your Fome PC

WP Azure i 8 Sioud VIR senice opersted by SoREtrer VPN Project VPN Aoure is free of chavge snd rasilabie 1o anyoine, Press the
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18. The VPN Easy Setup Tasks wizard appears; in this wizard, we create users who can access the organization network using VPN. To create

new users, click Create Users.

E VPN Ea':;(irtup Tasks =

@ To complete the sefup of this VPN Sereer / VPN Bridge. you must complete the following tasks.

Step 1. Create a User to Accept VPN Connection

When this VPN Server accepts a remote acoess VPH or becomes the central site-fo-site VPN s&rver
that sccepts cornections from other sites, create users 1o aodept the VPN connection

| Create Lsers |

ob

Step 1. Set Local Bridge
For am site-do-5i0e VEM, use the Local Bridge Function Do connect 3 bndge betwesn the virual

Ethernat cegment on the WPN side and the physical Ethernet segment on the local side. Sslect an
existing Ethermet device (Netwark Adapter] that will be provide the bridge connsction to the VPN,

Select the Ethernet device to establish the bridge connection v

Once the required sattings are configured, click Close. An sdvanced management
tool for VPN Server / WFN Bridge will be appeaned, You can then configure any

lase
advanced settings a2 you with £
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19. The Create New User wizard appears. Fill in the required details. As can be seen, we have created a new username martin and password
user@123. Click OK.

["_':_ Create New User

Security Policy
User Name: | MArtin

i~ 1
: l"_J [ st Secwity Policy
Fulll Nymee: | martin "
Mote: Password Authent :a‘.lonﬁrrlmgs:
i”k Password: ssssssss
Group Mame Browse Growps— ky
Cptionallk

Confirm Passward: [ AR ¢|
{‘:1] [ 5et the Expiration Cate tor This Aotount

Individual Certificate Authentication Settings:

=]

At Typee: @ Anomyrnous Authentication
1 Pazsword Authentication
Elinansaual Cenificate Authentication
_I:'r' Signed Certiicate Authentication
'-'ﬂ RADIUS sitkentication
=3 NT Domain Authentication

Create Certificate

Sigmed Certificate Authemtication Settings:

RADIUE ar NT Domain Autherticabion Settings: -

g |

Hink: Define 3 user object with usermame ™ [astensk] in order to accept a lgn attempt of a wser which
does not match any of registered explicit user oDJects. Such & spedial user will use the txternal E Carcel
user-authentication servet Lo verify the lagin
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20. A pop-up notifying that the user has been created appears. Click OK.

21. The Manage Users window appears. Here, you can create new users, edit created users, view user information, and remove users. Click the
Exit button.

ty Manage Users b4
Wirbual Mub “CCT-WPNT has the following users.
|
s Mame Full Mamea Group Name Dz cription Ak Mathad M Logire Lmst Lagin
{4 mantin matin - Pasgward Authe. 0 Mons
€ *
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22. The VPN Easy Setup Tasks wizard appears. Click Close.

23. The Manage VPN Server “localhost” dashboard appears. Here, you can see the connected users through the VPN network. You can also
manage the VPN settings using different options on this dashboard.

= I
[

T'!, lecalhost (This server) = SoftEther VPN Server Manager

;"_"?; Manage VPN Server "localhost"

Virtual Huby Hame Status Type Users Groups Sesslons MaC Tables IP Tables
(@ ccTvPN " Online " Siandalore 1 a 0 0 0
£ ¥

Manage Virtual Hub : Offine View Status Create & Virtual Hub Properties Delete

Management of Listensrs: VP Server and Hetwork Information and Settings:

Listener List (TOPAP port: i
s i’ ‘3 Encryption and Network E:Q Clustering Configuration
Port Mumber  Status feote
R TCP 443 Listening ﬁ Mbew Server Statis @
AP Listening iriis 2
TP 1134 Listening = Lo f ALt Bl e S & Show List of
art Iy . i TCRAP Connections

£ TCP 5555 Listening
(0 Egit Config
A | Loca priage setting @ Layer 3 Switch Setting m IPzac / LZTP Setting ”“ OpenVPN / MS-SSTP Satting

‘! Dynamic DNS Setting E VPN Azure Setting % VPH Gate Setting Refresh Exit

Cufrent DONS Hostrame:  VPNSS9380507 . softether.net
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24, Switch to the Admin Machine-1 virtual machine.
Note: If you are not logged into the machine, then login with the credentials Admin and admin@123.

25. To install the SoftEther VPN client, navigate to Z:\CCT-Tools\CCT Module 07 Network Security Controls - Technical Controls\SoftEther
VPN\SoftEther VPN Client.

26. Double-click softether-vpnclient-v4.30-9696-beta-2019.07.08-windows-x86_x64-intel.exe.

v Manage SeftEther VPN CBent
Hame Share View Application Toods

& ¢ o Sofifther VP o ScftEther VPN Client
o Cuick access
B Desitep [ softether-wpnclient-vd, 30-9596-beta-201... 2019 &13 AM Applscatior
& Downloads
% Decurnents
CCT-Tools
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Note: You can download the latest version of SoftEther VPN Client from https://www.softether-download.com. If you use the downloaded
file, then the screenshots may not exactly match the version you will use.

Note: If an Open File - Security Warning window appears, click Run.

27. The SoftEther VPN Setup Wizard appears. Click Next.
Note: If User Account Control window appears, click Yes.

28. The Select Software Components to Install wizard appears. Choose the SoftEther VPN Client. Click Next.

Select Software Components bo Tnstall

e
-
)
a.@y SoftEther VPN Client

@ SoftEther VPN Client Manager (Admin Tools Only)

About SoftEther VPN Client

W Install it on VPN client comiuters. & VPN dient computer wel be abke to cormect 1o the central
Iﬂ VPN Sarver, TR mbrdement Bl will be also irdtallad

<Back | Mext> || cance
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29. Follow the wizard-driven installation steps to complete the installation process. When the Setup Finished wizard appears, ensure that Start
the SoftEther VPN Client Manager is checked to launch the application automatically. Click Finish.

E SeftEther VPN Setup Wizard (Version 4.30.9656)

Setup Finihed g~
-

&%  Thesetup process of SoREther VPN Client has completed successilly,

al

F_l Start the SoftEther WP Client Manager.

SoftEther WPH iz a work of the resaarch and development project of lapansse
Govenment, subsidized by Minkstry of Economy, Trade and Industry of Japan,
administrated by Informiation Promaotion Agency
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Note: Alternatively, you can also launch the application by double-clicking the shortcut icon on the desktop or from the Start menu installed

apps.
30. The SoftEther VPN Client Manager window appears.

Note: If an Update Available pop-up appears, click on Do Not Show this Message Again.

B CiEther VPH Chert Marager = ] =
Conmect [t Woew  Virtua] Adepter  Smart Card Jook Help
WPH Conmection Setting Hame Status VPN Server Hostname Wirtual Hub Virtual Nietwork &

51 Add VPN Connegtion

Virtual Network Adapter Narss Statui MAL Asdeeid Vierlion
Boftfthes \EH Client hManages kg bot Connected % sobtithes VPN Client Buid 5646
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31. Double-click Add VPN Connection to add a system to the VPN network.

32. Before creating a VPN Connection Setting, we need to create a Virtual Network Adapter. When the SoftEther VPN Client Manager prompts
to create a Virtual Network Adapter, click Yes.

SoftEther VPN Client Manager

EBefore you can create a new VPHN Connection Setting you
need to create a Virtual Netwaork Adapter.

Do you want to create a Virtual Network Adapter?

E ;es i Mo
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33. The Create New Virtual Network Adapter pop-up appears. Type the name in the Virtual Network Adapter Name field. Click OK. Retain the
default settings.
Note: The Virtual Network Adapter Name should be VPN or should range from VPN2 to VPN127 as shown in the pop-up (you can create a
maximum of 127 Virtual Network Adapters).

Creste Mew Virtual Metwork Adspber 4

A, retw Wirtual Metwork SAdapter will be créatéed on the systém.
You can spedify & name for the Virtual MNetwork Adspler, which can be &
maxrum of 31 slpharumenc charscbers.

Virtual Network Adapter ame: | VPN

The name of & Virtual Network Adaptes mott e VPN oF "WPMNZ' 15 "'WPN12T.
(Maximurm 127 adapiers can be created.)

O Cancel
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34. The SoftEther VPN client will create a new Virtual Network Adapter. Wait until the process is completed.

35. The newly created Virtual Network Adapter can be seen in the lower pane of the SoftEther VPN Client Manager window with the assigned
Status, MAC Address, and Version. In this exercise, the newly created Virtual Network Adapter is VPN Client Adapter - VPN.

Note: The MAC Address might differ in your lab environment.

H SedtEther VPN Client Managers
Connect Eda  Yeew Virtus) Adapter ZmatCard Tools Help

=i Add VPN Connection

Virfual Network Adapter Name Satus
([ VP Client Adagter - VPN Enabled

VPN Connection Setting Mame Status WP Senver Hostname
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36. Next, we need to configure the adapter. Double-click on the newly created Virtual Network Adapter.
37. The New VPN Connection Setting Properties wizard appears.

38. In the Setting Name field, provide a name for the VPN Connection [Martin VPN]. Under the Destination VPN Server section, type your
public IP in the Host Name field [10.10.1.19]. You can choose any port from the Port Number dropdown [443]. In the Virtual Hub Name field,
choose the appropriate name. In this exercise, we have created a virtual hub name CCT-VPN in Step 14. If you have created multiple virtual hubs,
choose the appropriate one. Retain the other default settings.

39. On the right side in the User Authentication Setting:, type the username and password of the user that you have created in Step 19. In this
exercise, the username is martin and the password is user@123. Click OK and retain the other default settings.

ew VPN Connection Setting Properties b4

% Please corfigure the VPN Connection Satting for VPN Server, Virtua] Network Adapter to Use:
O VB Client Adapter - VPN
Setting Mame: L Martin VPN
Destination VPN Server

; Specify the host rame or IP address, and the port numbeer
| i'j and the Virtual Hub on the destination VPN Server.

Host Mame: | 100199

Port Mumber; | 443 | ] Disabie MaT.T User authentication Sstting:
@il Set the user authentication information that is required when
] % connecting to the VPN Server.

yirtual Hub Name: | CCT-VPN =

#asth Type: | Standard Password Authentication b
Prooy Server a5 Reley:

T YU £3R EORNEC 10 3 VPN SErver via  proxy Senver. User Name: | martin
3
Import IE Praxy Server Settings Password: | ssssssssl |
Proxy Type ®) Direct TCPAP Connection (Na PRy You can change the user's password on the VPN Server.

) Connect via HITP Proxy Server
(O Connact via SOCKS Proxy Senver

Change Password

Advancad Setting of Communication:

i O t [ Reconnects Automatically After Discormected
Server Certificate Verification Optione '

[f] L) Atways Verity Server Certitcate Recannect Intenval: 15| seconds
Marage Trusted CA Certificate List EA Infinite Recornects (Kesp VPN Always Oriling)
[Juse ssL3om Agvanced Settings—

Specify individual Cen

Canced
[ Hide Status and Errors Screens D vide IP Address Screens E
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40. A newly created VPN connection appears in the SoftEther VPN Client Manager window with the status showing as Offline.

41. Right-click Martin VPN and select Connect from the context menu to connect the organization network through the VPN.

B i Ether VPH Chert Mirager - o x
Conmect  Edft  Woew Virtuel Adapter SmartCard Took Help
WPH Conmection Setting Hame Status VPN Server Hostname Wirtual Hub Virtual Nietwork &
21 Add VPN Connegticn
[ Martin VPN fary E 1100, 19 [Dereet ToP/IP Connpchion)  CLI-VPM VPN
Connect
Hew ¥FH Conrspetion Seiting
Copy
Create VPM Connection Shortout...
Export ¥FH Connection Setting...
bnpart YPh Connection Setting
St 43 Sartup Lonmection
Ferame
Delete
Nirtual Netwoik Adapter Nisg St AT Addsiid Viflish
Properties.
TN Chenit Adapter - VPN Enabded SE-O7-D8-09-F3-43 A ZE0.06%. X
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Note: If the Login to 10.10.1.19 pop-up window appears and if it keeps connecting, type the Username and Password. (Here, we use the
username as martin and password as user@123 used in the Step 40).

42. The Connected to VPN Server pop-up appears, requesting to assign an IP. Wait until the process is completed.

43. The status of the VPN changes to Connected from Offline.

B i Ether VPH Chent Mirager ~ o o
L§-.',rr~-!cr et Noew  Virtua| Adapter Smart Card Jook Help
WPH Connection Setting Hame Satun VPN Senver Hodtname Virtual Hub Wirtual Metwork A
21 Add VPN Connestom
Eﬁ‘-‘u‘.m VPN Cennssted 010N V9 [Deidst TOPAP Canndstian)  CCT-VPM VPN
Wirtusl Metwork Adspter Mame Status WAL dddres Version
PN Clerit Aclapber - VPN Engbled SE-D7-D6-09-F3-43 4 2509638
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44, Switch back to the AD Domain Controller virtual machine, where the SoftEther VPN Server is installed. See the active sessions using the

VPN. You can see 0 Sessions.

',.“.. lecalhest (This server) - ScfiEther VPN Sercer Manager »
ﬁ " L1]
iy Manage VPN Server "localhost
Wirtusd Hub Mame Siatlius Type Users GO Sessions MAL Tabbes P Tables
| ..3 COT-VWPN Qe Stangialone 1 o 0 Q Q
< »
Offlire Wiew Status Create a Virhul Hub Fropgrties Delete
Management of Listersrs VPN Server and Metaork Information and Settings:
Listerr List [TCPAP port 5
i]\, Encrypticn and Netwark EX] | Ciustering Coriguration
Port Humiber Status Create :
e TCP 443 Listerirg 7 ﬁ Mhew Server Status @
R TP o2 Listering : 3
@R TCP 11 Listerirg (% & Show List of
ﬂTCPE555 Ustering At |.‘ i Ij About this VPN Server TCPP Cornections
i@ Egit Cardsg
| Local priage setting @ Layes 3 Switen Seting Q Wiec/LZTPSEtnG | F | OpenvPN/MS-SSTPSetting
afl
‘!_ Dyraemic DNS Setting E venanmeseting |l | vPN Gate setting Refrash Ext
L
Current DONHS Hostname:  ¥PNS99380507 . softether.net
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45, Click the Refresh button. You can see the active sessions that are accessed by the users.

h lacalhost (Thes senver) - SoftEther VPN Server Manager x
(3] [ i
4 Manage VPN Server "localhost
wirtual Huls Hame Status Tipe Users Groups Sgxsions MAC Tables 1P Talles
@ coTvP Oriire Harsdalone 1 Q 1 1 z
£ ¥
Manage Virtual Hub Offine View Status Create a Virtual Hub Propgribes Detete
Management of Listeners: WPN Senver and Metwork Information and Settirgs:
Listener List (FOPAP port: 1 -~
?k‘ Eraryption and Hetwork E“_.Eg Clustering Configuration
Port Humber Status Coente :
Listening ﬁ View Server Status ﬁ
Listering : ;
Lishening 'ﬁ —— EE Show List of
Listening L 1=y About this VPN Server TCPAP Connections
7
T Egit Config
IFA Locat pridge Setting @ Layer 3 Switch Setting Q IPrec /L2TPSetting | | _I° | | CperVPM/MS-SSTP Setting
E  Dynamic DNS Setti m WPH Az f 3
u iting Azure Setting Y VPN Gate Setting Exit
S E
ICusrent DDNS Hostname:  VPNSS9380507 . softether.net
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46.To view and manage the sessions; click Manage Virtual Hub button or double-click the available VPN Hub in the dashboard. The Management
of Virtual Hub - (Virtual Hub Name) window appears.

47. Traverse through all the required options available in the wizard. You can manage the sessions and settings of the VPN Network.

48. For instance, to access the Manage Sessions option, click the Manage Sessions button.

i@ Management of Virtual Hub - “CCT-VPH'

Virtual Hub ‘CCT-VPN'

Maragement of Security Database

: Marage Lisers

Add, delete or edit user accounts.

' Manage Groups
L]
Add, delete or edit groups.

@ Mansge Aeesis Lists

Add or delete access lists [Pacicet filtering
rules)

Virtual Hub Settings:

lj Virtual Hub Froperties

Configure this Hub.

ﬁ Aathentication Server Setting

Use external RADIUS authentication server for
uSEr puthentication.

9% Manage Cascade Connections

Establich Cateade Cannection to Hubi on
kxcal of remote VPN Servers,

Current Status of this Virtual Hub:

IRem Wl
@ Virtual Hub Mame CCT-VPH
B Status Online
B e Standalone
aSe-:ur:N.ﬂ.T Disabled
£ Sessjons 1
£ Sessions [Chient 1
£ Sessions (Bridge 0

Acoess Lists ]
) Users 1

Retresh
Dther Settings
Log Save Setting Lag File List

-

Configure settings of log saving function

_;-rj Trusted CA Certificates

hManage trusted CA certificates

Revoked Certs

eg Wirtual HAT and Virtual DHCP Server (SecureMAT)

Secure NAT i3 available on this Virlual Hub. You can run
Virtial NAT aned Wirtual DHCP,

VPH Sesslons Maragement:

(1)
= I Manage Sessions 1

Exit
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49. The Manage Sessions window appears, where you can see connected users through the VPN Network. You can use different options to
manage the VPN users.

50. Click on Exit to close the Manage Sessions window.

n Manage Sesgions - CCT-VPH b4
'“' Wirfual Myl "CCT-YPH has Ehe iDBowing VPN Sessbons cunmeriiy.
[
Session Hame VLAN D  Locatian  Uiser MHame Sounce Host Name TP Confe  Transfer Byles Transder Packels
_‘.!;SI:I-LIAR“N-J - Local Se—  mantin ADMIMN-MACHINE -1 272 41,181 9

UDEraTeang for SE5p0ns

Refresh

Otiher Adiministratisn Tasks

m MAC Address Table List ﬁ IF Acidress Table List
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51. Now in the Management of Virtual Hub - (Virtual Hub Name) window, click the Manage Users button.

2@ Management of Virtual Hub - 'CCT-VPN'

Virtual Hub 'CCT-VPN'

Management of Security Database:

| [ Manage Lisers I

Add delets or adit usEr SoCounts,

it Marage Groups
J

Agd, delete or edit groups.

@ Manage Access Lists

A0d or delete aocess lists [Packet filtening
rules)

Virtual Hub Settings:

Lj‘a Virtual Hub Properties

Configure this Hub,

ﬁ Authentication Server Setting

Use extemal RADIUS authentication server for
uSEr suthentication

&% Manage Cascade Connections

Establish Cascade Connection to Hubs on
bacal or remote VPN Servers
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Current Status of this Wirtual Hub:

tem Value

.3 Virtual Hub MName CCTVPH

£ Status Omline

1o Standalane

5 Securenar Disabled

£ Sessions 1

£ Sessions (Client 1

£ Sessions (Bridge 0

@ Access Lists 0

) Users 1

s -

Refresh

Qther Settings:
'::'1 Log Save Setting Log File List

Configure settings of log saving Bunction.

P Trusted CA Certificates Revoked Certs
Manage trusted CA certificatas.
@ Virtual NAT and Virtual DHCP Sanver (SecureMNAT)

Secure NAT is available on this Virtual Hub. You can run
Wirtual MAT and Virtual DHCP.

VPN Sessions Management:

KT

Manage Sessions

Certified Cybersecurity Technician

248



EC-Council <€) codered

FROM EC-COUNCIL

52. The Manage Users window appears, where you can see the details of the users.

53. Click on Exit to close the Manage Users window to return to Management of Virtual Hub - (Virtual Hub Name) window.

1 Manage Users b

Wirtual Hul "CCT-VPN" has the following users.

Usér Name Full Hame Group Name Deseription Auth Method Hurmn Logins Last Lagin

(3 martin martin = Pasyword Authe. 2 20210817 (Tue) 03
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54. In the same way you can explore different options in the Management of Virtual Hub - (Virtual Hub Name) window like Manage Groups,
Manage Access lists etc.

55. Close all the open windows in both machines.

56. Turn off the AD Domain Controller virtual machine.
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EXERCISE 9: SCAN SYSTEM FOR VIRUSES USING KASPERSKY INTERNET SECURITY

Anti-virus software is a tool or program that is designed to identify and prevent malicious Trojans or malware from infecting computer systems
or electronic devices.

LAB SCENARIO

An attacker uses malware to commit online fraud or theft. Thus, the use of antivirus or anti-malware software is recommended to help detect
malware, remove it, and repair any damage it might cause.

A security professional must have the required knowledge to scan the systems in the network with Antivirus or Anti-malware software to
remove any unwanted or malicious files which can be harmful to the system and overall network security.

LAB OBJECTIVE

This lab will demonstrate how to perform a scan on a system using Kaspersky Internet Security.

OVERVIEW OF ANTI-VIRUS

Anti-virus systems and threat intelligence platforms use Indicators of Compromise (loCs) to spot and stop malicious activities at an initial stage.

Examples for l1oCs include using specific registry entries, domain names of botnet command-and-control (C&C) servers, hashes of malware files,
virus signatures, and Internet Protocol (IP) addresses.
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LAB TASKS

Note: Ensure that Admin Machine-1, Web Server and PfSense Firewall virtual machines are running.

1. Switch to the Admin Machine-1 virtual machine.

2.Toinstall the Kaspersky Internet Security, navigate to Z:\\CCT-Tools\CCT Module 07 Network Security Controls - Technical Controls\Kaspersky
Internet Security.

3. Double-click Kis21.3.10.391en_26096.exe.
Note: You can download the latest version of Kaspersky Internet Security from https://www.kaspersky.com. If you use the downloaded file,

the screenshots in the lab may vary.
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4, The Kaspersky Internet Security window appears. After the connection to the server has been established, the Continue button appears,
click on it.

I Kaspersky Internet Security - H

lkaspersky

Welcome to

Kaspersky Internet Security

By clicking the Continue button, you scoept the terms of the End
- " ﬂnj 5 -
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5. The Everything is ready for installation wizard appears, uncheck both the checkboxes and click Install button.

@ Easpersiy Intern st Security b X

Everything is ready for installation

Warious protection components in Kaspersky Internet Security are being instalied
including a secure network connection component. These components can be tailored
for your needs, activated, deactivated. and uninstalied through the Microsoft
Windows Control Panel.

While the application is being installed, audio and video playback and recording rmay
be interrupted. The screen may blink during installation,

| wanl to participate in Kaspersky Security Metwork (K5M) to provide optimal protection fior my

Computer

Install Kaspersky Password Manager to protect your passwords and personal data

(i) Pratection components start sutomatically after the installation is cormplete,
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6. The User Account Control window appears, click Yes.

7. Application begins downloading, wait for it to finish. It will take approximately 5 minutes for the download to finish.

9 Kaspersioy Internet Secunty -— b

Bring on the future.

Right after the installation.

Updating the incompatible software database...
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8. After the application finishes downloading, the Recommended wizard appears. Uncheck Take a tour through the application features
checkbox and click Apply.

ﬁ Kaspershy Intemet Securty - =
Recommended
Accept the recommended settings for a comioriable start with the apphcation
Twm on profecton against ads to mstsll only desired software and block addimional installations
Delete malicious tools, adware, auto-dialers and suspicious pachers

Detect other softwane that can be used by criminals to damage your computer or personal data

Take a tour through the application featwres

Apply
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9. The application is installed successfully, click Done button.

Q Kaspersky Internet Security = X

kaspersky

Kaspersky Internet Security

The application has been installed successfully.

Thank you for choosing Kaspersky.
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10. Sign in wizard appears, click SKip to skip the sign in process.

Note: If Kaspersky VPN window appears, close it.

® Kaspersky Internet Security

Activation code storage to prevent
ass

Sign in to your My Kaspersky account and get additional

benefits

Skip

Additional opportunities for
protection and management

Single point of acces
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11. The Activation completed successfully wizard appears, click Done.

12. The Kaspersky main window appears, allow Database Update to finish installing updates.
Note: If database update is not started automatically, click on Database Update and in the next window click on Run update.
Note: The status will be indicated in green color.

@ Kaspersky Internet Security 2 - =

Your protection is live now

4 recommendations

Datails

e

Scan Database Update Safe Money

i 5

[+

L&

Privacy Protection by Kaspersky
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13. Now, click the Scan button to scan the system for malicious files.

@ Kaspersky Internet Security

K

Scan

8

Privacy Protection

Your protection is live now
4 recommendations

Dwetails

"
L

Database Update

=

Safe Money

Lo

My Kaspersky
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14. The Scan wizard appears. Here, you will perform a quick scan.

15. To do so, click Run scan button under the Quick Scan section.

@ Kazpersky Internet Security ? - x
€ Scan
¥ Quick Sean o o

Additional scan tasks

Full Scan L0 |

m keep the computer turned on »

Selective Scan £ 6l
o) . s e
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16. The scanning process initializes, the scan status will appears above the Stop button, you will have to wait for the status to reach 100%.
Note: Scanning process will take approximately 5 minutes to finish.

@ Kazpersky Internet Security ? - x

& Scan

E" Quick Scan & o

Stop

Additional scan tasks

Full Scan # o

m keep the computer turmed on
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17. After the completion of scan, you can observe the status as Safe:no threats detected indicating that the system is free from viruses and

malicious files.

-] Kaspersky Internet Security

= Scan

5} Quick Scan

Safe: no threats detected,

w

Additional scan tasks

Full Scan
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18. Scroll-down in the Scan wizard. As you so do, you will be able to see different types of scans that can be performed on the system. The
scanning may vary depending on the type of scan being performed.

19. Similarly, you can navigate back to the main window of Kaspersky and explore the other tools offered by application.
20. This concludes the demonstration of scanning a system using Kaspersky Internet Security.
21. Close all open windows.

22. Turn off Admin Machine-1 and PfSense Firewall virtual machines.
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