
 

 

 

 

 



 

Important Notes: 

All answers must follow the Flag Format provided in each question. 

Few answers require configuration file updation and testing as per the requirements & some 

can be answered without any testing 

You are free to modify the configuration in any way to achieve all correct 10 questions in 

order to earn CWL CRT-ID certificate. 

In total you will have 2 exam attempts, in case if you fail 1st, you will have a chance to 

attempt another. If you fail both, email support@cyberwarfare.live for extension. 



 

 

 

 



 

 

 

 

 



 

The config file is enough to answer all questions – copy paste only ! 

server { 
listen 80; 
server_name default; 
 
# Block All Non-CRT-ID User-Agents & Match User-Agent with Digits 
location /download { 
# Block All Non-CRT-ID User-Agents 
if ($http_user_agent !~* "CRT-ID") { return 403; } 
 
# Match User-Agent "CRT-ID123" or Similar with Digits 
if ($http_user_agent !~* "^CRT-ID\d+$") { return 403; } 
 
# Block Default User Agent String 
if ($http_user_agent ~* "curl") { return 403; } 
 
# Whitelist Only 10.10.10.0/24 for "/download" 
allow 10.10.10.0/24; 
deny all; 



 
# Rate Limit Burst Protection 
limit_req zone=ratelimit_zone burst=2 nodelay; 
 
# Rewrite Specific File Only 
rewrite ^/download/file\.update$ /payloads/implant.bat break; 
 
# Change Internal Proxy Port 
proxy_pass http://127.0.0.1:8080/; 
} 
 
# Create a Status Endpoint with IP Whitelist 
location /status { 
allow 127.0.0.1; 
deny all; 
return 200 "OK"; 
} 
 
# Redirect to Business Site for OpSec (Direct Payload Access) 
location = /payloads/implant.bat { 
return 302 https://www.linkedin.com; 
} 
} 

 

 


