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Video Overview


•  Identify and correct problems at Layer-1 and Layer-2
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 Is the problem reported by only a single 
person, or a group of people?

 If a single person, is the problem:

• Only affec<ng a single des<na<on or applica<on?

• Affec<ng all network access by that person?


 If the issue affects all network connec<vity on 
a single device, proceed as follows…


Troubleshoo*ng Progression




Physical Layer


•  Identify and correct problems at Layer-1 on the Host device.
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PEBKAC

»  Is the host device powered-on?




No	

Is	your	laptop	plugged	into	
the	network	cable?	

1	

Find	the	Ethernet	cable	
connec>ng	to	your	DSL/Cable	
modem	and	plug	it	into	your	
laptop.	

Ethernet	Cable	

Ensure	Cable/DSL	modem	is	
powered-on	and	connected	
to	wall-plate..	

Ini>al	Problem:	I	can’t	get	on	the	network!!!	

Wall-Plate	

2	

3	

Missing a cable?






No	
Is	the	Wi-Fi	Radio	switch	turned	on	
in	your	laptop/device?	

1	

Turn	on	the	Wi-Fi	radio	

Wireless	(Wi-Fi)	Home	Networking	

Wall-Plate	

Ethernet	Ca
ble	

wait	at	least	
1-minute	

Connec6vity	Restored??	

YES!!	
2	

Disabled WiFi Switch?




Is	the	Wi-Fi	Radio	turned	on	
in	your	soRware?	 No	

1	

Turn	on	the	Wi-Fi	radio	in	
your	soRware.	

Wall-Plate	

Ethernet	Ca
ble	

wait	at	least	
1-minute	

Connec6vity	
Restored??	

YES!!	

2	

Disabled NIC in SoDware?




Enabling NIC in SoDware




»  Twisted-pair	Ethernet	cabling	comes	in	two	varie>es:	

Straight-through	 Crossover	

Wrong Cable Type?




Data Link Layer


•  Identify and correct problems at Layer-2 on the Host device.
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Wired Ethernet Duplex Issues

» Has the Duplex been hard-coded?




WiFi SSID Incorrect?

»  Is the Host connected to the wrong SSID?




Physical Layer


•  Identify and correct problems at Layer-1 on the Network device.
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 IOS Modes – Quick Tutorial

 Show ip interface brief (Routers and 
Switches)

 Show interface <type/module>

 Show interface status (Switches)

 Show running-config


Basic IOS Troubleshooting 
Commands




PEBKAC

»  Is the Switch/Router powered-on?




Broken Clips and Bad Connectors


»  Is	the	Ethernet	cable	pushed	in	all	the	way?	
•  Broken clips can lead to loose cables.




»  Twisted-pair	Ethernet	cabling	comes	in	two	varie>es:	

Straight-through	 Crossover	

Wrong Cable Type?




Misaligned Network Modules


»  Is	the	Network	Module	pushed	in	all	the	way?	



Interfaces Administra*vely Disabled?

» Router interfaces are Admin Disabled by 

default.	



Interfaces Err-disabled?

» Switch interfaces may become err-disabled 

due to feature/protocol inconsistencies.	



Incorrectly-cabled Fiber?

» Fiber-Op<cs could be incorrectly cabled.	



Mismatched Ethernet Speed




Data Link Layer


•  Identify and correct problems at Layer-2 on the Network device.
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PPPoE Authen*ca*on Errors? (1)

» PPP sessions typically u<lize authen<ca<on

» Authen<ca<on creden<als may be incorrect.	



PPPoE Authen*ca*on Errors? (2)

» Running a PPPoE Debug can iden<fy the 

root cause.	



PPPoE Authen*ca*on Errors? (3)




Correct Encapsula*on?

» Serial interfaces on routers support different 

Layer-2 encapsula<ons.

» Encapsula<on must match on both ends of 

the cable.

» Use “show interface” to verify.	



Router-On-A-S*ck (1)


» When	trunking	from	a	Switch	to	a	Router,	sub-
interfaces	are	used.	

»  Each	VLAN	carried	on	the	Trunk	must	have	an	
associated	sub-interface.	

»  A	missing	sub-interface	would	cause	a	Layer-2	issue.	



Router-On-A-S*ck (2)

»  Verifica>on	Step-1:	Iden>fy	VLANs	carried	on	VLAN	Trunk	link:	

»  Verifica>on	Step-2:	Confirm	each	VLAN	has	
associated	sub-interface	on	router.	



 Thank you!!



