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Security News

Cybercriminals Use Social Engineering
Emails to Penetrate Corporate Networks

September 25, 2012

FireEye, Inc. has announced the release of "Top Words Used in Spear Phishing Attacks to Successfully
Compromise Enterprise Networks and Steal Data," a report that identifies the social engineering
techniques cybercriminals use in email-based advanced cyber attacks. According to the report, the top
Product words cybercriminals use create a sense of urgency to trick unsuspecting recipients into downloading
Services malicious files. The top word category used to evade traditional IT security defenses in email-based attacks
relates to express shipping.

Contact

About

According to recent data from the FireEye "Advanced Threat Report,"” for the first six months of 2012,
email-based attacks increased 56 percent. Email-based advanced cyber attacks easily bypass traditional
signature-based security defenses, preying on naive users to install malicious files.

"Cybercriminals continue to evolve and refine their attack tactics to evade detection and use techniques
that work. Spear phishing emails are on the rise because they work," said Ashar Aziz, Founder and CEQ,

FireEye. "Signature-based detection is ineffective against these constantly changing advanced attacks, so IT
security departments need to add a layer of advanced threat protection to their security defences."

"Top Words Used in Spear Phishing Attacks to Successfully Compromise Enterprise Networks and Steal
Data," explains that express shipping terms are included in about one quarter of attacks, including "DHL",
"UPS", and "delivery."

http://biztech2.in.com
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Security News

Cybercriminals Use Social Engineering Emails to
Penetrate Corporate Networks

Source: http://biztech2.in.com

FireEye, Inc. has announced the release of "Top Words Used in Spear Phishing Attacks to
Successfully Compromise Enterprise Networks and Steal Data," a report that identifies the
social engineering technigues cybercriminals use in email-based advanced cyber-attacks.
According to the report, there are a number of words cybercriminals use to create a sense of
urgency to trick unsuspecting recipients into downloading malicious files. The top word
category used to evade traditional IT security defenses in email-based attacks relates to
express shipping. According to recent data from the FireEye "Advanced Threat Report," for the
first six months of 2012, email-based attacks increased 56 percent. Email-based advanced
cyber-attacks easily bypass traditional signature-based security defenses, preying on naive
users to install malicious files.

"Cybercriminals continue to evolve and refine their attack tactics to evade detection and use
techniques that work. Spear phishing emails are on the rise because they work," said Ashar
Aziz, Founder and CEO, FireEye. "Signature-based detection is ineffective against these
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constantly changing advanced attacks, so IT security departments need to add a layer of
advanced threat protection to their security defenses."

"Top Words Used in Spear Phishing Attacks to Successfully Compromise Enterprise Networks
and Steal Data," explains that express shipping terms are included in about one quarter of
attacks, including "DHL," "UPS," and "delivery." Urgent terms such as "notification" and "alert"
are included in about 10 percent of attacks. An example of a malicious attachment is "UPS-
Delivery-Confirmation-Alert_April-2012.zip."

The report indicates that cybercriminals also tend to use finance-related words, such as the
names of financial institutions and an associated transaction such as "Lloyds TSB - Login
Form.html," and tax-related words, such as "Tax_Refund.zip." Travel and billing words including
"American Airlines Ticket" and "invoice" are also popular spear phishing email attachment key
words,

Spear phishing emails are particularly effective as cybercriminals often use information from
social networking sites to personalize emails and make them look more authentic. When
unsuspecting users respond, they may inadvertently download malicious files or click on
malicious links in the email, allowing criminals access to corporate networks and the potential
exfiltration of intellectual property, customer information, and other valuable corporate assets.

The report highlights that cybercriminals primarily use zip files in order to hide malicious code,
but also ranks additional file types, including PDFs and executable files.

"Top Words Used in Spear Phishing Attacks to Successfully Compromise Enterprise Networks
and Steal Data" is based on data from the FireEye Malware Protection Cloud, a service shared
by thousands of FireEye appliances around the world, as well as direct malware intelligence
uncovered by its research team. The report provides a global view into email-based attacks that
routinely bypass traditional security solutions such as firewalls and next-generation firewalls,
IPSs, antivirus, and gateways.

Copyright © 2011, Biztech2.com - A Network 18 Venture
Author: Biztech2.com Staff

http://biztech2.in.com/news/security/cybercriminals-use-social-engineering-emails-to-penetrate-
corporate-networks/144232/0
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. Module Objectives

The information contained in this module lays out an overview on social engineering.

While this module points out fallacies and advocates effective countermeasures, the possible
ways to extract information from another human being are only restricted by the ingenuity of
the attacker’s mind. While this aspect makes it an art, and the psychological nature of some of
these technigues make it a science, the bottom line is that there is no defense against social
engineering; only constant vigilance can circumvent some of the social engineering techniques

that attackers use.
This module will familiarize you with:
S What s Social Engineering? 2 Computer-based Social Engineering
£  Factors that Make Companies 2  Mobile-based Social Engineering
Vulnerable to Attacks , i i : :
2 Social Engineering Through Impersonation on
€ Warning Signs of an Attack Social Networking Sites
2 Phasesin a Social Engineering 2 |dentify Theft
Attack ) . ;
2 Social Engineering Countermeasures
£ Common Targets of Social B :
. ; g 2  How to Detect Phishing Emails
Engineering
& Humanbased SocidlENEIERTE < Identity Theft Countermeasures
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i) Module Flow

SN
== As mentioned previously, there is no security mechanism that can stop attackers from
performing social engineering other than educating victims about social engineering tricks and

warning about its threats. So, now we will discuss social engineering concepts.

u Social Engineering Concepts . Identity theft

‘ » Social Engineering Techniques g Social Engineering
= ~.. Countermeasures
. Impersonation on Social E] Penetration Testin

~ 7 Networking Sites g

This section describes social engineering and highlights the factors vulnerable to attacks, as well
as the impact of social engineering on an organization.
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What Is Social Engineering?

A

<
Social engineering is the art of convincing people to reveal confidential information
Social engineers depend on the fact that people are unaware of their valuable
information and are careless about protecting it

(2 @

&)

Confidential
Information
Gather p/
Information
I Ir S TEET
Access \ Authorization E
Detail Details
etails
Wesaaoet®
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What Is Social Engineering?

) Social engineering refers to the method of influencing and persuading people to
reveal sensitive information in order to perform some malicious action. With the help of social
engineering tricks, attackers can obtain confidential information, authorization details, and
access details of people by deceiving and manipulating them.

Attackers can easily breach the security of an organization using social engineering tricks. All
security measures adopted by the organization are in vain when employees get “social
engineered” by strangers. Some examples of social engineering include unwittingly answering
the questions of strangers, replying to spam email, and bragging in front of co-workers.

Most often, people are not even aware of a security lapse on their part. Chances are that they
divulge information to a potential attacker inadvertently. Attackers take special interest in
developing social engineering skills, and can be so proficient that their victims might not even
realize that they have been scammed. Despite having security policies in place, organizations
can be compromised because social engineering attacks target the weakness of people to be
helpful. Attackers are always looking for new ways to gather information; they ensure that they
know the perimeter and the people on the perimeter security guards, receptionists, and help
desk workers in order to exploit human oversight. People have been conditioned not to be
overly suspicious; they associate certain behavior and appearances with known entities. For
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instance, upon seeing a man dressed in a uniform and carrying a stack packages for delivery,
any individual would take him to be a delivery person.

Companies list their employee IDs, names, and email addresses on their official websites.
Alternatively, a corporation may put advertisements in the paper for high-tech workers who are
trained on Oracle databases or UNIX servers. These bits of information help attackers know
what kind of system they are tackling. This overlaps with the reconnaissance phase.
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Behaviors Vulnerable to Attacks

I Human nature of trust is the basis of any social engineering attack

Ignorance about social engineering and its effects among the workforce
makes the organization an easy target

Social engineers might threaten severe losses in case of non- compliance
with their request

Social engineers lure the targets to divulge information by promising
something for nothing

Targets are asked for help and they comply out of a sense of moral obligation ‘ﬂ
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Behaviors Vulnerable to Attacks

6 An attacker can take advantage of the following behaviors and nature of people to
commit social engineering attacks. These behaviors can be vulnerabilities of social
engineering attacks:

© Human nature of trust itself becomes the main basis for these social engineering attacks.
Companies should take the proper initiative in educating employees about possible
vulnerabilities and about social engineering attacks so that employees will be cautious.

© Sometimes social engineers go to the extent of threatening targets in case their requests
are not accepted.

2 When things don’t work out with threatening, they lure the target by promising them
various kinds of things like cash or other benefits. In such situations, the target might be
lured and there is the possibility of leaking sensitive company data.

9 At times, even targets cooperate with social engineers due to social obligations.
© Ignorance about social engineering and its effects among the workforce makes the
organization an easy target.

© The person can also reveal the sensitive information in order to avoid getting in trouble by
not providing information, as he or she may think that it would affect the company’s
business.
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Factors that Make Companies

Vulnerable to Attacks

- Insufficient Easy
Security 1 Access of iﬂg)
Training Information

¢

4
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Security Organizational @‘ f
Policies \ - Units o
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~>  Factors that Make Companies Vulnerable to Attacks

“#3 Social engineering can be a great threat to companies. It is not predictable. It can only
be prevented by educating employees about social engineering and the threats associated
with it. There are many factors that make companies vulnerable to attacks. A few factors are
mentioned as follows:

@ Insufficient Security Training

=1t is the minimum responsibility of any organization to educate their employees about
various security aspects including threats of social engineering in order to reduce its impact on
companies. Unless they have the knowledge of social engineering tricks and their impact, they
don't even know even if they have been targeted and. Therefore, it is advisable that every
company must educate or train its employees about social engineering and its threats.

Lack of Security Policies

Security standards should be increased drastically by companies to bring awareness

Module 09 Page 1301 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Social Engineering

to employees. Take extreme measures related to every possible security threat or vulnerability.
A few measures such as a password change policy, access privileges, unique user identification,
centralized security, and so on can be beneficial. You should also implement an information
sharing policy.

Easy Access of Information

For every company, one of the main assets is its database. Every company must
protect it by providing strong security. It is to be kept in view that easy access of confidential
information should be avoided. Employees have to be restricted to the information to some
extent. Key persons of the company who have access to the sensitive data should be highly
trained and proper surveillance has to be maintained.

Several Organizational Units

It is easy for an attacker to grab information about various organizational units that is
mentioned on the Internet for advertisement or promotional purposes.
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Why Is Social Engineering C EH
Effective? ) P

Security policies are as strong as their weakest link, and humans are
the most susceptible factor

It is difficult to detect social engineering attempts

There is no method to ensure complete security from social
engineering attacks

There is no specific software or hardware for defending against a
social engineering attack
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Why Is Social Engineering Effective?

The following are the reason why social engineering is so effective:

© Despite the presence of various security policies, you cannot prevent people from being
socially engineered since the human factor is the most susceptible to variation.

© |t is difficult to detect social engineering attempts. Social engineering is the art and
science of getting people to comply with an attacker’s wishes. Often this is the way that
attackers get a foot inside a corporation’s door.

© No method can guarantee complete security from social engineering attacks.

© No hardware or software is available to defend against social engineering attacks.
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Warning Signs of an Attack

o Internet attacks have become a business and attackers are

=

“ constantly attempting to invade networks

Warning Signs

Show haste and drop Show discomfort Make
the name inadvertently when questioned informal requests
Unusually Claim authority and Show inability to give
compliment or praise threaten if information valid callback number
is not provided
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Warning Signs of an Attack

=

o

*s..J,.*- Although it is not possible to firmly detect social engineering attempts from an
attacker, you can still identify social engineering attempts by observing behavior of the social
engineer. The following are warning signs of social engineering attempts:

If someone is doing the following things with you, beware! It might be social engineering
attempts:

© Show inability to give a valid callback number

Make informal requests

Claim authority and threaten if information is not provided
Show haste and drop a name inadvertently

Unusually compliment or praise

2 @ @ @ @

Show discomfort when questioned
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Phases in a Social Engineering
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Research on
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Dumpster diving,
websites, employees,
tour company, etc.

Develop
Relationship

Develop relationship
with the selected
employees

()

Select Victim

Identify the frustrated
employees of the
target company
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Exploit the
Relationship

Collect sensitive account
information, financial
information, and current
technologies

BERBBREBREEE
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~ . Phases in a Social Engineering Attack

\

—

e

Research the target company

The attacker performs social engineering in the following sequence.

%" The attacker, before actually attacking any network, gathers information in order to
find possible ways to enter the target network. Social engineering is one such technigue to
grab information. The attacker initially carries out research on the target company to find basic
information such as kind of business, organization location, number of employees, etc. During
this phase, the attacker may conduct dumpster diving, browse through the company website,

find employee details, etc.

. Select victim

m After performing in-depth research on the target company, the attacker chooses the
key victim attempt to exploit to grab sensitive and useful information. Disgruntled employees
of the company are a boon to the attacker. The attacker tries to find these employees and lure
them to reveal their company information. As they are dissatisfied with the company, they may
be willing to leak or disclose sensitive data of the company to the attacker.
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Develop the relationship

,,_ﬁ_ . Once such employees are identified, attackers try to develop relationships with them
=~ so that they can extract confidential information from them. Then they use that

information for further information extracting or to launch attacks.

j;% Exploit the relationship

Once the attacker builds a relationship with the employees of the company, the
attacker tries to exploit the relationship of the employee with the company and tries to extract
sensitive information such as account information, financial information, current technologies
used, future plans, etc.
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Impact on the Organization

Attack on Organization

% Economic Losses % .
s
,, &9

%" Loss of Privacy
| ) Attacker
7 Damage of Goodwill

.~/ Temporary or Permanent Closure

7 Lawsuits and Arbitrations

R e T
Organization

Dangers of Terrorism

- - -
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= Impact on the Organization

Though social engineering doesn’t seem to be serious threat, it can lead to great loss
for a company. The various forms of loss caused by social engineering include:

vl Economic losses

—C
== Competitors may use social engineering techniques to steal information such as
future development plans and a company’s marketing strategy, which in turn may inflict great

economic losses on a company.

S —

|, Damage of goodwill

« Goodwill of an organization is important for attracting customers. Social engineering
attacks may leak sensitive organizational data and damage the goodwill of an organization.

n

7 Loss of privacy

Privacy is a major concern, especially for large organizations. If an organization is
unable to maintain the privacy of its stakeholders or customers, then people may lose trust in
the company and may not want to continue with the organization. Consequently, the
organization could face loss of business.
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Dangers of texrrorism

Y ¥ N

Terrorism and anti-social elements pose a threat to an organization’s people and
property. Social engineering attacks may be used by terrorists to make a blueprint of
their target.

Lawsuits and arbitration
= Lawsuits and arbitration result in negative publicity for an organization and affect the

business’ performance.

Temporary or permanent closure

———
annnmn

Social engineering attacks that results in loss of good will and lawsuits and arbitration
may force a temporary or permanent closure of an organization and its business activities.
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“Rebecca” and “Jessica”

J Attackers use the term “Rebecca” and - Rebecca and Jessica means a person who
“Jessica” to denote social engineering is an easy target for social engineering,
victims such as the receptionist of a company

Jessica

Rebecca Attacker
“There was a Rebecca at the bank and | am going to call her to extract the privileged information.”
Example: “I met Ms. Jessica, she was an easy target for social engineering.”

“Do you have a Rebecca in your company?”
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I “Rebecca” and “Jessica”

—

—_—

© Attackers use the terms “Rebecca” and “Jessica” to imply social engineering attacks
© They commonly use these terms in their attempts to “socially engineer” victims

© Rebecca or Jessica means a person who is an easy target for social engineering such as
the receptionist of a company

Examples:

© “There was a Rebecca at the bank, and | am going to call her to extract privileged
information.”

2 “I met Ms. Jessica; she was an easy target for social engineering.”

2 “Do you have any Rebeccas in your company?”
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Common Targets of Social Engineering

W Receptionists and Help Desk Personnell

___: Social engineers generally target service desk or help desk personnel of the target
organization and try to trick them into revealing confidential information about the
company.

Iif'?, Technical Support Executives

Technical support executives can be one of the targets of the social engineers as they
may call technical support executives and try to obtain sensitive information by pretending to
be a higher-level management administrator, customer, vendor, etc.

77 System Administrators

‘e Social engineers know that the system administrator is the person who maintains the
security of the organization. The system administrator is responsible for maintaining the
systems in the organization and may know information such as administrator account
passwords. If the attacker is able to trick him or her, then the attacker can get useful
information. Therefore, system administrators may also be the target of attackers.
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Users and Clients

o An attacker may call users and clients by pretending to be a tech support person and
may try to extract sensitive information.

(o= Vendors of the Target Organization

X
e [

= Sometimes, a social engineer may also target vendors to gain confidential
information about the target organization.
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Common Targets of Social

Engineering: Office Workers

J Despite having the best firewall, . Attackers can attempt social
intrusion-detection, and antivirus E engineering attacks on office workers
systems, you are still hit with security E to extract the sensitive data, such as:
breaches E @  Security policies
ﬁ” ﬁ E @ Sensitive documents

..:i%' [!‘"!“'1 E @ Office network infrastructure

— i — - @  Passwords

Attacker making an attempt as a valid
employee to gather information from the staff of a company

-"> B
The victim employee gives information back assuming

Attacker the attacker to be a valid employee
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/v '\ Common Targets of Social Engineering: Office
— Workers

Security breaches are common in spite of organizations employing antivirus systems, intrusion
detection systems, and other state-of-the-art security technology. Here the attacker tries to
exploit employees’ attitudes regarding maintaining the secrecy of an organization’s sensitive
information.

Attackers might attempt social engineering attacks on office workers to extract sensitive data
such as:

© Security policies

© Sensitive documents

@ Office network infrastructure
e

Passwords
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Attacker making an attempt as a valid
employee to gather information from the staff of a company

The victim employee gives information back assuming
Attacker the attacker to be a valid employee

FIGURE 09.1: Targets of Social Engineering
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Q
Module Flow

So far, we have discussed various social engineering concepts and how social
engineering can be used to launch attacks against an organization. Now we will discuss social
engineering techniques.

P
‘_L Social Engineering Concepts . Identity theft
J + Social Engineering Techniques g Social Engineering
—== | _-. Countermeasures
Impersonation on Social E] Penetration 7ot
Networking Sites &

This section highlights the types of social engineering and various examples.
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Types of Social Engineering

Human-based Social Engineering o @

J Gathers sensitive information by interaction M

J Attacks of this category exploit trust, fear, and helping nature of humans

Computer-based Social Engineering

J Social engineering is carried out with the help of computers

»

J J Itis carried out with the help of mobile applications
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= Types of Social Engineering

In a social engineering attack, the attacker uses social skills to tricks the victim into
disclosing personal information such as credit card numbers, bank account numbers, phone
numbers, or confidential information about their organization or computer system, using

which he or she either launches an attack or commits fraud. Social engineering can be broadly
divided into three types: human-based, computer-based, and mobile-based.

[~ . ) .
m ﬁyrr' Human-based social engineering

— -  Human-based social engineering involves human interaction in one manner or other.
By interacting with the victim, the attacker gathers the desired information about an
organization. Example, by impersonating an IT support technician, the attacker can easily gain
access to the server room. The following are ways by which the attacker can perform human-

based social engineering:
© Posing as a legitimate end user
© Posing as an important user

© Posing as technical support
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Computer-based social engineering

1l ) . . .

~— Computer-based social engineering depends on computers and Internet systems to
carry out the targeted action. The following are the ways by which the attacker can perform
computer-based social engineering:

© Phishing
9 Fake mail

© Pop-up window attacks

A
5

Mobile-based Social Engineering

——— Mobile-based social engineering is carried out with the help of mobile applications.
Attackers create malicious applications with attractive features and similar names to those of
popular applications, and publish them in major app stores. Users, when they download this
application, are attacked by malware. The following are the ways by which the attacker can
perform mobile-based social engineering:

@ Publishing malicious apps

© Repackaging legitimate apps
© Fake Security applications
@ Using SMS
Module 09 Page 1316 Ethical Hacking and Countermeasures Copyright © by EG-GCouncil
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Human-based Social Engineering

Posing as a legitimate end user

J Give identity and ask for the sensitive information

“Hi! This is John, from Department X. | have forgotten my
password. Can | get it?”

J Posing as a VIP of a target company, valuable customer, etc.

“Hi! This is Kevin, CFO Secretary. I'm working on an urgent

project and lost my system password. Can you help me out?”

Posing as technical support

Call as technical support staff and request IDs and passwords to retrieve data

“Sir, this is Mathew, Technical support, X company. Last night we had a system crash
here, and we are checking for the lost data. Can u give me your ID and password?”
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{.-.» Human-based Social Engineering
—
In human-based social engineering, the attacker fully interacts with victim, person-to-person,

and then collects sensitive information. In this type of social engineering, the attacker attacks
the victim’s psychology using fear or trust and the victim gives the attacker sensitive or
confidential information.

i M Posing as a Legitimate End User

™

-7 An attacker might use the technique of impersonating an employee, and then
resorting to unusual methods to gain access to the privileged data. He or she may give a fake
identity and ask for sensitive information. Another example of this is that a “friend” of an
employee might try to retrieve information that a bedridden employee supposedly needs.
There is a well-recognized rule in social interaction that a favor begets a favor, even if the
original “favor” is offered without a request from the recipient. This is known as reciprocation.
Corporate environments deal with reciprocation on a daily basis. Employees help one another,
expecting a favor in return. Social engineers try to take advantage of this social trait via
impersonation.

Example

“Hi! This is John, from Department X. | have forgotten my password. Can | get it?”

Module 09 Page 1317 Ethical Hacking and Countermeasures Copyright © by EG-Council
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Posing as an Important User

Impersonation is taken to a higher level by assuming the identity of an important

employee in order to add an element of intimidation. The reciprocation factor also
plays a role in this scenario, where lower-level employees might go out of their way to help a
higher-level employee, so that their favor receives the positive attention needed to help them
in the corporate environment. Another behavioral tendency that aids a social engineer is
people’s inclination not to question authority. An attacker posing as an important individual—
such as a vice president or director—can often manipulate an unprepared employee. This
technique assumes greater significance when the attacker considers it a challenge to get away
with impersonating an authority figure. For example, a help desk employee is less likely to turn
down a request from a vice president who says he or she is pressed for time and needs to get
some important information for a meeting. The social engineer may use the authority to
intimidate or may even threaten to report employees to their supervisor if they do not provide
the requested information.

Example

“Hi! This is Kevin, the CFO secretary. I'm working on an urgent project and lost my system
password. Can you help me out?”
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: Posing as Technical Support

_~£’ Another technique involves an attacker masquerading as a technical support person,
particularly when the victim is not proficient in technical areas. The attacker may pose as a
hardware vendor, a technician, or a computer-accessories supplier when approaching the
victim. One demonstration at a hacker meeting had the speaker calling up Starbucks and asking
the employee if his broadband connection was working correctly. The perplexed employee
replied that it was the modem that was giving them trouble. The attacker, without giving any
credentials, went on to get the employee to read the credit card number of the last
transaction. In a corporate scenario, the attacker may ask employees to reveal their login
information including a password, in order to sort out a nonexistent problem.

Example:

“Sir, this is Mathew, technical support at X company. Last night we had a system crash here,
and we are checking for lost data. Can you give me your |D and password?”
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Technical Support Example @ C(|EH

Cortified | Ethial  Maches

.. Aman calls a company’s help desk

and says he has forgotten his password.
He adds that if he misses the deadline on a big

advertising project, his boss might fire him.

The help desk worker feels sorry for him and
quickly resets the password, unwittingly giving
the attacker clear entrance into the
corporate network

v
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7Ry
Technical Support Examples

Example: 1

A man calls a company’s help desk and says he has forgotten his password. He adds that if he
misses the deadline on a big advertising project, his boss might fire him. The help desk worker
feels sorry for him and quickly resets the password, unwittingly giving the attacker clear
entrance into the corporate network.

Example: 2

An attacker sends a product inquiry mail to John, who is a salesperson of a company. The
attacker receives an automatic reply that he (John) is out of office traveling overseas; using this
advantage, the attacker impersonates John and calls the target company’s tech support
number asking for help in resetting his password because he is overseas and cannot access his
email. If the tech person believes the attacker, he immediately resets the password by which
the attacker gains access to John’s email, as well to other network resources, if John has used
the same password. Then the attacker can also access VPN for remote access.
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ARuthority Support Example C|EH

Cortified | Ethial  Maches

/

=€

’ * Hi, | am John Brown. I'm with:}:\\&‘

external auditors Arthur Sanderson. We've
been told by corporate to do a surprise
inspection of your disaster recovery
procedures.

Your department has 10 minutes to show
me how you would recover from a
website crash.

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

/~~  Ruthority Support Example

“Hi, | am John Brown. I'm with the external auditors Arthur Sanderson. We've been told by
corporate to do a surprise inspection of your disaster recovery procedures. Your department
has 10 minutes to show me how you would recover from a website crash.”
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Authority Support Example CIEH

(Cont’d) ot | et e

% "Hi I'm Sharon, a sales
rep out of the New York office. | know
this is short notice, but | have a group of
prospective clients out in the car that I've been trying for
months to get to outsource their security training needs to us.

They're located just a few miles away and | think that if | can give
them a quick tour of our facilities, it should be enough to push them
J over the edge and get them to sign up.

Oh yeah, they are particularly interested in what security
precautions we've adopted. Seems someone hacked
into their website a while back, which is one
of the reasons they're considering
our company.”

&

cp =y

.
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Authority Support Example (Cont’d)

ARG
"Hi I'm Sharon, a sales rep out of the New York office. | know this is short notice, but |

have a group of prospective clients out in the car that I've been trying for months to get to
outsource their security training needs to us. They're located just a few miles away and | think
that if | can give them a quick tour of our facilities, it should be enough to push them over the
edge and get them to sign up. Oh yeah, they are particularly interested in what security
precautions we've adopted. Seems someone hacked into their website a while back, which is
one of the reasons they're considering our company.”
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Authority Support Example

(Cont’d)

» Hi, I'm with Aircon
ﬂpress Services. We received a call
~ that the computer room was getting too
warm and need to check your HVAC system.
Using professional-sounding terms like HVAC
(Heating, Ventilation, and Air Conditioning) may
add just enough credibility to an intruder's
masquerade to allow him or her to gain
access to the targeted secured
resource.
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= Authority Support Example (Cont’d)

] “Hi, I'm with Aircon Express Services. We received a call that the computer room was
getting too warm and need to check your HVAC system.” Using professional-sounding terms
like HVAC (heating, ventilation, and air conditioning) may add just enough credibility to an
intruder's
masquerade to allow him or her to gain access to the targeted secured resource.

Module 09 Page 1323 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Social Engineering

Human-based Social Engineering:
Eavesdropping and Shoulder Surfing

Eavesdropping Shoulder Surfing

- Eavesdropping or unauthorized - Shoulder surfing uses direct
listening of conversations or reading o observation techniques such as
of messages looking over someone's shoulder to
get information such as passwords,

Interception of any form such as audio,
PINs, account numbers, etc.

video, or written
Shoulder surfing can also be done form

It can also be done usin ) . . -
L h ? h a longer distance with the aid of vision

colmn;]unlca‘_tlon 2 an.rlle_s sletleE enhancing devices such as binoculars

telephone fines, email, instant to obtain sensitive information

messaging, etc.
™
8
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. Human-based Social Engineering: Eavesdropping
and Shoulder Surfing

Human-based social engineering refers to person-to-person communication to retrieve desired
data. Attacker can perform certain activities to gather information from other persons.

Human-based social engineering includes different techniques, including:

— Eavesdropping

Eavesdropping refers to the process of unauthorized listening to communication
between persons or unauthorized reading of messages. It includes interception of any form of
communication, including audio, video, or written. It can also be done using communication
channels such as telephone lines, email, instant messaging, etc.

‘f} Shoulder Surfing

- " . . .
Shoulder surfing is the process of observing or looking over someone’s shoulder

while the person is entering passwords, personal information, PIN numbers, account numbers,
and other information. Thieves look over your shoulder, or even watch from a distance using
binoculars, in order to get those pieces of information.
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Human-based Social

Engineering: Dumpster Diving CEH

Cortified | Ethisal Macher

Dumpster
Diving

Dumpster diving is looking for treasure in someone
else's trash

qrash Bing

Contact
Information

phail Boxeg
Supg saqup®

Financial
Information
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r

Human-based Social Engineering: Dumpster Diving

Dumpster diving is a process of retrieving information by searching the trash to get
data such as access codes, passwords written down on sticky notes, phone lists, calendars, and

organizational chart to steal one’s identity. Attackers can use this information to launch an
attack on the target’s network.
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Human-based Social Engineering

Third-Party

Authorization Tailgating

In Person

Survey a target company to Refer to an important person An unauthorized person, wearing

collect information on: in the organization and try to a fake ID badge, enters a secured
collect data area by closely following an

authorized person through a door

@ Current technologies

“Mr. George, our Finance

@ Contact information Manager, asked that I pick up requiring key access
the audit reports. Will you
please provide them to me?” Ll -~

1) 214
» 3
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Human-based Social Engineering
» Inperson

Attackers might try to visit a target site and physically survey the organization for

information. A great deal of information can be gleaned from the tops of desks, the
trash, or even phone directories and nameplates. Attackers may disguise themselves as a
courier or delivery person, a janitor, or they may hang out as a visitor in the lobby. They can
pose as a businessperson, client, or technician. Once inside, they can look for passwords on
terminals, important papers lying on desks, or they may even try to overhear confidential
conversations.

Social engineering in person includes a survey of a target company to collect information of:
© Current technologies implemented in the company

© Contact information of employees and so on

Fﬁ‘- Third-party Authorization

Another popular technique for attackers is to represent themselves as agents
authorized by some authority figure to obtain information on their behalf. For instance,
knowing who is responsible for granting access to desired information, an attacker might keep
tabs on him or her and use the individual’s absence to leverage access to the needed data. The
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attacker might approach the help desk or other personnel claiming he or she has approval to
access this information. This can be particularly effective if the person is on vacation or out of
town, and verification is not instantly possible.

Even though there might be a hint of suspicion on the authenticity of the request, people tend
to overlook this in order to be helpful in the workplace. People tend to believe that others are
expressing their true intentions when they make a statement. Refer to an important person in
the organization to try to collect data.

F-(J,‘) Tailgating

An unauthorized person wearing a fake ID badge enters a secured area by closely
following an authorized person through a door requiring key access. An authorized person may
not be aware of having provided an unauthorized person access to a secured area. Tailgating
involves connecting a user to a computer in the same session as (and under the same rightful
identification as) another user, whose session has been interrupted.
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Human-based Social Engineering

(Cont’d)

Reverse Social

. . Pi backin
Engineering gy 9
A situation in which an “| forgot my ID badge at home.
attacker presents himself as Please help me.”

an authority and the target
seeks his advice offering the
information that he needs

An authorized person allows
(intentionally or unintentionally)
an unauthorized person to pass
Reverse social engineering through a secure door

attack involves sabotage,

marketing, and tech support
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Human-based Social Engineering (Cont’d)

Reverse Social Engineering
£ % Inreverse social engineering, a perpetrator assumes the role of a person in authority

and has employees asking him or her for information. The attacker usually manipulates
the types of questions asked to get the required information. The social engineer first creates a
problem, and then presents himself or herself as the expert of such a problem through general
conversation, encouraging employees to ask for solutions. For example, an employee may ask
about how this problem affected particular files, servers, or equipment. This provides pertinent
information to the social engineer. Many different skills and experiences are required to carry
out this tactic successfully.

" Piggybacking

#
= Piggybacking is a process of data attack that can be done physically and electronically.

Physical piggybacking is achieved by misusing a false association to gain an advantage and get
access. An attacker can slip behind a legitimate employee and gain access to a secure area that
would usually be locked or require some type of biometric access for entrance and control
mechanism to open a door lock, etc.
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Electronic piggybacking can be achieved in a network or workstation where access to computer
systems is limited to those individuals who have the proper user ID and password. When a user
fails to properly terminate a session, the logoff is unsuccessful or the person may attend to
other business while still logged on. In this case, the attacker can take advantage of the active
session.
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Watch these Movies

KINO AUF DER UBERHOLSPUR! leonardo dicaprio tom hanks

b

JARK WAKLSERG CHARLIZE THERON  EDVARD NORTON

"[TALIAN JOB

JAGD AUF MILLIDNEN
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- Watch these Movies

‘\_ﬁ_l There are many movies in which social engineering is highlighted. Watch these
movies to get both entertainment and the knowledge of social engineering.

KINO AUF DER UBERHOLSPUR! eonardo dicaprio tom hanks

MARK WAALRERG CHARLIZE THERON EDWARD NOFTDN

ITALIAN JOB

JAGD AUF MILLIONEN

FIGURE 09.2: Italian Job Movie Wall Paper
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Watch this Movie

Social Engineering

In the 2003 movie “Matchstick Men”, Nicolas
Cage plays a con artist residing in Los Angeles
and operates a fake lottery, selling overpriced
water filtration systems to unsuspecting
customers, in the process collecting over a
million dollars

Manipulating People

This movie is an excellent study in the art of
social engineering, the act of manipulating
people into performing actions or divulging
confidential information
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E[ 13 Watch this Movie

In the 2003 movie “Matchstick Men,” Nicolas Cage plays a con artist residing in Los
Angeles and operates a fake lottery, selling overpriced water filtration systems to unsuspecting
customers, in the process collecting over a million dollars.

This movie is an excellent study in the art of social engineering, the act of manipulating people
into performing actions or divulging confidential information.

FIGURE 09.3: MATCH STICK MEN Movie Wall Paper
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Social Engineering

Computer-based Social

Engineering

~

Pop-up Windows

Windows that suddenly pop up while
surfing the Internet and ask for users’
information to login or sign-in

Spam Email

Irrelevant, unwanted, and

unsolicited email to collect
the financial information,

social security numbers, and

network information

Instant Chat Messenger

Gathering personal information by

chatting with a selected online user
to get information such as birth

dates and maiden names

&

Hoax Letters

Hoax letters are emails that
issue warnings to the user
on new viruses, Trojans, or
worms that may harm the
user’s system

Chain Letters

Chain letters are emails that offer
free gifts such as money and
software on the condition that the
user has to forward the mail to the

said number of persons
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Computer-based Social Engineering

—  Computer-based social engineering is mostly done by using different malicious
programs and software applications such as emails, Trojans, chatting, etc. There are many types
of computer-based social engineering attacks; some of them are as follows:

©  Pop-up Windows: A pop-up window appears and it displays an alert that the network
was disconnected and you need to re-login. Then a malicious program installed by the
attacker extracts the target’s login information and sends it to the attacker’s email or to
a remote site. This type of attack can be accomplished using Trojans and viruses.

© Spam Email: Here the attacker sends an email to the target to collect confidential
information like bank details. Attackers can also send a malicious attachment such as
virus or Trojan along with email. Social engineers try to hide the file extension by giving
the attachment a long filename.

9 Instant Chat Messenger: An attacker just needs to chat with someone and then try to
elicit information. By using a fascinating picture while chatting, the attacker can try to
lure the victim. Then, slowly the attacker can ask certain questions by which the target
can elicit information. They ask different questions to get the target’s email and
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password. Attackers first create deep trust with the target and then make the final
attack.

© Hoax Letters: Hoax letters are emails that issue warnings to the user on new viruses,
Trojans, or worms that may harm the user’s system. They do not usually cause any
physical damage or loss of information; they cause a loss of productivity and also use an
organization’s valuable network resources.

© Chain Letters: Chain letters are emails that offer free gifts such as money and software
on the condition that the user has to forward the mail to a said number of persons.
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Social Engineering

Computer-based Social

Engineering: Pop-Ups

Pop-ups trick users into clicking a hyperlink that redirects

them to fake web pages asking for personal information, or LN
/J downloads malicious programs such keyloggers, Trojans, or —
|
~ A spyware
ann Congeatulatiansi Tt Aotivivs Pio Warning
" Harmful and malicious software detected
ANKUCDAR ATEINNC @
 JCONGRATULATIONS!
Orlne Sesnner cebocted progrars Ehat might cocromise pou
i - - ieacy o demage your Ltker,
You're the 1 Milliont mebl i
visitor this weekl @ o MR Hah p
Click "OK * buiton below Lo close window & Vieus.Win 32 Foker.a Hah
and contact our Prize Departmemt immediately & TrOjaNSSW.BAT.Cunter Hah
_ Remove A1 | | Tgnoes
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t ; Computer-based Social Engineering: Pop-ups

The common method of enticing a user to click a button in a pop-up window is by
warning about a problem such as displaying a realistic operating system or application error
message, or by offering additional services. A window appears on the screen requesting the
user to re-login, or that the host connection has been interrupted and the network connection
needs to be re-authenticated. The pop-up program will then email the access information to
the intruder. The following are two such examples of pop-ups used for tricking users:

Internet Antivirus Pro Warning!

ANN Congratulations!
P VanT e ~ ol S~ N Harmful and malicious software detected
N CONGRATULARIONS! ®
you're the 1 Milliont
visitor this week! TR

i Virus.Win3ZFaker.a Hgh
i Trojan PSW.BAT.Cunter High

Click “OK* button below

FIGURE 09.4: Computer-based Social Engineering Pop-ups Screen shot
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Computer-based Social

Engineering: Phishing

An illegitimate email falsely claiming to be from a legitimate site attempts
to acquire the user’s personal or account information

2 Phishing emails or pop-ups redirect users to fake webpages of mimicking
trustworthy sites that ask them to submit their personal information

CTIBANK Update

We recantly have d
your CITIBANK On|

—
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Computer-based Social Engineering: Phishing

Phishing is a computer-based social engineering attack that is mostly carried out by
the attacker to get the target’s banking details and other account details. Attackers use emails
to gain personal details and restricted information. Attackers may send email messages that
appear to have come from valid organizations, such as banks or partner companies. The
realistic cover-up used in the email messages include company logos, fonts, and free help desk
support phone numbers. The email can also carry hyperlinks that may tempt a member of a
staff to breach company security. In reality, the website is a fake and the target’s information is
stolen and misused.
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From: com «makto serdce@ctibank com>
To: &

Ce
Subgect: Urgent Aiention Required - CITIBANK Updale

We recently have discovered that multiple computers have attamepted to log into
your CITIBANK Online Account, and multiple password failures were presented
before the logons. We nows require you to re-validate your account information to
us.

If this is not completed by Sep 14, 2010, we will be forced to suspend your
account indefinitaly, as it may have been used fraudulent purposes.

To continue please Click Here or on the link below to re-validate your account
LA AR AR R R RN RRERRRRRNRRRDNDN}

Sincerely
The CITIBANK Team
Please do not reply to this e-mail. Mail sent to this address cannot be answered.

. I

(4 segctastcom

A J

citi’

Confirm Raquired Information
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Social Engineering

Computer-based Social

Engineering: Phishing (conta)

-
Dear Valued Customer, -

Our new security system will help you to avoid frequently
nsactions and to keep your Credit/Debit Card details in safety.

echnical update we recommend you to reactivate your card.
ick on the link below to proceed: Update MasterCard

Dear HSBC Online user, HSBC ‘x’

As part of our security measures, the HSBC Bank, has
d d a security program against the fraudulent attempts and account thefts
ur system requires further account information.

est information from you for the following reason. We need to verify your account
in order to insure the safety and integrity of our services.

‘We appreciate your business. It's truly our pleasure to serve you.

MasterCard Customer Care

ided with steps to complete the verification pro

This email is for notification purposes only. onic, procedural safeguards that comply wi

ty, we have physical
msg-id: 1248471 . regulationsto protect the information you to provide to us

third party.

Source: http://www.banksafeonline.org.uk
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Computer-based Social Engineering: Phishing
:‘ (Cont’d)

In the present world, most bank transactions can be handled and carried out on the Internet.
Many people use Internet banking for all their financial needs, such as online share trading and
ecommerce. Phishing involves fraudulently acquiring sensitive information (e.g., passwords,
credit card details, etc.) by masquerading as a trusted entity.

The target receives an email that appears to be sent from the bank and it requests the user to
click on the URL or link provided. If the user believes the web page to be authentic and enters
his or her user name, password, and other information, then all the information will be
collected by the site. This happens because the website is a fake and the user’s information is
stolen and misused. The collected information from the target is directed to the attacker’s
email.
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Dear Valued Customer,
Dur new security system will help you to aveid frequently
fraud transactions and to keep your Credit/Deblit Card details in safety.

Due to technical update we recommend you to reactivate your card.
Please click on the link below to proceed: Update Maste| rd

We appreciate your business. It's truly our pleasure to serve you.
MasterCard Customer Care.,

This email is for notification purposes only.

msg-id: 1248471

FrrEEE

Your enline banking is blocked

We are recently reviewed your acoount, and suspect that your Natwest

Bank online Bankingaccount may have been acoessed by an unauthorized third party.
Protectingthe security of Your account Is our primary concam, Therafore, as a praventative
measure, we have temporarily limited accessto sensitive account faatures,

To restore your account access, we need you to confirmyour identity, todo so we needyou to
follow the link below and proceed to confirm your information

Thanks for your patience as we work together to protect your account.

Sincerely,

Natwest Bank Online Bank Customer Service

*important®

Please update your records on or before4® haurs, a failure to update your records will resultina
‘temporal hold on your funds.

Dear HSBC Online user,

As part of our securlty measures, the HSBC Bank, has

developed a security program against the fraudulent attempts and account thefts.
Therefore, our system requires further account information.

‘We request informatian from you for the fellowing reasen, We need to verify your account
Iinformation in crder to insure the safety and Integrity of our services.

Pl=ase follow the link below to proceed

Proceed to Account Verifieation

Once you login, you will be provided with steps to complete the verification process. For
wour safety, we have physical, electronic, procedural safeguards that comply with feders|
regulstions to protect the information you to provide to us.

Dear SifMdactarm, % BARCLAYS
Barclays Bank PLC always looks forward for the high security of our clients.

Some customers have been receiving an email claiming to be from Barclays advising them to foliow a link
to what appear to be & Barclays web site, where they are prompted to enter their personal Online
Banking details. Barclays is in no way involved with this email and the web site does not belong to us.
Barclays s proud to announce about their new updated secure system. We updated our new SSL servers
to give our customer better fast and secure online banking service.

Dus to the recent update of the server, you are requested to please update your account nto at the
follewing link.

*Important®

We have asked few additional information which is going to be the part of secure login process. These
additional information will be asked during your future login security so, please provide all these info
completely and comrectly otherwise due to security reasons we may have to close your account
temporarily.
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Computer-based Social

Engineering: Spear Phishing

i | Spear phishing is a direct, targeted phishing attack aimed
at specific individuals within an organization

In contrast to normal phishing attack where attackers send out
hundreds of generic messages to random email addresses, attackers use spear
phishing to send a message with specialized, social engineering content
directed at a specific person or a small group of people

Spear phishing generates higher response rate when

— —
'v
compared to normal phishing attack & .
i
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(C

~ Computer-based Social Engineering: Spear Phishing

e Spear phishing is an email spoofing attack on targets such as a particular company, an
organization, or a group or government agency to get access to their confidential information
such as financial information, trade secrets, or military information. The fake spear-phishing
messages appear to come from a trusted source and appear as a company’s official website;
the email appears as to be from an individual within the recipient's own company and generally
someone in a position of authority.

This type of attack includes:
© Theft of login credentials
© Observation of credit card details
© Theft of trade secrets and confidential documents
e

Distribution of botnet and DDoS agents
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Mobile-based Social Engineering:

Publishing Malicious Apps

i:_).
~ 0 Attackers create malicious apps with attractive features and similar names to that
of popular apps, and publish them on major app stores
- Unaware users download these apps and get infected by malware that sends
credentials to attackers
& 2,

Attacker publishes
Creates malicious malicious mobile

mobile application

¥

Malicious Gaming
Application

Attacker

User credentials
sends to the attacker

e |

User download and install
the malicious mobile application

I T T T T
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_“ Mobile-based Social Engineering: Publishing
Malicious Apps

In mobile-based social engineering, the attacker carries out these types of attacks with the help
of mobile applications. Here the attacker first creates malicious applications such as gaming
applications with attractive features and names them that of popular apps, and publishes them
in major application stores. Users who are unaware of the malicious application believes that it
is a genuine application and download and install these malicious mobile applications on their
mobile devices, which become infected by malware that sends user credentials (user names,
passwords) to attackers.

Ethical Hacking and Countermeasures Copyright © by EG-Council
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Attacker publishes
( Creates maliclous i i i maliclous mobile
{!.l’l'.‘_J o mobile application > 9 apps on app store > .

fmn N

App

[\ Store
Attacker Malicious Gaming -
Application 9
: e | 5
: User credentials ¢ User download and install :
' sends to the attacker o j < the malicious mobile application
—
User

FIGURE 09.7: Mobile-based Social Engineering Publishing Malicious Apps
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Mobile-based Social Engineering:

Repackaging Legitimate Apps

R\

Malicious developer
Developer creates a gaming e downloads a legitimate game
app and uploads on app store i | 9 and repackages it with malware > |

=

) @& oo @ -
Mobile App Malicious
E Store Developer
b o ©
e User credentials _.* _v
sends to the malicious .+* Uploads game : é

Legitimate developer " to third party :

app store :

Developer H
A4

-

User Third-Party App
Store
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- Mobile-based Social Engineering: Repackaging
Legitimate Apps

A legitimate developer of a company creates gaming applications. In order to allow mobile
users to conveniently browse and install these gaming apps, platform vendors create
centralized marketplaces. Usually the gaming applications that are developed by the
developers are submitted to these marketplaces, making them available to thousands of
mobile users. This gaming application is not only used by legitimate users, but also by malicious
people. The malicious developer downloads a legitimate game and repackages it with malware
and uploads the game to third-party application store from which end users download this
malicious application, believing it to be a genuine one. As a result, the malicious program gets
installed on the user’s mobile device, collects the user’s information, and sends it back to the
attacker.
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Malicious developer

Developer creates a gamming downloads a legitimate game

app and uploads on app store HH and repackages It with malware
geribanssaaIUEATNRE. ... >\ ep
& & 7~
Mobile App _.." Malicious
: Store s Developer
,-_-\. User credentials .,-'.' 9
sends to the malicious .*" Uploads game : y
Legitimate developer ‘_o“ to third party : ! '
* app store &
Developer e
ﬁ. :
= -
=% " End user downloads NG
o malicious gamming app
User Third Party App
Store
FIGURE 09.8: Mobile-based Social Engineering Repackaging Legitimate Apps
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Mobile-based Social Engineering:
Fake Security Applications

1. Attacker infects the victim’s PC

2. The victim logs onto their bank account

3. Malware in PC pop-ups a message telling the victim to download an application onto their
phone in order to receive security messages

4. Victim download the malicious application on his phone

5. Attacker can now access second authentication factor sent to the victim from the bank via SMS

o Infects user PC with malware >

User logs to bank account
pOp-ups a message appears
telling the user to
download an application
onto his/her phone

-!.h'.‘J

n———
User credentials sends to the attacker 9 .

Attacker Usr :
(2 | 1

User downloads application 7

L from attacker'sapp store  :
T App 9

Store Crrerrrrrrssssanssrrsassanannnnd -

i h

Attacker uploads malicious
application on app store

|

Attacker’s App Store
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Foil Mobile-based Social Engineering: Fake Security
Applications

A fake security application is one technique used by attackers for performing mobile-based
social engineering. For performing this attack, the attacker first infects the victim’s computer
by sending something malicious. When the victim logs onto his or her bank account, a malware
in the system displays a message window telling the victim that he or she needs to download an
application onto his or her phone in order to receive security messages. The victim thinks that it
is a genuine message and downloads the application onto his or her phone. Once the
application is downloaded, the attacker can access the second authentication factor sent by
the bank to the victim via SMS. Thus, an attacker gains access to the victim’s bank account by
stealing the victim’s credentials (user name and password).
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Attacker

Attacker uploads malicious
application on app store

o Infects user PC with malware >

" User credentials sends to the attacker 9 '
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User logs to bank account
POp-ups a message appears
telling the user to
download an application
onto his/her phone

\._ from attacker’s app store .
....... o [3)

C Store (---u-u.u----"--u--.u--u'

(

Attacker’s App Store

FIGURE 09.8: Mobile-based Social Engineering Fake Security Applications
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Mobile-based Social Engineering:

Using SMS

J  Tracy received an SMS text message, ostensibly from the security department at XIM
Bank. It claimed to be urgent and that Tracy should call the included phone number

immediately. Worried, she called to check on her account.
e > J  She called thinking it was a XIM Bank customer service number, and it was a recording

asking to provide her credit card or debit card number.

J  Unsurprisingly, Jonny revealed the sensitive information due to the fraudulent texts.

EEEEEEEEEEEEEE R R R

Attacker User Cellphone Tracy calling to Fraud XIM
(Jonny gets an SMS) 1-540-709-1101 (Bank Customer Service)
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i | Mobile-based Social Engineering: Using SMS

L+ SMS is another technigue used for performing mobile-based social engineering. The
attacker in this attack uses an SMS for gaining sensitive information. Let us consider Tracy, who
is a software engineer at a reputable company. She receives an SMS text message ostensibly
from the security department at XIM Bank. It claims to be urgent and the message says that
Tracy should call the included phone number (1-540-709-1101) immediately. Worried, she calls
to check on her account. She calls that number believing it to be an XIM Bank customer service
number and it is a recording asking her to provide her credit card or debit card number as well
as password. Tracy feels that it's a genuine message and reveals the sensitive information to

the fraudulent recording.

Sometimes a message claims that the user has won some amount or has been selected as a
lucky winner, that he or she just needs to pay a nominal amount and pass along his or her email
ID, contact number, or other useful information.
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Attacker User Cellphone Tracy calling to Fraud XIM
(Jonny gets an SMS) 1-540-709-1101 (Bank Customer Service)

FIGURE 09.9: Mobile-based Social Engineering Using SMS
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Insider Attack

If a competitor wants to cause damage to your organization, steal
S . critical secrets, or put you out of business, they just have to find a
Pying job opening, prepare someone to pass the interview, have that
person hired, and they will be in the organization

Revenge

Insider
Attack

e

a

[ 4

Prevention is difficult

It takes only one disgruntled person to take revenge
and your company is compromised

60% of attacks occur behind the firewall @ @
An inside attack is easy to launch = -

— @ The inside attacker can easily succeed “
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Insider Attack

e An insider is any employee (trusted person) with additional access to an
organization’s privileged assets. An insider attack involves using privileged access to violate
rules or cause threat to the organization’s information or information systems in any form
intentionally. Insiders can easily bypass security rules and corrupt valuable resources and
access sensitive information. It is very difficult to figure out this kind of insider attack. These

insider attacks may also cause great losses for a company.

o

=)

e

e

o

60% of attacks occur from behind the firewall
An inside attack is easy to launch

Prevention is difficult

An inside attacker can easily succeed

It can be difficult to identify the perpetrator

Insider attacks are due to:
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’—‘ Financial gain

= An insider threat is carried out mainly for financial gain. It is attained by selling

—— "~ sensitive information of a company to its competitor or stealing a colleague’s
financial details for personal use or by manipulating company or personnel financial records,
for example.

| Collusion with outsiders

A competitor can inflict damages to an organization by stealing sensitive data, and
may eventually bring down an organization by gaining access to a company through a job
opening, by sending a malicious person as a candidate to be interviewed, and—with luck—
hired.

[ | Disgruntled employees

Attacks may come from unhappy employees or contract workers who have negative
opinions about the company. The disgruntled employees who wants to take revenge on his
company first plans to acquire information about the target and then waits for right time to
compromise the computer system.

Companies in which insider attacks commonly take place include credit card companies,
healthcare companies, network service provider companies, as well as financial and exchange
service providers.
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Disgruntled Employee

An employee may become disgruntled towards the company when he/she is disrespected, frustrated
with their job, having conflicts with the management, not satisfied with employment benefits, issued
an employment termination notice, transferred, demoted, etc.

monetary benefits

Disgruntled
Employee

Disgruntled employees may pass company secrets and intellectual property to competitors for

D ~ - Q _,-‘-) using steganography
Y L .....co0n000ns P sessssssesesad > Tl [,

Sends the data
.
~ N to competitors

—\
Company’s Company Competitors
Secrets Network
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Disgruntled

| - W

Most cases of ins

Employees

ider abuse can be traced to individuals who are introverted,

incapable of dealing with stress or conflict, and frustrated with their job, office politics, lack of
respect or promotion, etc. Disgruntled employees may pass company secrets or confidential

information and intellectual
the organization.

property to competitors for monetary benefits, thereby harming

Disgruntled employees can use steganographic programs to hide the company’s secrets and
send it as an innocuous-looking message such as a picture, image, or sound files to
competitors. He or she may use work email to send secret information. No one can detect that
this person is sending confidential data to others, since the information is hidden inside the

picture or image.

Disgruntled
Employee

Module 09 Page 1350

Sends the data
5 - (- ! 1 to competitors @ @
\ /,L) using steganography N >
.-.--...-..---.)Qii‘--_/‘cf — ’-.----...-...."......-..). . N
Company'’s Company Competitors
Secrets Network

FIGURE 09.10: Disgruntled Employees Figure
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Preventing Insider Threats

Separation and rotation
of duties

Archive critical |v I
data

Least privilege

L
— & Controlled
access

Legal policies

There is no single solution to prevent an insider threat
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€ Preventing Insider Threats

-~ Prevention techniques are recommended in order to avoid financial loss and threat to
the organization’s systems from insiders or competitors.

The following are recommended to overcome insider threats:

d | Separation and rotation of duties

Responsibilities must be divided among various employees, so that if a single
employee attempts to commit fraud, the result is limited in scope.

A particular job must be allotted to different employees at different times so that a malicious
employee cannot damage an entire system.

 Least privileges

" The least number of privileges must be assigned to the most critical assets of an
organization. Privileges must be assighed based on hierarchy.

|l

] . Controlled access

Access controls must be implemented in various parts of an organization to restrict
unauthorized users from gaining access to critical assets and resources.
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Logging and auditing

Logging and auditing must be performed periodically to check if any company
resources are being misused.

Legal policies

~ Legal policies must be enforced to prevent employees from misusing the resources of
an organization, and for preventing the theft of sensitive data.

[ 71| Archive critical data

A record of an organization’s critical data must be maintained in the form of archives
to be used as backup resources, if needed.
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Common Social Engineering
Targets and Defense Strategies

Social Engineering Targets

ﬁg-

Front office and help desk

Attack Technigues

Eavesdropping, shoulder surfing,
impersonation, persuasion, and intimidation

Impersonation, fake IDs, piggy backing, etc.

Shoulder surfing, eavesdropping,
Ingratiation, etc.

Impersonation, Intimidation, and persuasion
on help desk calls

Theft, damage or forging of mails

Attempting to gain access, remove
equipment, and/or attach a protocol
analyzer to grab the confidential data

Exam 312-50 Certified Ethical Hacker

C[EH

Cortified | Ethial  Maches

Defense Strategies

Train employees/help desk to never reveal
passwords or other information by phone

Implement strict badge, token or biometric
authentication, employee training, and security
guards

Employee training, best practices and checklists for

using passwords
Escort all guests

Employee training, enforce policies for the help
desk

Lock and monitor mail room, employee training

Keep phone closets, server rooms, etc. locked at all
times and keep updated inventory on equipment
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E_\ Common Social Engineering Targets and Defense
Strategies

Social engineering tricks people into providing confidential information that can be used to
break into a corporate network. It works on the individual who have some rights to do
something or knows something important. The common instruction tactics used by the attacker
to gain sensitive information and the prevention strategies to be adopted are discussed as
follows.
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Social Engineering Targets

ey

Front office and help desk

Perimeter security

Phone (help desk)

Mail room

Machine room/
Phone closet

Attack Techniques

Favesdropping, shoulder surfing,
impersonation, persuasion, and intimidation

Impersonation, fake 1Ds, piggy backing, etc.

Shoulder surfing, eavesdropping,
Ingratiation, e

Impersonation, Intimidation, and persuasion
on help desk calls

Insertion of forged mails

Attempting to gain access, remove
cquipment, and/or attach a protocol
analyzer to grab the confidential data

Defense Strategies

Irain employees/help desk to never reveal
passwords or other information by phone

Tight badge security, employee training, and
security officers

Do not type in passwords with anyone else present
(or if you must, do it quicklyl)
Escort all guests

Employee training, enforce policies for the help
desk

Lock and monitor mail room, employee training

Keep phone closets, server rooms, etc. locked at all
times and keep updated inventory on equipment

FIGURE 09.11: Common Social Engineering Targets and Defense Strategies Screen shot
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Social
Engineering
Techniques

Imperso-
Social nation on
Engineering Social
Concepts Networking
Sites

Penetration
Testing

Identity
Theft

: E Social
R # Engineering
Counter-

measures
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7 | Module Flow

So far, we have discussed various social engineering concepts and the technigues
used to perform social engineering. Information about people or organizations can be collected
not just by tricking people, but also by impersonation on social networking sites.

‘_.. Social Engineering Concepts . Identity theft
J + Social Engineering Techniques g Social Engineering
— <4 _.- Countermeasures
m Impersonation on Social E] Penetration i oot
-7 Networking Sites &

This section describes how to perform social engineering through impersonation on various
social networking sites such as Facebook, LinkedIn, and so on.
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Social Engineering Through c E H

Impersonation on Social Networking Sites

Malicious users gather
confidential information from
social networking sites and create

accounts in others’ names

Attackers use others’ profiles to
create large networks of friends

and extract information using
social engineering techniques

Organization Details . o
Impersonatlon means imitating

or copying the behavior or
Professional Details actions of others

Contacts and Connections
Attackers can also use collected

information to carry out other
Personal Details forms of social engineering
attacks
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C Social Engineering through Impersonation on Social

Networking Sites

Impersonation is taken to a higher level by assuming the identity of an important employee in
order to add an element of intimidation. The reciprocation factor also plays a role in this
scenario, where lower-level employees might go out of their way to help a higher-level
employee, so that their favor gets positive attention needed to help them in the corporate
environment. Another behavioral tendency that aids a social engineer is people’s inclination
not to question authority. An attacker posing as an important individual such as a vice president
or director can often manipulate an unprepared employee. This technique assumes greater
significance when the attacker considers it a challenge to get away with impersonating an
authority figure.

Organization Details: Malicious users gather confidential information from social networking
sites and create accounts in others’ names.

Professional Details: Attackers use others’ profiles to create large networks of friends and
extract information using social engineering techniques.

Contacts and Connections: Attackers can also use collected information to carry out other
forms of social engineering attacks.

Personal Details: Impersonation means imitating or copying the behavior or actions of others.
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Social Engineering on

Facebook

Attackers create a fake user group on Facebook identified as "Employees of" the target company

Using a false identity, attacker then proceeds to "friend," or invite, employees to the fake group, “ Employees of the company”

Users join the group and provide their credentials such as date of birth, educational and employment backgrounds, spouses names, etc.

A @ 2 n

Using the details of any one of the employee, an attacker can compromise a secured facility to gain access to the building

Basic Information

John James

# Studisd of The Universty of Suckland ol Livss in Christchurch, NMew Zedend 88 Born om Moy 5
92 @ Ol your cur rhormzbion @ Add your hometown # Edt Profile

Education and Work
Lontact Information
The University of Auckland
e E0BOCO0C .

+e4 SOE00L L L

AN Bt M Roskill Grammar
#uckland, CA J00017 !!! ; 1990
oy

John

§ ™t Roskll Grammar

Fictped i Jugy by Conf

http://www.facebook.com
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-~ Social Engineering on Facebook
W source: http://www.facebook.com

Facebook is a social networking site where many people are connected and each one person
can communicate with others across the world. People can share photos, videos, links, etc.

Social engineering is a type of attack where attackers try to misguide the target by pretending
to be someone they are not and gathering sensitive information.

To impersonate, Facebook attackers use nicknames instead of using their real names. Attackers
use fake accounts. The attacker tries and continues to add friends and uses others’ profiles to
get critical and valuable information.

© Attackers create a fake user group on Facebook identified as "employees of" the target
company

© Using a false identity, attacker then proceeds to "friend," or invite, employees to the
fake group, “ employees of the company”

© Users join the group and provide their credentials such as date of birth, educational and
employment backgrounds, spouses’ names, etc.

© Using the details of any one of the employee, an attacker can compromise a secured
facility to gain access to the building
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Contact Information

Phone

Screen Name
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+64 50800000 (Mobie)
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Social Engineering Example:

LinkedIn Profile

Linked|[,J

People Job Answer Service Providers Pea ‘

Edit Public Prefile Setfings

Connections

Attackers scan details in profile pages. They use these details

Industry - Computer Softwere | 29 for spear phishing, impersonation, and identity theft.

Wabsites = Wy Vel

Public Profile  +

http://www.linkedin.com

Copyright © by EG-Gaumcil. All Rights Reserved. Reproduction is Strictly Prohibited.

Social Engineering Example: LinkedIn Profile

= Source: http://www.linkedin.com

Attackers can gather information about the target’s organization, profile, personal preferences,
and lifestyle habits. LinkedIn is mostly used by employees of different organizations. Social
engineers can collect work history information from a the target’s LinkedIn profile and use that

to plan attacks, trick targets into clicking malicious links, or downloading software that infects
their computers.
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Linked| ]

Jobs -~ Answers -

Profile

Service Providers -

Edit My Profile I View My Profile

& B Fowad s profie

Chris Stone [cat)
UX Designer at Nitobi [ Ecit ]
Vancouver, Canada Area | Edit )

What are you working on?

Profile | Q8A | Recommendatiors | Connections |

UX Designer at Niobi
What are you werking on?

[ Current

Educ:
Recommended

Connections

Industry
Websites
Public Prefile

* UX Designer at Nitobi | Ecit |

+ Principal/Designer at SeaStone Designs (Sole
Proprietorship)

+ Information Architect. Ul Designer at Clarus
Sysiems

* Manager, Product Marketing at Clanss Sysiems

soe al._

@lpﬂommm
1 manager. 3 co-workers
() 64 connactions
Computer Software [ Edit]
* My Website [ Edit]
» http:/iwww linkedin. com/in/chrsstone | Edit |

Avcount & Gettings | Help | Sign Out

Edit Public Profile Settings

& Proie completsness
[ 100%

Ads by Goagle

WebEx MeetMe Now

Uniimited Online Meetings - Free Web
Conferencing Mace Easy!

www MeatMeNow.com

Official WebEx ™ Site

WebEx Is The Leader In Web Meelings - Fast. Easy.
Secure. Try Free Now!

www WebEx.com

Chris Recommands

People

Rocommand colloagues, business partnors,
and professional service providers and share
your recommendations on your profile.
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Social Engineering on Twitter

£ Home (@ Connect  #f Discover § Me Search Q|E~h

S.K.M Add your mobile phone to your account

Account >

Avallal Pad. Andmoid, BlackBerry. and Windows Phone 7
Password
Mobile > Activate Twitter text messaging

It's fast and easy Get new features and help protect your account
Email notification: !
Profile Country/region Germany wii
Desiar

Phone number + 128
dg C E-Plus (KPN) v

http://twitter.com
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Social Engineering on Twitter

Source: http://twitter.com

Twitter is a multi-blogger and a social networking site that has a huge database of users who
can communicate with others and share many things as messages called tweets. Attackers
create an account using a false name to gather information from targets. The attacker tries and
keeps adding friends and uses others’ profiles to get critical and valuable information.
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Risks of Social Networking to

Corporate Networks

A social networking site is an information repository accessed

u by many users, enhancing the risk of information exploitation
In the absence of a strong policy, employees may unknowingly
- ff B post sensitive data about their company on social networking
h Attackers use the information available on social networking
4 |/ sites to perform a targeted attack
3
- PE N All social networking sites are subject to flaws and bugs that in

A% s\ turn could cause vulnerabilities in the organization’s network

—_—
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il

Risks of Social Networking to Corporate Networks

N A company should take a secure method to put their data on a social networking site,
or to enhance their channels, groups or profiles. Private and corporate users should be aware
of the following social or technical security risks. They are:

© Data Theft: This type of attack is mostly done on social networking sites as it contains
huge database that can be accessed by many users and groups so there is a risk of data
theft.

© Involuntary Data Leakage: Targeted attacks can be launched on the organizational
websites by the details provided on the social networking sites.

© Targeted Attacks: Information on social networking sites could be used as preliminary
reconnaissance, gathering information on size, structure, IT literacy degrees and more,
for a more in-depth, targeted attack on the company.

© Network Vulnerability: All social networking sites are subject to flaws and bugs,
whether it concerns login issues, cross-site scripting potential, or Java vulnerabilities
that intruders could exploit. This could, in turn, cause vulnerabilities in the company's
network.
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Penetration
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Module Flow

So far, we have discussed various social engineering concepts and various technigues
used for social engineering. Now we will discuss identity theft, a major threat of social

engineering.
‘_.. Social Engineering Concepts . Identity theft
J + Social Engineering Techniques g Social Engineermc
~ 4 3 Countermeasures
Impersonation on Social . .

o % . ) Penetration Testing

"~ Networking Sites
This section describes identity theft in detail.
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Identity Theft Statistics 2011

Loan fraud o i e ! /,/4,;’, 2 .Government :
o o 4 documents/benefits fraud -
------------------------------------ penrREEEa,, M grasntenrtsasanssrssarassrrstsgenesressenss
) e, B O ., e
N o Tay
o '
- R .’.o.‘ F .‘0..
K ‘. .
Employment fraud - 3% K \
T ®- d 27% '

S 13% :
Bank fraud [ ] Y 14% 4
. & =]
! \\ Phone or utilities IRRLT TR -
g fraud ® Credit card fraud
http://www.ftc.gov
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£ Identity Theft Statistics 2011
@ Source: http://www.ftc.gov

Identity theft is a process of stealing someone’s identity information and misusing the
information to accomplish your goals. The goal may be to commit theft and crimes, spend
money, and so on. Identity thefts are increasing exponentially due to the e-commerce services
people use, online services, e-transactions, share trading, etc. The following figure shows the
identity theft statistics for 2011:

© Government documents/benefits fraud - 27%

© Credit card fraud - 14%
© Phone or utilities fraud - 13%
© Bank fraud - 9%
© Employment fraud - 8%
© Loan fraud - 3%
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Identify Theft

(= 3
= Attackers can use
identity theft to
samiisiums 2 > impersonate employees
of a target organization
Itis a crime in which an and physically access the
imposter obtains personal facility
1 identifying information such
as name, credit card number,
Identity theft occurs social security or driver's %
when someone steals license numbers, etc. to

commit fraud or other crimes
your personally

identifiable information =

for fraudulent purposes \:.//v 8

e ree—
= (i J

“One bit of personal information is all someone needs to steal your identity”

Copyright © by EG-Geuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

w Identity Theft

= Source: www.adphire.com/newsletters

The Identity Theft and Assumption Deterrence Act of 1998 defines identity theft as the illegal
use of someone’s means of identification.

Identity theft is a problem that many consumers face today. In the United States, some state
legislators have imposed laws restricting employees from filling in SSNs (social security
N\numbers) during their recruitment process. Identity thefts frequently figure in news reports.
Companies also need to have proper information about identity thefts so that they do not
endanger their anti-fraud initiatives. Securing personal information in the workplace and at
home, and looking over credit card reports are few ways to minimize the risk of identity theft.

Theft of personal information: Identity theft occurs when someone steals your name and other
personal information for fraudulent purposes.

Loss of social security numbers: It is a crime in which an imposter obtains personal
information, such as social security or driver's license numbers.

Easy methods: Cyberspace has made it easier for an identity thief to use the information for
fraudulent purposes.

“One bit of personal information is all someone needs to steal your identity.”
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How to Steal an Identity

Original identity — Steven Charles
Address: San Diego CA 92130

DRIVER LICENSE
B86

STEVEN CHARLES DEN BESTE
SAN DIEGD CA 92130

SEX:M HAIR:RED EYES:BRN
HT: WT: 0B :

CLASS:C

RSTR: CORR LENS

Note: The identity theft illustration presented here is for demonstrating a typical identity theft scenario. It may or
may not be used in all location and scenarios.
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= How to Steal an Identity
— ldentity thieves may use traditional as well as Internet methods to steal identity.
Physical methods

The following are the physical methods for stealing an identity.

D Stealing Computers, Laptops, and Backup Media

— Stealing is a common method. The thieves steal hardware from places such as hotels
and recreational places such as clubs or government organizations. Given adequate time, they
can recover valuable data from these media.

Social Engineering

ws This technique is the act of manipulating people’s trust to perform certain actions or
divulge private information without using technical cracking methods.
{& Phishing
The fraudster may pretend to be a financial institution or from a reputed organization
and send spam or pop-up messages to trick users into revealing their personal
information.
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H Theft of Personal Belongings

Wallets/purses usually contain a person’s credit cards and driver’s license. Attackers
may steal the belongings on streets or in other busy areas.

A

m Hacking

Attackers may compromise user systems and route information using listening
devices such as sniffers and scanners. Attackers gain access to an abundance of data, decrypt it
(if necessary), and use it for identity theft.

5% Mail Theft and Rerouting

BiA . . .

L’" Mailboxes are not often protected and may contain bank documents (credit cards or
account statements), administrative forms, and more. Criminals may use this information to get
credit cards or for rerouting the mail to a new address.

@ Shoulder Surfing

Criminals may find user information by glancing at documents, personal identification
numbers (PINs) typed into an automatic teller machine (ATM), or overhearing conversations.

& EEE Skimming
O | [
‘m . Skimming refers to stealing credit/debit card numbers by using a special storage

device when processing the card.

Q\ Pretexting

Fraudsters may pose as executives from financial institutions, telephone companies,
and other sources to obtain personal information of the user.

E ' Internet methods

l The following are the Internet methods of stealing an identity.

I | Pharming

—_ Pharming is an advanced form of phishing in which the connection between the IP
address and its target server is redirected. The attacker may use cache poisoning (modify the
Internet address with that of a rogue address) to do this. When the user types in the Internet
address, he or she is redirected to a rogue website that is similar to the original website.

Keyloggers and Password Stealers

An attacker may infect the user’s computer with Trojans and then collect the keyword
strokes to steal passwords, user names, and other sensitive information.

Criminals may also use emails to send fake forms such as Internal Revenue Service (IRS) forms
to gather information from the victims.
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DRIVER LICENSE
CLASS:C
B86
STEVEN CHARLES DEN BESTE
SAN DIEGD CA $2130 ﬁ

SEX:M  HAIR:RED  EYES:BRN
HT: WT: DOB:

EXPIRES

RSTR:CORR LENS

¢! £ 1 id

FIGURE 09.16: Stealing an Identity Screenshot
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C[EH

Cortified | Ethial  Maches

Get hold of Steven’s telephone bill, water bill, or electricity bill using dumpster diving,
stolen email, or onsite stealing

i
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STEP 1

.

OQ Attackers can gain access to a target’s personal information with a little Google
searching, using password recovery systems, locating telephone bills, water bills, or electricity
bills using dumpster diving, stealing email, or onsite stealing. These are the common resources
from which the attacker can collect sensitive information and create his or her own ID proofs
using the targets’ original addresses.

1
919
vl \/’ Page 3 of 3
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FIGURE 09.17: Stealing an Identity STEP 1 Screenshot
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Produce proof Reguest for new Go to the Department of Motor Vehicles
ofidentity soms s, driver’s license and tell them you lost your driver’s license

“ LR AT P They will ask you for proof of identity such
e 5 Nt as a water bill and electricity bill

= e
Officer ask to Replacementdriver's
fill 2 forms

license will be issued Show them the stolen bills

Tell them you have moved from the
original address

DRIVER LICENSE CLABE: B The department employee will ask you to
B86 complete two forms—one for the
STEVEN CHARLES DEN BE i replacement of the driver’s license and the

i SAN DIEGD CA 92130 second for a change in address

SEX:M HAIR:RED
L] WT:

HT: OB You will need a photo for the driver’s

1 RSTR:CORR LENS license

Your replacement driver’s license will be
issued to your new home address

Now you are ready to have some serious
fun
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STEP 2

i w v ldentity theft can be possible by many physical methods such as stealing a driver’s
license and using it to get a new license using the target’s personal identity details and
registering a vehicle.

© Go to the Department of Motor Vehicles and tell them you have lost your driver’s
license

They will ask you for proof of identity, such as a water bill and electricity bill
Show them the stolen bills

Tell them you have moved from the original address

Q @ @ @

The department employee will ask you to complete two forms: one for the replacement
of the driver’s license and the second for a change in address

2 You will need a photo for the driver’s license

(4]

Your replacement driver’s license will be issued to your new home address
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Produce proof Request for new

of identity ’i Driver’s license G

| I i ooy a

‘)‘ f"—‘ﬂ -----------*‘ioii}izﬁlnnnnlnnnu>

Officerask to Replacementdriver’s
Officer fill 2 forms license will beissued  Attacker

I

FIGURE 09.18: Stealing an Identity STEP 2 flgure

DRIVER LICENSE
B86

STEVEN CHARLES DEN BE'_

SAN DIEGD Ca 92130

SEX:M HAIR:RED
HT: WT: DOB:

CLASS:C

RSTR:CORR LENS

; | DOSCR,

09/21/2000 235 R FD/0S

FIGURE 09.18: Stealing an Identity STEP 2 Screen shot
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Comparison

DRIVER LICENSE
B86&
Original STEVEN CHARLES DEN BESTE
SAN DIEGD Ca 92130
SEX:M  HAIR:RED  EYES:BRN
HT: WT: DOB:

RSTR: CORR LENS

DRIVER LICENSE G
BabH

Same name: Steven Charles el N L STEVEN CHARLES DEN v-L_

SAN DIEGD Ca 92130

Identity Theft SEX:M  HAIR:RED
HT: Wz

¥ RSTR:CORR LENS
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Comparison

DRIVER LICENSE —

B86
Original STEVEN CHARLES DEN BESTE
SAN DIEGD Ca 92130
SEX:M HAIR:RED EYES:BRN
HT: 14 08 :
RSTR: CORR LENS
DOSOR
DRIVER LICENSE —

B86

STEVEN CHARLES DEN Ht_'_

SAN DIEGD Ca 92130

Same name: Steven Charles — - — - —— 4wy

Ly

Identity Theft SEXM HAIR:RED
HT: 3

RSTR:CORR LENS

X
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FIGURE 09.18: Stealing an Identity Comparison Screen shots
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Go to a bank in which the original Steven Charles has The bank will ask for your ID: Show them your driver’s
an account and tell them you would like to apply for a license as 1D, and if the ID is accepted, your credit card
new credit card will be issued and ready for use

-

Tell them you do not remember the account number )
and ask them to look it up using Steven’s name and Now you are ready for shopping
address o0

Fake Steven is Ready to:

Make purchases worth §

thousands of USD > Apply for a new bank
account
A Apply for a new passport
3 :
0 Apply for a car loan

Shut down your utility
services

o™

= is
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(@), STEP3
o

© Go to a bank at which the original Steven Charles has an account and tell them
you would like to apply for a new credit card

© Tell them you do not remember the account number and ask them to look it up using
Steven’s name and address
© The bank will ask for your ID: Show them your driver’s license as ID, and if the ID is
accepted, your credit card will be issued and ready for use
© Now you are ready for shopping
The fake Steven is ready to:
© Make purchases worth thousands in USD
2 Apply for a car loan
© Apply for a new passport
© Apply for a new bank account
© Shut down your utility services
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Real Steven Gets Huge Credit clEH

Cortified | Ethisal Macher

Card Statement
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ank STATEMENT

Provious Baece TRET Tt Amoust Do
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) Real Steven Gets a Huge Credit Card Statement

«—=  When you lose your credit card, the first thing you need to do is to lodge a complaint
to the bank services you use as soon as you miss the card. Many banks provide online services
for credit cards, so you may be able to use the website to report that your credit card was lost
or stolen and include the account number, date of loss or theft, first date the loss was
reported, and the last authorized transaction you used the card for.

Module 09 Page 1376 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Social Engineering

Identity Theft - Serious Problem

Identity theft is a serious problem and number of violations are increasing rapidly

Some of the ways to minimize the risk of identity theft include checking the credit card reports periodically,
safeguarding personal information at home and in the workplace, verifying the legality of sources, etc.

ReporilD Thefl | OrerFucacancrs | P
FIGHTING BACK AGAINST (] e‘ 7
1 [N\ 4

ERAL TRADE COMMISSION DETER DETECT DEFEND

CONSUMERS | BUSINESSES | LAW ENFORCEMENT = MILITARY ~ MEDIA = REFERENCE DESK

WELCOME TO THE FTC’S IDENTITY THEFT SITE ot

Aynatis phisning?

his w

DETER-DETECT-DEFEND

H your information has becn stolen and used by an identity thict

H your information may have been siclen, bul may or may nol have
been used by an identity thiet

Leam more sbout identity theft mare

2005 Idnits Thelt Surgy
Bapot

http://www.ftc.gov

Identity Theft - Serious Problem

s Source: http://www.ftc.gov

|dentity theft is a serious problem and a number of violations are increasing rapidly. To avoid its
consequences, you need to reduce the risk of identity theft. Ways to minimize the risk of
identity theft include:

© Securing personal information in the workplace and at home and looking over credit
card reports

© Create strong and unique passwords with a combination of numbers, special symbols,
and letters that cannot be guessed

© Get your mail box locked or rent a mail box in the post office

© Secure your personal PC with a firewall, antivirus, and keyloggers
© Never provide your personal information to others

© Cross check your financial accounts and bank statements regularly

© Review your credit report at least once a year
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] A
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FEDERAL TRADE COMMSSSIC DETER DETECT D!ﬁ’.llD

CONSUMERS | BUSINESSES = LAW ENFORCEMENT = MILITARY = MEDIA = REFERENCE DESK |

WELCOME TO THE FTC'S IDENTITY THEFT SITE

I your information has been stolen and ubed by an identity thiel

M your information may have been stolen. but may or may not have
been used by an identity thee!

Learn mare about identity theft

Waich ihe video

FIGURE 09.19: Stealing an Identity Screen shot
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= Module Flow
e

mim

oo . . 5 g . .
MULE Y 5o far, we have discussed social engineering, various techniques used to perform
social engineering, and the consequences of social engineering. Now, it’s time to discuss social

engineering countermeasures.

‘_.. Social Engineering Concepts . Identity theft
J + Social Engineering Techniques g Soclal Enzineexige
— <4 3 Countermeasures
Impersonation on Social E] Penetration i oot
"~ ~ Networking Sites &

This section highlights the countermeasures that can make your organization more secure
against social engineering attacks, and guides you on how to detect social engineering tricks
and save yourself from being tricked.
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Social Engineering

Countermeasures

v
Good policies and procedures are ineffective if they are not taught and reinforced by the employees

) After receiving training, employees should sign a statement acknowledging that they understand the policies ”Z

Periodic password Avoiding guessable Account blocking Length and complexity Secrecy of
change passwords after failed attempts of passwords passwords
&\ _
= - - - Y
Password
Policies

& £ B g4 e

Physical Security

Policies
¢ - - - A
Identification of Escorting Accessing Proper shredding Employing '
employees by issuing the visitors area restrictions  of useless documents  security personnel

ID cards, uniforms, etc.
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[% Social Engineering Countermeasures

= As mentioned previously, social engineering is an art of tricking people to gain
confidential information. The attacks that are conducted using social engineering techniques
include fraud, identify theft and industrial espionage, etc. In order to avoid these attacks,
proper measures need to be taken. First and foremost, to protect against social engineering
attacks, put a set of good policies and procedures in place. Just developing these polices is not
enough. In order to be effective:

© The organization should disseminate the policies to all users of the network and provide
proper education and training. Specialized training benefits employees in higher-risk
positions against social engineering threats.

© After receiving training, employees should sign a statement acknowledging that they
understand the policies.

© Should clearly define consequences for violating the policies.

Official security policies and procedures help employees or users to make the right security
decisions. Such policies include the following:

E 3 Password Policies

The password policies should address the following issues:
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@

O @ @

Passwords must be changed frequently so that they are not easy to guess.

Passwords that are easy to guess should be avoided. Passwords can be guessed from
answers to social engineering questions such as, “Where were you born?” “What is
your favorite movie?” or "What is the name of your pet?"

User accounts must be blocked if a user makes a number of failed attempts to guess a
password.

It is important to keep the password lengthy and complex.
Many policies typically require a minimum password length of 6 or 8 characters.
It is helpful to also require the use of special characters and numbers, e.g. ar1f23#Sg.

Passwords must not be disclosed to any other person.

Password policies often include advice on proper password management such as:

o

e

@

@ @

@

Avoid sharing a computer account.

Avoid using the same password for different accounts.

Don’t share your password with anyone.

Avoid storing passwords on media or writing on a notepad or sticky note.
Avoid communicating passwords over the phone, email, or SMS.

Don’t forget to lock or shut down the computer before leaving the desk.

Change passwords whenever you suspect a compromised situation.

,Q_@ Physical Security Policies

Physical security policies should address the following issues:

© Employees of a particular organization must be issued identification cards (ID cards),
and perhaps uniforms, along with other access control measures.

© Visitors to an organization must be escorted into visitor rooms or lounges by office
security or personnel.

© Certain areas of an organization must be restricted in order to prevent unauthorized
users from accessing them.

2 Old documents that might still contain some valuable information must be disposed of
by using equipment such as paper shredders and burn bins. This can prevent the
dangers posed by such hacker technigues as dumpster diving.

© Security personnel must be employed in an organization to protect people and
property. Trained security personnel can be assisted by alarm systems, surveillance
cameras, etc.
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Social Engineering

Countermeasures (Cont'd)

Make sure sensitive information is secured and resources ar
only by authorized users

There should be administrator, user, and guest accounts with proper
authorization

Categorize the information as top secret, pro

Classification of Information )
use only, for public use, etc.

~N = ;

A Training . y - . . :
0 to increase awareness on social engineering
—

o
=
=

. ) There should be proper guidelines for reacti
, S Proper Incidence Response Time ) ) h
(= social engineering attempt

T Insiders with a criminal background and terminated
; employees are easy targets for procuring information
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;@ Social Engineering Countermeasures (Cont’d)

| The following are the countermeasures that can be adopted to protect users or
organizations against social engineering attacks:

e ﬂ Training

Periodic training sessions must be conducted to increase awareness on social
engineering. An effective training program must include security policies and technigues for
improving awareness.

= Operational Guidelines
=& P

— Confidential information must always be protected from misuse. Measures must be

taken to protect the misuse of sensitive data. Unauthorized users must not be given access to
these resources.

Access Privileges

0

Access privileges must be created for groups such as administrators, users, and guests
with proper authorization. They are provided with respect to reading, writing, accessing files,
directories, computers, and peripheral devices.
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Information has to be categorized on a priority basis as top secret, proprietary, for
internal use only, for public use, etc.

Classification of Information

L |1
c 5[] Proper Incidence Response System
| :

-~

ol There should be proper guidelines to follow in case of a social engineering attempt.

=

‘ﬂn § Background Checks of Employees and Proper Termination Process
-

Dt

Before hiring new employees, check their background for criminal activity. Follow a
process for terminated employees, since they may pose a future threat to the security of an
organization. Because the employees with a criminal background and a terminated employee
are easy targets for procuring information.
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Social Engineering

Countermeasures (Cont'd)

ik N : ’ﬁ Anti-Virus/Anti-Phishing Defenses

- i Use multiple layers of anti-virus defenses such
gjn ) - n " n as at end-user desktops and at mail gateways to

minimize social engineering attacks

—
.3
o)
=olp— — - .\.\k .
- ’ ‘ -
Two-Factor Authentication Change Management
Instead of fixed passwords, use two-factor A documented change-management
authentication for high-risk network services process is more secure than the ad-hoc
such as VPNs and modem pools process
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Social Engineering Countermeasures (Cont’d)
— Two-Factor Authentication (TFA or 2FA)

In the two-factor authentication (TFA) approach, the user or the person needs to
present two different forms of proof of identity. If the attacker is trying to break in to a user
account, then he or she needs to break the two forms of user identity, which is a bit difficult.
Hence, TFA is also known as a defense in depth security mechanism. It is a part of the multi-
factor authentication family. The two security pieces of evidence that a user should provide
may include: a physical token, like a card, and typically something the person can commit to
memory, such as a security code, PIN, or password.

Antivirus/Anti-Phishing Defenses

Use of multiple layers of antivirus defenses at end-user desktops and at mail gateways
minimizes the threat against phishing and other social engineering attacks.

Change Management

A documented change-management process is more secure than an ad-hoc process.

Module 09 Page 1384 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Social Engineering

How to Detect Phishing Emails

=" | & v 3 HSBLC ACCOUNT VEITICAtloN - WEssage (HIML)
It includes links that lead to spoofed
websites asking to enter personal il d “3id CODEER DS
information when clicked .

w The phishing email seems to be from a
bank, financial institution, company,
DOram against the fraudulent

or social networking site att har account infarmation
—— n. We nead to verify your accountinformation in ordarto

Seems to be from a person who is
" 3 " Pleasa follow the link below to frocsed hitp://mny.108.214 65.147.comform.asp
listed in your email address book ' Click to foflow ink

Proceed to Account Verificatiohitp hshe comlussrvadfication aspx
37

be pravided with sta) lat g verification process. For your safety, we have
acedural safeguards that comply with federal regulations fo protect the information you fo

Directs to call a phone number in -
order to give up account number, :;Ih_:f-l'g___

personal identification number,
password, or confidential information Thanks and Regards,

Includes official-looking logos and
other information taken directly from

legitimate websites convincing you to
disclose your personal details Link that seems to be legitimate but
leads to spoofed website

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

How to Detect Phishing Emails

6’:’)—' In an attempt to detect phishing mails, the first thing you need to check is the “from
address.” Sometimes attackers send phishing mails from an account that seems to be genuine
but is not actually. If the email contains any links, first “hover” the mouse cursor over the link to
see what the link is before you actually click it. If it is the same as the link description in the
email, then it is likely not a phishing email. Some attackers manage to display the same URL and
the appearance also almost seems similar to that of a genuine site. In such cases, you can check
whether the link is genuine or a phishing link by looking at the source code. You can do this by
right-clicking on the email and selecting View Source. This shows the code used to display the
email. Browse the code and search for the link. If you are not able to find the link, then it's a
phishing link. Don't provide any kind of information on such links. The following are the
symptoms of a phishing email:

© It includes links that lead to spoofed websites asking you to enter personal information
when clicked.

© The phishing email seems to be from a bank, financial institution, company, or social
networking site.

© It seems to be from a person who is listed in your email address book.
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© |t directs you to call a phone number in order to provide an account number, personal
identification number, password, or confidential information,

© It includes official-looking logos and other information taken directly from legitimate
websites, convincing you to disclose your personal details,

The screenshot that follows looks very much like an email from HSBC Bank. The mail is
regarding account verification and contains a link for verification. When the mouse hovers on
the link provided in mail, it is displaying some other address. Hence, it can be considered a
phishing mail. The person who is not aware of phishing may click on the link and provide the
confidential credentials, treating it as a genuine email from the bank. This means that the
attacker succeeded in tricking the user and the user may face a great monetary loss. To avoid
such attacks, every user must confirm whether it is a genuine email or not before clicking the
link and providing information. One way to detect phishing emails is to take a look at the actual
URL pointed to by any website links in the text of the email. For example, the link
http://www.hsbc.com/user/verification.aspx is actually linked to
http://www.108.214.65.147.com/form.aspx, which is not the bank’s original website. The
attacker usually hides a phishing link in the form of a URL. When the user clicks on the phishing
link, he or she is redirected to a fake website and all the details provided by the user are stolen
and misused.

i > 7|5 HSBC A erifica essage (H
age Developer v @
Se Mon 12/13/2 5:29 P
HSBC Account Verification
Dear HSBC Online user
As part of our security measures, the HSBC Bank, has developed a security program against the fraudulent
€ e ountinformation

st information from you for rea to verify your account information in order to
insure the safety and integrity of our services
Please follow the link below to proceed 1 14

Click to follow link

Proceed to Account Verificatiorjhitp hsbe comiuseriverification. asp
Once you login, you will be provided with steps to complete verification process. For your safety, we have
physical, electronic, procedural safeguards that comply with Jederal regulations to protect the information you to
provide to us
Thanks and Regards,

( Link that seems to be legitimate but

leads to spoofed website

FIGURE 09.20: Phishing Email Screen shot
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Anti-Phishing Toolbar: Netcraft

The Netcraft Toolbar provides constantly
updated information about the sites you visit
as well as blocking dangerous sites

usa Oct 25-31, 2012
Hacker Halted 3042 |ercontinenta Hotel, Miami, Fieria —'

[LLOF RIGHTS o svowen. |

Most Visited Web Sites

T —— FirstSen  Netblo

Unravel the Enigma of

http://toolbar.netcraft.com} o

asn a s pae

Features:

@ To protect your savings from phishing attacks

A oaan

@ To see the hosting location and risk rating of
every site visited

@ To help defend the Internet community from
fraudsters

®» Anti-Phishing Toolbar: Netcraft

Source: http://toolbar.netcraft.com

The Netcraft Toolbar provides updated information about the sites you visit regularly and
blocks dangerous sites. The toolbar provides you with a wealth of information about the sites
you visit. This information will help you make an informed choice about the integrity of those
sites. It protects you from phishing attacks, checks the hosting location and risk rating of each
and every website you visit, and helps to secure the Internet community from fraudsters.
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UsSA Oct 25-31, 2012
Hacker Halted 2012 Intorcon&nm;I Hotel. Miami, Florida

Unravel the Enigma of

FIGURE 09.21: Netcraft Tool Screen shot

Tella Friend BILL OF RIGHTS mmy *

Most Visited Wab Sites

FirstSees  Nethiock
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har Su| '3 o 5 -
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FIGURE 09.22: Netcraft Tool Screen shot
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Anti-Phishing Toolbar:

PhishTank

PhishTank is a collaborative
Clearing hOUSE fOT' data and Phi DKS , = free ce mrnet safer, faster, and
information about phishing L I
on the Internet. It provides PhISRTaNK" 0. ne

an open AP for developers P AddABhish  Very APhisk  PlishSesrch Sists  FAQ Developers  Maiiglists My Accoust

and researchers to integrate Join the fight against phishing VWt phisting?
anti-phishing data into "

R A suspected phishes. the status of your submissions
their appl ications other users’ submssions software with our free API,

Found a phishing site? Gel started now — ses it ha Tank

hittp:ff Is it a phish? What is PhishTank?

Recent Submissions

hichzapariar Read the FAQ.

http://www.phishtank.com

Copyright © by EG-Gauncil. All Rights Reserved. Reproduction is Strictly Prohibited.

[y |

== _ Anti-Phishing Toolbar: PhishTank

—
o

—£€2 source: http://www.phishtank.com

PhishTank is a community site where any individual or group can submit, track, and verify
phishing sites. It is a collaborative clearinghouse for data and information about phishing on
the Internet. In addition, an open API is provided for the developers and researchers by
PhishTank for integrating anti-phishing data into their applications.
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PhishTenk | Jein the fight
| " =
[ !

PhishTank ie operated by Ope

www.phishtank.com

¢
Phl!hTa* “ Outof the Net, into the Tank.

Add A Phish

Verify A Phish  Phish Search  Stals FAQ Developers Mailing Lists

Join the fight against phishing

Submit suspected phishes. Track the status of your submissions.
Verify other users’ submissions. Develop software with our free APL

Found a phishing site? Get started now — seeif it's in the Tank:

http:// Is it a phish?
Recent Submissions
You can help! Sian in or register (free! fast!) to verify these suspected phishes.
1D URL

Submitted by

573255 htto://www.paypal.ca.5016.cacure7u.mu/images/cgi b ph ar

httpi/ /morganselec.com/old_eol, 1.3count y/ flogin=ik
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ster, and smarter. Got

Reaister | Foraot Password

tarted today

My Account

What is phishing?

Phishing i= a fraudulent atternpt,
usually made through email, to steal
your persenal information.

Learn more...

What is PhishTank?

PhishTank is & collaberative clearing
hous= for data and information about
phishing on the [nternet. Also,
PhichTank provides an open APT for
developers and researchers (o
integrate anti-phishing data ints thair
applicetions at no charge

Read the FAQ

FIGURE 09.22: PhishTank Tool Screen shot
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Identity Theft Countermeasures

~-—=-= Secure or shred all documents containing private information

<
<

------ To keep your mail secure, empty the mailbox quickly

~———

Ensure your name is not present in the marketers’ hit lists

<

&y - Suspect and verify all the requests for personal data

————

- Review your credit card reports regularly and never let it go out of sight

N
<

[ Protect your personal information from being publicized

=

| Never give any personal information on the phone

{;
X

—————— Do not display account/contact numbers unless mandatory
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c3ed Identity Theft Countermeasures

Identity theft occurs when someone uses your personal information such as your
name, social security number, date of birth, mother’s maiden name, and address in a malicious
way, such as for credit card or loan services or even rentals and mortgages without your
knowledge or permission. Countermeasures are the key to avoid identity theft. These
measures help to prevent and respond to identity theft. The chances of identity theft occurring
can be reduced easily by following these countermeasures:

© Secure or shred all documents containing private information

© To keep your mail secure, empty your mailbox quickly

© Ensure your name is not present on marketers’ hit lists

© Be suspicious of and verify all requests for personal data

© Review your credit card reports regularly and never let your cards out of your sight
© Protect your personal information from being publicized

© Never give out any personal information on the phone

© Do not display account/contact numbers unless mandatory
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Module Flow
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= IMlodule Flow

Considering that you are now familiar with all the necessary concepts of social
engineering, techniques to perform social engineering, and countermeasures to be applied for
various threats, we will proceed to penetration testing. Social engineering pen testing is the
process of testing the target’s security against social engineering by simulating the actions of
an attacker.

P
‘_L Social Engineering Concepts . Identity theft
J + Social Engineering Techniques g Social Engineering
| _.. Countermeasures
Impersonation on Social D Penetration Tatl
7 Networking Sites &

This section describes social engineering pen testing and the steps to be followed to conduct
the test.
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Social Engineering Pen Testing

The objective of social engineering pen testing is to test the strength of human factors in a security
chain within the organization

| Social engineering pen testing is often used to raise level of security awareness among employees

| Tester should demonstrate extreme care and professionalism for social engineering pen test as it
might involve legal issues such as violation of privacy and may result in an embarrassing situation
for the organization

@ Good Good a)
4 Interpersonal — Communication > 1
0 Skills q skills @
Talkative and & _
Friendly Nature reative
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# Social Engineering Pen Testing

- The main objective of social engineering pen testing is to test the strength of human
factors in a security chain within the organization. Social engineering pen testing is often used
to raise the level of security awareness among employees. The tester should demonstrate
extreme care and professionalism in the social engineering pen test as it might involve legal
issues such as violation of privacy and may result in an embarrassing situation for the
organization. The pen tester should educate the critical employees of an organization about
social engineering tricks and consequences. As a pen tester, first you should get proper
authorization from the organization administrators and then perform social engineering. Collect
all the information that you can and then organize a meeting. Explain to employees the
techniques you used to grab information and how the information can be used against the
organization and also the penalties that the people responsible for information leakage need to
bear. Try to educate and give practical knowledge to the employees about social engineering as
this is the only great preventive measure against social engineering.

A good pen tester must possess the following qualities:

© Pen tester should poses good communication skills
© He or she should be talkative and have a friendly nature
© Should be a creative person
© Should have good interpersonal skills
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Social Engineering Pen Testing

The objective of social engineering pen testing is to test the strength of human factors in a security
chain within the organization

| Social engineering pen testing is often used to raise level of security awareness among employees

| Tester should demonstrate extreme care and professionalism for social engineering pen test as it
might involve legal issues such as violation of privacy and may result in an embarrassing situation
for the organization

@ Good Good a)
4 Interpersonal — Communication > 1
0 Skills q skills @
Talkative and & _
Friendly Nature reative
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Social Engineering Pen Testing (Cont’d)

t. =8 Collecting all possible information sources and testing them against all possible social
engineering attacks is a bit of a difficult task. Hence, social engineering pen testing requires a
lot of effort and patience to test all information sources.

Even after putting a lot of effort in, if you miss any one information source that can give
valuable information to the attacker, then all your efforts are worth nothing. Therefore it is
recommended that you list and follow the standard steps of social engineering. This ensures
the maximum scope of pen testing. The following are the steps involved in typical social
engineering testing:

Step 1: Obtain authorization

The first step in social engineering penetration testing is obtaining permission and
authorization from the management to conduct the test.

Step 2: Define scope of pen testing

Before commencing the test, you should know for what purpose you are conducting the test
and to what extent you can test. Thus, the second step in social engineering pen testing is to
define the scope. In this step, you need to gather basic information such as list of departments,
employees that need to be tested, or level of physical intrusion allowed, etc. that define the
scope of the test.
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Step 3: Obtain a list of emails and contacts of predefined targets

Next try to obtain emails and contact details of people who have been treated as targets in the
second step, i.e., define the scope of pen testing. Browse all information sources to check
whether the information you are looking for (email address, contact details, etc.) is available or
not. If information is available, then create a script with specific pretexts. If information is not
available, then collect emails and contact details of employees in the target organization.

Step 4: Collect emails and contact details of employees in the target organization

If you are not able to find information about the target people, then try to collect email
addresses and contact details of other employees in the target organization using techniques
such as email guessing, USENET and web search, email spider tools like Email Extractor, etc.

Step 5: Collect information using footprinting techniques

Once you collect email addresses and contact details of the target organization’s employees,
conduct email footprinting and other techniques to gather as much information as possible
about the target organization. Check what information is available about the identified targets.

If you are able to collect information that is helpful for hacking, then create a script with
specific pretexts.

If you are not able to collect useful information about the identified targets, then go back to
step 4 and try to collect emails and contact details of other employees in the target
organization.

Step 6: Create a script with specific pretexts

Create a script based on the collected information, considering both positive and negative
results of an attempt.
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Social Engneering Pen Testing:
Using Emails

-, Emailemployeesaskingfor mf:f:::::. h V YES > li)ocumenit all ::‘e recovereh:
personal information e ——— nformation and respect
victims
- A NO
fGerrrrarnnnnnnassnnnnnnannnns S
v
Send and monitor emails Prerien "_f”' YES
with malicious attachments " > openeds /T > Document all the victims
to target victims
: A NO
f( ............................................
v
Send phishing emailsto » < Responseis ... YES .. Document all the responses
target victims received? and respective victims
: NO
r— X no
¥ © Email employees asking for personal information such as their user names and passwords by disguising as network
administrator, senior manager, tech support, or anyone from a different department on pretext of an emergency
@ 8 Send emails to targets with malicious attachments and monitor their treatment with attachments using tools such
as ReadNotify
€ Send phishing emails to targets as if from a bank asking about their sensitive information (you should have
Vulnerable Targets requisite permission for this)
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E1  Social Engineering Pen Testing: Using Emails
|88
Once you obtain email addresses and contact details of employees of the target

organization, you can conduct social engineering pen testing in three possible ways. They are
using emails, using the phone, and in person.

The following are the steps for social engineering pen testing using emails:
Step 7: Email employees asking for personal information

As you already have email addresses of the target organization's employees, you can send
emails to them asking for personal information such as their user names and passwords by
disguising yourself as a network administrator, senior manager, tech support, or anyone from a
different department using the pretext of an emergency. Your email should like a genuine one.

If you succeed in luring the target employee, your job is done easily. Extract the personal
information of the victim from the reply and document all the recovered information and
respective victims. But if you fail, then don't worry; there are other ways to mislead the victim.
If you get no reply from the target employee, then send emails with malicious attachments
and monitor his or her email.
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Step 8: Send and monitor emails with malicious attachments to target victims

Send emails with malicious attachments that launch spyware or other stealthy information-
retrieving software on the victim's machine on opening the attachment. And then monitor the
victim's email using tools such as ReadNotify to check whether the victim has opened the
attachment or not.

If the victim opens the document, you can extract information easily. Document the
information extracted and all the victims.

If victim fails to open the document, then you cannot extract any information. But you can can
still carry out other techniques such as sending phishing emails to lure the user.

Step 9: Send phishing emails to target victims

Send phishing emails to targets that looks as if it is from a bank asking about their sensitive
information (you should have requisite permission for this).

If you receive any response, then extract the information and document all the responses and
respective victims.

If you receive no response from the victim, then continue the pen testing with telephonic
methods.
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Social Engneering Pen Testing:
Using Phone

Call a target posing as a Call a target and offer them
colleague and ask for the -+ rewards in lieu of personal
sensitive information : information
4 v
: Threaten the target with dire
Call a target user posing as an : consequences (for example
important user § account will be disabled) to get
: information
4 v
Call a target posing as : Use reverse social engineering
ol o
. : yield information themselves
v :
Refer to an important person : v
in the organization and tryto Q
collect data
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Social Engineering Pen Testing: Using Phone

The following are steps to conduct social engineering pen testing using the phone to
ensure the full scope of pen testing using phones.

Step 10: Call a target and introduce yourself as his or her colleague and then ask for the
sensitive information.

Step 11: Call a target user posing as an important user.
Step 12: Call a target posing as tech support admin

Call a target and introduce yourself as technical support administrator. Tell the person that you
need to maintain a record of all the employees and their system information and times during
which they use the system, etc.; therefore, you need a few details of employees. In this way,
you can ask for sensitive information of employees.

Step 13: Call a target and introduce yourself as one of the important people in the organization
and try to collect data,

Step 14: Call a target and offer him or her rewards in lieu for exchange of personal information.

Step 15: Threaten the target with dire consequences (for example, account will be disabled) to
get information.

Step 16: Use reverse social engineering techniques so that the targets yield information
themselves.
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Social Engineering Pen Testing:

In Person

. 8  Success of any social engineering
- Befriend employees in

- i weari hnique depends on how well
> .- Tryto tailgate wearing a fake tec
m'i_'andt"{wm"“ : ID badge or piggyback a tester can enact the testing
""""'_"t"’“ : . script and his interpersonal skills
4 v © There could be countless other
- . : Try eavesdropping and social engineering techniques
Try to enter facility posing shoulder surfing based on available information
as an external auditor on systems and users and scope of test. Always
: scrutinize your testing steps for
legal issues
v v
Try to enter facility posing .- Document all the findings
as a technician in a formal report >
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Social Engineering Pen Testing: In Person

The success of any social engineering technique depends on how well a tester can
enact the testing script and his or her interpersonal skills. There could be countless other social
engineering techniques based on available information and the scope of the test. Always
scrutinize your testing steps for legal issues. The following steps to conduct social engineering
pen testing in person ensure the full scope of pen testing.

Step 17: Befriend employees in the cafeteria and try to extract information.
Step 18: Try to enter the facility posing as an external auditor.

Step 19: Try to enter the facility posing as a technician.

Step 20: Try to tailgate wearing a fake ID badge or piggyback.

Step 21: Try eavesdropping and shoulder surfing on systems and users.

Step 22: Document all the findings in a formal report.
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Social Engineering Pen Testing:

Social Engineering Toolkit (SET)

The Social-Engineer Toolkit (SET) is an open-source Python-driven tool aimed at penetration
testing around social engineering

e llcd /pentest/exploits/set
:/pentest/exploits/set# ./set

Engineer Foolk

https://www.trustedsec.com

Social Engineering Pen Testing: Social Engineering

? Toolkit (SET)

Source: https://www.trustedsec.com

The Social-Engineer Toolkit (SET) is an open-source Python-driven tool aimed at penetration
testing around social engineering. The attacks built into the toolkit are designed to be targeted
against a person or organization during a penetration test.

# i enteswe:plunwsct

et# . /set

M. trustedsec.com

FIGURE 09.23: Social Engineering Toolkit (SET) Screen shot
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Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Social Engineering

Module Summary

"0 Social engineering is the art of convincing people to reveal
confidential information

O Social engineering involves acquiring sensitive information or inappropriate access
privileges by an outsider

O

Attackers attempt social engineering attacks on office workers to extract sensitive data

U Human-based social engineering refers to person-to-person interaction to retrieve the
desired information

U Computer-based social engineering refers to having computer software that attempts to
retrieve the desired information

O Identity theft occurs when someone steals your name and other personal information
for fraudulent purposes

A successful defense depends on having good policies and their diligent implementation
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Module Summary

© Social engineering is the art of convincing people to reveal confidential
information.

© Social engineering involves acquiring sensitive information or inappropriate access
privileges by an outsider.

© Attackers attempt social engineering attacks on office workers to extract sensitive data.

© Human-based social engineering refers to person-to-person interaction to retrieve the
desired information.

© Computer-based social engineering refers to having computer software that attempts to
retrieve the desired information.

© I|dentity theft occurs when someone steals your name and other personal information
for fraudulent purposes.

© A successful defense depends on having good policies and their diligent
implementation.
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