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acker! Lock up the children and hide the silver!
Hacking has a bad name in the mainstream press.
Given that the papers tend to use the term in relation
to criminal activities, you'd be forgiven for thinking
that all hacking was pure dagnasty evil and, of late, preoccupied
with uncovering ill-advised nude photos of celebrities.

Hacking has much nobler roots, however. It's generally held as
originating at MIT, in the 1960s, as a term for the creme de |la
creme of programmers. They were the master alchemists of
languages such as Fortran, and known for pushing them beyond
their limitations — what they achieved often felt like magic.

Hacking is really about making the most of your systems,
turning the conventional into the unconventional, and subverting
tools to tasks no one thought possible. And like the original
hackers it's about a hunger for knowledge, which is why we've laid
out the best tutorials and the most useful features from the last
year of Linux Format as a feast for the hungry hacker to devour.

You'll learn things like how to stay anonymous online; how to
secure your phone or run a Linux distro on it; how to take control
of our data and set up a personal cloud and even learn a few web
cracks that the ‘Dark side’ may try to fling in your direction.

We think this year's Hacker Manual is the best one yet. Tuck in
and enjoy the hack!
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P ]
G to worry about. Were we really that naive?
If you hadn't already woken up to the mass

survelllance being undertaken by government
agencies on anyone and everyone, tdward
Snowden's revelations were a painful wake-up call.
Keeping your activities under wraps has become a
concern for us all. Even If you re not doing anything
you shouldn't, you Il want to stop prying eyes
feeding you ads, seeing your private files, and more.
Here's how to do all that and more.

ot nothing to hide” Then you've got nothing

Protect your privacy.....

Set up asecure VPS...
Open source alternatwes tcn Go@gle Services..
Secure Android...

ENcrypt your hard dlsk
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ou are being watched by three-
letter organisations and billion-
dollar corporations. They can read
every email you send, every
comment you post and every photo you
share. They know what articles you read,
what videos you watch, and where you like
to shop. These people know
you don't like being monitored

Our individual liberty 1s under attack by
technology. You can't turn a blind eye towards
the monitoring just because you have ‘nothing
to hide either, because former NSA contractor,
Edward Snowden's whistleblowing has
revealed clandestine operations and pervasive
databases that log all our online activities,

totake controliomyotironlinelpriva 03/

rewritten to make it easier to get access to
your personal data.
We laud any such efforts if they help keep
s safe, but we are disgusted when our
private data makes its way to corporations
who fill their coffers by selling It.
In this feature we |l look at some of the
best tools available to protect
your privacy online. We'll show

but the truth is they don't care. “These pEQPle l{:nﬂw Yﬂu dﬂn,t you the kind of information

Your online activities are
tracked in the name of national
security and under the garb of
targeted advertising.

This Orwellian loss of
privacy has its roots in the unbridled exchange
of electronic information. There's no
omnipresent 'Big Brother' as such. Instead
what we have are hundreds of "Little Brothers
that follow us around as we use and traverse
the internet.

rrespective of whether you are a bona fide
criminal or a law-abiding subject.

Privacy isn't just about hiding things either:
it's about controlling what details of our lives
we keep to ourselves and what we share with
the world, and laws around the world are being

you are leaking inadvertently

like bEing mOIIitGI'Ed bUt th-e and how that information iIs
truth is they don’t care.”

being misused. You'll also
earn how to control your
visibility and become a private
citizen on the web. There's nothing sneaky or
llegal in what we'll show you. This feature is
all about being aware of the dangers of losing
your privacy and protecting yourself from
llegal surveillance, identity thieves and
governments (oppressive ones or not).




Privacy

rotecting your information and your privacy go Foroton Profarences ;::ﬂ::;:l‘
hand in hand and it all starts with limiting the =S K s Q ¢ s

information you give out to web companies. They
don’t always have your best interest at heart and some are
infamous for selling or trading personal information.

The most basic way of being identified is through your IP
address. From your IP address, a website can determine your
rough geographical location, such as your city or area. This is
fairly common technique exploited by web advertisements,
which try to grab your attention by mentioning your location.

Privacy
Preferences
to block third-

party cookies.
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IP addresses are dynamic, which makes them unsuitable SRR v
for tracking a user over time. But by combining your IP Evpunt deaefase e
address with other tracking information, such as HTTP R LR R e s
referrers and cookies and you can be easily monitored. ZTE: e iniation b, saggant | Miatery st Bentantie

The job of the HT TP referrer header is to load the website . S
you clicked on and inform it where you came from. It's also
sent when loading content on a web page. So if a web page
Includes an advertisement, your browser tells the advertiser It tracks information, such as a user’s posting history, IP
what page you're viewing. Some unscrupulous marketers address, and web browser version, across websites that use
embed invisible images in emails that take advantage of the Disqus, even if the user is logged out. They also put the
HTTP referrer to track you when you open emails. comments on public profile pages for each user.

. While some online services offer an option to opt-out,
Tough cookie many are opt-in only. You can opt out of the major tracking
Almost every website uses cookies to store information about  networks by visiting the Network Advertising Initiative’s Opt-

the visitors and how they use the website. These are stored Out page (www.networkadvertising.org/choices).
on a user's computer but the user has little control over what  This online service will check your system for tracking cookies

information is stored within the cookie. from participating ad networks and enables you to opt-out

Cookies have plenty of legitimate uses, such as for storing  from them.
settings and preferences on a website, eg online emalil Additionally, all browsers offer options to zap cookies. Dld "_VDH
services use cookies to remember your login details. You can also use the browser’s Private Browsing mode to knuw'?

However, these cookies also allow the website to track you  ensure that the cookies are flushed when you close the

as you move around on their website. This might sound pretty  window. This also prevents websites from learning where The "Ef"" has been
harmless, but major websites such as Google aren't just you 've previously been. The mode is especially handy when f;;f;ﬁ :ET
confined to a single domain. Google, as you may be aware, using a public computer. nternet traffic.
controls the largest advertising network on the internet. But there is one nasty little cookie that's more invasive Things like who's
As you move from website to website, in addition to than a standard cookie. The Local Shared object (LSO) or talking to who, when
displaying advertisements, the advertising system will also Flash cookie, as its commonly known, is particularly and for how long.

_ 5 s S . . Metadata is a lot
track the websites you visit. The advertising system thenuses  dangerous because It 1snt stored with the other cookies and aaslor b0 store and
this data to display advertisements that are similar to the IS designed to evade the commonly used privacy controls. analyse, and can be
sites that you've visited. To restrict how Flash stores LSOs, visit Flash's online extremely personal

Google is not alone in doing this, according to asurvey by  settings manager (http://bit.ly/1Im33E9X) and deselect to the individual.
www.digitaltrends.com, there at least 125 different the Allow Third-Party Flash Content To Store Data On Your
companies or company products being used to track your Computer option. Note: If you go down this route of
online activity through the top 100 sites. Many of these are restricting the use of cookies then it will impact your web
simple advertising networks, but others are particularly browsing experience, but the trade-off in regards to privacy is
nefarious. Take for example the Disqus comment widget. well worth it. »

Switch to SSL

One of the first steps you should take by a certifying authority’ such as VeriSign  cheap to procure, but do not provide
when navigating the Internet badlands is  and Thwate. All SSL encrypted websites authentication or validation of the

to encrypt yvour network traffic by will have a padlock icon in the browser business behind the website. Clicking on
switching to the Secure Sockets Layer window and you can click on the icon to the padlock icon will not display any
(SSL) protocol. SSL uses certificates to get more details about the certificate. information other than encryption

create a secure, encrypted link between However, there is one subtle danger to  information. Other secure certificates will
the visitor's web browser and the web be aware of. There are several types of supply data about the organisation
server that hosts the page. SSL certificates and some phishing sites  behind the website.

The encrypted connection ensures have purchased legitimate certificates in Every insecure network protocol has
that any data that s transterred fromthe  order to trick people into believing they an equivalent secure one. For web
browser to the web server, such as your are trustworthy. browsing, there's HTTPS, for transferring
credit card details, remains private during Keep an eye out for the Domain files there's SFTP and SCP, and for

transmission. The certificate is provided  Validated certificates. These are pretty remote logins there's SSH.




According to Edward
snowden, monitoring
network activities is

laptops and routers,
and turns them into
surveillance devices
which can be turmed
on remotely.

Did you

“Many VPN services keep logs

and say that they will co-operate
with law enforcement.”

over your tracks

Here's how you can browse the web without leaving any trace.

ven if you take precautions to minimise your
footprint on the internet and only access encrypted
websites, you are still exposed. You are still
broadcasting your IP address to anyone who's watching
including the websites you visit.

Additionally, since not all websites use SSL you'll end up
transmitting login credentials and other details over
unencrypted channels. These can be intercepted easily by
packet analysis tools such as Wireshark, (see pl02) especially
over non-secure networks like public Wi-Fi hotspot. There are
a number of solutions to help cover your tracks and disguise
your digital footprint, bypass censorship and keep you
invisible when online. This is especially advantageous as
some websites and services block access to visitors from
specific countries.

The most common is the Virtual Private Network or VPN.
't's primary purpose Is to extend a private network over a
public network to allow remote workers to connect and use
services on the workplace network. The same features also
make It an ideal tool to create a secure connection to the
Internet and guarantee that all of the data you send and
receive is encrypted and secured from prying eyes.

There are dozens of VPN services, and there’s a big list on

the internet censorship wiki http:/ /en.cship.org/wiki/VPN.
When choosing a VPN, make sure it doesn't only run at the
application level. There are VPNs that only run inside a web
browser, for instance. Their drawback 1s that they only protect
what's in the browser. If you were to run another browser
alongside Firefox, or a separate email program, the data from
these other programs would not be protected.

Some VPNs may also restrict certain services, such as
peer-to-peer file-sharing services like Bit lorrent. Also many
VPN services keep logs and say that they will co-operate with

Privacy plugins

» BetterPrivacy plugin prompts you to
delete all local shared objects (LS0Os)

every time you close the browser.

» HTTPS Everywhere plugin Forces
the web browser to use HTTPS with all
sites that support it.

» The Web of Trust plugin |dentifies
dangerous websites from search results.
» DoNotTrackMe plugin Stops third
parties, ad agencies, and search engines
from tracking the webpages you visit.

» Disconnect plugin Prevents tracking
by over 2,000 common trackers.

» Priveazy Lockdown plugin When
you visit a website supported by the
plugin, it will suggest some of the tasks
you should complete to ensure your
privacy is protected. When you click on
a task, Priveazy will automatically load
the relevant settings page, along with
detailed instructions on how to change
that specific setting.
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» JonDo's interface includes the Anonym-0-Meter which
gauges the level of anonymity offered by the active service.

law enforcement with the right paperwork. There is a
wonderful writeup by TorrentFreak.com on which VPN
services take anonymity seriously (hitp:/ /bit.ly/l1dvMaqay).
When you re looking for a VPN look for a service that
supports OpenVPN and uses SSL/TLS for key exchange.
Privacy conscious users will also want to pick a service
operated from outside their home country. A service that has
servers in multiple locations is always a better choice.

Embrace the onion

Another way to bypass censorship and maintain anonymity 1s
to use a proxy server tool. The most well-known of these Is
the Tor network. Tor, an acronym for The Onion Router, is a
software that creates a network to allow people to browse the
web anonymously.

It creates a network of relay nodes across the Internet.
When you visit a website using lor, the data to and from your
computer is bounced around these nodes before ending up
at the website, which masks your origins from the website.

You can use forto visit websites that block visitors based
on their geographic location. The easiest way to use Joris via
the Tor Browser Bundle to connect to the Tor network. (See
Setup the Tor Browser Bundle, p1l.)

One downside to Toris that websites load slower as the
network data goes through so many relay nodes in the
middle. Further, some ISPs, particularly in China, actively
search and block Torrelays, making it difficult for some users
to connect. Also note that Tor only encrypts traffic from your
computer to the exit node, which prevents your ISP from
monitoring you. But since the traffic at the exit node Is
unencrypted, anyone that's running the exit node can see
your internet traffic. There are unconfirmed reports that
many exit nodes are run by government agencies.

One way to negate the vulnerability at Tor's exit node is to
only use secure protocols (HTTPS, SSH etc) when using the
Tor network. You can also use the Java Anonymous Proxy
called JonDo, which uses interconnected proxy servers to
conceal your IP address. JonDois similar to Tor, however the



Set up the Tor Browser Bundle
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2¥ Download and start

The bundle has everything you need to
connect to the Tor network, including Tor
Browser a custom version of Firefox. Once
extracted, switch to the directory in the CLI
to run the ./start-tor-browser script.

one major difference i1s that it only uses certified partners as
nodes. Also you can choose which proxy nodes you wish to
route the traffic through. You can view the location of its
proxies and choose accordingly for increased security.

JonDo caps connection speeds of free users, but you can
subscribe to its premium service, which Is as fast as VPN
services. [he project also has details on how to pay for the
service while maintaining anonymity.

| know JonDo

To use the service, download the Java-based JonDo client,
extract its contents and run Its installation script as root. The
script will install the client under fusr/local. \When it's done
you can launch it by typing jondo on the command line.

When it starts for the first time, an installation assistant
will take you through a brief connection process. When it's
done, the app will connect to a proxy server. You can choose
which proxy network you want to use from a pull-down list.
The geographic location of each network 1s marked with its
country's flag.

In addition to the JonDo tool, the project also produces &
secure profile for Firefox called JonDofox. QOr, you can
download JonDo's own Firefox-based browser called
JonDoBrowser. You can download and install the Deb
package for the browser from the project's website or add
their repository to your Debian-based distro. The

Security add-ons :

In addition to using a proxy
service It's also a good idea to
equip your web browser with
a bunch of security and
privacy-enhancing plugins.
With AdBlock Flus you can
blacklist and whitelist specific
advertisers. Another useful

addition 1s the NoScript

Security Suite, which will
prevent JavaScript, Java,
Flash, Silverlight and other
executable content from
running. 1his add-on can
prevent cross-site scripting
attacks, cross-zone DNS
rebinding, router hacking
and clickjacking.

¥J Browse anonymously

This script launches the Vidalia Control FPanel, Click on the "View the Network' in Vidaliato
which will connect to the Tornetwork. Once
connected, the Tor Browser will launch and

point to http://check.torproject.org, which
will confirm you are browsing anonymously.
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JonDobBrowser s preconfigured to work with the JonDo proxy.
Furthermore, unlike for, you can use the JonDo app to turn
oft anonymity and still continue using the JonDoBrowser.

You can also use JonDo and lorif you use a different
browser, or a different network app, such as an instant
messaging or email client. All you need to do is configure the
applications to route all their traffic through these apps.

To route traffic through them, go to the app's connection
settings page and specity the following manual proxy settings.
For JonDo, select the SOCKSvVD proxy and use 127.0.0.1 as the
host and 4001 as the port. To pass the traffic through the for
network, use 9150 as the port if you are running the bundle.

Also remember that If you re a free user of JonDo, you can
only connect to ports that are used for web browsing, 80 for
HT TP and 443 for HT TPS. For other applications you have to
subscribe to its premium services. Although it's difficult to
compare JonDo and lor, many consider the former to be a
safer option. foris more susceptible to internal attacks where
a node operator itself attacks the network. The possibility of

BOCMN DaIn - LT ONe

bodb - hash

%} View the network

bring up a world map which shows your
routing and the active relays. When you're
done, closing any windows will automatically
flush the browser's cache and disconnect you.

»

} Avoid being tracked by spoofing the MAC address of your network card,
< suchas ifconfig ethO hw ether OA:AQ:04:D4:AA:11.




Stay under the radar

A guide to emailing, messaging and chatting securely.

Did you
s W

hen you are engaged in a conversation with
another person, you are exposing a lot more
information about yourself, about the person you

have public keys, so you shouldn't enable encryption by
default. Enigrmail can fetch public keys of contacts from pre-
configured list of key servers and also create per-recipient

According to the are talking to and the nature of your conversation. The only rules for contacts whose public keys you have.

Snuﬁl:!en files, fhf-‘ way to fox the snoopers is to encrypt all your i

Gﬂﬂiﬁiﬂ“ communications. This way even if they are able to intercept it, Emrypt your emails

Eﬂﬂ;rthe frcthattle  they won't be able to make out its content. By default, the Enigmail will create a 2048-bit key with a

in the English Civil PGP (or Pretty Good Privacy) is the most popular validity of five years. In addition to the key, you can also use
War) hopes to mechanism for encrypting data and communication. One of the extension to generate a revocation certificate for

decrypt programs the methods that PGP uses for encryption is called Public Key  invalidating a key, in case your private key is compromised.
used by 15 major . - . , .
unnamed Internet Cryptography. Instead of relying on a single password, this Once you've created your keys, you should export it for
companiesand300 Method employs a combination of a public key and private safe keeping. Head to the OpenPGP menu and select Key
VPNs by 2015. key to encrypt and decrypt the data. Management. Right-click the key you want to save and select

In essence, the sender uses the recipient s public key to
encrypt the message. The public key as the name suggests
should be made available to everyone. When the recipient
recelves the message, they use their securely stored private

“To prevent man-in-the-middle
attacks, ZRTP uses Short

Authentication String (SAS).”

key to decrypt the message. Additionally the sender can also
sign the message with their private keys. This helps verify the
identity of the person who sent the message. The recipient
can verify the signature with the sender’s public key.

The freely available GNU Privacy Guard, popularly known
as GPG, is the GPL licensed alternative to the PGP suite of
cryptographic software. You |l find it pre-installed in almost
every Linux distribution.

Many desktop Linux distros ship with the Thunderbird
emaill client. The Enigmail extension for Thunderbird brings
the advantages of GPG to the email client, and you can
download the plugin from within the application itself.

This plugin will automatically fire up a setup wizard to
configure the extension, which will tweak your email settings,
eg so you can t compose HIT ML messages. Note: You can skip
the wizard and configure Enigmaill manually as well.

Once installed the extension will add a new OpenPGP
entry to the Thunderbirds menu. Not all of your contacts will

the Export Keys to File option. In the pop-up select the Export
Secret Keys option to save both your private and public keys.
You should never send this file to anyone else. In fact, you
should keep this file in an encrypted storage area (see Create
and use a TrueCrypt Volume, p15). This file will help you
import the keys on another installation or if you lose the keys.
To encrypt messages with the keys, compose a new
message and bring up the OpenPGP menu from inside the
Compose window. It'll have options to Sign Message and
Encrypt Message. It's prudent to select them both and then
continue writing your message as usual. When you click the
Send button, you'll be prompted for the passphrase. Type it
N, and your email will turn into unintelligible encrypted text.
In addition to the body of the message, you can also use
the Enigmailto encrypt any attachments as well. Just attach
the files as usual, and Enigmail will take care of the rest.
However, if you use webmail service, such as Gmail or
Yahoo Mail you can use the Mailvelope plugin for Firefox and
Chrome browsers to send encrypted messages (see Encrypt
Webmail, p13). The plugin uses the OpenPGF/s JavaScript
library that brings the power of OpenPGP to web browsers.
Encrypting your email alone will not protect them from a
determined intrusive party. Law enforcement agencies and
other motivated individuals can still force you to hand over
the keys. As a further precaution you can route the encrypted
emails through the loror JonDo proxy networks. The TorBirdy
extension will configure Thunderbird to make connections
over these proxy networks.
Similarly you can also encrypt real-time communications
such as Iinstant messaging. The two most popular open
source IM clients, Kopete and FPidgin, can encrypt messages

via plugins. The Off-The-Record (OTR) protocol , for instance,
enables end-to-end encryption for IM conversations. It's
implemented via the OTR plugin that you'll find in the
repositories of most desktop distributions. All parties must

} Perzo.com
IS a privacy-
centric online -
comms service.

" Edﬁti"" t" #:-f' . have the plugin to exchange encrypted messages, though.
;l:;ryptlnn“ﬂ; s Once you've installed and enabled the plugin, you'll have

S it to generate a private key for each configured account. From
nﬂm aT i Legrr : :
that will self- then on whenever you connect with another contact using
destruct after e that a{::{::m_lnt. .the plugin will automatically establish a private
a specified h = e conversation if your contact has properly setup the OTR

plugin as well.

duration.



Encrypt webmail with Mailvelope

Privacy

¥ Install Mailvelope

You can install the Mailvelope tool for the
Chrome browser from the Play store, while
the add-on for Firefoxis currently under

add-on bar and select Options. Select the
Generate Key option from the navigation bar

key for your email address.

There is one thing to bear in mind when using IM: Your
conversation may be encrypted, but there's no automatic
way of knowing whether you are talking to your contact or an
imposter. The plugin can help you establish the contact's
identity by using any one of its three-mechanisms. You can
either exchange a pre-arranged secret or code-phrase, or
pose a question whose answer Is only known to your contact,
or manually verify the fingerprints of your key using a
different method of communication.

The OTR plugin is designed for encrypting one-to-one
chat sessions. If you want to encrypt multi-user chats, head
to http:/ Zcrypto.cat. Cryptocat is an online service that lets
you set up secure conversations. It encrypts messages inside
the browser itself using the AES-256 and 4096-bit
asymmetric keys.

Snoop-proof chats

To use the service you |l have to first install it as an add-on to
either Firefox or Chrome. When initiating a conversation, you'll
first have to pick a name for the chat room you wish to create
as well as a screen name. Once it has the information.
CryptoCat will generate the encryption keys, create your chat
room and log you In. Those who wish to join you must install
the browser add-on as well, and then just enter the name of
your chat room to join you.

Since there’s no password protection and you'll all be
using pseudonyms and not your real name, CryptoCat offers
the Q&A mechanism to verify the identity of the users.
Furthermore, from within the interface you can change your
status and toggle desktop and audio notifications.

CryptoCat is designed for facilitating encrypted multi-
user group conversations. But you can also chat privately
with a member. Also remember that while your
communications are encrypted, the connection is not
anonymised and your identity can still be traced. To prevent

¥J Exchange keys

Before you can exchange encrypted emails,
your recipients must have your public key.
To send them your public key, head to Display and click the lock icon. Add the recipients,
development and only available from GitHub. Keys > Export > Display public key. Copy and
Once installed, bring up the tool from Firefox's paste the key block and email it to all your
friends. Similarly you need their public key as
well. When you receive a key, go to Import

on the left and enter the details to generatea HKeys and paste the key in the box and hit
Submit to add it to your keyring.

W) Shachane S

(37 4% 18 157) Private conversation with shashank. s@njit.si/
e4820¢TO started. Your client |3 net logging thia
conversatbon.

.. Authenticating shashank s @jit.si

g Aurnenticstion tuccessful
it

——

dlront P mmsert & smilet @ Atention

this, CryptoCat recommends you use the service via the Tor
proxy network.

As with text, you can also make secure voice and video
calls to another user via Voice over IFP (VoIP). To ensure the
privacy of the connected parties, the creator of PGP, Phil
Zimmerman has created the ZRTF protocol.

This protocol i1s responsible for negotiating keys between
the connected peers and establishes a SRTP connection
between them which does the actual encryption. The GNU
ZRTF library implements most of the features.

To prevent man-in-the-middle attacks, ZRTFP uses a
mechanism called Short Authentication String or SAS. ZRTFP
defines the length of the SAS as four characters. When a call
IS made using ZR TP, one party reads the first two characters
of the SAS and the other reads the last two. Both values
should match. It's good practice to compare the values at the

beginning of the call and then again after reasonable intervals.

A Java implementation of the GNU ZRTF library is
implemented in the open source Jitsi VoIP client [see
Roundup, p22 LXF181]. This supports protocols, such as SIP
and AMPP and can stream desktops and establish audio
conference calls.

&) Encrypt messages

Now compose a message and click on the
floating icon in the window. Type the message

click OK and the text will be encrypted. Then
click on the Transfer button to paste the text
into the body of the message. When the
message is received it will be picked up by the
add-on. Your recipients will need to enter
their password to read your message.

} Use the built-
in tools in the
chat clients

to establish
the identity
of the person
on the other
side before
transmitting
confidential
information.




Did you

The NSA devotes
considerable
resources to
infiltrate computers,
which is handled by
its Tailored Access
Operations (TAD)
group. It's believed
that TAQ has a host
of exploits and can
attack any PC
irrespective of
whether you're
running Windows,
Mac OS5, or Linux.

conveniences while

over SSH channels,

First up is our favourite: OwnCloud. This is an
open source Dropbox-like file sharing tool that
you can install on your own hardware within your
premises. You are in charge of your data that you
can access from anywhere, just like with
Dropbox. If you prefer using the command line,
there's also SparkleShare which will transfer data

You can also synchronise folders using the Git-
annex assistant which supports GPG. If you have
a Raspberry PI, keep an eye on the under-
development arkOS project, which will let you

Reinforce your fort

Encrypt your hardware and lockdown your workstation.

the NSA wants into your computer then it will get in.

That is, if you believe every detail of the documents
leaked by former NSA contractor and whistleblower, Edward
Snowden. Unfortunately, making your computer impervious
to attackers is a more involved process than making it
susceptible to crack, and a strong password i1sn't always the
answer. The attacker might just be able to reset it by
answering your loosely-picked secret question.

Generating complex passwords is of fundamental
importance to privacy. How passwords are managed,
however, Is Just as essential. Writing passwords on paper can
be inherently dangerous and not everyone can make a mind
palace like Sherlock to store complex passwords. This is why
you need a password management tool like KeeFassAX.

KeeFassX Is open source passphrase generation and
management software. I he tool can generate extremely
sophisticated, highly specific passphrases in seconds.

A fter all our recommends, it's disturbing to think that if

“The only way to ensure the
Integrity of your files is to encrypt

the medium they reside on.”

Additionally, KeeFassX can be used to manage encrypted
passphrases, which can later be accessed via a master
passphrase. This master removes the requirement to
remember multiple passphrases. Since a master gives access
to all other passphrases, it must be iImmune from dictionary
attacks, password sniffers, and other threats such as key-
loggers. It's advisable to use a combination of upper and
lowercase letters, numbers, and other special characters.
We've looked at tools that let you encrypt conversations
and attachments before they leave your computer. However

Cloud services offering privacy

It you like the services offered by popular cloud-
sharing websites but are wary of their privacy
policies, here are some options that offer similar

respecting your privacy.

host your own website, email, social networking
and cloud sharing accounts and other services.
It you |lack the time or skills to roll your own
storage service, you can use third-party services
that take measures to ensure your privacy. If you
want to share a private document with someone,
use the http:/ /securesha.re service. It will
encrypt the document on your computer before
uploading it to its web server. It then generates a
password-protected self-destructing URL that
you can pass on to the recipient. At their end the
file is downloaded and decrypted locally.
Similarly, if you'd like to share images, audio
and video you can use the http://mediacru.sh
service which offers free storage and also
respects your privacy. It uses HTTPS protocaol,

that doesn't help you if your computer is stolen or stealthily
broken into. The only way to ensure the integrity of your files
s to encrypt the medium they reside on. Many Linux distros,
including Fedora and Ubuntu give you the option to encrypt
the disk before installing the distribution. This is known as Full
Disk Encryption and according to the Electronic Frontier
Foundation (EFF) is one of the best ways to ensure data
privacy even for novice users.

Then there are times when you need to carry sensitive
files on a removable storage device, such as a USB drive.
Having an encrypted hard disk isn't of any use in such a
scenario. For situations like these you need tools to create
portable encrypted volumes.

Encrypted drives

There are several options for encrypting removable drives,
such as Gnome’s Disk Utility. However, the most popular
option despite the recent controversies is the TrueCrypt tool.
TrueCryptis an open source cross-platform tool that
creates an on-the-fly encrypted volume. This means that data
15 automatically encrypted right before it's saved and
decrypted right after it's loaded. TrueCrypt is controversial
both because it's 70,000 lines of code have never been fully
vetted, and for the odd and abrupt manner with which the

development team decided to end support for TrueCrypt .
The crowdfunded Open Crypto Audit Project (https://
opencryptoaudit.org) is correcting the vetting 1ssue and
plans to continue development. The audit project also hosts a
verified copy of v/.1, which we d recommend using as it's the
last stable edition.

Instead of creating an encrypted folder, TrueCrypt creates
a virtual disk within a file and encrypts this. Whenever you use
TrueCryptto decrypt the disk, it'll be presented in your file
manager as a hard disk. While it's encrypteq, it appears on
your filesystem as an ordinary file. You can even copy it to a

stores nothing about users, doesn't display any
advertisements, and respects your browser s

DoNot lrack settings.

Arw ool gUra you) wand i removn Fig mage om e ? Ths
carmel b undors

i i

» The img.bi service is an image hosting
website that encrypts files before uploading
them and gives you a link for later removal.
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Create and use a TrueCrypt volume
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Create volume

¥J Volume options

Launch the application and press the Create  Similarly, select the default options for most

Volume Type
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) Mount volume

Volume button. This will launch a Volume of the following steps. You'll be asked whether button and select the encrypted volume

Creation Wizard which will walk you through  you wish to create a normal volume or a

the necessary steps. The first step lets you hidden volume. You'll also have to specify the
choose where you wish to create the name of the file that will act as the encrypted
TrueCryptvolume. The first option is the container and its size as well as the

recommended option for new users. encryption algorithm for the volume. button to unmount it.

USB stick and take it to another computer and read its
contents with another copy of TrueCrypt.

For a truly portable encrypted solution, you can create an
encrypted virtual disk inside removable drives and also pack
in the TrueCrypt Linux shell script as well as the Windows
executable along with it. This allows you to decrypt the
TrueCrypt volumes wherever you are. One major
disadvantage of encrypted filesystems 1s that they don't hide
the fact that you are hiding something. A determined intruder
can coerce you to hand over the encryption Keys or you could
be legally obligated to. lrueCrypt has a way around this: using
the Hidden Volumes features you can create an encrypted
volume inside another. You interact with the outer volume like
a standard TrueCrypt volume. However, the inner volume is
hidden and the space it occupies 1s shown as free disk space.

Both volumes have different passwords, so even If you are
forced to reveal the password for the outer container, the
contents within the inner container remain encrypted. And
since no one knows about the existence of the inner
container it offers to scope to lie.

Switch distro

If you re concerned about your privacy, you should ditch your
regular distro and use one of the specialised ones designed to
protect your privacy. Not only do they lack features that tread
on your privacy (such as Ubuntu's Amazon lens) they also
Include several of the tools covered here.

T he Debian-based lails ( The Amnesic Incognito Live)
distro runs from RAM and makes sure it doesn't use the swap
partition even if there's one available. When Tails i1s shutdown,
it'll also securely wipes the RAM to remove all traces of ever
being used. Tails features the Gnome 2 desktop, but also
offers an option to camouflage the desktop to resemble that
of Windows XF. The distro includes the lor Browser Bundle
and its lceweasel-based Jor Browser includes privacy-
enhancing plugins such as Https Everywhere, NoScript,
Cookie Monster, Adblock Plus and others.

You'll also find the KeeFassAX password manager, the
Pidgin IM client with the OTR plugin as well as the Claws
email ready to send GPG encrypted messages. The distro
uses Gnome's Disk Utility to create encrypted volumes.

Tails also includes a virtual keyboard to protect you from
key-loggers. The Nautifus file manager 1s equipped with an
extension to securely zap files and also make sure no one can
recover deleted files from the available disk space. As we ve
pointed out earlier, it's rather difficult to be totally anonymous
especially while you re online. But using the tools covered
here, Individually or, better still, together, you can go a long
way In concealing your identity and shield yourself from data
mining silos run by clandestine government agencies or
profit-making corporations. &
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} No, we haven't used a Windows XP screenshot by mistake. This is Tails in
disguise, so you can use it in a cyber-cafe without raising curiosity.

In the main screen again, press the Select File

you ve created. Then press the Mount button
and enter the password for the volume. The
encrypted volume will then be mounted and
listed in your file manager. Click the Dismount
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upa

Stay thy LAMP stack-installing hand a moment while
we give you a primer on virtual private server security.

irtual servers are cheap. In fact, on what's known as operating system-level OpenV.Z s close to being an example of a
" with a few usage provisos, you virtualisation technology. The most abundant hosted ( Type 2) hypervisor, since it runs inside
can get one from Amazon for example i1s OpenV.Z ( Open Virtuozzo), which a conventional O5. However, purists would
free and having your own virtual runs a modified Linux kernel that's shared argue that it doesnt really do true
server is a great way to learn virtualisation, but rather

a a responsibilities, =~ ¢ - containerisation — being more
p:jt:::s :::E stneuee‘:l:\‘:|I :ra;:: Hypemsqr re:lates tﬂ t'h'e faCt aIn:int to SU[IIE:"u"iSiI’"Ing] t:rugr"ﬂh of
associated with remotely ﬂlat Qperat]ng SYStemS were chroot environments rather

internet-facing box, without ~ OI1CE referred to as SuperViSGrS.“ the etymology behind the worc

administering your own than actual O5es. Incidentally,

having to worry about failing hypervisor relates to the fact
hardware and hefty server bills. among all the guest OSes (UpenVZ only that operating systems were once referred to

Except for Amazon's free usage tier, the supports Linux guests, but why would you as ‘'supervisors. Hence, a hypervisor Is a
cheapest virtual machines (VMs) out there run  want anything else?). supervisor of supervisors.

16



Secure VPS

f you require a greater level of guest
isolation, then you should direct your attention
towards a bare metal (or Type 1) hypervisor,
such as VMWare or Xen. This model enables
your guest OSes to run their own kernels,

SO you can run whatever you like. The
hypervisor itself is fairly minimal and handles
all the low-level hardware shenanigans.

In order to be of any use to guest OSes,

a control domain (dom0Q) needs to be running
on top of the hypervisor. This is a privileged
VM running a Xen-enabled kernel which
manages all the lesser guests (unprivileged
domains) and provides an interface for them
to interact with hardware. The Linux kernel
supports Xen, but one can also use NetBSD or
OpenSolaris as the control stack. We should
also mention KVM here, which does an
excellent job of obscuring the boundary
between Type 1 and Type 2. Once the KVM
module is loaded, the host OS becomes a
nypervisor; a virtualiser, such as Qemu can
then utilise it to run any OS compatible with
the host's CPU architecture. In fact, Qemu can
virtualise x&6, PowerPC and S/390 guests,
but there's a performance cost when
emulating foreign architectures. Guests fall
into two camps.

» Paravirtualisation (PV) This requires a
PV-aware kernel, so the guest knows that it's
runniNg on iImaginary hardware,

» Hardware-assisted Virtualisation (HVM)
FParavirtualisation's counterpart, HVM = or full
virtualisation = requires a CPU with
virtualisation extensions which mitigates the
performance penalty associated with tricking
the Guest OS by emulating BIOS and other
hardware. To further complicate matters, fully
virtualised guests can be partially
paravirtualised through so-called 'PV-on-HVM'
drivers, so that |/0 can be accelerated and
grey areas introduced.

Whatever path you go down, after a quick
and easy credit card payment you will be
orovided with a hostname/|P address and
nassword. You will then be able to ssh into
your new appliance with full root access:

$ ssh root@host

There are a few initial things you should
take care of, just as when you install a new OS5
on an actual machine. Some of these might be

£

Cheap VPS servers are definitely not a good
idea for conducting any mission-critical
operations or storing any data that 1s remotely
sensitive. In this guide we do some rudimentary
hardening, but this won't make you bulletproof.
Sound advice is to not run services you don't
need/understand and update everything
regularly. Almost by design, there will always be
some room for mischief. There are attack
vectors outside of the VM itself: a kernel-level

jonni@bmachine; -
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} Elliptic Curve Crypto is so advanced that you can get away with much shorter key lengths
(256, 384 and 521 bits versus 1,024, 2,048, 3,072 or 4,096 for RSA).

already done for you — it depends on the copies of it. If you do lose it, most VPSes will
amount of effort put into whatever image allow you to log in through a serial console and
you're using. So you should check Zetc/ fix things. You can generate the keypair on
hostname, /etc/locale.gen, /etc/hosts your local machine by running;
(etc) and set up your timezone. It's sometimes  $ ssh-keygen

best to set this to UTC as it befits the virtual You will be prompted for a filename for the
nature of the whole affair: private key, and then again for a passphrase.

$ In -sf /usr/share/zoneinfo/UTC /etc/ If you envisage having lots of different keys for
localtime many different servers, thenit's a good idea to

Now you should set

Jp a normal user, as

peing root all the time ” “Qemu Call Virtualise XBG,

sty PowerPC and S/390, but
Iy 0 there’s a performance cost.”

wheel user

rReplace user with
your preferred handle. Here we have added change the default filename to include the
ourselves to the wheel group, which lets us relevant hostname. Otherwise, the default

use su to become root. If you would rather use  ~/.ssh/id_rsa is probably fine. The public key
sudo, then the -G wheel part is not necessary  will be generated in the same place with a

- instead you will need to use visudo. pub suffix. Note the pretty random art image

) associated with the key: these can be useful if
SECurlng Secure Shell you find yourself comparing keys at any point.
Although you might have a good memory and By default, ssh-keygen produces a 2,04s-bit
a secure password, it's preferable to go one RoA keypair which should be fine for all but
step further and create a keypair to the most paranoid. There are plenty of options
authenticate with ssh and disable password though, so you could also make a 521-bit
logins altogether. The public key is stored on Elliptic Curve pair with:
the server and you should keep your private % ssh-keygen -t ecdsa -b 521
key somewhere safe and ideally not make any  You then copy the key to your server with: »

exploit on an OpenV.< setup could compromise  remember the old adage: if something sounds

any virtual machine running there, or there may  too good to be true, then it probably 1s.

be a vulnerability inside your hosting provider's And don't expect much help either. You have
control panel = or any of their infrastructure for  to do reinstalls and reboots yourself through
that matter. cPanel or (for the more impecunious) SolusVM.
Be aware, also, that there are many fly-by- Although most providers have a ticket system
night types operating in this budget sector, often for technical support, this is usually only for help
overselling appliances through many levels of at the hardware and OS image levels. Don't
resellers. Some of them have fancy websites, expect them to tell you why your PHP script is

but do not be deceived. Find some reviews and running slowly or how to set up Apache.
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> Such AWStats. Much graph. Very comprehensive. Wow.

" $ ssh-copy-id user@host sshd_config on our server to disable
Replace user and host with the user you nassword authentication, the legacy vl
set up before and the address of your VPS. orotocol and login by anyone other than user,
This will append your public key to the file and optionally change the port from the

~/.ssh/authorized_keys on the remote host. default 22:
It you do have to copy your private key, make Port 2022
sure that its permissions (b00) are preserved, Protocol 2

$ systemctl restart sshd

Now the only people that can log in are
those In possession of our key file. The server
'S now also running on a different port, which
may deter some script kiddies, but also
means you have to point your SSH client
appropriately:

$ ssh user@host:2022

You can use ssh-agent to keep this key
unlocked for the duration of your local session,
which 1s a handy labour-saving device,
although it comes at a small privacy cost.
This i1s achieved with:

$ ssh-add ~/.ssh/private_key

f you are running some sort of Proper
Desktop Environment, or have otherwise
figured out how to shoehorn Gnome Keyring
or some such onto your system, then you can
even automatically unlock and load your key
into memory upon login. Again, it's handy but
potentially insecure.

t's worth considering tunnelling any
services you run explicitly for you or your
authorised users over an SSH connection.
For example, if you are running a VNC server,
then rather than exposing it to the outside
world, configure it to listen only on the local
loopback address. VNC's default port is 5900,
so when we ssh from our local machine we
forward this port to 5901 like so:

$ ssh -L 5901:localhost:5900 user@host: 2022

services you run explicitly

otherwise you will found yourself castigated PasswordAuthentication no
for insecure practices. AllowUsers user
Now test your freshly baked key. If you kept Now werestartthe =& ¢€¢€ - -
the default filename then you don't need any >oH server. If you are ConSIder tllIlIlEl]JIlg
special syntax, otherwise you'll have to use the  using the trusty
-1 (Identity file) option: Sysvinit scripts, this 1s ’9
$ ssh -i ~/.ssh/private_key user@host simply just a matter of fﬂr Yﬂu over SSH,
f all has gone according to plan, you becoming root and
should be prompted for the passphrase for running the command
your private key and allowed to log in. With 3 /ete/init.d/sshd restart

that done, we can change the following lines in  or for Systemd.

Eﬁ“. |

Filtering outgoing packets is really only for the paranoid, but if the tinfoil hat demands it here is a
quick summary of traffic you will probably want to allow before the big ol' REJECT rule.

Loopback traffic Similar to incoming rules, use -o lo -) ACCEPT

DNS TCP and UDP on port 53.
NTP UDP port 123
HTTP(S) TCP on ports 80 & 443

TCP on port 21 (Active FTP will initiate an incoming connection
from the server's port 20, but our established/related rule on the
INPUT chain should take care of that)

FTP

it TCP 9418

piNg ICMP use --icmp-type 8 (echo) as in incoming rules

If you really want to fulfil the ultimate control freak sysadmin stereotype, then it's possible to log
all the packets that iptables rejects, but this can very quickly lead to oversized log files and full
disks, which will be much more of a problem for you than someone scanning your box for
non-existent SMB shares.

The part after the first colon is relative to
the remote machine — we are forwarding its
port 5900 to our 5901. Providing that the
localhost alias i1s set up correctly in your
server's hosts file, you can now tell the VNC
client to connect to your local machine on
port 5901 (or display :1in VNC parlance).

All going well, you should have a working VNC
session and that fuzzy warm feeling that
comes when all your clicks and keystrokes are
being sent over an encrypted channel.

Playing with fire(walls)

Setting up an iptables-based firewall 1s our
next challenge. The iptables program filters
packets based on rules, which exist in a table
called filter and are grouped into three chains.
INPUT for incoming packets, OUTPUT for
outgoing packets and FORWARD for more
advanced routing, with which we shall not
concern ourselves. Likewise the other tables
mangle and nat. Each chain has a default
policy, which is usually to accept all packets.
Besides accepting them, we also have the
target REJECT to vocally dismiss the
connection, and DROP to silently ignore the
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packets. The latter is good for evading
detection, but annoying for diagnosing issues.
You can examine your current iptables rules
by running the following as root:

$ iptables -L

Let's start with a tabula rasa by purging all
currently operational rules (even though there
properly aren't any) and any extra chains:

$ iptables -F
$ iptables -X

While it's tempting to lock down everything
here, and indeed an overly permissive firewall
s not a good idea, it will be beneficial to
concede that connection establishment and
packet filtering are more complicated than
you might think. It would, after all, be very
embarrassing If you locked yourself out of
your own machine.

Our first two handy rules deal with traffic
on the local interface. A lot of programs talk to
each other this way, but we don't allow traffic
to access lo from the outside world. 1 he third
rule conveniently allows all connections that
are currently established and any further
connections which they engender. That should
save you some heartache — you generally
want to let in packets from the services to
which you connect.

$ iptables -A INPUT -i lo -j ACCEPT

$ iptables -A INPUT ! -1 lo -d 127.0.0.0/8 -
REJECT

3 iptables -A INPUT -m state --state
ESTABLISHED, RELATED -j ACCEPT

Now we ensure incoming SSH connections
will not get summarily squashed:

$ iptables -A INPUT -p tep --dport 2022 -
ACCEPT

The -A option indicates that we are
appending this rule to the input chain, so that
t Is processed after all the other rules. We
could also use -1 INPUT 1 to insert this rule at
the top of the chain.
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} With logging turned on we can see all the noisy broadcasts around us that we are ignoring.

t's also nice to enable your server to any incoming packet that do not match any of
accept — and subsequently respond to - the earlier rules Is rejected.
DINE requests: We have to save our iptables rules and
3 iptables -A INPUT -p icmp -m icmp --iecmp-  ensure they are restored when/if you reboot.
type 8 -] ACCEPT cxactly how you do this depends on your

And If you run a web server then you will distro/init system. For some, the iptables-
want to allow http and https traffic: save command outputs the current rules to
$ 1iptables -A INPU'T -p tcp --dport 80 - stdout, and for Systemd iptables.service
ACCEPT loads the rules from fetc/iptables/iptables.
3 iptables -A INPUT -p tep --dport 443 - rules, so the following will suffice:
ACCEPT $ 1ptables-save > /etc/iptables/iptables.rules

Now it should be safe to reject all other % systemd enable iptables

INncoming packets.
% iptables -A INPUT -

REJECT “DROP: Good for evading

The rules for each

of the chains are dEtECtiﬁn, bllt ElIlIlOYiIlg fﬁI’
o diagnosing issues.”

sequentially, so that

For Debian, the standard method I1s to save
the rules per the above and then create the file
/etc/network/if-pre-up.d/iptables with:

#! /bin/sh
/sbin/iptables-restore < /etc/iptables/iptables.
rules
Hopefully, your chances of getting owned have
now been diminished. Exactly what you do
from now on i1s up to you = not doing anything
: . s pointless, but your VPS provider would
e S probably approve. Having your Dropbox folder
80,918 per o accessible on your server Is sometimes handy,
for instance, but on the other hand that might
)74 50,120 s Hos result in the proprietary chills, so why not set
0,230 par 4 up an OwnCloud server (See p/8) 7 Or how
axsine s e about subscribing to Linux Format and learn
i how to set up a simple Nginx [see the
archives, LXF188] or Lighttpd web server?
And then getting it to serve usage stats using
the great AWStats? Whatever you do, be
mindful of security, but If you do get hacked

Weriny Il bR iEnce Yo age [BE) L LR g @

) If you want to stay sane, don't try to understand the pricing structure for EC2 instances. then starting over is trivial. B
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Privacy

SIGMN OUT

And Facebook » TWittér » Flickr + more!

| iberate your personal data from companies that want to nose
~ through your emails, photos and friends and take over your life.

Google Search I'm getting out of here

e are using the cloud more What guarantees do you have regarding the upload? Can your photos be sold or published

and more. As internet safety of your data and i1s there anything you without your consent”

connections get faster and can do to improve this? While a large company s security and back-

more reliable, the » Securty Is your data encrypted? Who has up policies are likely to be better designed and
convenience of having all our data available access to the encryption keys? Could your data implemented than your own, you still have the
on all our devices becomes ever more be hacked or stolen? questions about what they can do with your
attractive. However, there are data. You may feel that allowing them to

disadvantages to using cloud services, 6 arse emails to provide more relevant
ibp g What guarantees do P ;

particularly the free of charge ones that advertising, which you may or may not

still have to make a profit somehow. Yﬁu have regarding ﬂle ignore, Is a fair price for a free service.

There are many valid, albeit scary, ’9 On the other hand, you may want to keep
questions you |l want to mull over before SafEty nyﬂur data? private emails just that, and If you are
trusting a third party to keep your data using email for business, you ve even
safe, and we've listed them below. The answers, ¥ Continuity Can the cloud provider suspend more concerns. You are not only responsible for
as you will discover In this feature, are generally  or cancel your account, possibly even losing all  your own data but that of organisations you

not what you want to hear. yvour data, for any reason? deal with. You may also be concerned about

» Privacy |s your data stored or is it mined for » Performance |s your internet connection fast  keeping private information within your private
advertising and marketing purposes? enough to use the services that you want network, not only for commercial secrecy but
» Reliability Can you be certain that the without delays?’ also data protection and preserving the privacy
service you re using will always be available? » Copyright Who owns the content you of the people an organisation deals with.

Advertising  Business  About Privacy & Terms  Settings  Google.com



Another serious i1ssue Is that the cloud service may be
operated in a different country to your own, and therefore
subject to a different legal framework and policies. Even if you
are happy with the location, there is nothing to stop the cloud
service provider moving everything to a data centre in a
different country for economic or political reasons — or simply
as a tax avoidance measure.

One law for us, another for them

Google has come in for a lot of stick over its approach to
privacy (not to mention its apparent consideration that
paying tax is optional here in the UK) but Google isn't alone in
this, or even the worst offender. Google is simply the provider
with the highest profile. To its credit, it is reasonably open
about using your data to make money — most of us were
aware that Google would read our emails before we signed up
for a Gmail account.

Still, the idea of cloud services is appealing and convenient;
so how do we resolve this dichotomy? The answer is simply
to run your own cloud. That way, you get the convenience of
easy access to your data from multiple platforms and
locations but you retain control over that data. Now, we are
not suggesting that you set up your own data centre to
implement your own Gmail, Dropbox and Facebook, but you
don't need the scale of those organisations for a home or
small business operation.

The cloud is basically built on top of the web, and Linux
nas something of a track record in providing web services. All
you need is a Linux computer running the standard LAMP
(Linux, Apache, MySQL, PHP) stack and you can install most
of the software from the following pages in minutes. That just
leaves two questions to answer: what and where. Depending
on how much you want to do, the hardware could be a small
server box, your desktop computer if you leave it switched on
all the time it may be needed, or even something really small
and power efficient, like a Raspberry Pi or one of the plug
computers. Any of these would be hooked up to your local
network and so would give excellent speeds when used from
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within your LAN. They could also be made available from the
outside, but then you run into the question of the upload
speed of your internet connection. Most domestic internet
connections are asymmetric; giving far higher speeds for
downloads than uploads. But accessing data from the outside
world counts as an upload, so it would be slower — not
unusably so, but it's something to be aware of, particularly if
you want to support multiple users. If you are providing
access from the world at large, life is a lot easier if your
internet provider is able to give you a static IP address,
otherwise you will need a dynamic DNS service.

What do you need?

An alternative is a Virtual Private Server (VPS). This is a Linux
distro running on a virtual machine at a data centre, so you
get the benefit of the fast speeds such environments provide,
but it's still your own system and you control what software
you include, and any passwords and encryption keys used,
and the provider need not be able to read any of your data.
You could also use a web host for this, because everything
runs on a LAMP stack, but that reduces the options for
protecting your data. Whatever the hardware you choose, real
or virtual, you need a full LAMP installation. If you are devoting
a box to the job, it 1s simplest to install on the server-oriented
distros, like Ubuntu Server, or something like Debian and
select the web server option when installing it. If you are using
an existing system, installing Apache, MySQL and PHF should
be sufficient. If you install the software we discuss from your
distro's package manager, it will take care of this for you. »

Install ownCloud

The tar archive 1s the classic way of installing ownCloud server it prowndes the server and
all mmmediate 3rd party PHF hbranes

. Download Unix/Mac OS5 (. tar.bz2) or

2. Check package integrty using the MDS sum Unix/Ma

svindows (. Z1p) archive
0% / Windows
3 Follow the pwnCloud Adrmin Manuals mstallation chapler

MO EMeErt Mudeng Bl

) The website offers two ways of installing OwnCloud, the simplest of these is to
download and extract a tarball — unless your distro has a package for it.




Privacy

Cloud storage

It you want to go it alone, there's a personal free software alternative to
Dropbox, Flickr and many other online services.

} The OwnCloud
basic package:
file storage,
online music or
picture galleries,
calendar and
address books,
all in the same
browser window.

¥
i

loud computing 1s the current
‘ buzzword for what is, essentially,
using remote computer storage
and software through the internet. Gmail,
Dropbox, Flickr, Tumblr and personal
blogs hosted on Blogspot or WordPress
are just some of the cloud computing
services that are popular these days.
And as convenient as all these
services are, cloud computing has a big
problem, at least in the incarnations
above. On the one hand, you pay (with
personal data, attention or money)
somebody to manage hardware and
software on your behalf. On the other, all
those services and your own content
remain available online only for as long as
that single provider remains able and
willing to keep you in, and keep you
accoraing to its own terms and conditions.
The solution to this problem is to
create your own cloud: a portable, web-
based environment, made of free software;
one that can run pretty much everywhere,
from basic web hosting accounts (Including
some free ones) to your own Linux (virtual)
server. This tutorial explains how to use
OwnCloud (http:/ /fowncloud.org), one of the most
promising free software projects in this space, which
now boasts its own annual conference in Berlin.
In order to whet your appetite and increase your
motivation, the tutonal i1s divided into two main parts.
The first presents what end users can do with an already-
existing OwnCloud instance. The second part explains how to
install, configure and administer such an instance.
OwnCloud's basic services are a mix of online file storage.
calendars and an address book. It's possible to access and
synchronise OwnCloud folders directly from your desktop.
The same installation can host many independent users.
Starting from version 4.5 (the one we're describing here,
OwnCloud versions are coming thick and fast, see p/8 for tips

# Files clientsyne New ¥
I Music uw
wd gps _podcast
B Calendan
Jd opendata talk
& Contacts
: Jd foss talk
B pictures

for the latest major release, Including self-signed certificates),
ownCloud supports file versioning and a unified access and
synchronisation interface to mainstream storage services,
such as Dropbox or Google Drive. If that isn't enough, you can
extend its capabilities with several optional applications.

A basic ownCloud (pictured, below left) is a place to save
and share your files, pictures, audio files, calendar and
contact lists online from any browser on any computer or
smartphone. The file manager includes OpenDocument and
PDF viewers, plus an editor for plain text files. The pictures are
available one by one, or as full-screen slideshows, while the
music collection supports audio streaming.

The Contact and Calendar functions aren't state of the
art, but have all the basic features, and it's possible to import
Google contacts or create custom fields in your address book
for your activities. Several independent calendars can be
defined, or shared with other users of the same OwnCloud.
The first time you open it, Calendar asks for your position to
set the corresponding time zone, but you can change that.
Just remember that iIf you don't set it properly, your
OwnCloud calendar and the ones in your smartphone or
desktop computers will be unable to sync to each other.

Even when automatic synchronisation isn't possible, you
can import and export single events or whole calendars from
your OwnCloud account in the standard iCal format. Any
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} The standard OwnCloud Calendar — simple, but useful and easily

synchronisable with desktop or mobile devices.

decent calendaring application, including those on any
smartphone, can manage iCalwithout problems these days.

A container of applications

In addition to all this, OwnCloud has another feature, still very
under-used but, in our humble opinion, with huge potential.
OwnCloud is born to be a container and can offer a unified
point of access for completely independent, FOSS-based.
third-party online services. An OwnCloud administrator can
extend its services in many ways, installing the many optional
applications listed at http:/ /apps.owncloud.com.

We'll highlight a small selection of these applications, just
to present the general concept. You may, for example, keep
notes inside ownCloud with the three different applications
that follow. The simplest one, which 15 also the easiest to sync
with mobile devices, is called Notes, you can use It to save
task descriptions, to-do lists and similar things as ordinary
plain text files. AtNotes supports basic H T ML formatting and
note tagging. The OwnCloud Journal goes one step further.
You can sort, filter and search by date or time range all the
diary entries you store inside it. Internally, the Journalentries
are saved as records in the OwnCloud Calendar, and can be
shared with other users.

Of course, there are OwnCloud apps can do much more
than keep notes. A Theme Manager lets the administrator
change the look and feel of the whole website with a few
clicks. There's also a player for impress.js online slideshows,
and a synchroniser to keep the same Firefox configuration
across all your computers and accounts. There's an interface
to republish pictures loaded into ownCloud on WordPress
blogs. We also believe that many users may fall in love with
the basic Bookmark Manager in (See bottom, p28) or with
Shorty, the ownCloud app that enables you to organise
bookmarks and share them through several external URL
shortening services.

The future of OwnCloud, however, is in integration — why
reinvent any possible wheel when you can embed the real
thing? For instance you can see an already-working example
of this category of ownCloud apps (pictured top, p29), the
one that enables you to log in to your Roundcube account
and use it as an OwnCloud tab, instead of developing yet
another free software webmail client — Isn’t that wonderful?
Of course, all this requires a little bit of easy setup on the

Start of testing
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user's side, and the first thing to do with
your brand new ownCloud account is to
click on the gear icon in the bottom left-
hand corner. This opens the user
configuration panel, where you can find or
sel crucial parameters or perform
important operations.

The various things that you can (and
must!) set include the email address to use
for password recovery, and the language of
the user interface. Oh, and don't forget to
copy the value of the WebDAV URL. If
versioning was enabled at installation time,
you ll also have the ability to cancel old
versions of your files that you don't need
any more. The configuration panel enables
each user to download all of their files and
data as one ZIP file, in a format that can be
loaded with just one click in another
ownCloudinstallation. Try doing that kind
of thing with closed cloud services!

Desktop access to OwnCloud possible, in general, from
any file manager that supports the WebDAV protocol - you
must simply tell it to load the WebDAV URL that's listed in
your configuration panel. Detailed instructions on how to use
that URL with several file managers are available online at:

http:/ /owncloud.org/support/webdav.
OwnCloud from your desktop

Regardless of file managers, there are ownCloud desktop
clients to keep a local folder on your computer constantly in
sync with one in the online account, much as it happens with
Dropbox. (The official website lists clients for Linux, Windows
(XP. Vista, 7 and 8, 32- or 64-bit) and Mac OS X 10.5 or newer,
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